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May 26, 2009 
 
The Honorable ROBERT C. BYRD 
President Pro Tempore of the Senate, Washington, D.C. 20510 
The Honorable NANCY PELOSI 
Speaker of the House of Representatives, Washington, D.C. 20515 
 
 
DEAR SENATOR BYRD AND SPEAKER PELOSI: 
 

We are pleased to transmit the record of our April 30, 2009 public hearing on 
“China’s Propaganda and Influence Operations, Its Intelligence Activities that Target the 
United States, and the Resulting Impacts on U.S. National Security.” The Floyd D. 
Spence National Defense Authorization Act (amended by Pub. L. No. 109-108, section 
635(a)) provides the basis for this hearing, stating that the Commission shall examine 
“…the triangular economic and security relationship among the United States, Taipei and 
the People's Republic of China,” as well as “…the implications of restrictions on speech 
and access to information in the People's Republic of China for its relations with the 
United States in the areas of economic and security policy.”   

 
 The first panel of the day examined the Chinese government’s propaganda 
directed to foreign audiences, and the extent to which this might affect U.S.-China 
relations. Dr. Nicholas J. Cull, professor of public diplomacy at the University of 
Southern California, opened the panel with a discussion of China’s public diplomacy, 
which he defined as “the process by which an international actor conducts foreign policy 
by engaging a foreign public.” He identified five components in this process: listening, 
advocacy, cultural diplomacy, exchange diplomacy, and international broadcasting, and 
maintained that the People’s Republic of China (PRC) engages actively in all of them. He 
also described an effort by the PRC to “buy friends” by cultivating influential figures in 
developing countries, and advised that such efforts could be successful in displacing 
western influence and values throughout much of the world. In response, he advocated 
renewed efforts for U.S. public diplomacy, particularly through the expansion or revival 
of U.S.-supported news broadcasting. Next, Dr. Judy Polumbaum, professor of 
journalism and mass communications at the University of Iowa, focused on the role of 
journalists within China’s state-controlled media system. She emphasized that China’s 
media system is not monolithic, and that different institutional actors may have differing 
outlooks and interests. She also stated that China’s reported plan to expand English-
language media outlets does not necessarily represent a systematic effort to enhance the 
PRC’s foreign propaganda, but might be explained at least in part as bureaucratic “empire 
building” by actors such as the Xinhua state news agency.  Finally, Dr. Anne-Marie 
Brady, associate professor of political science at the University of Canterbury, New 
Zealand, discussed the Chinese Communist Party (CCP)’s efforts to take a less visible 
hand in direction of the state media—to employ “management” rather than “control”—
and to make its propaganda more convincing and effective through the adoption of 
western practices. Despite this seemingly softer touch, Dr. Brady emphasized the 
continuing critical importance of propaganda as the “life blood of the Party” and its effort 
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to maintain itself in power.  
 

Witnesses in the second panel examined ways in which the Chinese government 
has allegedly sought to levy influence over U.S. institutions. Dr. Ross Terrill, associate in 
research with the John K. Fairbank Center for Chinese Studies at Harvard University, 
testified about PRC efforts to influence the writings of U.S. opinion-makers such as 
academics and think tank researchers. He described both coercive steps, such as the 
denial of visas to writers who angered the Chinese government, as well as more subtle 
efforts to co-opt scholars and institutions through financial donations made by parties 
friendly to Beijing’s views. In response, he recommended that the United States resist 
such efforts to “pick winners and losers” among academics who study China. Following 
these remarks, Dr. Eric Anderson, analyst with Science Applications International 
Corporation, described in his testimony alleged efforts by the PRC to gain leverage over 
U.S. policy through state-backed investments in the U.S. financial sector. Dr. Anderson 
concluded that no signs of such efforts could be found, and that Chinese investments 
were benign actions undertaken in the expectation of profitable returns. The last speaker 
of the panel, Dr. Jacqueline Newmyer, President and CEO of the Long-Term Strategy 
Project, analyzed alleged PRC efforts to influence U.S. institutions within the broader 
context of PRC foreign policy strategy. In her testimony, she described an active and 
coordinated effort by the PRC authorities to manipulate foreign perceptions of China’s 
rise and future course, supporting this assertion with quotations from internal, restricted-
distribution CCP publications. As cited by Dr. Newmyer, these documents called for the 
use of “public relations weapons”—such as the cultivation of prominent people and 
media outlets in other countries—to create a benign and reassuring image of China.    
 

The third panel discussed the extent of Chinese espionage directed against the 
United States. Drawing upon 25 years of service with the FBI, Mr. I.C. Smith, a former 
special agent with the Federal Bureau of Investigation, observed that the PRC views the 
United States as its “number one adversary,” and he also directly stated his opinion that 
the PRC represented the “number one threat to the United States.” He described the 
Chinese model of espionage as relying heavily on seeking to recruit or intimidate 
Americans of Chinese heritage into performing tasks on behalf of the Chinese 
government. He also noted the decentralized and frequently amateur nature of Chinese 
intelligence gathering, particularly as it pertains to the acquisition of technology. Mr. 
Smith warned that the large numbers of Chinese students entering the United States 
would include many students either encouraged or intimidated by the government into 
seeking out technological acquisitions on behalf of the PRC. He advised “stricter 
reciprocity in dealing with the PRC,” to include possibly cutting the number of visas 
granted to Chinese students. Dr. James Mulvenon, director of the Center for Intelligence 
Research and Analysis, Defense Group, Incorporated, focused his remarks on economic 
espionage carried out by “espionage entrepreneurs” who did not possess any formal 
intelligence training. He identified the PRC as the largest perpetrator of economic 
espionage against the United States, and described extensive “mom and pop” operations 
directed at acquiring technology through “secondary market distributors,” as well as via 
exports that involved the obfuscation of end users. By way of response, he advised that 
the United States apply a means-ends test in order to best focus on items that the Chinese 
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seek to acquire in order to fill gaps in their military capabilities, and to work more closely 
with the Hong Kong authorities to block transshipments of dual-use technology. 
 
  The hearing’s final panel examined Chinese cyber espionage directed against the 
United States. In his testimony, Mr. Kevin Coleman, senior fellow with the Technolytics 
Institute, assessed that “we are in the early stages of a cyber arms race,” and presented a 
stern warning that the United States is not adequately prepared for the level of cyber 
threat that it currently faces. He opined that China, in particular, was the source of four 
times as many cyber attacks against U.S. targets as any other country. Next, Mr. Rafal 
Rohozinski, principal with the SecDev Group of Ottawa, Canada, described his recent 
research analyzing a cyber-espionage network called “Ghost Net” that had infected over 
1,200 computers of government and other political entities in 103 different countries. His 
organization traced the control servers for this network back to China; and while he could 
not conclusively prove PRC government involvement, he opined that aspects of Ghost 
Net’s activities showed signs of consciously directed intelligence collection whose 
effective exploitation would require resources beyond that of a private actor. However, 
Mr. Rohozinski counseled against implementing overly restrictive internet security that 
would “throw the baby” of the internet’s benefits “out with the bathwater,” and 
recommended instead improving awareness of, and training in, existing internet security 
practices.    
 
 The prepared statements of the hearing witnesses can be found on the 
Commission’s website at www.uscc.gov, and the complete hearing transcript also will be 
made available on the website. Members of the Commission are available to provide 
more detailed briefings. We hope the information from this hearing will be helpful as the 
Congress continues its assessment of U.S.-China relations. The Commission will 
examine these issues in greater depth, together with the other issues enumerated in its 
statutory mandate, in its 2009 Annual Report that will be submitted to Congress in 
November 2009. 
 

 Sincerely yours, 

               
                    Carolyn Bartholomew   Larry M. Wortzel, Ph.D. 
                            Chairman                                           Vice Chairman 
 
 

 

 cc: Members of Congress and Congressional Staff 
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THURSDAY, APRIL 30,  2009 
 
  
U.S. -CHINA ECONOMIC AND SECURITY REVIEW COMMISSION 
 
  Washington,  D.C.    
 
 
 
 
 The Commiss ion met  in  Room 485,  Russel l  Senate  Off ice  
Bui ld ing a t  9 :00 a .m.  
 
    
  

OPENING STATEMENT OF COMMISSIONER WILLIAM A.  
REINSCH, HEARING COCHAIR 

 
 HEARING COCHAIR REINSCH:  Good morning,  everyone.   On 
behal f  of  our  Chair ,  Carolyn Bar tholomew,  who wi l l  be  jo in ing us  
la ter ,  and our  Vice  Chair ,  Larry  Wortze l ,  who wi l l  a lso  be  jo in ing us  
la ter ,  and the  o ther  members  of  the  U.S. -China  Economic  and Secur i ty  
Review Commiss ion,  I 'd  l ike  to  welcome a l l  of  you to  th is  hear ing,  the  
four th  th is  year  to  examine i ssues  re la ted  to  our  s ta tu tory  mandate  
f rom Congress .  
 Today,  we wi l l  examine i ssues  re la ted  to  the  Chinese  
government 's  propaganda di rec ted  a t  fore ign audiences ,  i t s  a l leged 
ef for ts  to  exer t  inf luence  over  U.S.  ins t i tu t ions  and U.S.  publ ic  
opinion,  and i t s  espionage and cyber  espionage ac t iv i t ies  d i rec ted  
agains t  the  Uni ted  Sta tes .  
 We 're  going to  be  ta lk ing about  th ings  tha t  a l l  governments  do  in  
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one form or  another .   Governments  seek to  inf luence  publ ic  opinion:  
tha t  of  the i r  own people  and that  of  o thers .   Governments  apparent ly  
l ike  to  be  loved as  much as  people  l ike  to  be  loved.   What  we are  
t ry ing to  unders tand today is  how the  Chinese  do i t ,  what  tac t ics  they 
employ,  and to  some extent  what  the  resul ts  are?  
 Many issues  re la ted  to  these  topics  have  been s igni f icant  points  
of  controversy  in  recent  years .   For  example ,  a re  the  repor ted  p lans  of  
the  Chinese  government  to  subs tant ia l ly  increase  i t s  news coverage  
and publ ic i ty  ef for ts  d i rec ted  a t  fore ign audiences  a  cause  for  any 
concern  in  the  Uni ted  Sta tes ,  or  do  these  ef for ts  represent  benign 
publ ic  d ip lomacy ef for ts  of  the  type  used by near ly  a l l  governments?  
 Does  the  Chinese  government  seek undue inf luence  over  
academics  and other  shapers  of  opinion in  the  Uni ted  Sta tes  by 
exer t ing  personal  pressure  on them? 
 What  i s  the  extent  to  which Chinese  in te l l igence  opera t ions  
target  cont ro l  technologies  and res t r ic ted  informat ion,  and to  what  
extent  do  such ef for ts  af fec t  U.S.  na t ional  secur i ty  and our  fu ture  
economic  compet i t iveness?  
 I t ' s  our  hope tha t  th is  hear ing wi l l  he lp  to  shed more  l ight  on  
some of  these  debates  and help  to  bet ter  inform the  Commiss ion as  we 
prepare  our  annual  repor t  to  Congress  la ter  th is  year .  
 We're  jo ined today by a  number  of  t ru ly  except ional  wi tnesses ,  
exper ts  in  these  f ie lds ,  who wi l l  he lp  us  fur ther  explore  these  i ssues .  
 They inc lude  academic  author i t ies  on  Chinese  pol i t ics  and 
propaganda,  na t ional  secur i ty  exper ts  f rom the  defense  consul t ing  
communi ty ,  a  re t i red  agent  of  the  FBI ,  and exper t  researchers  in  the  
f ie ld  of  cyber  secur i ty .   We welcome thei r  presence  wi th  us  today,  and 
we look forward to  hear ing the i r  v iews on these  i ssues .  
 With  tha t ,  le t  me turn  the  f loor  over  to  my col league and the  
cochai r  for  th is  hear ing,  Commiss ioner  Peter  Brookes .  
 

OPENING STATEMENT OF COMMISSIONER PETER T.R.  
BROOKES,  HEARING COCHAIR 

 
 HEARING COCHAIR BROOKES:  Thank you,  Bi l l ,  and thank 
you for  tha t  in t roduct ion.   Good morning,  everyone,  and welcome.   I ' l l  
make a  shor t  s ta tement  here  for  the  record ,  and then we ' l l  ge t  s tar ted  
wi th  th is  morning 's  hear ing.  
 The topics  of  today 's  hear ings  have  been made a l l  the  more  
re levant  and t imely  by a  ser ies  of  recent  media  revela t ions  re la ted  to  
the  Chinese  government 's  employment  of  propaganda,  in te l l igence  
opera t ions  and cyber  espionage in  i t s  re la t ions  wi th  the  Uni ted  Sta tes .  
 Ear ly  th is  year ,  media  repor ts  emerged tha t  the  Chinese  
government  p lans  to  spend an  es t imated 45 bi l l ion  renminbi ,  or  
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approximate ly  6 .6  b i l l ion  U.S.  dol lars ,  to  update  i t s  fore ign language 
news service ,  to  inc lude  p lans  for  a  24-hour  Engl ish- language news 
network tha t  would  represent  wor ld  af fa i rs  f rom the  v iewpoint  of  
Bei j ing .  
 Whi le  i t  i s  the  r ight  of  every  government  to  seek to  peaceful ly  
promote  i t s  v iews to  in ternat ional  audiences ,  i t  i s  a lso  prudent  to  
examine the  ef fec ts  tha t  such propaganda ef fec ts  could  have on U.S. -
China  re la t ions .  
 Even more  s t r ik ing,  however ,  and of  grea ter  concern ,  have  been 
recent  revela t ions  of  a l leged Chinese  espionage agains t  the  Uni ted  
Sta tes .   In  jus t  one  such example ,  among many others ,  ear l ie r  th is  
month ,  the  owner  of  a  f i rm in  Newport  News,  Virginia  was  sentenced 
for  i l legal ly  expor t ing  Chinese  technica l  da ta  re la ted  to  sys tems 
components  for  space  launch vehic les .  
 This  has  been fo l lowed by a l leged hacker  penet ra t ions  in to  
defense  contrac tor  computer  sys tems re la ted  to  the  development  of  our  
most  advanced f ighter ,  the  F-35,  as  wel l  as  a l leged mapping of  the  
computer  ne tworks  tha t  cont ro l  e lec t r ica l  gr ids  wi th in  the  Uni ted  
Sta tes .  
 Whi le  publ ic  ident i f ica t ion  of  the  hackers  in  these  ins tances  has  
not  been conclus ive ,  the  e lec t ronic  t ra i l s  in  both  ins tances  have  
repor tedly  led  back to  China .  
 Whether  coming in  human or  e lec t ronic  form,  such espionage is  
of  ser ious  concern  to  both  the  nat ional  secur i ty  and fu ture  economic  
secur i ty  of  the  Uni ted  Sta tes .   We a t  the  Commiss ion hope tha t  our  
effor ts  th is  year  wi l l  he lp  to  fur ther  c lar i fy  these  complex i ssues  for  
both  the  Congress  and the  broader  publ ic .  
 With  tha t ,  I ' l l  turn  i t  over  to  Commiss ioner  Reinsch who wi l l  
commence the  f i rs t  panel  today.  
 HEARING COCHAIR REINSCH:  Thank you.  
 Before  I  in t roduce  the  panel is t s ,  le t  me s imply  say  procedura l ly  
your  ent i re  s ta tements  wi l l  be  put  in  the  Commiss ion 's  record  so  we 're  
hoping tha t  you ' l l  summarize  them,  and we 've  a l located  seven minutes  
to  each of  you to  do that .  
 There’s  no  t imer  I 'm to ld ,  but  jus t  watch  the  l ights .  Unl ike  
dur ing the  Cul tura l  Revolut ion ,  red  means  s top,  not  go .   So the  red  
l ight  wi l l  go  on a t  seven,  and s ince  there  are  jus t  three  of  you,  you 
don ' t  need to  s top  in  mid-sentence  but  take  tha t  as  a  c lue ,  and as  I  
sa id ,  your  fu l l  s ta tements  wi l l  be  in  the  record .  
 We ' l l  proceed wi th  a l l  three  of  you in  the  order  in  which I 'm 
about  to  in t roduce  you,  and then we ' l l  open a l l  three  of  you up to  
ques t ions  when you have concluded your  panel .  
 The f i rs t  panel  consis ts  of  Dr .  Nicholas  Cul l ,  who is  Professor  of  
Publ ic  Diplomacy and Direc tor  of  the  Masters  Program in  Publ ic  
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Diplomacy a t  the  Univers i ty  of  Southern  Cal i fornia .   He is  a lso  
Pres ident  of  the  In ternat ional  Associa t ion  for  Media  and His tory ,  a  
member  of  the  Publ ic  Diplomacy Counci l ,  and has  worked c lose ly  wi th  
the  Br i t i sh  Counci l ' s  Counterpoint  Think Tank.    
 Much of  h is  work has  focused on the  ro le  of  cul ture ,  
informat ion,  news and propaganda in  fore ign pol icy .   He contr ibuted  
the  chapter  "The Publ ic  Diplomacy of  the  Modern Olympic  Games and 
China 's  Sof t  Power  St ra tegy"  to  Owning the  Olympics:  Narrat ives  o f  
the  New China .  
 He is  a lso  the  author  of  The Cold  War and the  Uni ted  S ta tes  
In format ion Agency:  American Propaganda and Publ ic  Diplomacy .  
 Dr .  Judy Polumbaum is  a  Professor  of  Journal ism and Mass  
Communicat ions  a t  the  Univers i ty  of  Iowa where  she  has  taught  s ince  
1989.  Her  research focuses  on journal ism and media  in  mainland 
China .   She  has  worked as  a  newspaper  repor ter  in  Vermont ,  Cal i fornia  
and Oregon.   She  taught  journal ism a t  the  Chinese  Academy of  Socia l  
Sciences  pos tgraduate  school  f rom 1979 to  1980 and worked as  a  
wr i ter  and edi tor  for  the  nat ional  Engl ish- language publ ica t ion  China  
Dai ly  dur ing i t s  f i r s t  year  of  publ ica t ion .  
 She  has  a  bachelor 's  degree  in  Eas t  Asian  Studies  f rom McGil l  
Univers i ty ,  a  master ' s  f rom Columbia  Graduate  School  of  Journal ism,  
and a  doctora te  in  Communicat ion f rom Stanford .  
 Her  most  recent  book is  China Ink:  The Changing Face of  
Chinese  Journal ism .   Great  pun.    
 Winning the  award for  the  far thes t  t raveler  not  only  for  th is  
panel ,  but  I  th ink for  a l l  t ime in  the  Commiss ion 's  h is tory ,  i s  Dr .  
Anne-Marie  Brady,  who is  an  Associa te-Professor  of  Pol i t ica l  Science  
a t  the  Univers i ty  of  Canterbury ,  New Zealand,  who specia l izes  in  
researching Chinese  domest ic  and fore ign pol i t ics .  
 Dr .  Brady has  wri t ten  severa l  books  and numerous  scholar ly  
ar t ic les  on  Chinese  pol i t ics .   She  graduated  f rom the  Univers i ty  of  
Auckland wi th  both  a  B.A.  and an  M.A.  in  Chinese  and Pol i t ics .   She  
received her  Ph.D.  in  Eas t  Asian  Studies :  In ternat ional  Rela t ions  f rom 
the  Aust ra l ian  Nat ional  Univers i ty .  
 In  2005,  Dr .  Brady was  awarded a  three-year  research grant  by  
the  Marsden Fund of  the  Royal  Socie ty  of  New Zealand to  se t  up  an  
in ternat ional  research team on the  topic  of  China 's  propaganda sys tem.  
 In  2008,  she  researched and produced a  BBC radio  documentary:  
"The Message f rom China ,"  which discusses  the  moderniza t ion  of  the  
Chinese  domest ic  and fore ign propaganda sys tem.  
 So wi th  tha t ,  why don ' t  we proceed wi th  Dr .  Cul l  and Dr .  
Polumbaum and Dr .  Brady in  tha t  order .  
 Thank you.  
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STATEMENT OF DR. NICHOLAS J.  CULL 

PROFESSOR OF PUBLIC DIPLOMACY, UNIVERSITY OF 
SOUTHERN CALIFORNIA,  LOS ANGELES,  CALIFORNIA 

 
 DR.  CULL:   Thank you.  
 I 'd  l ike  to  thank the  Commiss ion for  the  invi ta t ion  to  be  here  
today and to  speak about  th is  subjec t  because  I  th ink i t ' s  a  crucia l  
subjec t  for  the  in teres ts  of  the  Uni ted  Sta tes  and of  the  West  more  
genera l ly ,  and as  you ' l l  de tec t ,  I 'm not  an  American.   But  I  fee l  th is  i s  
of  concern  to  your  a l l ies  as  wel l  as  yourse lves ,  and the  subjec t  of  
China ,  China  on the  move,  especia l ly  in  th is  f ie ld  of  media  and publ ic  
d ip lomacy.  
 As  I  see  publ ic  d ip lomacy,  i t ' s  d iv ided in to  f ive  e lements  
through which an  in ternat ional  ac tor  conducts  fore ign pol icy  by 
engaging a  fore ign publ ic .   Those  e lements  are :  l i s tening;  advocacy;  
cul tura l  d ip lomacy;  exchange d ip lomacy;  and in ternat ional  
broadcas t ing.   And China  i s  moving in  a l l  f ive  of  these  f ie lds .  
 In  i t s  l i s tening,  i t  i s  col la t ing  data ,  conduct ing opinion pol ls ,  
analyzing th is ,  and changing pol ic ies ,  changing i t s  rhe tor ic ,  and 
feeding th is  in to  i t s  fore ign pol icy ,  developing a  network of  embass ies  
around the  wor ld ,  of  pos ts ,  expanding i t s  d ip lomat ic  pos ts  around the  
world .  
 In  terms of  advocacy,  i t ' s  making sure  tha t  i t ' s  ge t t ing  i t s  
message out ,  fur ther  expanding the  network of  news agency posts .  
 In  te rms of  i t s  cul tura l  d ip lomacy,  we see  the  amazing 
inves tment  in  Confucius  Ins t i tu tes .   I t  looks  as  i f  we ' l l  be  a t  the  to ta l  
of  200 worldwide by ear ly  next  year .   We see  large-sca le  in ternat ional  
s tudent  recrui tment .   We see  the  expansion in  in ternat ional  
broadcas t ing  of  the  p lan  to  launch the  24-hour  news network,  and the  
new Engl ish  language newspaper  tha t  they ' re  ta lk ing about  developing.  
 We a lso  see  th is  in i t ia t ive  around the  wor ld  to  promote  China  
rea l ly  by buying f r iends ,  through lavish  a id  programs,  and open-
handedness  to  developing nat ions  a t  a  t ime when the  Uni ted  Sta tes  and 
Western  a l l ies  are  increas ingly  asking for  pol i t ica l  reform as  a  pr ice  
for  a id ,  and I  th ink th is  i s  a  chal lenge.   
 I t ' s  in teres t ing  to  see  when you ' re  analyzing Chinese  rhetor ic  and 
the  debate  around fore ign pol icy  wi th in  China ,  how China  has  la tched 
onto  the  idea  of  sof t  power  and is  looking to  leverage  sof t  power ,  and 
of  course  th is  was  rea l ly  obvious  in  the  Olympics .   I t  wi l l  be  obvious  
again  in  the  Shanghai  Exposi t ion .  
 I  fee l  tha t  China  i s  doing nothing in t r ins ica l ly  wrong in  having a  
publ ic  d ip lomacy dr ive  to  engage the  opinion of  the  wor ld ;  i t ' s  a  wise  
pol icy  f rom China 's  point  of  v iew.   What  would  be  wrong would  be  for  
us  to  ignore  i t ,  and the  appropr ia te  response  of  the  West  should  be  to  

5



 
 

 

 
 

 
meet  the  over tures  for  exchange in  the  spi r i t  in  which they ' re  in tended 
and to  accept  oppor tuni t ies  to  know China  bet ter  and fac i l i ta te  China 's  
knowing more  of  the  West .  
 But  equal ly  where  China  i s  chal lenging the  Western  presence ,  
where  China  i s  d isplac ing Western  voices ,  and especia l ly  in  i t s  
d isplacement  of  th ings  l ike  Western  media  par tners  in  Afr ica ,  which 
we are  now seeing,  I  th ink that  the  Uni ted  Sta tes  speci f ica l ly  needs  to  
ra ise  i t s  game in  i t s  own publ ic  d ip lomacy.  
 I  don ' t  th ink tha t  the  Uni ted  Sta tes  needs  to  expand i t s  publ ic  
d ip lomacy sole ly  to  keep pace  wi th  China  anymore  than i t  should  do so  
sole ly  to  prevai l  over  radica l  I s lam,  but  I  do  bel ieve  tha t  the  Uni ted  
Sta tes  needs  to  expand i t s  publ ic  d ip lomacy because  th is  i s  an  
essent ia l  e lement  of  fore ign pol icy  in  the  21s t  century ,  and in  an  age  
when power  increas ingly  res ts  on  publ ic  opinion,  success  requires  
ef fec t ive ly  engaging wi th  the  people ,  and anything tha t  th is  
Commiss ion can do to  encourage  the  rebui ld ing of  America 's  publ ic  
d ip lomacy I  th ink would  be  a  wise  inves tment  in  the  fu ture  of  th is  
country  and the  ideals  on  which i t ' s  bui l t .   
 Thank you,  again ,  for  invi t ing  me here  today.  
[The s ta tement  fo l lows:]  

 
 

Testimony before the US-China Economic and Security Review 
Commission hearing:    

 
 

China’s Propaganda and Influence Operations, its 
Intelligence Activities that Target the United States and 

its Resulting Impacts on US National Security, 
30 April 2009 

 
Dr. Nicholas J. Cull,  

Professor of Public Diplomacy, University of Southern California. 
 
The Frame:  Public Diplomacy and Soft Power 
 

The phrase ‘Public Diplomacy’ means simply the process by which an 
international actor conducts foreign policy by engaging a foreign public.  Though the 
term in its present use dates only from 1965, the five core elements of Public Diplomacy 
each have much greater antiquity.  The foundational element of Public Diplomacy is 
Listening: engaging a foreign public by collecting and analyzing its opinions and feeding 
that into both the formation and explanation of policy.  The second is Advocacy: the 
direct presentation of policy and information.  The third is Cultural Diplomacy: the 
facilitated export of or participation in culture, including sports.  The fourth is Exchange 
Diplomacy, mutual exchange of personnel, especially students, with a foreign partner.  
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The fifth is International Broadcasting: engaging foreign publics through direct 
broadcasting of news particularly.  While these forms overlap the basic elements of 
Public Diplomacy cohere around distinct infrastructures, time-frames of operation, 
sources of credibility and even working practices.   The entire structure of Public 
Diplomacy works with the policies, culture and values of the society conducting it – the 
factors which Joseph Nye has famously labeled the Soft Power of an actor.  These Soft 
Power factors must also be considered in any assessment of an actor’s Public Diplomacy: 
the best Public Diplomacy structures in the world can not sell a bad policy, but an 
effective Public Diplomacy structure not only can make good policies known, it can feed 
international opinion back into the policy process and make good policies even better.1   

   
The Origins of Contemporary Chinese Public Diplomacy 
  

There are three basic points of origin for contemporary Chinese Public 
Diplomacy.  First, is a traditional Chinese concern with issues of image in all 
relationships.  Second, is the history of external propaganda practiced by the Communist 
regime.  Third, is the recent realization of the central role that Public Diplomacy and 
communication must take in the new world.  This last point is the immediate cause of the 
policies that writer Joshua Kurlantzick has dubbed China’s Charm Offensive.2   

 
Chinese culture places great value on personal image, through the concepts which 

the west translates as ‘face’ (Lian, a concept of personal honor and moral worth, and 
Mianzi, a concept of social prestige).3  Public Diplomacy reflects an extension of these 
concerns to the international sphere.  Centuries before Joseph Nye, Confucius himself 
spoke of ‘attracting by virtue’ (yide laizhi) and argued that an image of virtue and 
morality was the foundation of a stable state.4  Successive Chinese governments, as well 
as Taiwan and Singapore, have deployed foreign policies to the same ends.  

 
The revolutionary government of Mao – tutored in the international propaganda 

of the Soviet Union – was swift to extend its own use of propaganda abroad.  The 
traditional term for such work is ‘dui wai xuan chuan’ or ‘wai xuan’ meaning ‘external 
                     
1 For further discussion see Nicholas J. Cull, ‘Public Diplomacy: Taxonomies and 
Histories’ ANNALS of the American Academy of Political and Social Science, Vol. 616, 
March 2008, (special issue ‘Public Diplomacy in a changing world,’) pp. 31-54 and 
Joseph Nye, Soft Power: The Means to Success in World Politics, PublicAffairs: New 
York, 2004. 
2 Joshua Kurlantzick, Charm Offensive: How China’s Soft Power is Transforming the 
World. Yale: New Haven, 2007. 
3 For a classic exploration of the concepts see David Yau-Fai Ho, ‘On the Concept of 
Face,’ American Journal of Sociology, Vol. 81 (4), 1976, pp. 867–84. 
4 Qing Cao, ‘Selling Culture: ancient Chinese conceptions of the other in legends,’ in 
Stephen Chan, Peter Mandaville, and Rolan Bleiker (eds), The Zen of International 
Relations: IR theories from East to West. Palgrave: New York, 2001, pp. 178-202. 
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propaganda.’5  Mao’s ‘xuan chuan’ was based on a tightly controlled message.  The 
regime carefully selected those aspects of China that would be seen abroad, and censored 
much of the rest.  Favored journalists were allowed glimpses of the nation, while state 
journals like Beijing Review showcased achievements.  Radio Beijing harangued the 
world about the Chairman’s monopoly on virtue.   The regime sought to export its 
revolution by sponsoring Communist Parties in East Asia and later in Africa and Latin 
America.6 

   
The post-Mao reforms launched in 1978 by Deng Xiao Ping included the opening 

of China to international exchange and tourism.  In 1983 the Ministry of Foreign Affairs 
opened an Information Department.  Then, in 1989 the house of cards that was China’s 
international reputation came crashing down as the world witnessed images of the 
repression of the protests in Tiananmen Square.  In the aftermath of the crisis Beijing 
engaged the international public relations firm Hill and Knowlton to begin the process of 
rebuilding China’s image abroad.  The parallel process of consolidation followed 
included the reconfiguration of domestic and international information work under a 
single State Council Information Office (SCIO), founded in 1991.  Its declared purpose 
was to ‘promote China as a stable country in the process of reform, a China that takes 
good care of its population, including minorities, and works hard to reduce poverty.’  It 
was a foundation for future work.7 

 
As the 1990s progressed, Beijing placed renewed emphasis on its international 

image.  SCIO flourished under the dynamic leadership of the former vice major of 
Shanghai, Minister Zhao Qizheng, who led the office from 1998 to 2005.8  Wary of the 
negative spin that the west gave to ‘propaganda,’ his innovations including dropping the 
term ‘xuan chuan’ in favour of the more benign ‘shuo ming’ or ‘explaining’.9  He had an 
                     
5 For discussion and survey of contemporary work see Wang Yiwei, ‘Public Diplomacy 
and the Rise of Chinese Soft Power,’ ANNALS of the American Academy of Political and 
Social Science, Vol. 616, March 2008, (special issue ‘Public Diplomacy in a changing 
world,’) pp. 257-290. 
6 For a survey of the evolution of Chinese PD see Hongying Wang, ‘National Image-
Building and Chinese foreign policy,’ China: An International Journal, vol. 1, no. 1, 
March 2003, pp. 46-72. 
7 Ingrid d’Hooghe, ‘Public Diplomacy in the People’s Republic of China,’ in Jan 
Melissen (ed.) The New Public Diplomacy: Soft Power in International Relations, 
Palgrave, London, 2005, pp. 92, 98-99. 
8 Erik Eckholm, ‘China admits ecological sins played role in flood disaster,’ New York 
Times, 26 August 1998, p. A1. 
9 Todd Crowell and David Hsieh, ‘Beijing’s spin doctor,’ Asia Week, 22 September 2000. 
 In 2005 an anthology of Zhao Qizheng’s speeches appeared with the title Xiang Shijie 
Shuoming Zhongguo (Explain China to the World).  See also ‘Hong Kong daily analyses 
official’s role in improving China’s public image,’ BBC Monitoring International 
Reports, 7 June 2005. 
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uncharacteristic charisma and was prepared to take risks including conceding error and 
sharing the stage with potential critics, as when in 2005 he engaged in a sustained 
dialogue on religion with the American evangelist Luis Palau.10  Zhao’s determination to 
present China to the world was supported at the highest level and in February 1999 
President Jiang Zemin called for China to ‘establish a publicity capacity to exert an 
influence on world opinion that is as strong as China’s international standing.’11  This led 
directly to a number of parallel policies, coordinated through the duel structure of the 
Communist Party and SCIO.  Zhao was double-hatted as both director of SCIO and of the 
International Communication Office of the Central Committee of the Communist Party.12  

 
In 2005 Zhao Qizheng moved to his present role as dean of the Communication 

School at Remin University and a member of the National Committee of the Chinese 
People’s Political Consultative Conference (CPPCC), where he is vice chair of its foreign 
affairs committee.  Since his departure, the most prominent figure in Chinese Public 
Diplomacy has been the director of the Publicity Department of the Central Committee, 
Lui Yushan.   Director of the Publicity Department since 2002 and a member of the 
Politburo since 2007, Lui is a regular source of edicts on matters of propaganda and 
international image at home and abroad and has personally taken part in China’s charm 
offensive by conducting international visits such as a trip to Egypt in November 2008.13  
The present director of SCIO is Wang Cheng, who is integrated into the party system 
through his duel role as deputy to Lui Yushan in the Party Publicity Department. 

 
During the course of 2007 the Chinese government began to focus explicitly on 

Soft Power as a dimension of foreign policy.  In February 2007 Soft Power was the 
subject of the annual conferences of both the National People’s Congress (China’s 
parliament) and the Chinese People’s Political Consultative Conference.  Participants 
acknowledged the scale of the challenge that lay ahead.14  The year culminated in 
October with a formal call by President Hu Jintao at the 17th National Congress of the 
Communist Party to enhance the ‘Soft Power’ of Chinese culture though methods 
including management of the internet and investment in cultural institutions at home.  
‘The great rejuvenation of the Chinese nation’ he argued ‘will definitely be accomplished 
by the thriving of Chinese culture.’15  The theme has been widely underlined.  Typical 
                     
10 Luis Palau and Zhao Qizheng, A Friendly Dialogue Between an Atheist and a 
Christian, Zondervan: Grand Rapids, Michigan, 2008. 
11 ‘President calls for further propaganda work to enhance China’s image abroad,’ 
Xinhua, 28 February 1999 as cited in Kurlantzick, Charm Offensive, p. 39. 
12 The structure may be readily constructed from biographical entries on the Chinavitae 
website. 
13 For a brief vita see http://www.chinavitae.org/biography/Liu_Yunshan%7C32  
14 Li Baojie, Cheng Yifeng and Wang Mian, ‘Soft Power a new focus at China’s Two 
Sessions.’ Xinhua, 14 March 2007.   
15 ‘Hu Jintao stressed enhancing Soft Power of Chinese culture,’ Xinhua, 15 October 
2007, 
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explications include an un-attributed article on the Xinhua site of 28 December 2007 with 
the title ‘Raise National Culture’s Soft Strength.’  The piece echoed Hu Jintao with a call 
for ‘raising our cultural propaganda abilities and continuously expanding China’s cultural 
influence,’ continuing: 

 
The influence of a country’s culture depends on whether it possesses unique 
charm but also depends on whether it possesses advanced propaganda methods 
and strong propaganda capabilities.  Especially in today’s informatized society 
every country that has advanced propaganda methods and strong propaganda 
capabilities can widely spread its cultural ideals and value concepts, and it can 
grasp the speaking power to influence the world and popular feeling.  Cultural 
propaganda capabilities have already become a decisive factor for a national 
culture’s soft strength.16 
 

The Message 
 

The central message of Chinese Public Diplomacy is that China is back as a world 
power after a two hundred year hiatus; that Chinese culture is admirable and that China’s 
intentions are benign.  This last is variously expressed as a ‘peaceful rise’17 and, from 
2007, an intent to ‘build a harmonious world.’18  The message comes directly from 
Premiere Hu Jintao and flows outwards from the party ideological apparatus.   
 
The Audience 
 

The audience for China’s Public Diplomacy is two fold.  The primary audience is 
global and seems to include both masses and elites.  School children are increasingly 
targeted.  While all nations are approached, the campaign plainly has special resonance 
with the Chinese Diaspora.   This said, Chinese Public Diplomacy is also conducted with 
a domestic audience in mind.  The Chinese government wishes above all to give the 
Chinese people the gift of the admiration of the world, to buttress their own legitimacy 
and counter any doubt that the CCP might not be the best stewards of China’s destiny.  
Such sentiments may readily be detected in set-piece speeches by Lui Yushan, with their 
emphasis on western admiration for Chinese achievement in both its economic success 
and management of adversity.19  
                     
16 ‘Raise National Culture’s Soft Strength,’ Xinhua, 28 December 2007 as translated by 
BBC Monitoring Asia Pacific as ‘China urges ‘cultural soft strength’ ethnic unity in light 
of party congress, 6 January 2008, p. 1. 
17 Joshua Cooper Ramo, Brand China, Foreign Policy Center, London 2007 p. 8-9, online 
at http://fpc.org.uk/fsblob/827.pdf see also Zheng Bijian, Peaceful Rise: Speeches of 
Zheng Bijian, 1997-2005, Brookings Institution Press, Washington DC, 2005. 
18 Li Baojie, Cheng Yifeng and Wang Mian, ‘Soft Power a new focus at China’s Two 
Sessions.’ Xinhua, 14 March 2007. 
19 For a sample text see Liu Yunshan, ‘Lessons, thoughts…’ a speech of 31 July 2008, 
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The Mechanisms of Public Diplomacy 
 
i. Listening. 
 

China is certainly listening to the world.  We know from official statements that 
China is tracking both the course of anti-Chinese sentiment around the world, and 
international opinion about China.  Negative opinion was a major driver of the rebuilding 
of Chinese Public Diplomacy.  Positive foreign statements about China are fed back to 
the Chinese people as evidence that foreigners admire the accomplishments of ‘Socialism 
with Chinese Characteristics’ and accept China as a world power of the first rank.   
 

China uses opinion polls to track its relationships.  Recent innovations include a 
poll from 2005 jointly designed and administered with Japanese counterparts to survey 
the state of mutual opinion.20  Other examples of Chinese listening include the flurry of 
activity in 2007 to ensure that celebrations of the Year of the Pig did not offend Islamic 
nations.  More significantly, in the spring of 2007 international anger over China’s 
support for the regime in Khartoum in the face of the Darfur genocide brought a reversal 
of Chinese foreign policy in East Africa.21 
 

The chief mechanism for listening is the growing network of embassies and 
consulates across the world.  China is investing heavily in developing regional expertise 
within its diplomatic corps, sending thousands of its best students overseas to study their 
target state and society first hand.22  Unlike the western penchant for the generalist, the 
Chinese Foreign Service encourages officers to work entire careers in their specialist 
geographical area.  The rising generation of diplomats will be well placed to learn from 
their experience and to inject local knowledge into the making of Chinese foreign policy 
for years to come. 
 
ii. Advocacy. 
 

China’s international advocacy includes both the traditional CCP techniques of 
leader speeches and articles in the state Xinhua news agency and increasingly western-
style press conferences.  Zhao Qizeng’s institutional reforms included an upgrading of 
China’s ability to address the foreign media.  The wake-up call seems to have been the 
SARS outbreak of 2002.  As Anne-Marie Brady has noted, in the wake of the clumsy 
SARS cover-up China began studying spin as practiced in the west, taking the Blair 
                                                             
published on the Qiushi website in October and translated by BBC Monitoring Asia-
Pacific, 23 October 2008 as ‘Chinese propaganda chief views problems, achievements in 
2008.’ 
20 ‘Chinese, Japanese NGOs release poll on bilateral relations,’ Xinhua, 24 August 2005. 
21 ‘Shaming China on Darfur,’ Boston Globe, 31 May 2007. 
22 Kurlantzick, Charm Offensive, p. 65-66. 
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government in Britain as one model of how to do it.23  Moves towards openness and 
interactivity were part of this process and hence, in December 2004, Zhao astonished a 
gathering of journalists at Beijing’s Kunlun hotel by presenting them with the names and 
phone numbers of the seventy-five spokespersons of every ministry and commission 
under the State Council.  This, he promised, would be an annual event.24  Other advocacy 
initiatives included the launch of an overseas edition of the People’s Daily and a number 
of English language websites.25  The domestic and international handling of the news of 
the Sichuan earthquake in the spring of 2008 revealed much greater skill.26   
 
iii. Cultural Diplomacy. 
 

Beginning with the tenure of Zhao Qizheng at SCIO, China has devoted 
increasing energy to the field of cultural diplomacy.  The CCP leadership seems 
particularly concerned to see that Chinese culture receives the admiration that it deserves 
around the world.  Both the Beijing Olympics of 2008 and forthcoming Shanghai Expo 
reflect this.  Other initiatives include major exhibitions such as the visit of the Terracotta 
Army to London, ‘China Weeks,’ and tours for artists.   

 
The central project of Chinese cultural diplomacy is the rapidly growing network 

of Confucius Institutes around the world.  Their title reassuringly emphasizes the glories 
of the classical Chinese past rather than the vibrant present (or controversial Communist 
history) but the Institutes activities typically emphasize opportunities to get to know 
contemporary China rather than its historical abstract.   These institutes are (officially) 
enterprises shared between the Chinese government’s language teaching agency, known 
as Hanban, and local institutional hosts (usually universities).  The hosts receive a start-
up subsidy from Hanban and provide a home to language teachers supplied by that 
agency.  In 2006 the government set a goal of establishing more than one hundred 
institutes within five years.  This target has already been realized and the number seems 
likely to break 200 by the end of 2010.27   
                     
23 Brady as quoted in Tania Branigan, ‘China looks to Labour to learn secrets of spin,’ 
The Guardian (London), 21 March 2009, p. 23. 
24 ‘China makes public names of government spokespersons for the first time,’ Xinhua, 
28 December 2004, also ‘Hong Kong daily analyses official’s role in improving China’s 
public image,’ BBC Monitoring International Reports, 7 June 2005. 
25 ‘English web platform opens,’ China Daily, 17 September 2004 on the English site at 
http://english.sohu.com – a state-private partnership of the China Daily and the private 
search engine company Sohu.com.  
26 For Liu Yunshan and coverage of the media response to the earthquake see ‘Senior 
leader hails media worker covering quake,’ Xinhua, 17 May 2008. 
27 ‘Confucius Institute: promoting language, culture and friendliness,’ Xinhua, 2 October 
2006.  In some poorer countries Chinese aid ensures that it is cheaper to be educated at a 
Chinese-funded school than within the national system.  Kurlantzick, Charm Offensive, 
pp. 67-69. 
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iv. Exchange Diplomacy. 
 

Some nations – Japan most prominently – couch their Public Diplomacy in terms 
of exchange, seeking to build reciprocity into as many activities as possible.  China is not 
limited by such a priority.  China certainly participates in mutual educational exchanges, 
though one might suspect that the mutuality is seen as a price of access to foreign 
institutions and audiences.  Recent years have seen a flurry of new bilateral agreements 
with partners around the world from Austria to Zimbabwe.  Institutions which manage 
people-to-people exchanges, such as the Chinese People’s Association for Friendship 
with Foreign Countries, have flourished.  China also expanded its recruitment of 
international students, bringing twenty percent more with every passing year.  The 
Ministry of Education expected rolls to top 120,000 by 2008.28    

 
Exchanges have been used to promote international study of the Chinese 

language, lately targeting younger groups of students, providing a steam of foreign 
language teachers for overseas service and wooing foreign school principals though trips 
to China, as priorities shift from the university to secondary and even primary school 
sector.  In June 2007 the Office of the Chinese Language Council declared that 30 
million people around the world were now learning Chinese and predicted that this figure 
would hit 100 million by 2010.29  In February 2007 the Premiere of the State Council, 
Wen Jiabao paid tribute to the value of exchanges in presenting China’s best face to the 
world, noting that they have: ‘fostered an image of China as a country that is committed 
to reform and opening-up, a country of unity and dynamism, a country that upholds 
equality and values friendship, and a country that is sincere and responsible.’30  

 
One example of exchange is the agreement between China and Russia to 

designate 2009 Russian year in China and 2010 China year in Russia, with corresponding 
language teaching initiatives.  The occasion for the celebration is the sixtieth anniversary 
of the Soviet recognition of and friendship treaty with the People’s Republic.31 

  
v. International Broadcasting.  
 
                     
28 ‘Number of foreign students in China rises 20 percent annually,’ Xinhua, 19 January 
2006 as cited in Kurlantzick, Charm Offensive, p. 118. 
29 ‘Overseas craze for Chinese spreads from universities to schools,’ Xinhua,26 June 
2007 see also ‘Foreign headmasters follow Chinese language teaching trail,’ Xinhua, 20 
June 2007 and ‘110 British headmasters visit China for language teaching co-op.’ 
Xinhua, 27 May 2007. 
30 Wen Jiabao, ‘Our Historical Tasks at the Primary Stage of Socialism and Several 
Issues Concerning China's Foreign Policy.’ People’s Daily, 27 February 2007 (translation 
Xinhua, 5 March 2007). 
31 For coverage see http://www.cctv.com/english/20090321/101135.shtml  
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China has a long history of international broadcasting through Radio Beijing.  Its 

lead agency in the 21st century is Chinese Central Television, whose channel 9 – 
launched in September 2000 – broadcasts in English and is intended for foreign 
audiences.32   The channel is carried internationally on a variety of platforms: Rupert 
Murdoch’s Sky satellite to the UK and Fox services in the USA, and Vanuatu in the mid-
Pacific.33   China has paid particular attention to distribution, seeking out contracts for 
local rebroadcast of their media feeds.  CCTV 9 has displaced CNN as the prime foreign 
feed in several African markets, including Kenya, and Radio Beijing is rapidly 
accumulating local affiliates to rebroadcast Radio Beijing on the FM wave band as Africa 
moves finally away from shortwave.34    

 
CCTV has diversified into other languages.  2004 saw the launch of CCTV E&F, 

a bilingual French/Spanish feed which split into single language services in Spanish 
(CCTV E) and French (CCTV F) in 2007.  CCTV is presently hiring staff to launch both 
Arabic and Russian language channels towards the end of 2009.35   While these channels 
are fairly easy to view – CCTV 9 and CCTV E are both on the Dish satellite within the 
United States – audiences are reportedly small.  CCTV 9 has 90% of its viewers in China, 
of which 80% are Chinese wishing to improve their English.  The channels, however, 
operate as badges of prestige as much as an actual ideological delivery apparatus, and are 
not subject to the same market pressures as commercial channels.36 
 

The content of CCTV 9 has reflected a need to present something close to real 
journalism rather than just the litany of achievements and cultural events that once 
typified broadcasts.  Since 2003 a new openness has been detectible, with CCTV 9 
presenting stories about China’s pollution problems and its energy crisis which would 
have previously been swept under the carpet.  In the spring of 2004 CCTV 9 announced a 
major re-launch to include the employment of foreign anchors and a consultant from the 
Murdoch stable, John Terenzio.  With disarming honesty the station’s controller Jiang 
                     
32 ‘China to launch all-English channel tomorrow,’ Xinhua, 24 September 2000. 
33 On the Murdoch deals see ‘Danny Gittings and Julian Borger, ‘Homer and Bart realize 
Murdoch’s dream of China coup,’ The Guardian, 6 September 2001, p. 3 and ‘Murdoch 
gets approval for Chinese TV service,’ The Australian Financial Review, 7 March 2003, 
p. 63; ‘China’s English international channel to air in Vanuatu,’ Xinhua, 10 August 2005. 
    
34 On China in Africa see Adam Clayton Powell III, ‘Chinese TV extends its reach into 
Africa,’ 19 December 2005, USC Center on Public Diplomacy web site at 
http://uscpublicdiplomacy.com/index.php/newsroom/journal_detail/051219_chinese_tv_e
xtends_its_reach_into_africa/ 
35 For the recruitment process see http://www.cctv.com/english/20090119/105739.shtml  
36 For discussion of audience see Gary D. Rawnsley, ‘China talks back: Public 
Diplomacy and Soft Power for the Chinese Century,’ in Nancy Snow and Philip M. 
Taylor (ed’s), Routledge Handbook of Public Diplomacy, Routledge: London, 2008, p. 
286. 
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Heping told the South China Morning Post that: ‘We are taking great efforts to minimize 
the tone of propaganda, to balance our reports and to be objective.  But we definitely 
won’t be reporting as much negative domestic news as the Western media.’37  
   

Chinese Public Diplomacy hence seems poised to face the same issues of the 
boundary between news and advocacy that have loomed so large in the history of western 
international broadcasting, similarly, it now must consider how domestic negatives 
should be treated in Public Diplomacy.  In February 2007 an article in The People’s 
Daily under the byline of Wen Jiabao, declared: ‘We should conduct Public Diplomacy 
in a more effective way. We should inform the outside world of the achievements we 
have made in reform, opening-up and modernization in a comprehensive, accurate and 
timely manner. At the same time, we should be frank about the problems we have.’38 
 
vi. Diplomacy of Deeds 
 

In parallel with the informational engagement with international audiences, China 
pays close attention to the diplomacy of deeds, seeking to win friends around the world 
by programs of aid and ‘good works’: these activities range from aid and development 
work to targeted investment.  China makes a particular point of not requiring any 
political concessions of the sort expected by western donor nations, famously going so 
far as to court pariahs like the regime in Sudan or Zimbabwe.39   Chinese aid sometimes 
includes assistance with media development.  In Venezuela China has assisted the 
development of Hugo Chavez’s satellite TV channel Telesur.  In Zimbabwe China 
provided the equipment to enable radio jamming by the Mugabe regime.40    

 
A sub-field of China’s diplomacy of the deed is the entry of Chinese public 

figures into the realm of Celebrity diplomacy.  Venturing where westerners including 
Princess Diana and Angelina Jolie have gone before, Chinese celebrities are now 
identifying themselves and China with international aid work around the world.  The 
pianist Lang Lang is now a UNICEF goodwill ambassador and basketball-player Yao 
Ming and actress Zhang Ziyi are both goodwill ambassadors for the Special Olympics.41 
                     
37 ‘CCTV international to re-launch, add new languages,’ BBC Monitoring International 
Reports, 6 April 2005, and author’s own viewing. 
38 Wen Jiabao, ‘Our Historical Tasks at the Primary Stage of Socialism and Several 
Issues Concerning China's Foreign Policy.’ People’s Daily, 27 February 2007 (translation 
Xinhua, 5 March 2007). 
39 Kurlantzick, Charm Offensive, p. 44. 
40 ‘Zimbabwe uses “Chinese Technology” to disrupt VOA radio signal,’ BBC 
Monitoring, 5 July 2006. 
41 David Patrick Stearns, ‘Chinese pianist Lang Lang strikes the right keys,’ Philadelphia 
Enquirer, 18 April 2006; ‘Chinese Sensation Ziyi Zhang Joins Special Olympics as 
Newest Global Ambassador,’ PR Newswire, 16 November 2006; ‘Yao Ming appears as 
Ambassador to the Special Olympics,’ Xinhua, 22 July 2006. 
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The Professionals. 
 

The history of Public Diplomacy bureaucracies around the world is typically the 
history of turf wars and clashing approaches to the business of communication.  This was 
the case in the old Soviet Union and it has been true in the United States also.  While 
there are differences in approach between the various elements of Chinese Public 
Diplomacy – the most obvious being the element of self criticism allowed on occasion at 
CCTV 9 – no turf war has yet broken into the open, instead, China’s Public Diplomacy 
displays remarkable cohesiveness.  One of the more interesting features of Chinese 
Public Diplomacy is its ability to rally support among the ordinary citizens and the 
international Diaspora, as seen during set-piece confrontations like international criticism 
attending the route of the Olympic torch in the spring of 2009.  While a certain 
uniformity of placards and pro-China rallies suggested official coordination, the scale of 
participation among overseas Chinese revealed a popular embracing of the cause.   
China’s presence on the World Wide Web seems to be based on enthusiastic individuals 
rather than a state cyber-corps, though the effect is the same. 
 
The Domestic Audience 
 

The indirect domestic audience remains a prime driver of Chinese Public 
Diplomacy.  This is not surprising.  Winning opinion in Kansas will help the Chinese 
economy in a round about way, no doubt, but it is the fear of loosing opinion at home that 
keeps members of the Politburo awake at night.  China is not unique in this.  The Soviet 
Union ran much of its foreign propaganda to convince the home audience that their 
nation was the envy of the world, and U.S. Public Diplomacy also often has its eye on the 
 domestic market and four year electoral cycle.   
 
The Next Phase 
 

China’s declared objective is to further expand its cultural and media presence 
overseas. Speeches by leaders reveal a belief both that an international media is a badge 
of prestige and that further influence flows from the possession of such organs.   As 
propaganda minister Liu Yushan put it in an essay published in January 2009: 

 
It has become an urgent strategic task for us to make our communication 
capability match our international status.  In this modern era, who gains the 
advanced communication skills, the powerful communication capability and 
whose culture and value is more widely spread is able to more effectively 
influence the world.42     
 

                     
42 Quoted in David Barboza, ‘China aims to create a global news empire,’ International 
Herald Tribune, 15 January 2009, p. 1. 
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China’s expansion of the Xinhua agency – adding bureaus – and its plans for a 24 

hour news channel and the projected launch of a global English language newspaper are 
significant.43  It is unlikely that the paper will win a wide print readership in the USA, 
but an increased flow of Xinhua stories circulating on the world wide web is inevitable 
and, with the crisis in western international newsgathering, stories from a Chinese 
perspective could easily move to plug gaps, especially in spaces like Latin America and 
Africa where not being made in the USA is a palpable asset.   
 
Conclusion: 
 

China is doing nothing wrong in its Public Diplomacy drive.  It is wise policy 
from China’s point of view.  What would be wrong would be for the west to ignore it.  
The appropriate response of the west should be to meet the overtures for exchange in the 
spirit in which they are intended and to accept opportunities to know China better and 
facilitate China’s knowing more of the west.  Equally, where China is challenging the 
western presence, and displacing western voices, as in its drive to accumulate FM radio 
affiliates in Africa, the west, and the United States specifically, needs to raise its game.   I 
will not argue that the United States needs to expand its Public Diplomacy solely to keep 
pace with China, any more than it should do so solely to prevail over radical Islam.  I 
believe that the United States needs to expand its Public Diplomacy because it has 
become an essential element of foreign policy in the twenty first century.  In an age when 
power increasingly rests on public opinion, success requires effectively engaging with the 
people.  Anything that this committee can do to encourage the rebuilding of American 
Public Diplomacy would be a wise investment in the future of this country and the ideals 
on which it is built. 
 
  
 HEARING COCHAIR REINSCH:  Thank you.  
Dr .  Polumbaum.  
 
 

STATEMENT OF DR. JUDY POLUMBAUM, PROFESSOR OF 
JOURNALISM AND MASS COMMUNICATIONS,  UNIVERSITY OF 

IOWA, IOWA CITY, IOWA   
 
 
 
 
 

                     
43 For coverage of these plans see Vivian Wu and Adam Chen, ‘Beijing in 45 b Yuan 
global media drive,’ South China Morning Post, 13 January 2009, web edition; Peter 
Ford, ‘Beijing launching a Chinese CNN to burnish image abroad,’ Christian Science 
Monitor, 5 February 2009, p. 1. 
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  DR.  POLUMBAUM:  I  a lso would  l ike  to  thank the  
Commiss ion and the  Commiss ion s taf f  for  invi t ing  us  and organiz ing 
th is  very  impor tant  program.  
 My in teres t  i s  in  journal ism and the  prac t ice  of  news gather ing,  
se lec t ion ,  presenta t ion .   I 'm par t icular ly  in teres ted  in  the  ro le  tha t  
individual  ac tors ,  journal is t s  themselves ,  have  wi th in  a  s t ruc ture  tha t  
cer ta in ly  f rom the  outs ide  looks  ext remely  author i tar ian .    
 One of  your  ques t ions  for  th is  panel  i s  whether  d i f ferent  
ins t i tu t ional  ac tors  involved in  external  propaganda in  China  have 
di f ferent  out looks  and in teres ts .   And the  answer  i s  decidedly  yes .   
And I  th ink th is  i s  a  key,  a  key unders tanding.   
 One impor tant  manifes ta t ion  of  these  d i f ferences  i s  d ivergence  
between cent ra l  and local  in teres ts .   China  i s  a  country  tha t  
t radi t ional ly  has  cent r i fugal  tendencies ,  and th is  means ,  for  example ,  
tha t  local  author i t ies  may overr ide  cent ra l  pol ic ies  or  preferences  
when i t  comes to  handl ing news media  in  d i f ferent  locales .  
 I  th ink th is  par t ly ,  a l though not  ent i re ly ,  expla ins  the  contras t  in  
access  granted  to  both  domest ic  journal is t s  and in ternat ional  
correspondents .   Las t  year ,  a f ter  the  r io ts  in  Tibet  and af ter  the  
ear thquake in  Sichuan,  Tibetan  author i t ies ,  who of  course  inc lude  
e thnic  Tibetan  off ic ia ls  appointed  by,  and thus  benef i t ing  f rom thei r  
associa t ion  wi th ,  the  cent ra l  government  were  adamant ly  opposed to  
journal is t ic  access  despi te  some views to  the  contrary  in  Bei j ing ,  whi le  
Sichuan provincia l  author i t ies  a l lowed broad access ,  which,  of  course ,  
proved benef ic ia l  for  e l ic i t ing  wor ldwide  sympathy and re l ief .  
 One a lso  f inds  d i f ferences  across  agencies .   At  any given level  
and wi th in  ins t i tu t ions ,  individual  ac tors ,  some of  whom regular ly  or  
occas ional ly  may be  in  p ivota l  pos i t ions ,  a lso  possess  d i f ferent  
out looks  and in teres ts .   
 Thir ty  years  of  s tudying the  media  in  China  has  impressed upon 
me that  individual  agency is  of  no  smal l  impor tance  in  China .   This  
inc ludes  individual  ef for ts  to  c i rcumvent  ru les  and,  in  fac t ,  cont rary  to  
what  one  might  expect  in  a  na t ion  so author i tar ian  in  s t ruc ture ,  the  
country  i s  fu l l  of  scoff laws,  and there  are  good reasons  tha t  the  
i r repress ib ly  mischievous  character  of  the  "Monkey King"  i s  such a  
beloved fo lk  icon in  China .  
 Media  indust r ies  and organiza t ions ,  of  course ,  const i tu te  a  very  
impor tant  se t  of  ins t i tu t ional  ac tors  tha t  may di f fer  wi th  propaganda 
dic ta tes  coming f rom Par ty  and government  author i t ies .  
 China 's  media  out le ts  are  of ten  descr ibed as  s ta te-contro l led  or  
of f ic ia l ,  but  even the  most  obvious  s tandard  bearers  for  the  Par ty  and 
government  are  a lso  se l f - in teres ted  ent i t ies  in  the i r  own r ight .   So ,  for  
ins tance ,  c la ims or  appearances  tha t  Chinese  media  are  necessar i ly  
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maidservants  of  a  coherent  na t ional  s t ra tegy can be  mis leading.   They 
may be ,  f i r s t  and foremost ,  working in  the i r  own organizat ional  
in teres ts .  
 And when the  South  China  Morning Post  recent ly  repor ted  on 
th is  t remendous  inves tment  in  Chinese  external  propaganda ef for ts  tha t  
inc luded a  b ig  chunk of  inves tment  for  expansion of  Xinhua News 
Agency both  in  terms of  expansion of  fore ign bureaus  and development  
of  a  ra ther  amorphously  descr ibed te levis ion network,  perhaps  based in  
Asia ,  tha t  could  be  l ikened to  China 's  CNN or  China 's  Al-Jazeera ,  
whereas ,  some observers  looked a t  th is  as  a  coherent  p lan  of  the  
cent ra l  government  and the  Communis t  Par ty ,  I  immedia te ly  thought  
th is  i s  Xinhua 's  empire  bui ld ing.  
 Xinhua as  an  organiza t ion  has  been empire  bui ld ing s ince  the  
beginning of  reforms,  and so  there  are  many conf luences  and cross-
currents  of  in teres t  I  be l ieve  going on in  these  new plans .  
 Another  new development  tha t ' s  got ten  a  grea t  deal  of  a t tent ion  
is  the  launching of  a  new Engl ish- language edi t ion  of  Global  Times ,  
which is  an  offshoot  of  the  People 's  Dai ly ,  the  f lagship  newspaper  of  
the  Centra l  Commit tee ,  and I  th ink tha t  a lso  i s  a  l i t t le  b i t  of  empire  
bui ld ing on the  par t  of  People 's  Dai ly .  
 In  sum,  my view is  tha t  the  most  impor tant  ramif ica t ions  of  
expanded external  communicat ion  ef for ts  by  China  may not  be  
in tent ional  objec t ives  a t  a l l ,  whether  they be  malevolent  or  benign,  
a l though personal ly  I  tend to  favor  benign in terpre ta t ions .  
 Rather  in  my view,  the  more  individuals ,  organiza t ions  and 
ins t i tu t ions  in  China  are  brought  in to  the  mere  ef for t  of  t ry ing to  do 
bet ter  a t  communicat ing ,  which inc ludes  cent ra l ly  the  enhancement  of  
abi l i t ies  to  deal  d i rec t ly  in  fore ign languages  wi th  fore ign peoples  and 
cul tures ,  the  more  potent ia l  there  i s  for  enhanced knowledge,  
sophis t ica t ion  and unders tanding of  the  res t  of  the  wor ld  among 
Chinese  involved in  th is  projec t .  
 In  o ther  ways ,  the  endeavor  to  develop media  tha t  in  both  format  
and content  are  not  merely  pala table  but  compel l ing  to  fore ign 
audiences  can have pos i t ive  resul ts  for  China  in ternal ly .  
 In  reference  to  journal ism speci f ica l ly ,  I  would  argue  tha t  
external  propaganda ef for ts  in  exposing Chinese  media  workers  to  
in ternat ional  knowledge,  ideas  and examples  crea te  dynamics  tha t  
fur ther  encourage  profess ional  t rends  in  China 's  journal ism core .  
[The s ta tement  fo l lows:]  
 
Prepared Statement  of  Dr.  Judy Polumbaum, Professor  of  
Journal ism and Mass  Communicat ions ,  Univers i ty  of  Iowa,  Iowa 
City ,  Iowa 
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April 30, 2009 
Judy Polumbaum, The University of Iowa 
Testimony before the U.S.-China Economic & Security Review Commission, hearing on 
“China’s Propaganda and Influence Operations” 
 
First, let me thank the Commissioners for inviting me here today, and the Commission staff 
for putting together this illuminating program. All of you already are experts on China, but I 
hope I can contribute a useful perspective for understanding the production, content and 
plans for what China calls “external propaganda.” 
 
The word propaganda, of course, is anathema to us in the land of the First Amendment—
even if all governments, not to mention businesses, religious and educational institutions, 
yea, everything from the Pentagon to the American Heart Association, practice it. For good 
reason, the Chinese are beginning to translate the term as “publicity” or “information.” But 
even in Chinese, the term is falling out of favor. The most intrepid investigative reporters in 
China see propaganda authorities as adversaries, and try to outrun them! 
 
Political scientist Harold D. Lasswell, a propaganda expert who some consider a “founding 
father” of U.S. communication research, famously summed up the communication process as 
“Who says what to whom in what channel with what effect” (“The structure and function of 
communication in society,” in The Communication of Ideas, ed. by L. Bryson; Harper, 1948). 
This formula, and the behavioral science orientation from which it arose, presumed a 
stimulus-response model that emphasized the power of media institutions to reinforce or 
change social behavior through messages directed at a mass of isolated, anonymous 
recipients. This approach obviously is outdated in today’s world of media convergence, 
Twittering, citizen journalists and the active audience. Lasswell indeed was a prolific scholar 
who made important and wide-ranging contributions to the study of politics, personality and 
culture, but his “Who says what to whom in what channel with what effect” formulation is 
now more of a historical footnote than the mantra for research it once represented. 
 
Nevertheless, in searching for a convenient way to present my thoughts on China’s external 
propaganda efforts, Lasswell’s string of communication components came to mind as a 
useful outline—supplemented by Daniel Lerner’s addition (“Communication and the Nation 
State,” Public Opinion Quarterly, v. 37 n. 4, Winter 1973-74) of “why (referring to policy) ... 
how (technique)... and who talks back (feedback)” to the list. Just bear in mind that I’m using 
an artificial and admittedly simplistic device to parcel out information and ideas that are 
interrelated with each other and embedded in the much larger matrices of both Chinese and 
global society. 
 
Thus, question one: WHO are the planners and purveyors—the masterminds, if you will, as 
well as the implementers—of China’s external propaganda? 
 
For starters, the Chinese Communist Party and government apparatus. Main guidelines for 
media and propaganda ostensibly emanate from the heart of the Party, the Central 
Propaganda Department—with policies managed and administered through an array of other 
agencies, including the State Press and Publication Administration and the State 
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Administration of Radio, TV and Film, as well as units and functionaries assigned to 
propaganda and managerial tasks at provincial, municipal, local and workplace levels. 
 
However, much as “China” is not a monolith, neither are the Party or government or its 
agencies seamless unitary entities. Rather, both Party and government feature competing 
agencies and interests at national, regional and local levels, and within agencies and units are 
varied, and sometimes vying views. 
 
Atlantic correspondent James Fallows has observed from Beijing: “Most Americans think 
this is an all-powerful central government; most of the time, it looks like a relatively weak, 
remote titular leadership trying to tell the equivalent of warlords (provincial governors) what 
they should do.” I would extend this analogy down through the hierarchy. 
 
China’s centrifugal tendencies mean, for example, that local authorities may override central 
policies or preferences when it comes to handling news media in different locales. In part 
(although not entirely), this is behind the striking contrast in the stifling versus enabling of 
media coverage—both domestic and foreign—during two major events occurring in 
succession last year: the riots in Tibet in March 2008, and the Sichuan earthquake in June. 
Tibetan authorities—who include of course ethnic Tibetan officials appointed by (and thus 
benefiting from their association with) the central government, were adamantly opposed to 
journalistic access, despite some views to the contrary in Beijing; while Sichuan provincial 
authorities allowed broad access, which of course proved beneficial for eliciting worldwide 
sympathy and relief. 
 
One of your questions for this panel is whether different institutional actors involved in 
external propaganda have different outlooks and interests—and the answer is decidedly yes. 
Central-local divergence is just one manifestation. One also finds differences across agencies 
on any given level; for instance, the State Council and Foreign Ministry often harbor what we 
might consider more enlightened opinions about license for expression and even dissidence 
when compared to, say, Public Security and the military. (Sound familiar when it comes to 
the U.S. State Department and the Department of Defense? Or the local city council and 
police department!) 
 
I would add that within institutions, individual actors, some of whom regularly or 
occasionally may be in pivotal positions, also possess different outlooks and interests. And 
while structural and organizational forces often exert prevailing influence, individual agency 
is of no small importance in China. This includes individual efforts to circumvent rules—and 
in fact, contrary to what might expect in a nation so authoritarian in structure, the country is 
full of scofflaws. There are good reasons the irrepressibly mischievous character of the 
Monkey King is such a beloved folk icon in China. 
 
Another relevant point is that, while China’s Communist Party and government do have 
widespread and pervasive monitoring capacities to conduct surveillance on all manner of 
media, the country does not have a systematic pre-publication censorship apparatus (as did 
the Soviet Union and most Eastern European countries). This is partly from tradition, and 
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partly because such a system would be simply impossibly to implement in such a vast and 
variegated country. Conformity to policy largely hinges on anticipation of consequences. 
 
Media industries and organizations constitute another set of institutional actors that may 
differ with propaganda dictates as well as housing differences within. China’s media outlets 
are often described as “state-controlled” or “official,” but even the most obvious standard-
bearers for Party and government are also self-interested entities in their own right. So, for 
instance, claims or even appearances that Chinese media are maidservants of coherent 
national strategy can be misleading—they may be first and foremost working in their own 
organizational interests. 
 
As with individuals in bureaucratic agencies, individual mass communicators also have 
varied ideas and approaches to their work that may put them at odds, directly or indirectly, 
with official dictates. In the foreword to my recent book China Ink, Aryeh Neier, president of 
the Open Society Institute, identifies “professionalism” as the most important trend today in 
Chinese journalism (and numerous other fields such as medicine and law). He writes that, 
“the professionalism of Chinese journalists is gradually expanding the space in which they 
are able to operate... [and] expanding freedom in China.” 
 
The sort of journalists we would consider most professional are those who resist orthodoxy in 
savvy ways, using unassailable tools of assiduous fact-finding, solid verification and 
moderation in language. Such journalists, furthermore, cultivate networks of protection that 
buffer consequences of transgression (editors protect reporters in their purview, reporters 
look for editors who will go to bat for them, reporters who “make mistakes” get shifted to the 
library, not to a labor camp). 
 
WHAT messages do these actors hope to, and what do they actually, convey? 
 
The content of Chinese media aimed at foreigners long suffered from direct translation of 
domestic propaganda—so it not only was often replete with misrepresentations, 
exaggerations, jargon-laden screeds, and all the other ills of domestic media, but it took no 
account of what foreign audiences might find relevant, interesting or even coherent. The first 
challenges for external propagandists once China began its reforms and opening up were to 
redress these obvious problems—with new training, education and recruitment of journalists 
who could write directly in foreign languages. Xinhua’s duiwaibu, external news department, 
shifted from translation to greater volumes of original reporting and writing in other 
languages; and the China Daily was founded with this mode in mind. 
 
When it comes to sensitive issues—Tibet, Taiwan, foreign policy, dissidence or human rights 
violations—I don’t have to tell you that simplistic bombast with intransigent positions still 
dominates content, in both domestically and foreign-directed media. My Chinese colleagues 
and friends (a goodly number formed over the past 30 years)—mostly intellectuals, including 
many journalists—are mortified by this practice. Not only for pragmatic reasons (it’s stupid 
and ineffective) but because they, too, long for intelligent coverage and discussion of these 
issues. 
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The Chinese government is often seen as being complicit in nationalistically-tinged 
reporting, rants aimed at the West, protests about Western media and financial conspiracies 
and so forth—and clearly there is a vocal constituency for these ideas in China. Again, 
though, my colleagues and friends think this stream of communication, which gets lots of 
attention both in China and abroad, is childish and counterproductive—and while loud, not 
broadly representative of either Chinese elite or mass thinking. 
 
Popular themes, again for domestically as well as international consumption, include 
appreciation of China’s ancient culture along with modernization and dynamism, global 
engagement and international citizenship. The 2008 Beijing Olympics, of course, provided a 
good vehicle for messages of glorious tradition and vigorous modernization. And just 
serendipitously, the fact that the international media recently had given a great deal of 
attention to “bad news” stories of Tibet and Sichuan probably cleared the air for more 
positive coverage during the Games (in fact, I heard one U.S. China correspondent say as 
much). 
 
A good deal of what goes out to the world pertains to topics, events, issues and also 
controversies and problems that journalists want to cover: Real life at the grass roots, human 
interest stories, enterprise and investigation. The nature and scope of such stories hinge 
largely on content in the domestic media, whose range and diversity undeniably have grown 
greatly over the past three decades. Nowadays China’s domestic media provide the main 
leads for most of the important stories that foreign correspondents then pursue. The days 
when China-watchers sat in Hong Kong and read tea leaves are long over. The days when 
foreign correspondents get scoops have not arrived, however; they are more likely to build on 
scoops of domestic reporters. 
  
To WHOM is the communication directed, i.e., who are the purported and actual audiences? 
 
Intended audiences include, most directly, foreigners in China—tourists, teachers, students, 
diplomats, business people; and, interestingly, foreign-language learners (mainly English) in 
China. This domestic constituency actually constitutes the largest proportion of China 
Daily’s circulation, although actual numbers are closely held; and is the main target of a 
lucrative stable of English-language weeklies put out by that paper, 21st Century, in editions 
for elementary, middle school, high school and college students as well as a teachers edition. 
 
Less directly, intended audiences include international correspondents, who pick up leads 
and stories from foreign-language as well as Chinese-language media; and ultimately citizens 
abroad, including international elites and policymakers. Although Xinhua News Agency 
fancies itself an equivalent of Associated Press, Reuters or AFP, U.S. news organizations 
certainly do not use its dispatches verbatim, but many news outlets elsewhere around the 
world certainly do, and overseas Chinese media make ample use of the China News Service. 
The implications of this will depend on your thoughts about audience credulity, and different 
people will judge content and sources in different ways; but we have no reason to believe 
foreign audiences have any particular susceptibility to Chinese content going directly into 
overseas use as opposed to content from any other sources. 
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Some Chinese propaganda functionaries and media managers do seem to have an illusion, 
however, that people abroad have an unmet appetite for media content directly from Chinese 
sources. This ostensibly is the rationale for the start a couple of months ago of a “North 
American edition” of China Daily—which strictly speaking is a weekly Monday supplement 
folded into papers printed in New York and San Francisco. Frankly, I am baffled at this 
development and don’t see a market—those who wish already can read China Daily on the 
web, and are not about to use even a daily edition as a substitute for The New York Times or 
whatever their regular daily news fare might be. So the best explanation I’ve heard is the 
current editor wants this—and I suspect it’s a way of fostering confidence and even garnering 
prestige, in response to beliefs (or more properly, delusions) at higher levels that there 
actually is a demand for China Daily on Main Street America. 
 
WHY is the communication generated? What policy objectives and other intentions propel 
external propaganda efforts? 
 
In terms of broad objectives, some agencies and actors producing media content aimed at 
foreigners genuinely hope to explain China’s policies and programs to “outsiders” and 
engage in conversation with them. I would say this is the primary motivation of middle-aged 
and veteran reporters, writers and editors at China Daily. 
 
Regarding the new investments and ambitions for China’s external propaganda, the desire to 
interject China’s “voice” and perspectives into the international arena seems to be a genuine 
motivation. Perhaps some think expanding external propaganda truly can influence or even 
manipulate international opinion—and perhaps propaganda authorities have such hopes, but I 
don’t think most serious journalists actually involved in the external communication sector 
believe this. 
 
I have no doubt that propaganda authorities are trying to develop more sophisticated 
approaches to international image building, including through external propaganda; but I 
think this motivation is less prevalent among the journalists actually generating the news for 
foreign audiences. Rather, they are more likely to have an occupational perspective, wishing 
to pursue careers that provide them with both intrinsic and extrinsic rewards—ideally, both. 
 
I am not of the school that contends that externally directed media, and those working in this 
sector, are primarily driven by ulterior motives, e.g., that such media are major conduits for 
disinformation, distraction, smokescreens. More realistically, I think, this sector is likely to 
be valued for its capacity to generate both tangible and intangible goods for those involved in 
it—such as reputation, influential connections and commercial rewards. 
 
Those actually producing content for foreign audiences, e.g., working as editors, producers, 
writers, reporters and even in technical roles, are best positioned to recognize perhaps 
unplanned or unintended byproducts of the sector—such as its contributions to increasing 
professionalism among media workers, and its role in fostering foreign (English) language 
learning and, more generally, cosmopolitanism, within China. 
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WHAT CHANNELS carry the communication? More broadly, HOW is the communication 
created and disseminated? 
 
The behemoth is Xinhua News Agency’s duiwaibu. Xinhua is hoping to both expand its 
international correspondent network and build broadcasting capabilities—it already is 
providing video footage for TV. The agency is now looking for native speakers of other 
languages to both work in Beijing and serve as correspondents abroad, and the latter is new. 
 
When the South China Morning Post, citing anonymous high-level sources, reported China’s 
plans to invest some $10 billion in expanding external propaganda efforts, including a major 
initiative by Xinhua News Agency, I immediately thought:  Xinhua empire-building! Xinhua 
patently has been building up its empire, in its own interests as much as if not more than in 
the national interest, since the reform period began in the late 1970s. Reports say Xinhua 
hopes to start its own Asia-based channel, presumably Chinese-language, that some dub the 
Chinese Al-Jazeera. The State Administration of Radio, TV and Film reportedly is not 
pleased at Xinhua’s TV plans. 
 
Broadcasting includes China Radio International (the former Radio Beijing), the international 
central television channel CCTV 9, and lots of intermittent attempts, not systematically 
tracked, at English-language regional/local programming for both radio and TV—often 
enlisting “polishing” or editing help from foreigners who happen to be teaching English in 
the vicinity. China Central TV also set up French and Spanish-language channels before the 
Olympics last year, and is said to be planning Russian and Arabic services. 
 
China Daily marked its 25th year of publication in 2006. Its experience makes it the lead 
candidate for high-profile projects, frustrating the ambitions of the Beijing Youth News, 
which had been publishing an English weekly, in a contest for the contract to publish an 
English-language daily for the Beijing Olympics. China Daily similarly put out a daily 
special when the Asian Games were held in Beijing. Along with the 21st Century group, 
China Daily also publishes the weekly Shanghai Star; as overt competition to the latter, a 
former China Daily journalist started the Shanghai Daily, under the municipal government; 
the Shenzhen Daily, started in 1997, is aimed at readers among the concentration of foreign 
residents in southern China. 
 
The new English edition of Global Times, which began publishing weekdays on Monday, 
April 20, is an offshoot of the Chinese Global Times, or Huanqiu Shibao, a successful (i.e., 
popular and money-making) subsidiary of People’s Daily, or Renmin Ribao, flagship paper 
of the Central Committee. Editors of the English Global Times, acknowledge they are going 
after the same audiences as China Daily. They also purport, however, to be different from 
China Daily in offering a more “independent” stance. The Chinese Huanqiu Shibao styles 
itself independent; Western observers often label it “nationalistic;” and it is replete with what 
we probably would call “news analyses,” although they are not labeled as such. Global Times 
claims a worldwide staff of correspondents—neither Chinese nor English editions bothering 
to clarify that they are the People’s Daily’s correspondents, moonlighting for piece rates! 
Global Times editors have told interviewers that no government money went into launching 
the English edition. That’s because the Chinese original can afford the investment. 
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The roster of magazines that used to be published in many foreign languages has been cut 
down substantially—Beijing Review remaining as a distillation of documents and major 
news—even as the domestic magazine marketplace has burgeoned. Technically, foreign 
investment is not allowed in media content—but in actuality, publications produced by and 
aimed at expats, emphasizing arts and entertainment coverage, have strong followings in 
Chinese cities. 
 
The adoption and encouraged expansion of a government “spokesperson” system, the 
increasing practice of press conferences, including live televised sessions, at the national 
level, and production of central government white papers and plans on controversial issues—
most recently, a human rights plan—are all part of developing a more sophisticated public 
relations apparatus for dealing with both the domestic and the foreign press. 
 
The loosening of restrictions on international correspondents prior to the 2008 Beijing 
Olympics—and then an extension of the program after the Games—is sometimes interpreted 
as a PR move; but I think it actually is a sign that arguments within central units such as the 
Foreign Ministry and the State Council about he ultimate long-term benefits of greater 
openness and transparency have made headway. 
 
Media outlets and government agencies have Internet operations of growing scope and 
importance. The Internet obviously poses special quandaries for Chinese authorities seeking 
to restrict and manage the terrain even as it necessarily expands. 
 
WHAT FEEDBACK is generated, with what results on the communication process? 
 
From the inception of the People’s Republic, Chinese media organizations have enlisted 
“foreign experts” to polish foreign-language content; and since the beginning of reforms, 
have invited foreigners to comment and critique—albeit with varying degrees of 
responsiveness. Some foreigners who have worked at China Daily will swear that all their 
advice fell on deaf ears. My experience—I worked at the paper its very first year of 
publication, 1981-82, have spent shorter periods there since and have kept up with doings 
there—has been quite different.  
  
In general, though, responsiveness to the ostensible target audiences is not a strong suit! 
 
WHAT EFFECTS does the communication produce? What are the implications or results of 
China’s external propaganda efforts, e.g., regarding knowledge, values, attitudes and 
behavior of individuals, groups, institutions and/or societies reached directly or indirectly; 
impact on media producers, organizations and institutions; influence on international 
activities, attitudes and policies, etc. 
 
Here’s the real unknown. Should we make a presumption that China’s external propaganda 
amounts to psychological warfare, aimed at political influence, if not diabolical 
manipulation? Or shall we believe the assertions that motivations are benign, aimed at 
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sharing viewpoints and information and fostering mutual understanding and cultural 
exchange? And in either case, are the efforts successful? 
 
Ultimately, potential influence relies on credibility—and the prerequisite for that of course is 
greater media independence. My own research suggests reason to be hopeful, but others have 
a bleaker view. 
 
In my view, the most important ramifications of expanded external communication efforts 
may not be intentional objectives at all, whether malevolent or benign (although I tend to 
favor the benign interpretation). Rather, in my view, the more individuals, organizations and 
institutions are brought into the mere effort of trying to do better at communicating—which 
includes, centrally, the enhancement of abilities to deal directly in foreign languages with 
foreign people and cultures—the more potential there is for enhanced knowledge, 
sophistication and understanding of the rest of the world among Chinese involved in this 
project. 
 
In other ways, the endeavor to develop media that in both format and content are not merely 
palatable but compelling to foreign audiences can have positive results for China internally. 
Specifically in reference to journalism, I would argue that external propaganda efforts, in 
exposing Chinese media workers to international knowledge, ideas and examples, create 
dynamics that further encourage professional trends in China’s journalism corps. 
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HEARING COCHAIR REINSCH:  Thank you.  
 Dr .  Brady.  
 

STATEMENT OF DR. ANNE-MARIE BRADY, SCHOOL OF 
POLITICAL AND SOCIAL SCIENCES,  UNIVERSITY OF 

CANTERBURY, CHRISTCHURCH, NEW ZEALAND 
  

 DR.  BRADY:  Good morning.   I t ' s  a  grea t  honor  and pr iv i lege  to  
be  able  to  speak to  you today on my research on China 's  propaganda 
sys tem.  
 When I  look a t  propaganda,  the  term "propaganda"  in  Chinese  i s  
not  a  negat ive  term,  and my focus  i s  somewhat  d i f ferent  f rom Dr.  
Polumbaum in  tha t  I 'm looking a t  cont ro l ,  the  objec t ives  of  the  Par ty  
in  managing the  publ ic  sphere ,  and that ' s  somewhat  d i f ferent  f rom 
what  the  journal is t s  are  doing and th inking.  
 The Par ty  p laces  grea t  impor tance  on what  they ca l l  propaganda 
and thought  work.   In  fac t ,  in  the  contemporary  per iod,  i t ' s  ac tual ly  
descr ibed as  the  l i feblood of  the  Par ty .   People  of ten  ta lk  about  the  
Par ty 's  legi t imacy in  the  current  era  be ing based on i t s  economic  
performance.   Wel l ,  the  Par ty  i t se l f  sees  tha t  i t ' s  not ;  i t ' s  based both  
on economic  development  and an  incredibly  s t rong awareness  of  the  
impor tance  of  managing the  publ ic  sphere .  
 But  what  has  to  be  noted  about  China 's  propaganda work in  the  
current  per iod is  a l though the  impor tance  of  propaganda work hasn ' t  
changed f rom the  Mao era ,  the  tac t ics  have  changed and the  content  
has  changed,  and what 's  been very  in teres t ing  in  researching th is  topic  
i s  d iscover ing how much China  has  been learning f rom the  West  in  
moderniz ing i t s  propaganda sys tem.  
 So they 've  been picking up techniques  of  pol i t ica l  publ ic  
opinion,  which or ig inated  in  the  West ,  and those  aspects  of  mass  
communicat ion  which suppor t  the  propaganda s ta te ,  don ' t  undermine  i t ,  
and so  on.  
 China  d iv ides  propaganda between fore ign and domest ic  
propaganda.   However ,  nowadays ,  i t ' s  recognized tha t  there  are  enough 
fore igners  in  the  wor ld  who unders tand Chinese  tha t  even domest ic  
propaganda has  to  be  mindful  of  fore ign audiences .  
 I  would  d isagree  somewhat  wi th  what  Professor  Polumbaum was  
saying about  agency when i t  comes to  fore ign propaganda because  
there 's  a  saying in  Chinese ,  "waishi  wu xiaoshi ,"  and what  tha t  means  
i s  tha t  fore ign affa i rs  i s  not  a  smal l  mat ter .   So  domest ic  journal is t s  
have  a  lo t  more  agency than those  who work for  China  Dai ly  and 
Xinhua News Service ,  People 's  Dai ly  onl ine  in  fore ign languages .  
 And i t ' s  not  to  say  the  journal is t s  wouldn ' t  want  tha t  agency.   
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There 's  a  s ta t ion ,  CCTV-9,  which was  supposed to  be  China 's  CNN, 
and I  v is i ted  and did  in terviews a t  tha t  s ta t ion  a  couple  of  years  ago,  
and they were  a  very  f rus t ra ted  bunch of  journal is ts  and edi tors .  
 They despera te ly  wanted to  make thei r  s ta t ion  China 's  CNN, but  
the  author i t ies  above would  not  le t  them.   And that  i s  a  problem for  
China 's  in ternat ional  inf luence  and i t s  fore ign propaganda.   I f  the  
Chinese  Communis t  Par ty  would  g ive  i t s  journal is t s  involved in  
fore ign propaganda media  out le ts  the  same amount  of  f reedom that  
they have  in  the  domest ic  media ,  i t  could  wel l  be  a  much more  
persuas ive  message .  
 That ' s  what 's  in teres t ing  about  th is  new s ta t ion  tha t ' s  been ta lked 
of ,  tha t ' s  going to  be  se t  up  in  e i ther  Thai land or  Singapore ,  the  s ta t ion  
tha t  both  my previous  panel is ts  ment ioned,  because  i f  tha t  s ta t ion  was  
a l lowed to  be  l ike  Phoenix  Televis ion,  which is  regarded as  
independent  and yet  more  loyal  than CCTV, that  could  be  a  very  
persuas ive  TV s ta t ion ,  and not  necessar i ly  to  v iewers  l ike  mysel f  or  
yourse l f ,  but  to  one  of  the  main  intended audiences  of  China 's  fore ign 
propaganda,  and tha t ' s  the  overseas  Chinese .  
 China  has  been working very ,  very  hard ,  s ince  1989,  to  bui ld  the  
suppor t  of  the  overseas  Chinese  because the  Par ty  leadership  rea l ized  
in  1989 that  not  only  d id  they not  have  the  suppor t  of  many Chinese  
outs ide  China ,  but  tha t  overseas  Chinese  were  ac tual ly  suppor t ing  the  
democracy movement  in  China ,  ac t ive ly  involved in  undermining the  
Par ty-Sta te .  
 So the  Chinese  government  has  made a  major  inves tment  in  what  
they ca l l  overseas  Chinese  work,  "qiaowu gongzuo."   And th is  i s  one  
of  the  main  targets ,  as  I  sa id ,  of  fore ign propaganda work.  
 So i f  the  Par ty  can develop or  suppor t  the  development  of  a  
s ta t ion  tha t  i s  more  l ike  the  Chinese  domest ic  media ,  which is  now 
doing very ,  very  wel l ,  i t  i s  very  popular  outs ide  the  Par ty  papers ,  the  
Chinese  mains t ream media  has  a  lo t  of  suppor t  f rom the  readers .  
 People  make a  d is t inc t ion;  tha t  the  journal is t s  a re  media tors  
between news and propaganda,  and i t ' s  k ind of  an  arbi t rary  d iv ide  in  
some ways .   But  the  readers  th ink they ' re  reading news and they ' re  not  
reading propaganda.  
 Jus t  br ief ly ,  because  I  know I  have  very  l i t t le  t ime,  the  
propaganda sys tem in  China  i s  huge and comprehensive ,  and 
propaganda,  the  idea  of  what  consis ts  of  propaganda,  i s  much,  much 
broader  than we might  normal ly  th ink of  i t ,  and fore ign propaganda is  
s imi lar ly  more  than jus t  news out le ts .   
 So  i t  a lso  i s  about  contac ts  be tween people ,  PR associa t ions  and 
media  campaigns  on topics  l ike  AIDS.   So China 's  expansion of  i t s  
fore ign propaganda is  going to  be  much broader  than th ings  we 're  
accustomed to  looking for  l ike  TV s ta t ions  and newspapers .  
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 Thank you.  
[The s ta tement  fo l lows:]  
 

Prepared Statement  of  Professor  Anne-Marie  Brady,  School  of  
Pol i t ical  and Social  Sciences ,  Univers i ty  of  Canterbury,  

Christchurch,  New Zealand 
 
Overview of China’s Foreign Propaganda 
The Chinese government puts a high value on propaganda work, describing it as the life blood 
(shengmingxian) of the Party-State in the current era. The Chinese Communist Party (CCP) has historically 
divided propaganda work into two categories: internal (duinei) and external (duiwai), meaning that which 
is directed toward Chinese people and that which is directed toward foreigners in China, Overseas Chinese, 
and the outside world in general. CCP propaganda specialists also divide propaganda into four types: 
political, economic, cultural, and social. Relevant offices within the Chinese Party-State administration 
take over responsibility for propaganda work related to their area of expertise.  
 
China’s foreign propaganda experts are extremely critical of what they call the “Western media’s 
ideological assault on the rest of the world.” It is a matter of pride that in the current era, unlike the Mao 
years, China does not push its political ideology onto others. Unlike the Mao era, China’s post-1989 
foreign propaganda tends to be defensive, reacting to external criticisms and aimed at upholding China’s 
political status quo. However foreign propaganda targeted at Overseas Chinese and the Taiwanese is 
essentially offensive in nature, with strategic goals in mind such as neutralizing support for anti-CCP 
forces and promoting Chinese reunification. 
 
The audience for China’s foreign propaganda is not one and the same, so different messages are promoted 
at different groups. The main divide in China’s foreign propaganda is between Overseas Chinese and non-
Overseas Chinese. The Taiwanese are targeted as a sub-category of China foreign propaganda targeted at 
Overseas Chinese. In the following sections I will discuss the themes, audiences, means of transmission, 
and institutional actors involved in China’s contemporary foreign propaganda, as well as China’s plans to 
expand foreign propaganda activities in the future. 
 
Central Level Institutional Actors Involved in Foreign Propaganda 
The Central Propaganda Department is in charge of all internal propaganda, while its brother organization, 
the Office of Foreign Propaganda, which is more commonly known by its other nameplate, the State 
Council Information Office, oversees matters relating to external propaganda. The two bureaucracies are 
closely linked and coordinated. In recent years, with the advent of the Internet and China’s increasing 
globalization and internationalization, the boundaries between the two categories of propaganda have been 
growing less and less obvious. For example the Office of Foreign Propaganda has been put in charge of 
monitoring the Internet both inside and outside China, while the News Department of the Central 
Propaganda Department also takes a close interest in developments in the same area, providing guidelines 
on the topic in its regular bulletins to propaganda workers around the country. In 2003, due to the 
increasing numbers of Chinese-speaking foreigners (either living in China or reading Chinese newspapers 
online outside China) and Chinese citizens who speak foreign languages and have access to foreign media 
sources, the Central Propaganda Department actually argued that internal propaganda should now be 
regarded as the same as external propaganda. This means that Chinese journalists must be mindful that they 
now have a foreign audience alongside their domestic audience.  
 
The CCP Central Committee Foreign Propaganda Group which is a top level committee consisting of the 
heads of leading foreign propaganda outlets, has a central guiding role in setting foreign propaganda 
policies. These are implemented by the OFP/SCIO at the national level and by provincial level foreign 
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propaganda offices at the local level. The OFP/SCIO and its local equivalents direct officials in various 
government departments and work units whose interests touch on foreign propaganda, such as foreign 
affairs; foreign trade; tourism; Overseas Chinese Affairs; radio and television; the print media; publishing; 
cultural, educational, and sporting institutions; as well as State planning, finance, State security, public 
security, customs, Taiwan affairs, and banking.  
 
The Office for Foreign Propaganda/State Council Information Office (OFP/SCIO) is tasked with managing 
any sensitive news stories on the following topics: foreign embassies, diplomats in China, Overseas 
Chinese business people, foreign students, foreign travellers, Hong Kong, Macau, and Taiwanese residents, 
especially when they involve loss of life. They also guide the Chinese media during any major events 
regarding Tibet, Xinjiang, ethnic minorities, religion, human rights, democracy movements, internal and 
external terrorist activities, and Falungong. For extremely serious incidents, only Xinhua News Agency is 
allowed to report on them and all other Chinese media must use the Xinhua report word for word.  
 
The OFP/SCIO is also in charge of “clarifying and refuting” any stories which, while forbidden from being 
reported in China, have been reported on in the foreign media. Articles on foreigners are to be sent to the 
Ministry of Foreign Affairs for verification. Similarly, stories on Hong Kong, Macau, and Taiwanese 
residents are to be sent to the Offices of Hong Kong and Macau, or Taiwan Affairs, while stories on 
Overseas Chinese businesspeople should be sent to the Ministry of Commerce. The Ministry of Culture is 
in charge of China’s foreign cultural propaganda, under the leadership of the CCP Foreign Propaganda 
Group. Cultural exchanges are regarded as useful way to break through prejudice and establish warm 
feelings.  
 
Overseas Chinese 
Gaining influence over Overseas Chinese groups outside China in order to “turn them into propaganda 
bases for China” is a key task in foreign propaganda work. The student protests of 1989, which received 
strong support from the Overseas Chinese community, alerted the Chinese Communist Party (CCP) to the 
fact that many within the Overseas Chinese community were inclined to support democracy activities 
within China. Historically China’s revolutionary movements have always received considerable funding 
from the Chinese diaspora and many Chinese revolutionaries found safe haven in Overseas Chinese 
communities when the political situation in China became to tense. At the same time, as China’s economic 
reform process continued to expand after 1989, and especially from 1992, China sought to tap in to the 
considerable economic resources of the Overseas Chinese as a source of investment and technological 
transfer. 
 
After 1989 China’s propaganda targeted at the Chinese living outside China—whether they were PRC 
passport-holders or ethnic Chinese who had been residing abroad for generations—aimed to build patriotic 
sentiment towards the Chinese Motherland (zuguo), and support for the political status quo. The goal was 
to neutralize antagonism towards the CCP government, enhance antagonism towards anti-CCP forces 
within China and their adherents in exile, and at the same time, encourage a constructive attitude towards 
Overseas Chinese helping to make China “rich and strong” (fu qiang). These efforts have been remarkably 
successful.  
 
The means by which China promotes its foreign propaganda towards the Overseas Chinese community 
include: the numerous local Chinese language newspapers, radio and television stations; the Internet, 
China’s own China Central Television channel aimed at Overseas Chinese CCTV 4; as well as through 
cultural activities; support for the teaching of Chinese language internationally which includes the rapid 
spread of Confucius Institutes; and special activities organized for the Overseas Chinese community such 
as conferences and “root-seeking” (xun gen) cultural tours.  
 
China’s Xinhua News Service currently provides free content to the Chinese language news media outside 
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China. Formerly Hong Kong and Taiwan-based news groups were the main source of news for Overseas 
Chinese, but in the last ten years they have basically been driven out of the market by a plethora of free 
Chinese newspapers which derive virtually all their content from the Mainland media. Few Chinese 
language newspapers outside China have the financial resources (outside of Taiwan, Singapore or pro-
Falungong papers) to resist the offer of free content. The same goes for Chinese language radio and 
television stations abroad, they too now relay Mainland media programmes and exclude other Chinese 
language sources. Chinese embassy officials work closely with the Overseas Chinese media in order to 
ensure their continued compliance. It should be noted that in the current era, Xinhua reports are virtually 
indistinguishable from stories off the wire that might be available from say Reuters, with the exception that 
they represent a pro-PRC, pro-CCP viewpoint and match current propaganda guidelines on avoiding taboo 
topics. The PRC long ago stopped promoting revolution or its state ideology. 
 
The Internet has become an extremely important means for China to build support with Overseas Chinese 
in the last ten years. PRC-based Internet sites are now the leading source of Chinese language and China-
related news for Overseas Chinese. The Internet is also proving to be an extremely effective tool for 
guiding and organizing Overseas Chinese public opinion. An example of this was the role of the Internet in 
organizing popular protests by Overseas Chinese in 2008 against the perceived bias of the Western media 
in its coverage of unrest in Tibetan areas in March 2008 and, a month later, in organizing a series of 
worldwide demonstrations in support of China during the Olympic torch relay. These protests and the later 
demonstrations were genuine and popular, which shows the effectiveness of China’s efforts to rebuild 
positive public opinion within the Chinese diaspora, but it should be noted that they received official 
support, both symbolic and practical. This development matches the rise of popular nationalism within 
China since 1989, which has been fostered from the top down, but has a genuine resonance with the 
Chinese population.  
 
Despite being genuine popular movements, the protests and demonstrations adopted the slogans of CCP 
foreign propaganda directed at Overseas Chinese such as “Ai wo Zhonghua” or “Love China”. Thanks to 
the Internet, even those who could not attend demonstrations could show their support for China by 
attaching a red heart moniker next to the word China to their avatars. This initiative was launched by MSN 
China and spread rapidly throughout the Chinese Internet in 2008. MSN’s involvement not only 
demonstrates how many Chinese companies respond to the CCP propaganda message on patriotism, but it 
is also is an indication of how these days the propaganda message is not just promoted directly from 
propaganda authorities; rather it is frequently relayed through intermediaries on to a wider audience.  
 
During torch relay demonstrations in cities such as Canberra, San Francisco or Seoul in 2008, Overseas 
Chinese were not compelled to turn up and there were no consequences for not taking an interest, but those 
who did come were given free matching t-shirts, souvenirs, transport, and in some cases accommodation, 
all courtesy of local embassy officials and China-based donors. These demonstrations successfully 
drowned out the protests of anti-CCP groups such as Falungong, Tibetan activists and human rights groups 
who had hoped to use the Beijing Olympics as a vehicle to promote their criticism of the Chinese 
government.  
 
Taiwanese 
A sub-group of China’s foreign propaganda directed at Overseas Chinese is that directed towards the 
Taiwanese. The message aimed towards them also aspires to build feelings of patriotism towards the 
Chinese Motherland and support for the political status quo, but it is also designed to garner support for the 
reunification of Taiwan with the Chinese Mainland. These efforts have also been relatively successful in 
recent years.  
 
Some of the means which China employs to promotes its views to Taiwanese audiences include: special 
television programmes directed at Taiwanese audiences on CCTV 4; the setting up in 2005 of Strait Star 
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TV a Fujian Province-based satellite station which beams towards Taiwan; study tours for the Taiwanese 
elite; joint conferences held on themes which help to build common interest such as Chinese heritage and 
Confucianism; and the hosting of large-scale events which promote notions of ethnic unity across the 
Taiwan Strait such as commemorations for the birth of Confucius, celebrations for the cult of Mazu (which 
is prominent in Taiwan and Fujian) and ceremonies in honour of the Yellow Emperor, the symbolic 
ancestor of all Han Chinese. 
 
Foreign Propaganda Targeted at Non-Chinese 
China’s foreign propaganda directed at non-Chinese audiences has undergone major reform in the last 
decade. These reforms are indicated by the Chinese media’s avoidance of the term “propaganda” in foreign 
language publications to discuss CCP media management, though the term “xuanchuan” (propaganda) 
continues to be used in Chinese. So for example, the CCP Central Propaganda Department (Zhongxuanbu) 
is now translated as Central Publicity Department by China Daily and Xinhua and they use terms such as 
“publicity”, “information”, “public relations”, “cross cultural communication” and “public diplomacy” to 
discuss activities which are still classified as waixuan (Foreign Propaganda) in Chinese language 
publications. As in its domestic propaganda, China now adapts many of the methods of public opinion 
management which originated in modern industrialized societies such as the United States.  
 
China’s international image was considerably damaged in the eyes of non-Chinese foreign audiences after 
1989. Since that date China has worked hard to build constructive international public opinion. The overall 
themes of China’s foreign propaganda work since 1989 and up to the present have been to promote the 
image of China’s social, economic, and political stability; as well as the continuance of China’s reform and 
opening up policies and CCP leadership over the political system. But in particular, promoting the Chinese 
economy and encouraging further foreign investment and trade has become the primary task of foreign 
propaganda work, particularly after 1992. Throughout the 1990s China was certainly successful in 
promoting awareness of its economic growth and enthusiasm for the opportunities which the Chinese 
market offered international investors, but perceptions towards the politics of China proved much harder to 
shift, at least among Western audiences. It should be noted that beginning in the 1990s and continuing up 
to the present day, China’s prestige began to grow in the developing world.  
 
Promoting a new national image (guojia xingxiang) internationally was one of the key strategic goals of 
China’s 2008 Olympic bid. The new image aimed to allay international fears about China’s increasing 
political, economic and military power, at the same time as projecting awareness of China’s renewed 
strength and prosperity. The two weeks of the August 2008 Olympics were indeed a sporting and PR 
triumph for Beijing. Despite the controversies surrounding hosting the Olympics in Beijing—human rights, 
the environment, food safety and other issues—the Chinese government actually managed to increase its 
public approval in China and succeeded in re-shaping its image on the international scene.  
 
There are multiple means adopted for the transmission of China’s foreign propaganda targeted at non-
Chinese foreigners. These include PRC-based foreign propaganda outlets such as China Daily, CCTV-9, 
China Radio International, People’s Daily online published in translation in a number of languages, and 
china.org the main portal for China’s foreign propaganda, as well as publishers such as the Foreign 
Languages Press; but they also include the foreign media and foreign VIPs who China targets to promote 
certain views. In the following section I will discuss some of these channels for transmission in more 
detail.   
 
CCTV-9 was launched as a 24-hour channel in 2002, and from 2004, it began broadcasting in Spanish and 
French. In September 2005, the station was re-launched with much fanfare, though with little noticeable 
change to content or style of programming. The goal was to make CCTV-9 China’s equivalent to CNN, a 
global media presence with 24-hour news coverage. However, unlike CNN, which is not (formally at least) 
the mouthpiece of any particular government, CCTV-9 is most definitely the mouthpiece for the Chinese 

33



 
 

 

 
 

 
government’s perspectives on international affairs and the Party-line perspectives on China’s own affairs. 
The station has been granted substantial resources in terms of equipment; but has no editorial 
independence. CCTV-9 journalists are under constant pressure to present a positive account of China. In 
August 2005, a series of items reported factually on coal mining disasters in China; soon after the 
channel’s leaders received a warning from the Ministry of Foreign Affairs that its reports were harming 
China’s international image. Following this incident, senior editorial staff and journalists were all forced to 
write self-criticisms. This is a classic example of the current relative lack of agency of Chinese journalists 
involved in China’s foreign propaganda activities aimed at non-Chinese foreigners. In many ways they are 
more constrained than journalists who write for Chinese audiences. 
 
A further channel for China’s foreign propaganda is the Chinese PR Association, set up in the early 1990s, 
which works closely with the Central Propaganda Department towards the goal of “optimizing a pro-China 
international environment,” “establishing a positive image of China internationally,” and “packaging 
China.” One of the organization’s tasks is to act as an intermediary between foreign embassies and 
organizations in China with Chinese government departments. The association also takes a behind-the-
scenes role in PR campaigns (targeted at the concerns of Western governments and NGOs) such as the 
high-profile anti-AIDS campaign of November-December 2002. 
 
The CCP has a longstanding policy of utilising foreigners in its foreign propaganda work, this is called 
“using foreign strength to promote China” (liyong waili wei wo xuanchuan). Historically, pro-CCP 
foreigners have been extremely useful in producing a wide range of propaganda materials, ranging from 
books, films and poetry, to public and private lobbying. Soon after June 4, Jiang Zemin instructed foreign 
affairs personnel to step up their activities to garner the support of prominent foreigners “friendly to 
China,” to influence Western governments and get them to drop their sanctions against China. Henry 
Kissinger and George Bush Senior are commonly cited as being particularly helpful (behind the scenes) to 
blunt the effects of sanctions in this period. The foreign friends the CCP has come to value most in the 
post-1989 period are prominent foreign figures that can bring commercial and political advantages to 
China and the Chinese oligarchy. Public agreement on China’s political positions is not required, though it 
might help business along a little. 
 
 In the years since 1989, Beijing has worked hard to get foreigners to promote China. Foreigners based in 
China and Western China specialists are often approached by foreign affairs cadres to write articles on 
China for the Chinese media. Naturally, only viewpoints which are in accord with the current propaganda 
line can be published. China Daily specializes in featuring this type of material, although similar stories 
also periodically appear in the Chinese language media. Another tried and true practice in China’s foreign 
propaganda work is to bring in “prominent person” foreign delegations on all-expenses-paid tours of 
China, in the hope that they will go home promoting China’s point of view. Local propaganda officials are 
instructed to host foreign journalists and researchers; do thought work on foreign experts, students, 
tourists, Taiwanese, and Overseas Chinese; and increase sister-city exchanges; all in order to create an 
“international army of friendly propagandists” for China.  
 
In 1992, a meeting of foreign propaganda officials was held to discuss techniques for getting China’s 
propaganda materials published in the Western media. Since that meeting there has been a dramatic 
increase in materials published abroad. Between 1992 and 2000 over two thousand articles were published 
in Taiwan alone. China’s propagandists try to get foreign newspapers to do China’s propaganda work; this 
is called “borrowing foreign newspapers” (jieyong haiwai baokan). In order to achieve this, China’s local 
level foreign propaganda officials host approved foreign journalists, take them around approved sites and 
give them materials for their reports. Non-approved visits to sensitive sites (if found out) can have foreign 
journalists thrown out of China.  
 
In early 2009 Beijing announced that it would invest a further phenomenal 45 
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billion yuan into its main media outlets to strengthen their international news coverage and global 
presence. As part of this, Xinhua News Service will increase their overseas bureaus from 100 to 186, 
almost enough to have one in every country in the world. The Global Times, an extremely popular People's 
Daily-owned tabloid with a strong international focus, will soon set up an English language edition. And 
CCTV-9 will set up Arabic and Russian language services.  
 
There are also concrete plans in the next two year to establish an Asia-based television station (Singapore 
or Thailand are the likely locations) that would beam global news to the world as told from a pro-PRC 
perspective. This new channel would take as its model Phoenix Television, which is beamed via restricted 
satellite to the Chinese elite within China and on paid satellite tv outside China. Phoenix is nominally 
privately-owned; however its current main investor is the State-owned enterprise China Mobile.  
 
Phoenix has long been regarded by Party propaganda insiders as “more loyal than CCTV”. The proposed 
new channel would similarly be “privately-owned” and closely tied in to the CCP foreign propaganda 
agenda. If it were to follow the Phoenix Television model, which is that of a “loyal opposition”, this 
channel could well be more effective than CCTV-4 or CCTV-9 in building positive international public 
opinion for China. It certainly is likely to appeal to Overseas Chinese audiences as will focus on stories 
which are close to their interests and not covered elsewhere in such detail, while retaining the crucial 
impression of “objectivity” which CCTV-4 and CCTV-9 often lack. The new channel could also prove to 
be appealing to many viewers in the non-Western world such as Africa, the Middle East, South America 
and the South Pacific who are attracted to China’s alternative perspective of global affairs. As such this 
new initiative could well have a significant impact in strengthening China’s soft power internationally. 
 

 
Panel  I :   Discuss ion,  Quest ions  and Answers  

 
 HEARING COCHAIR REINSCH:  Thank you very  much.  
 We' l l  cont inue  now wi th  ques t ions .   Commiss ioner  Fiedler .  
 COMMISSIONER FIEDLER:  Thank you.  
 I  have  two ques t ions ,  one  of  which is  a  fac tual  ques t ion .   Could  
one of  you,  and perhaps  i t ' s  Dr .  Brady,  d iscuss  the  d i f ference  between 
domest ic  contro l  and external  contro ls?   In  o ther  words ,  who are  the  
ins t i tu t ional  par t ic ipants  on  the  external  s ide  tha t  a re  d i f ferent  f rom 
the  domest ic ,  and inc luding wi th in  tha t  the  ro le  of  the  Fore ign 
Minis t ry ,  which has  of ten  s t ruck me as  subordinate  to  o ther  p layers?  
 DR.  BRADY:  Fi rs t  of  a l l ,  in  contemporary  China  d iscuss ion on 
these  i ssues ,  they don ' t  use  the  word "control"  anymore .   They use  the  
word "management ,"  "guanl i . "  
 That ' s  an  impor tant  d is t inc t ion .   I t ' s  not  jus t  an  ar t i f ic ia l  change 
of  wording.   What  i t  impl ies  i s  tha t  they are  a l lowing the  media  a  lo t  
more  f reedom,  and there 's  th is  ta lk  of  the  media  as  a  tool ,  and in  the  
pas t ,  the  media  had to  be  the  tongue and throat  of  the  Par ty .  
 So the  media  as  a  tool  i s  a  media  tha t  i s  more  l ike  the  media  in  
th is  country  where  i t ' s  independent ly  funded and separa te  f rom the  
s ta te ,  and yet  the  government  and di f ferent  agencies  can have  a  lo t  of  
inf luence  in  the  media .   At  leas t  tha t ' s  how China  sees  i t .   The theor ies  
of  Norm Chomsky are  very  popular  in  China .   They ' re  sor t  of  saying 
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tha t  works ;  we want  tha t .    
 So  in  terms of  the  d i f ferent  agencies  involved,  there 's  a  Centra l  
Propaganda Depar tment  which is  k ind of  l ike  the  Vat ican of  China 's  
propaganda and thought  work.   I t ' s  a  smal l  organiza t ion ,  about  300 or  
so  people ,  and they ' re  a  process ing s ta t ion  for  a  whole  lo t  of  o ther  
agencies  tha t  do  pol icy  work and a lso  o ther  groups .  
 The s ta te  organiza t ion  i s  involved in  the  propaganda sys tem 
which adminis ters  the  pol ic ies  so  there 's  a  separa t ion  between the  
ideas  and the  pol ic ies  and the  adminis t ra t ion .   And the  Centra l  
Propaganda Depar tment  has  a  brother  organizat ion ,  the  Off ice  of  
Fore ign Propaganda,  which has  another  namepla te .   Typica l  in  the  
Chinese  bureaucracy,  you ' l l  have  one  off ice ,  two namepla tes .   I t s  o ther  
namepla te  i s  the  Sta te  Counci l  Informat ion Off ice .  
 Both  the  Centra l  Propaganda Depar tment  and the  Off ice  of  
Fore ign Propaganda,  they have some over lapping dut ies  re la ted  to  
fore ign propaganda ac t iv i t ies ,  which I 've  expla ined in  my s ta tement .   
I t ' s  qui te  compl ica ted .   The Fore ign Minis t ry  has  a  ro le ,  too ,  and they 
somet imes  come in  on cer ta in  i ssues .   I  ment ioned CCTV-9 and the  
journal is t s  a t tempt  to  have  some independent  v iews.  
 An example  [of  what  happens  when the  journal is t s  t r ied  to  be  
independent]  was  in  August  2005.   There  had been a  ser ies  of  coal  
mining disas ters  in  China ,  and i t  caused a  lo t  of  a t tent ion  not  jus t  
outs ide  China  but  wi th in  China ,  CCTV-9 actual ly  repor ted  in  some 
deta i l  and fac tual ly  on coal  mining disas ters ,  then they got  a  s lap  on 
the  hand f rom the  Fore ign Minis t ry  saying you are  making China  lose  
face .   And so  the  Fore ign Minis t ry  i s  a  par t  of  what  they ca l l  the  
"xi tong,"  the  supra-bureaucracy involved in  fore ign propaganda.  
 There  are  these  spider  web- l ike  bureaucracies  over  the  top-down 
s ta te  bureaucracies  in  China  on d i f ferent  topics .   There 's  one  on 
propaganda as  a  whole .   There 's  another  on fore ign af fa i rs .   Defense  i s  
another  one .   Imagine  these  spider  webs  l inking a  whole  lo t  of  
agencies .   So Fore ign Minis t ry  i s  par t  of  fore ign propaganda 
bureaucracy,  but  i t ' s  not  a  leader .   But  they can s tep  on an  i ssue  l ike  
tha t .  
 COMMISSIONER FIEDLER:  Thank you.  
 One addi t ional  ques t ion .   What  role  do any U.S.  companies  p lay  
in  ass is t ing  Chinese  agencies?  For  ins tance ,  I  have  knowledge of  some 
Western  PR f i rms doing cr is is  management  advice .   What  ro le  do  they 
play?  
 DR.  CULL:   Fol lowing Tiananmen,  i t  was  Hi l l  & Knowlton who 
rebui l t  China 's  in ternat ional  reputa t ion  or  worked to  do tha t .    
 DR.  BRADY:  Yes .   I 'm sure  i t ' s  a  topic  tha t  the  companies  
probably  want  to  keep fa i r ly  secre t ,  but  Hi l l  & Knowlton is  one  of  the  
companies  tha t  we know of  involved in  China 's  PR bidding to  help  
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China wi th  i t s  PR.  
 Saatchi  and Saatchi  i s  another  b ig  one .   The names go on because  
they see  China  as  a  market  for  them.   They 've  got  a  product .   They 
want  to  se l l  i t .   So  i t ' s  jus t  another  oppor tuni ty  f rom the  point  of  PR 
companies ,  and there  have  been a  ser ies  of  conferences  where  PR 
companies  are  t ry ing to  p i tch  to  China  th is  i s  what  we can do for  you.  
 COMMISSIONER FIEDLER:  Are  they ef fec t ive ,  in  your  
judgment?   I s  the i r  advice  being taken?  
 DR.  BRADY:  I t ' s  very  in teres t ing  ac tual ly .   In  a  paper  I  jus t  
wrote  on the  Bei j ing  Olympics  as  a  “campaign of  mass  d is t rac t ion ,”  I  
c i ted  the  speech of  the  CEO of  Saatchi  & Saatchi  in  1998,  and he  was  
te l l ing  China  tha t  they needed to  rebrand,  and he  ment ioned the  China  
brand,  and [ the  concept  he  was  espousing]  k ind of  sounded l ike  
Falungong.  
 I t  was  these  New Age concepts  of  th is  ancient  cul ture  and so  on 
and values  tha t  he  couldn ' t  f ind  e lsewhere .   But  e lements  of  tha t  were  
indeed present  in  the  images  tha t  China  was  present ing in  the  2008 
[Olympics]  Opening and Clos ing Ceremonies ,  i t s  ancient  cul ture ,  and a  
very  se lec t ive  v is ion of  Chinese  h is tory ,  and so  on.  
 That ' s  something tha t  we have to  note  as  wel l  about  the  fore ign 
propaganda today is  tha t  China  doesn ' t  promote  i t s  ideology global ly  
a l though the  China  model  i s  to  an  extent  promoted to  countr ies  l ike  
Cuba and North  Korea  and poss ib ly  par ts  of  Afr ica  and the  South  
Paci f ic .  
 The main  focus  of  China 's  foreign propaganda is  economic .   The 
[message promoted is  tha t  the]  Chinese  economy is  doing wel l  you 
should   inves t  in  the  China  market ,  and so  on.  That  may not  be  t rue .   
As  we know,  Chinese  s ta t i s t ics  are  not  a lways  re l iable .   
 The o ther  aspect  i s  Chinese  cul ture  and China 's  perspect ives  on 
the  wor ld .   So China  has  to  get  tha t  out .   Whether  i t  i s  e f fec t ive  or  not  
i s  another  s tory .  
 COMMISSIONER FIEDLER:  Thank you.  
 HEARING COCHAIR REINSCH:  Commiss ioner  Wessel .  
 COMMISSIONER WESSEL:   Thank you a l l  for  be ing here  and 
for  winning the  award for  the  longes t  t ravels  to  get  here .   So we 
apprecia te  your  being here  today.  
 I 'd  l ike  to  fo l low up on Commiss ioner  Fiedler ' s  ques t ion  jus t  for  
a  moment  in  te rms of  ins t i tu t ions  or  companies  tha t  ass is t .   I t  had  been 
my unders tanding,  and Dr .  Cul l ,  you ta lked about  the  l i s tening mode,  
the  pol l ing ,  tha t  some years  ago,  and I  haven ' t  updated  th is  
informat ion,  tha t  fore ign ent i t ies  tha t  wished to  pol l  the  Chinese  
people  had to  have  the i r  ques t ions  and the i r  ac t iv i t ies ,  in  fac t ,  
approved by the  cent ra l  government .  
 But  I  guess  whether  i t ' s  Hi l l  & Knowlton or  o thers ,  they get  to  
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l i s ten  here .   I s  tha t  s t i l l  the  case?  
 DR.  CULL:   That ' s  not  my area .  
 COMMISSIONER WESSEL:   Okay.  
 DR.  CULL:   I 'm in teres ted  in  what  the  Chinese  government  i s  
doing overseas .  
 COMMISSIONER WESSEL:   Okay.  
 DR.  CULL:   We know that  they ' re  l i s tening very  careful ly  to  
what  i s  sa id  in  the  Western  media .   Going through speeches  by senior  
Pol i tburo  f igures ,  we can see  tha t  they pepper  them wi th  quotes  f rom 
what  Western  journal is t s  have  sa id  what  the  Western  media  are  saying,  
and what  the  wor ld 's  media  th inks  of  China .  
 COMMISSIONER WESSEL:   But  are  they doing more  ac t ive  
enterpr ise ,  not  jus t  doing open source  review,  but  looking a t  
commiss ioning pol ls - -  
 DR.  CULL:   Sure ,  yes  
  The most  famous  one  being the  jo in t ly  commiss ioned pol l  on  
Chinese/Japanese  mutual  publ ic  opinion,  which produced rea l ly  qui te  
a larming resul ts  of  evidence  of  the  spl i t  be tween those  two countr ies .   
That  was  one  where  they ac tual ly  worked wi th  the  Japanese  
government  to  conduct  a  pol l .  
 COMMISSIONER WESSEL:   Do e i ther  of  the  o ther  wi tnesses  
have  a  comment  on tha t?  
 DR.  BRADY:  Yes .   This  i s  something tha t  I 've  looked a t  a  l i t t le  
b i t  in  my research ,  and publ ic  opinion pol l ing  i s  a  very ,  very  impor tant  
par t  of  propaganda work these  days ,  par t icular ly  in  domest ic  
propaganda,  where  i t ' s  sor t  of  l ike  the  government  wants  to  ident i fy  
what  are  the  problems going on in  socie ty  and then put  some Band-
Aids  on them in  advance  of  them becoming a  b igger  problem.  
 I t  i s  technica l ly  t rue  tha t  foreign companies  who want  to  engage 
in  socia l  sc ience  surveys  in  China  do need off ic ia l  approval ,  but  ru les  
and regula t ions  are  one  th ing in  China .   What  happens  on the  ground 
can be  qui te  d i f ferent .   But  i f  a  fore ign company is  working wi th  a  
Chinese  par tner ,  a l l  these  th ings  are  much s impler .  
 COMMISSIONER WESSEL:   Okay.   A separa te  ques t ion  i s ,  as  
we look a t  the  current  economic  cr is is  wor ldwide  and China  having i t s  
f inancia l  coffers  fa i r ly  wel l  s tocked and now expanding i t s  go-out  
s t ra tegy,  are  you see ing tha t  they are  able  to  benef i t  f rom the  economic  
cr is i s  in  te rms of  expanding the i r  reach overseas?   What  impl ica t ions  
i s  tha t  having?   Each of  the  wi tnesses ,  i f  poss ib le .  
 DR.  POLUMBAUM:  One th ing I  can say  i s  I  recent ly  made a  
very  br ief  v is i t  to  Bei j ing  and kind of  checked in  on a  couple  of  
organiza t ions  inc luding China  Dai ly  and the  new Global  Times  r ight  
before  the  Engl ish  edi t ion  was  launched.   And one impress ion I  have  i s  
tha t  la rge  amounts  of  money are  avai lable ,  not  necessar i ly  f rom the  
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government ,  but  f rom,  genera ted  wi thin  organiza t ions  for  expansion,  
and there 's  a  grea t  f renzy to  spend i t  on  something to  do wi th  
expansion wi thout  a  grea t  deal  of  thought .  
 For  ins tance ,  China  Dai ly  ear l ie r  th is  year  launched what  i t  ca l l s  
a  Nor th  American edi t ion ,  which isn ' t  rea l ly  a  Nor th  American edi t ion .  
 I t ' s  a t  th is  point  a  supplement ,  a  weekly  Monday edi t ion  to  the  regular  
paper ,  but  i s  be ing pr in ted  and sold ,  apparent ly--a l though nobody I  
know has  seen i t - - in  San Francisco and New York.  I  th ink 20,000 in  
each place .  
 There 's  an  evident  assumpt ion on the  par t  of  edi tor ia l  
management  who launched th is  tha t  there  i s  a  demand for  th is  in  San 
Francisco and New York,  whereas ,  any of  the  edi tors ,  sor t  of  working 
edi tors  you ta lk  wi th  about  th is ,  th ink i t ' s  jus t ,  wel l ,  nuts ,  but  they 
welcome the  expendi ture  of  the  money because  i t ' s  he lp ing them t ra in  
young repor ters  to  do  bet ter ,  and they 've  been able  to  h i re  some 
addi t ional  fore ign edi tors  to  he lp  t ra in  these  repor ters  and they see  i t  
as  a  k ind of  a  bui ld ing of  exper t i se  wi th in  China  Dai ly .  
 S imi lar ly ,  the  audience  for  the  Engl ish  edi t ion  of  Global  Times  
and the  purpose  of  tha t  i s  k ind of  amorphous  and di f fuse ,  but  the  
Chinese  edi t ion ,  Huanqiu  Shibao,  i s  very  popular ,  very  successful ,  and 
a  money-making opera t ion ,  so  there  i s  money to  spend,  but  not  very  
wel l  thought  out  as  far  as  I  can  te l l .  
 COMMISSIONER WESSEL:   Okay.   My t ime is  up.  
 HEARING COCHAIR REINSCH:  Do you want  the  o thers ,  too ,  to  
comment  as  wel l  or  not?  
 COMMISSIONER WESSEL:   I f  poss ib le ,  yes .  
 HEARING COCHAIR REINSCH:  I  th ink we can take  a  minute  
s ince  we don ' t  have  too  many ques t ions .   Do e i ther  of  the  o ther  two 
wi tnesses  want  to  comment  or  respond to  the  ques t ion?  
 DR.  BRADY:  Jus t  br ief ly .   I 'd  agree  wi th  Dr .  Polumbaum.   
There 's  a  lo t  of  money avai lable ,  not  a lways  a  lo t  of  p lanning about  
how to  spend i t ,  and there 's  been a  rea l  problem for  these  agencies ,  
t radi t ional  agencies  involved in  China 's  fore ign propaganda ac t iv i t ies  
l ike  China  Radio  In ternat ional ,  China  Dai ly ,  and CCTV-9,  in  having 
t ra ined s taf f  or  t ra ined journal is ts  and wi th  good fore ign language 
ski l l s ,  and of ten  they ' l l  ge t  them,  they ' l l  t ra in  them,  and then they ' l l  go  
off  to  a  bet ter  pa id  job  e lsewhere .  
 So some of  the  money,  we can assume,  i s  topping up sa lar ies  and 
then deal ing  wi th  the  whole  i ssue  of  benef i t s  which are  associa ted  wi th  
jobs  in  China .   So i t ' s  not  necessar i ly- - i t ' s  l ike  spending on the  
Chinese  defense  forces  as  wel l .   They 've  got  a  long way to  go.  
 DR.  CULL:   I 'm in teres ted  to  see  th is  d ivers i f ica t ion  wi th  the  
launch of  the  Russ ian  vers ion of  CCTV and the  Arabic  vers ion of  
CCTV this  year .   They ' re  adver t i s ing  in  the  t rade  papers  looking for  
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people  to  serve  on these  TV channels .  
 I  hope we ' l l  ge t  in to--a t  some point - -what  we th ink the  objec t ive  
i s  here  because  I  th ink some of  Dr .  Polumbaum's  points  are  very  
sugges t ive  of  what  the  rea l  pr ior i ty  i s  behind th is .   I  th ink tha t  what  
emerges  when you s tar t  looking a t  these  e lements  of  Chinese  
propaganda overseas  i s  tha t  a  lo t  of  what  i s  impor tant  i s  tha t  
something be  seen to  be  done.  
 And that  th is  i s  focus ing on the  abi l i ty  to  say  to  a  domest ic  
audience  Chinese  news is  avai lable  on the  s t ree ts  of  American c i t ies ,  
to  be  able  to  say  there  are  100,000 people  wor ldwide  now learning the  
Chinese  language in  Chinese  government  ins t i tu t ions ,  to  be  able  to  say  
we have 200 cul tura l  centers  around the  wor ld ,  and tha t  these  are  not  
jus t  pa id  by the  Chinese  government ,  but  these  are  par tnerships  wi th  
people  who are  despera te  to  learn  about  China  and to  honor  the  g lor ies  
of  the  Chinese  cul ture .   What  I 'm ta lk ing about  here  i s  conduct ing 
domest ic  propaganda by conduct ing fore ign propaganda,  and once  you 
put  tha t  f rame around what  i s  going on,  i t  makes  much sense .  
 I t ' s  much more  l ike ly  tha t  people  domest ica l ly  would  be  
impressed by 2008 drummers  drumming in  unison a t  the  Opening 
Ceremony of  the  Olympic  Games than the  people  in  the  wor ld  would  
ac tual ly  f ind  tha t  an  a t t rac t ive  th ing to  look a t .  I t ' s  about  be ing seen to  
be  able  to  d isplay  and about  the  kudos  tha t  come to  the  Communis t  
Par ty  by saying,  “Look,  behold ,  we give  you the  g i f t  of  the  admira t ion  
of  the  wor ld .”  
 That  i s  a  b ig  th ing to  lay  before  your  own people ,  and once  tha t  
f rame is  put  around Chinese  publ ic  d ip lomacy and propaganda 
ac t iv i t ies ,  I  th ink a  lo t  of  these  odd l i t t le  corners  become c learer  and i t  
expla ins  to  me why some of  these  th ings  are  happening in  the  way that  
they ' re  happening.  
 DR.  POLUMBAUM:  I  would  add jus t  a  l i t t le  s ide  note  here .   
The Univers i ty  of  Iowa where  I  teach has  a  Confucius  Ins t i tu te .   I t  was  
one  of  the  f i rs t  tha t  was  es tabl ished in  the  Uni ted  Sta tes .  
 The only  awareness  we have of  any Chinese  off ic ia l  presence  i s  
when the  ins t i tu te  was  off ic ia l ly  s tar ted ,  the  consul  f rom Chicago,  
Chinese  Consul ,  came to  put  up  a  p laque and then couldn ' t  even s tay  
for  a  day.   He had to  go back for  bus iness .  
 This  ins t i tu te  i s  bas ica l ly  run by a  l inguis t ,  language exper t ,  
or ig inal ly  Chinese ,  now an American c i t izen ,  who is  a  phenomenal  
organizer  of  language programs and has  used i t  to  br ing doctora l  
s tudents  in  Chinese  language teaching f rom China .  So there 's  a  whole  
infus ion of  young language teachers  tha t  turns  over  every  year ,  and 
there  are  communi ty  c lasses  and c lasses ,  ext ra  c lasses  in  the  
univers i ty ,  and i t ' s  seen as  a  rea l  cont r ibut ion  to  our  academic  
programs.  
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 I t  a lso  has  matching funding f rom the  univers i ty  so  in  no way is  
i t  regarded as ,  and i t  ac tual ly  doesn ' t  opera te  as ,  an  arm of  Chinese  
publ ic  d ip lomacy,  but  f rom the  Chinese  point  of  v iew,  i t  i s .  
 COMMISSIONER WESSEL:   Thank you.  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Brookes .  
 HEARING COCHAIR BROOKES:   Thank you.  
 Jus t  to  quickly  fo l low on that  and then I  have  another  ques t ion .   
So you don ' t  be l ieve  tha t  the  Chinese  government  i s  de luded in to  
th inking tha t  there 's  th is  t remendous  in teres t  in  Chinese  news 
overseas?  
 American newspapers  are  having enough t rouble  themselves  
get t ing  people  to  buy the i r  newspapers ,  but  you th ink i t ' s  more  of  a  be  
able  to  re turn-- i t ' s  bas ica l ly  focused on the  domest ic  audience  as  
opposed to  a  fore ign audience?  
 DR.  POLUMBAUM:  I  th ink there  i s  some of  tha t  de lus ion.  
 HEARING COCHAIR BROOKES:   Oh,  you th ink they ' re  
deluded?  
 DR.  POLUMBAUM:  I  rea l ly  do.    
 HEARING COCHAIR BROOKES:  The way Dr .  Cul l  sa id  i t  i s  
tha t  they know what  they ' re  doing.   There 's  a  method to  the  madness .   
He unders tands  tha t  and he  rea l izes  i t ' s  ref lec ted  on the--  
 DR.  POLUMBAUM:  I  absolute ly  agree  wi th  h im.  
   However ,  I  do  th ink that  a t  h igher  levels  of  the  propaganda 
appara tus ,  tha t  there  i s  some overblown expecta t ion  tha t  fore ign 
audiences  have  an  appet i te  for  d i rec t  news from China .  
 In  fac t ,  we know that  audiences  are  obs t ina te ;  they ' re  res is tant .   
They in terpre t .   Chinese  audiences  are  obs t ina te ,  read  between the  
l ines .   We cer ta in ly  are .   So  the  issue  of  credibi l i ty  i s  v i ta l ,  and people  
who get  unf i l te red  news in terpre t  i t  in  te rms of  i t s  source .   So I  would  
say  yes ,  there 's  some of  th is  de lus ion,  but  i t  doesn ' t  expla in  what 's  
happening.  
 DR.  CULL:   I  would  agree  wi th  what  Dr .  Polumbaum is  saying.   
I  th ink tha t  as  wi th  the  former  Sovie t  Union,  there  are  people  who 
bel ieve  the i r  own propaganda,  and in  the  end in  the  case  of  the  former  
Sovie t  Union,  the  las t  people  who bel ieved that  the  Sovie t  Union was  a  
grea t  g i f t  to  the  wor ld  and tha t  everyone loved i t  were  the  people  who 
were  ac tual ly  paying demonst ra tors  to  demonst ra te  in  suppor t  of  the i r  
sys tem on the  s t ree ts  of  th i rd-world  c i t ies .  
 So ,  i t ' s  a  rea l ly  pecul iar - - the  human capaci ty  for  se l f -delus ion i s  
cer ta in ly  present  here ,  but  then China  i sn ' t  the  only  p lace  where  people  
delude  themselves  tha t  the  wor ld  i s  fasc inated  by thei r  way of  l i fe  and 
is  despera te  to  be  jus t  l ike  them.  
 HEARING COCHAIR BROOKES:  Okay.   Dr .  Brady,  I  have  
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another  ques t ion ,  but  I  jus t  wanted to  keep pul l ing  on th is  s t r ing  for  a  
moment .  
 DR.  BRADY:  I 'd  jus t  l ike  to  add,  though,  tha t  I  do  th ink tha t  
th is  b ig  inves tment  has  come about  because  tha t ' s  come,  China  very  
much fee ls  tha t ,  and the  Chinese  popula t ion  fee ls  so  the  government  
fee ls ,  and those  involved in  propaganda work fee l ,  and the  popula t ion  
are  in  grea t  sympathy wi th  th is  idea  tha t  the  West  i s  cont inual ly  
d is tor t ing  news about  China ,  and that  i s  an  i ssue  of  grea t  concern  and 
so  China  wants  to  do something about  i t .   
 They 've  been t ry ing to  do something about  i t  for  a  long t ime,  and 
par t  of  the i r  fore ign propaganda work is  about  hos t ing fore ign 
journal is ts  in  China ,  preferably  ones  who don ' t  speak Chinese  and 
don ' t  have  the i r  own contac ts  there ,  and making them very  welcome in  
every  poss ib le  way,  and the  Olympics ,  the  hos t ing of  the  fore ign 
journal is t s ,  th is  was  the  p lan .   I t  d idn ' t  a lways  work that  way because  
the  journal is t s  ended up fee l ing  smothered according to  my research.  
 But  China  has  a  number  of  ways  in  which i t  t r ies  to  get  i t s  voice  
out  to  the  wor ld .   So i t ' s  not  a l l  about  China  Dai ly ,  which i f  any of  you 
read i t ,  i t ' s  not  the  k ind of  th ing you 'd  want  to  pay a  lo t  of  money for  
on  a  regular  bas is .   I t ' s  not  the  New York Times ,  but  i f  Global  Times  
comes out  wi th  an  Engl ish  language vers ion,  I 'm going to  want  to  read 
tha t  because  Global  Times  i s  a  very  in teres t ing  paper  in  Chinese .  
 So tha t ' s  an  in teres t ing  development  and I  th ink tha t ' s  re la ted  to  
what  I  was  saying about  the  media  as  a  tool .   So moving f rom the  
media  as  the  tongue and throat  of  the  Par ty  and giv ing the  media  some 
independence ,  assuming i t ' s  not  going to  a lways  do what  you want  i t  to  
do ,  but  tha t  people  th ink i t ' s  going to  be-- th ink i t ' s  independent ,  and so  
they want  to  read i t  more ,  and so  China ,  as  I  sa id ,  China  rea l ly  wants  
to  get  i t s  own voice  out  to  the  wor ld .   
 I t  fee ls  very  hard  done by the  Western  media  and Western  media  
companies .   So they th ink i t ' s  wor th  put t ing  a  lo t  of  money in  on a l l  
sor ts  of  levels  so  tha t  people  wi l l  hear  what  they have  to  say  and the i r  
perspect ive  on wor ld  events .  
 HEARING COCHAIR BROOKES:  I  have  a  few moments  lef t .   
Dr .  Cul l ,  i f  I  unders tood you correct ly ,  a t  the  end of  your  tes t imony 
you sa id  tha t ,  and I  agree  wi th  th is  asser t ion  tha t  the  Uni ted  Sta tes  
needs  to  p ick  up the  pace  in  terms of  i t s  publ ic  d ip lomacy.  
 DR.  CULL:   Absolute ly .  
 HEARING COCHAIR BROOKES:  What  are  the  cos ts  of  not  
p icking up the  pace  or  be ing more  ef fec t ive  for  the  Uni ted  Sta tes  v is -
a-vis  the  Chinese  ef for ts?  
 DR.  CULL:   Wel l ,  I  th ink waking up and f inding that  people 's  
a t tent ions  are  e lsewhere .   Rela t ionships  are  moving away f rom the  
Uni ted  Sta tes ,  tha t  inf luence  i s  decl in ing,  and the  wor ld  has  moved on,  
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and whi le  the  Uni ted  Sta tes  i s  busy focusing on i t s  own economy and 
on the  Middle  Eas t ,  Lat in  America ,  Afr ica ,  Eas t  Asia  have found other  
th ings  to  th ink about  and other  people  to  work wi th ,  and the  
re la t ionships  tha t  have  f lowed natura l ly  f rom America 's  presence  in  
those  p laces  have  decl ined,  and oppor tuni t ies  no  longer  exis t  for  th is  
country ,  and inf luence  no longer  exis ts  for  th is  country .  
 HEARING COCHAIR BROOKES:  Okay.  
 DR.  CULL:   We're  ta lk ing about  re la t ive  decl ine .   We're  ta lk ing 
about  be ing lef t  behind,  and so  I  see  i t  as  a  rea l ly  severe  problem.   I t ' s  
about  mainta in ing your  re la t ionships ,  and you don ' t  only  ta lk  to  people  
when you want  something f rom them.   
 HEARING COCHAIR BROOKES:   Thank you.  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Shea .  
 COMMISSIONER SHEA:  Thanks  very  much for  being here .   Can 
you see  me?  
 DR.  CULL:   Yes .  
 COMMISSIONER SHEA:  I  got  scolded yes terday by a  member  
of  the  Commiss ion s taf f  for  fa i l ing  to  re turn  th is  book by Professor  
Brady.   I t ' s  in  the  Commiss ion l ibrary  so  i t ' s  duly  re turned,  John.  
 I  have  two ques t ions  ac tual ly .   Professor  Brady,  you ment ioned 
tha t  the  Chinese  leadership  i s  concerned about  the  impact  of  economic  
growth on pol i t ica l  s tabi l i ty .   They ' re  a lso  concerned about  publ ic  
opinion.   I  was  wonder ing how do you assess  the i r  e f for ts  market ing  
the  economic  s t imulus  p lan ,  market ing  what  the  government  i s  doing in  
response  to  the  g lobal  f inancia l  c r i s is?   How are  they providing what  
they v iew as  “ the  correc t  guidance  of  publ ic  opinion,”  and are  they 
being successful?  
 DR.  BRADY:  This  k ind of  ac t iv i ty  in  China  i s  a lways  done wi th  
an  opt imis t ic  point  of  v iew assuming they ' re  jus t  going to  do the  bes t  
they can,  and how i t ' s  rece ived is  another  s tory .   I t ' s  not  necessar i ly  
the  focus  of  the  mater ia ls  tha t  I  look a t .   I t ' s  th is  i s  what  we 've  got  to  
do and we 've  got  to  do i t  wel l .  
 The promot ion of  the  economic  s t imulus  package I  th ink has  
been received qui te  wel l  in ternat ional ly ,  probably  because  Western  
se l f -es teem is  ra ther  ba t tered  a t  the  moment  as  a  resul t  of  the  problems 
in  a l l  our  respect ive  countr ies .  
 So,  China ,  for  my country ,  the  Chinese  economy is  very ,  very  
impor tant  so  there 's  a  grea t  s igh  of  re l ief  i f  i t  looks  l ike  China  i s  going 
to  muddle  through because  i f  they ' re  going to  muddle  through,  then 
they ' re  going to  cont inue  to  want  to  buy our  products .  
 In  fac t ,  there 's  been a  ten  percent  increase  in  sa les  of  da i ry  
products  f rom New Zealand,  and our  da i ry  indust ry  i s  30  percent  of  the  
New Zealand economy.   So I  th ink my impress ions  are  tha t  tha t  k ind of  
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informat ion about  tha t  program have gone wel l .  
 But  one  th ing we a l l  know,  those  of  us  who look a t  Chinese  
pol i t ics ,  i s  tha t  the  p lan  i s  one  th ing;  what  happens  on the  ground can 
be  complete ly  d i f ferent .   And that ' s  what  i s  so  in teres t ing  about  
China 's  fore ign propaganda on the  economy.   We need some 
economis ts  wi th  Chinese  language ski l l s  to  come and break i t  down for  
us  and do some research on what  ac tual ly  happens  on the  ground and i f  
i t  rea l ly  works ,  i f  local  governments  are  pocket ing the  money or  
ac tual ly  put t ing  the  money in to  the  economy.  
 When i t  comes  to  the  domest ic  market  and the  domest ic  
consumers  and how they ' re  responding to  the  economic  message f rom 
the  government ,  the  government  has  to  se l l  i t  wel l  because  th is  i s   such 
a  t r icky year  for  China .   There  are  too  many anniversar ies  p lus  an  
economic  cr is is .   They 've  got  to  get  through th is  year .  
 COMMISSIONER SHEA:  So an internal  propaganda ef for t  I  
assume is  in  overdr ive  to  promote  the  pos i t ive  benef i t s  for  the  
economy? 
 DR.  BRADY:  Yes ,  tha t ' s  r ight .   Everything is  supposed to  be  
good in  the  economy,  and even when you lose  your  job ,  i t  a l l  works  
out  in  the  long run because  you s tar t  out  wi th  th is  whole  new career  
tha t  you never  would  have done.  
 So that ' s  what 's  going on in  the  TV channels  a t  the  moment ,  and 
there 's  qui te  a  d i f ference  between the  d i f ferent  k ind of  mediums in  
China .  
 The newspaper  i s  one  k ind of  audience .   TV is  the  most  
mains t ream;  i t ' s  the  main  propaganda tool  for  the  masses  who don ' t  
necessar i ly  read Chinese .   There 's  s t i l l  a  lo t  of  i l l i te racy in  China .    
 Radio  i s  another  audience .   In ternet  i s  complete ly  d i f ferent .   The 
kind of  debates  you f ind  on the  In ternet  are  much more  complex and 
can be  qui te  cr i t ica l  of  government  pol icy .  
 COMMISSIONER SHEA:  Dr .  Polumbaum or  Dr .  Cul l?  
 DR.  POLUMBAUM:  I  th ink an  impor tant  d iscuss ion that ' s  
s tar t ing  both  in  China  and a l l  over  the  wor ld  about  the  Chinese  
economy,  and I 'm not  an  economis t  so  my take  on th is  i s  very  
superf ic ia l ,  i s  what  the  wor ld  economic  cr is is  means  for  China 's  
longer- term economic  s t ra tegy,  and I  th ink China  suddenly  appears  to  
be  qui te  vulnerable  in  terms of  i t s  t remendous  dependence  on an  
expor t -dr iven economy combined wi th  i t s  growing dependence  on 
energy impor ts .  
 So  I  suspect  tha t  there 's  going to  be  a  conversa t ion  about ,  even 
as  China  becomes increas ingly  entangled  wi th  the  g lobal  economy,  
how to  decrease  these  sor ts  of  dependencies ,  and how they do i t ,  of  
course ,  has  t remendous  impl ica t ions  for  our  own economy.  
 DR.  CULL:   Al l  I  would  add is  tha t  i t ' s  in teres t ing  to  see  how 
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the  Chinese  pol i t ica l  d iscourse  i s  point ing  to  a  Western  admira t ion  for  
socia l i sm wi th  Chinese  character is t ics ,  and they ' re  saying the  West  
now acknowledges  tha t  only  socia l i sm wi th  Chinese  character is t ics  can  
do th is .  
 COMMISSIONER SHEA:  Right .  
 DR.  CULL:   Like  the  o ld  ad  for  Heineken beer ,  “only  Heineken 
can do th is  because  i t  re f reshes  the  par ts  o ther  beers  cannot  reach.”   
Only  socia l i sm wi th  Chinese  character is t ics  can  do th is  because  i t  
develops  a  country  l ike  no o ther  sys tem ever  could .    I t ' s  in  the  
Chinese  pol i t ica l  d iscourse  “Westerners  are  now acknowledging th is”- -
and I 'm seeing tha t  crop up in  speeches .  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Mul loy.  
 COMMISSIONER MULLOY:  Thank you,  Mr.  Chairman.  
 The ques t ion  I  have  i s  re la ted  to  something Dr .  Polumbaum jus t  
sa id .   She  pointed  out  in  pass ing tha t  China  does  have  a  longer- term 
economic  s t ra tegy.   That ' s  her  te rm.   Do you both  agree  wi th  tha t ,  tha t  
China  has  a  longer  term economic  s t ra tegy,  Dr .  Brady and Dr .  Cul l?  
 DR.  BRADY:  Of  course .   The plan  i s  to  make China  r ich  and 
s t rong.   Off ic ia l ly ,  tha t ' s  the  goal ,  r ich  and s t rong.  
 COMMISSIONER MULLOY:  Do you see  tha t  the  Uni ted  Sta tes  
has  a  longer- term economic  s t ra tegy jus t  in  pass ing,  th inking about  i t?  
 DR.  BRADY:  That  the  U.S.  has  a  longer  p lan  than China?   Wel l ,  
China  has  got  such a- -  
 COMMISSIONER MULLOY:  I f  someone sa id  to  you does  the  
Uni ted  Sta tes  have an  economic  s t ra tegy,  what  would  you say?  
 DR.  BRADY:  Mainta in ing the  s tandard  of  l iv ing of  the  people  in  
the  Uni ted  Sta tes .  
 COMMISSIONER MULLOY:  What  about  you,  Dr .  Polumbaum? 
 DR.  POLUMBAUM:  Again ,  I 'm not  an  economis t ,  but  nothing 
comes to  mind.  
 COMMISSIONER MULLOY:  What  about  you,  Dr .  Cul l?  
 DR.  CULL:   This  i s  a  great  ques t ion .  In  a  former  l i fe  I  was  a  
Professor  of  American Studies ,  and I 've  a lso  taught  Chinese  h is tory .   
One of  the  th ings  tha t  rea l ly  comes home is  the  Chinese  perspect ive  i s  
so  long- term and they ' re  p lanning 100 years  or  they c la im to  be  
p lanning 100 years ,  200 years  out ,  and whereas ,  in  the  Uni ted  Sta tes ,  
i t ' s  so  f rus t ra t ing  to  ge t  people  to  think outs ide  of  the  e lec tora l  cycle ,  
and in  corpora t ions ,  so  of ten  they ' re  jus t  ta lk ing about  the  quar ter  and 
what  are  we going to  do to  h i t  our  numbers  th is  quar ter?  
 That  i sn ' t  something tha t  you see  in  qui te  the  same way when 
you 're  ta lk ing to  people  involved in  bus iness  in  Eas t  Asia ,  in  genera l ,  
and when you 're  ta lk ing to  people  who have a  sense  of  China  and 
Chinese  pol i t ics .   They ' re  ta lk ing-- they are  now s tepping back and 
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saying the  point  of  a  lo t  of  th is  Chinese  engagement  wi th  wor ld  
opinion is  to  say  China  i s  back.    
 COMMISSIONER MULLOY:  Yes ,  for  purposes  of  th is  fur ther  
d iscuss ion,  they have one and we don ' t .   At  leas t  tha t ' s  k ind of  the  
unders tanding that  we 've  got  now.   Dr .  Ross  Terr i l l  i s  going to  be  on 
one  of  the  la ter  panels .  He 's  a  professor  up a t  the  Fai rbank School  a t  
Harvard .  
  He ta lks  about  there 's  some money being given to  U.S.  th ink tanks ,  
and somet imes  by people  who have made money in  China ,  and he  says  
tha t  somet imes  the  pr ice  of  ge t t ing  tha t  money is  an  ideologica l  
content  in to  the  th ink tank 's  th inking.  
 These  Confucian  Ins t i tu tes ,  I  don ' t  know a  lo t  about  them,  but  
the  Chinese  government  i s  funding these ,  and they have a  long- term 
vis ion as  we 've  a l l  es tabl ished,  and they ' re  put t ing  money in to  these .   
What  do you th ink they th ink they ' re  going to  get  for  put t ing  money 
in to  these  Confucian  Ins t i tu tes?  
 I s  there  some kind of  government  s t ra tegy involved in  put t ing  
money in to  these  Confucian  Ins t i tu tes?   Dr .  Brady? 
 DR.  BRADY:  This  i s  one  of  my research areas ,  and Dr .  
Polumbaum ment ioned a  minute  ago tha t  the  government 's  idea  and 
then what  happens  on the  ground,  in  the  univers i t ies ,  what  they ' re  
th inking is  going on is  d i f ferent ,  and I  would  concur  wi th  tha t .  
 The Confucius  Ins t i tu tes  are  formal ly  par t  of  China 's  fore ign 
af fa i rs  sys tem,  and we can t race  the  t ra i l  back there  i f  anyone had any 
doubts  about  i t ,  but  the  par tners  of  the  Confucius  Ins t i tu tes ,  in  some 
ways  they don ' t  want  to  acknowledge that  rea l i ty .  
 COMMISSIONER MULLOY:  Our  par tners  here ,  you mean?   Or?  
 DR.  BRADY:  Wel l ,  a l l  a round the  wor ld  in  the  var ious  
countr ies .  
  And they do have the  f reedom to  pre t ty  much make i t  the i r  own as  
long as  they don ' t  invi te  Wei  J ingsheng to  g ive  a  ta lk  or  anyone f rom 
Falungong or  any of  the  known enemies  of  China ,  in  the i r  words  in  the  
government 's  eyes .  
 But  as  long as  you ' re  jus t  teaching Chinese  language,  tha t ' s  okay.  
 But  some Confucius  Ins t i tu tes  are  involved in  academic  s tudy and wi l l  
have  v is i t ing  speakers  and so  on.   So obviously  tha t ' s  an  inhibi t ing  
fac tor ,  and tha t ' s  why some univers i t ies  in  New Zealand have made a  
point  of  saying that  we don ' t  want  a  Confucius  Ins t i tu te  because  we 
don ' t  want  to  have any kind of  const ra in ts ,  but  tha t ' s  k ind of  an  
ideal ized wor ld  ac tual ly  because  then the  bus inesses  have  a  say .   
They 've  got  a  par t icular  v iew of  China  they want  too .  
 So I  don ' t  th ink there  i s  any pur is t  wor ld  where  there  i sn ' t  
somebody 's  point  of  v iew inf luencing academic  research and money 
coming wi thout  any s t r ings  a t tached.   That ' s  jus t  the  way the  wor ld  i s .  
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 DR.  CULL:   What  I  wanted to  add to  tha t  i s ,  to  confi rm what  my 
col leagues  have  sa id ,  to  say  tha t  i t  seems tha t  i t ' s  qui te  d i f f icul t  to  
learn  Chinese  a t  a  Confucius  Ins t i tu te ,  tha t  they ' re  not  necessar i ly  
par t icular ly  ef f ic ient ,  but  where  they do seem to  be  ef fec t ive  i s  
providing a  focal  point  for  the  Chinese  Diaspora ,  and as  a  way of  
energiz ing tha t  Diaspora  communi ty ,  they seem to  be  being very  
ef fec t ive .  
 In  an  odd way,  the  Confucius  Ins t i tu te  i s  l ike  some sor t  of  lunch 
date  where  both  par t ies  are  k ind of  hoping tha t  the  o ther  person is  
going to  p ick  up the  tab  a t  the  end of  the  meal ,  and they ' re  order ing 
more  and more  s tuff ,  and saying how much they ' re  enjoying i t ,  and 
wai t ing  to  see  where  the  check is  going to  come.   I  th ink tha t  a  lo t  of  
the  univers i t ies  tha t  have  agreed to  have  a  Confucius  Ins t i tu te  jus t  
assume that  the  three-year  cont rac t  wi l l  keep ro l l ing  and tha t  the  
Chinese  government  wi l l  be  paying for  th is  th ing to  happen on the i r  
campus.  
 Because  one  of  the  th ings  tha t  happened in  the  UK,  for  example ,  
i s  tha t  we 've  s tar ted  c los ing Chinese  language programs wi th in  
univers i t ies  because  the  argument  i s  univers i t ies  can ' t  a f ford  such a  
re la t ive ly  smal l  k ind of  enterpr ise ,  whereas ,  the  Chinese ,  there 's  now 
four  Confucius  Ins t i tu tes  in  London a lone ,  one  a t  the  LSE,  one  a t  the  
School  of  Orienta l  Afr ican Studies ,  which i s  less  than hal f  a  mi le  away 
f rom the  LSE.  
 The hope is  the  Chinese  government  wi l l  pay what  Br i t i sh  
academia  can ' t ,  and i t ' s  the  same in  o ther  p laces  around the  wor ld ,  but  
my suspic ion i s  the  Chinese  are  a lso  hoping tha t  the  Western  
governments  and Western  educat ional  ins t i tu t ions  wi l l  pay for  Chinese  
cul tura l  propaganda.  
 And so  we have yet  to  see  what  happens  to  Confucius  Ins t i tu tes  
when the  f i rs t  round of  major  contrac ts  expire .  And the  person,  the  
l i t t le  guy wi th  the  check comes and puts  i t  in  the  middle  of  the  table ,  
who 's  going to  reach when we come to  the  second round of  contrac ts?  
 COMMISSIONER MULLOY:  Thank you.  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Cleveland.  
 COMMISSIONER CLEVELAND:  You a l l  have  ta lked about  the  
target  audience  being the  Diaspora  Chinese  communi ty  and the  
domest ic  communi ty .   I 'm in teres ted in  whether  or  not  there  i s  a  
regional  f lavor  to  propaganda,  whether  or  not  there  are  longer- term 
target  audiences  in  Afr ica ,  Lat in  America ,  and i f  there  i s  tha t  long-
term Chinese  in teres t  in  propaganda on a  regional  bas is ,  what  are  i t s  
character is t ics?   How would  you descr ibe  the i r  approaches  on a  
geographica l  regional  bas is  outs ide  the  two const i tuencies  tha t  you 
ta lked about  they ' re  t ry ing to  inf luence?  

47



 
 

 

 
 

 
 DR.  CULL:   Wel l ,  I  th ink i t ' s  rea l ly  impor tant  to  look a t  what 's  
happening both  in  Afr ica  and in  Lat in  America  in  terms of  the  way in  
which China  i s  ins inuat ing  i t se l f  in to  the  communicat ions  
infras t ructure .  
 I f  you look a t  Hugo Chavez '  Channel  TeleSUR,  you f ind that  
there 's  Chinese  advisors ,  there 's  Chinese  mater ia l  ge t t ing  on there ,  and 
an  awful  lo t  of  Chinese  penet ra t ion  in to  the  media  s t ruc tures  in  Lat in  
America .  
 In  Afr ica ,  i t ' s  even more  obvious  because  the  Chinese  are  buying 
up the  FM contrac ts  so  tha t ,  whereas ,  VOA has  been coming to  Afr ica  
over  the  shor twave,  now Afr ica  i s  turning to  the  long wave,  and i t ' s  the  
Chinese  who are  get t ing  the  contrac ts .  
 Now,  because  China  buying contacts  for  FM rebroadcas t  in  
Afr ica ,  i t  means  tha t  the  Uni ted  Sta tes  i s  having to  pay more  and is  
ge t t ing  shut  out ,  and the  Broadcas t ing Board  of  Governors  I  know is  
very  concerned about  th is  and needs  to  focus  on get t ing  the  r ight  sor t  
of  contrac ts ,  the  r ight  sor t  of  rebroadcas t ing  for  the  Uni ted  Sta tes .   
 So  th is  i s  a  very  prac t ica l  way,  in  answer  to  Commiss ioner  
Brookes '  point ,  where  you can see  tha t  America  i s  ge t t ing  shut  out .   
American news cannot  be  heard  i f  i t ' s  Chinese  news tha t ' s  on  tha t  radio  
s ta t ion ,  the  crowding in to  America 's ,  what  has  h i ther to  been Western  
media  space .  
 DR.  POLUMBAUM:  The only  th ing I 'd  add is  tha t  i t ' s  my sense  
tha t  whi le  there  i s  a  very  concer ted  effor t  to  make inroads  in to  cer ta in  
regions  and countr ies  and take  advantage  of  oppor tuni t ies ,  tha t  there  i s  
not  a  rea l ly  ref ined ef for t  in  te rms of  adjus t ing  content  to  d i f ferent  
regional  audiences .  
 COMMISSIONER CLEVELAND:  You agree  that  the  means  are  
there ,  but  the  ta i lor ing of  the  message  has  not  been developed?  
 DR.  POLUMBAUM:  Right .   There  i s ,  of  course ,  there  are  some 
dis t inc t ions .   For  ins tance ,  Xinhua for  a  long t ime has  had i t s  French 
and Spanish  and Arabic  and Russ ian ,  and there  are  some exper t i se  
about  those  d i f ferent  audiences ,  but  i t 's  rea l ly  not  tha t  d i f ferent  what 's  
genera ted .  
 DR.  BRADY:  And I  would  concur  wi th  tha t ,  and i t ' s  par t  of  the  
a t t i tude  in  many ways  wi th in  the  Par ty  sys tem and the  propaganda 
tha t ' s  promoted towards  the  Chinese  people  about  the  fore ign other  as  
i f  i t  was  a l l  one  th ing,  and so ,  I 've  done a  l i t t le  b i t  of  research  on 
China  in  the  South  Paci f ic  and I  have yet  to  come across  a  China  South  
Paci f ic  pol i t ics  specia l i s t .   There  may wel l  be  one  nowadays ,  but  I 've  
been working a  long t ime t ry ing to  f ind  one ,  le t  a lone  a  New Zealand 
pol i t ics  specia l i s t .   There 's  a  few Aust ra l ian  pol i t ics  specia l i s t s  now.  
 So China 's  main  in teres t  in  fore ign affa i rs  i s  f requent ly  rea l ly  a l l  
about  the  U.S.  and the  Western  wor ld  in  genera l .   But  i t  i s  cer ta in ly  
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engaging very  much wi th  the  developed wor ld  but  not  necessar i ly  
ta i lor ing  a  par t icular  message  to  them.  I t ' s  s t i l l  the  same kind of  b land 
content  i f  you ' re  looking a t  TV programs and CCTV-9.   I t ' s  jus t  
avai lable  in  Russ ian  or  whatever  the  language,  Spanish  or  French 
ins tead of  Engl ish .  
 But  a  more  ef fec t ive  way of  making the  content  local ,  as  
Professor  Cul l  ment ioned,  of  becoming involved in  the  local  media  
process ,  and that ' s  par t  of  what 's  ca l led  "borrowing a  boat  to  go out  
and onto  the  sea ,"  i s  ge t t ing  fore ign journal is t s  to  promote  China  as  
much as  poss ib le  because  i t  i s  wel l  unders tood tha t  tha t ' s  much more  
ef fec t ive  than get t ing  a  Chinese  journal is t  f rom Xinhua to  promote  the  
Par ty  message.  
 DR.  POLUMBAUM:  Actual ly  a  new development  wi th  the  very  
la tes t  recrui tment  ca l l s  f rom Xinhua News Agency involves  t ry ing to  
recrui t  na t ive  Engl ish-speakers  or  na t ive  speakers  of  o ther  languages  
abroad as  opposed to  re ly ing on Chinese  correspondents ,  and th is  i s  
to ta l ly  new,  and who knows whether  th is  recrui tment  wi l l  be  
successful ,  but  the  not ion of  having people  repor t ing  f rom di f ferent  
p laces  around the  wor ld  who actual ly  know those  cul tures  and are  par t  
of  those  cul tures  could  lend a  d i f ferent  cas t  to  the  content .  
 HEARING COCHAIR REINSCH:  Thank you.    
 Commiss ioner  Bar tholomew.  
 COMMISSIONER BARTHOLOMEW:  Thank you.    
 F i rs t ,  I  wanted to  thank our  wi tnesses .  
 This  i s  a  very  in teres t ing  topic ,  and I  am t ry ing to  pul l  together  
some of  the  d i f ferent  s t rands  because  some of  what  I  heard  you say,  
Dr .  Cul l ,  when you were  ta lk ing about  the  f raming,  about  impress ing 
the  Chinese  domest ic  audience ,  car r ies  a  very  d i f ferent  k ind of  
connota t ion  than some of  what  I  hear  fur ther  in  th is  d iscuss ion which 
sounds  a  whole  lo t  less  benign to  me when I  hear  th ings  about ,  f i r s t ,  
concern  about  how China  i s  be ing repor ted  in  the  West ,  and then when 
I  hear  about  tha t  i t ' s  more  ef fec t ive  for  fore ign repor ters  to  be  carry ing 
the  Par ty 's  message  than i t  i s  for  Chinese  repor ters  to  be  carry ing the  
Par ty 's  message .  
 And f inal ly ,  Dr .  Cul l ,  what  you were  ment ioning about  Chinese  
media  presence ,  and in  some places  contro l  in  Lat in  America  and 
Afr ica ,  in  par t icular ,  and given China 's  in teres t  in  want ing to  take  i t s  
r ight fu l  p lace  on the  g lobal  s tage ,  I  wondered i f  you could  sor t  of  p lay  
out  for  me jus t  a  recent  example  of  how th is  could  sor t  of  unfold?  
 I 'm th inking in  the  context  of  the  g lobal  f inancia l  c r i s i s ,  you ' re  
ta lk ing to  the  Chinese  saying tha t  point ing  to  Western  admira t ion  for  
socia l i sm wi th  Chinese  character is t ics .   I 'm not  exact ly  sure  where  
they ' re  ge t t ing  tha t  f rom unless  they ' re  ge t t ing  i t  because  they are  out  
there  convincing other  people  tha t  socia l i sm wi th  Chinese  
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character is t ics  i s  an  ef fec t ive  way to  do i t .   So  we know that  they are  
providing ass is tance  in  some places ,  f inancia l  ass is tance .   How does  
tha t  a l l  f i t  together?  
 DR.  CULL:   Par t icular ly ,  one  of  the  th ings  tha t  was  a  source  of  
pos i t ive  repor t ing  was  Western  repor t ing  of  the  ear thquake.   The idea  
tha t  the  West  admired China 's  response  to  the  ear thquake was  very ,  
very  widespread and appeared in  a  lo t  of  media  reviews of  the  year  and 
looking back over  2008.   They obviously d idn ' t  repeat  Western  concern  
about  people  taking br ibes  to  bui ld  schools  wi th  insuff ic ient  
re t rof i t t ing .  
 COMMISSIONER BARTHOLOMEW:  Right .  
 DR.  CULL:   We're  ta lk ing about  very  se lec t ive  readings  of  
Western  repor t ing ,  but  what 's  impor tant ,  I  th ink tha t  in  a  way the  deep 
Chinese  concern  wi th  what  the  West  i s  saying about  them reveals  a  
vulnerabi l i ty .  
 COMMISSIONER BARTHOLOMEW:  Cer ta in ly  tha t ' s  one  
in terpre ta t ion .   I  mean another  in terpre ta t ion  would  be  tha t  in  order  for  
China  to  take  what  i t  perce ives  as  i t s  r ight ful  s tage  on the  wor ld ,  i t  
needs  to  change the  way that  people  in  the  West  are  th inking about  i t ,  
which to  me gets  to  the  bas is  of  a l l  of  the  propaganda.  
 So the  example  tha t  I 'm th inking of  r ight  now that  I  th ink we 're  
going to  see  unfolding is  th is  whole  i ssue  of  currency f rankly ,  not  
currency valuat ion ,  Commiss ioner  Mul loy,  but  the  i ssue  of  the  
comments  tha t  have  come out  by  some senior  Chinese  leaders  about  
whether  the  dol lar  i s  or  should  be--  
 DR.  CULL:   The universa l  currency,  yes .  
 COMMISSIONER BARTHOLOMEW:  - - the  g lobal  currency.   I  
wonder  how i f  you see  the  lending tha t  the  Chinese  government  i s  
doing to  some countr ies  in  Lat in  America ,  i f  you see  an  increased 
presence  of  Chinese  media  messages  in  those  countr ies ,  how th is  i s  
going to  unfold?   Are  we seeing potent ia l ly  the  beginning of  a  
campaign where  the  Chinese  government  i s  in teres ted  in  d isplac ing the  
dol lar  as  currency,  and tha t  there 's  d i f ferent  levels  of  propaganda tha t  
could  be  going on dur ing the  course  of  the  economic  cr is is?  
 DR.  CULL:   That  hadn ' t  occurred to  me.  
 DR.  POLUMBAUM:  I  th ink that  those  s ta tements  were  k ind of  a  
t r ia l  ba l loon.   They weren ' t  meant  as  any sor t  of  programmat ic  in tent .   
They a lso  were  a  way of  conveying a  Chinese  v iewpoint  tha t  was  
d i f ferent ,  par t  of  th is  whole  emphasis  on  expanding external  
propaganda.  
 Other  than those  who have delus ions  tha t  you can shape and 
manipula te  audiences  so  eas i ly  i s  to  s imply  have  a  voice ,  to  s imply  say  
China  has  th is  perspect ive ,  China  has  these  ideas ,  and the  fac t  tha t  
Chinese  h igh level  leaders ,  the  head of  the  People 's  Bank,  h igh 
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government  off ic ia ls ,  have  had opinion p ieces  in  the  Financia l  Times  
and The Wal l  S t ree t  Journal ,  I  mean this  i s  new and th is  i s  a  s ta tement ,  
“we have th ings  to  say ,  we ' re  going to  say  them.”   I t  doesn ' t  
necessar i ly  mean tha t  there 's  a  des ign there .   I t ' s  something to  th ink 
about .  
 Actual ly ,  there  was  a  lo t  of  backt racking on tha t  s ta tement  and 
assurances  tha t ,  no ,  China  was  not  p lanning to  propose  a  new bas is  for  
currency and so  for th .  
 COMMISSIONER BARTHOLOMEW:  Dr .  Brady.  
 DR.  BRADY:  Jus t  to  fo l low up on Professor  Cul l ' s  ta lk  about  
the  pos i t ive  accounts  of  the  Western  media  coverage  of  China 's  
handl ing of  the  ear thquake,  tha t  i s  a  long-s tanding pract ice .   I  mean a  
typica l  example  was  af ter  1989,  there  were  books  publ ished on how 
fore ign leaders  sa id  China  d id  the  r ight  th ing on cracking down on the  
protes t  movement  in  China ,  and they had s ta tements  f rom Kiss inger ,  i f  
I  reca l l  r ight ly .  
 COMMISSIONER BARTHOLOMEW:  Right .  
 DR.  BRADY:  So they do that .   I t ' s  a  very  se lec t ive  coverage  of  
events  of ten .   But  a l l  the  negat ive  coverage  tha t  China  got  about  how 
many people  d ied  because  of  bui ld ings  tha t  were  not  bui l t  according to  
China 's  own ear thquake s tandards .  
 The Chinese  t rans la t ion  of  Western  media  repor t ing  on China  can 
be  surpr is ingly  cr i t ica l .   I  was  shocked a  couple  of  weeks  ago when the  
Chinese  media   t rans la ted  an  in terview that  I  d id  wi th  Guardian  
Weekly  on how China  is  copying f rom the  Bla i r  government  spin  
doctor ing approach to  handle  the  media ;  and was  in  Cankao Xiaoxi ,  
which i s  l ike  a  top  c lass i f ied  newspaper  for  the  e l i te ,  and I  had people  
e-mai l ing  me in  China  saying te l l  us  more .  
 COMMISSIONER BARTHOLOMEW:  Tel l  us  more  of  how to  do 
i t?  
 DR.  BRADY:  No,  i t ' s  an  example  of  the  cr i t ica l  voices  in  China  
tha t  there  are  wi th in  the  media  and wi th in  mass  communicat ion  
depar tments  and journal ism depar tments  who don ' t  have  the  f reedom 
that  I  have  as  a  fore ign academic  to  do th is  k ind of  research,  and they 
know bi ts  of  the  s tory ,  and i t ' s  been the  advantage  for  me as  an  
academic ,  fore ign academic .   I  can  go in  and ta lk  to  lo ts  of  people  and 
s t ick  i t  a l l  together ;  they can only  put  out  l i t t le  b i t s  and pieces .  
 Thei r  res is tance  to  the  management ,  as  the  government  ca l l s  i t ,  
has  to  be  in  pockets ,  and so ,  yes ,  there 's  d ivers i ty .   There  i s  a  lo t  of  
d ivers i ty  in  what  China  i s  ge t t ing .   And so  par t  of  th is  inves tment  in  
opening the  Xinhua bureaus  i s  to  help  China  be  more  informed so  tha t  
they don ' t  jus t  be l ieve  the i r  own propaganda,  l ike  Gorbachev famously  
read Pravda every  day,  and i t  to ld  h im everything was  f ine .  
 So I  do  th ink i t ' s  in  some ways  another  e lement  we have  to  
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unders tand is  tha t  China  i s  making a  good choice  here  to  unders tand 
bet ter  the  way the  wor ld  perceives  i t .  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Shea .  
 COMMISSIONER SHEA:  This  i s  a  rea l ly  a  fo l low-up ques t ion 
to  Chairman Bar tholomew's  ques t ion  and Commiss ioner  Brookes '  
ques t ion .  
 We 've  heard  a  number  of  reasons  why China  has  decided to  make 
substant ia l  increases  in  inves tment  in  i t s  fore ign propaganda ef for ts .   
We 've  heard  s imple  empire  bui ld ing by some Chinese  ins t i tu t ions ;  
domest ic  consumpt ion,  i t ' s  rea l ly  more  about  domest ic  consumpt ion;  
we 've  heard  about  fore ign audiences  having a  huge appet i te  for  news 
about  China ,  and there  might  be  a  sense  tha t  we ' re  going to  provide  
tha t ,  fu l f i l l  tha t  appet i te ;  a lso  f ight ing  back agains t  what  i s  perce ived 
as  d is tor t ion  by fore ign journal ism.  
 I  was  jus t  wonder ing,  do  the  Chinese  c i te  speci f ic  examples  of  
success  s tor ies ,  speci f ic  examples  of  success  s tor ies  of  how fore ign 
propaganda ef for ts  have helped suppor t  speci f ic  pol icy  goals  in  cer ta in  
countr ies ,  and I  would  be  cur ious ,  a re  there  case  s tudies  tha t  they c i te  
as  par t icular ly  i l lus t ra t ive  of  how you can be  ef fec t ive  in  fore ign 
propaganda?  
 DR.  BRADY:  The examples  that  were  g iven to  me in  research 
tha t  I  d id  in  China  was  a l l  about  how China  patched th ings  up wi th  the  
U.S.  af ter  1989,  and that  was  through i t s  re la t ionships  wi th  senior  
f igures  l ike  Kiss inger ,  and so  fore ign propaganda,  as  I  see  i t ,  i t ' s  not  
jus t  about  the  newspapers  and the  TV s ta t ions  and the  radio  s ta t ions .  
 I t ' s  a lso  about  fore ign propaganda in  the  Chinese  Communis t  
t radi t ion  which has ,  incorpora ted  a l l  forms of  mass  communicat ion  
inc luding the  conversa t ion .   Oral  propaganda has  a lways  been an  
impor tant  task  of  a  propaganda cadre .  
 So being able  to  win  over  and persuade a  " fore ign f r iend,"  as  the  
Chinese  ca l l  those  who they get  to  agree  wi th  them on some,  but  not  
necessar i ly  a l l  points .   You don ' t  have  to  fo l low the  whole  package 
these  days ,  but  i f  you have something tha t  you can agree  wi th  in  
China ,  and you 're  a  prominent  person,  then you ' l l  be  a  “f r iend of  
China .”   So th is  was  the  example  tha t ' s  been repeated  to  me a  number  
of  t imes  in  China  and how th is  k ind of  fore ign propaganda ac t iv i ty  
rea l ly  worked for  China  and helped rebui ld  the i r  re la t ionship  wi th  the  
Uni ted  Sta tes .  
 DR.  CULL:   But  th is  i s  a lso  what  the  Uni ted  Sta tes  has  los t  s ince  
i t s  publ ic  d ip lomacy capaci ty  has  been so  d iminished s ince  the  end of  
USIA.   USIA had people  who were  going out  doing th is  person:  face-
to-face  conversa t ions  wi th  inf luent ia l  people ,  and tha t  has  been put  on  
to  the  back foot  in  recent  years .   That  should  be  of  concern  to  every  
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American.  
 DR.  POLUMBAUM:  I  th ink tha t  your  ques t ion  i s  very  
in teres t ing ,  and I  couldn ' t  th ink of  speci f ic  th ings  tha t  have  been 
presented  to  me as  success  s tor ies  in  fore ign propaganda,  but  I  th ink 
def in i t ions  of  what  success  might  be  rea l ly  vary ,  and the  both  domest ic  
and fore ign coverage  of  the  Sichuan ear thquake presents  a  very  
in teres t ing  case  s tudy because  for  one  th ing i t  re inforces  in teres t  in  
favor  of  grea ter  openness  because  i t  was  in  la rge  par t  tha t  grea ter  
openness  tha t  brought  sympathy and suppor t  and re l ief  and so  for th .  
 But  i t  a l so  i l lus t ra tes  how much some of  the  bes t  fore ign 
repor t ing  h inges  on the  bes t  domest ic  Chinese  repor t ing .   Because  a l l  
those  s tor ies  about  school  col lapses  and corrupt ion,  tha t  a l l  was  
genera ted  f rom the  Chinese  press  f i rs t ,  and the  days  when China  
watchers  s i t  in  Hong Kong and read tea  leaves  are  long over .  
 In ternat ional  correspondents  read the  Chinese  press  and get  most  
of  the i r  most  impor tant  leads  f rom the  domest ic  press .  
 DR.  BRADY:  I 'd  jus t  l ike  to  add to  tha t  tha t  tha t ' s  rea l ly  
impor tant  because  tha t ' s  par t  of  China  f raming the  debates .   That ' s  how 
they help  to  f rame the  debates  so  tha t  news is  no  longer  seen as  
propaganda.  
 COMMISSIONER SHEA:  May I  ask  another  ques t ion?   
 HEARING COCHAIR REINSCH:  Sure  i f  i t ' s  shor t .  
 COMMISSIONER SHEA:  Shor t ,  yes .  
 Could  you jus t  g ive  us  a  l i t t le  be t ter  f lavor  of  what  the  s ta te ,  the  
provincia l  propaganda off ices  are  a l l  about?   Are  they jus t  sor t  of  PR 
off ices  for  economic  development?   What  do they do and how do they 
coordinate  wi th  the  nat ional  of f ice?  
 DR.  BRADY:  They ' re  a  junior  vers ion of  the  cent ra l  level  
organiza t ion  so  they gate  keep i f  there 's  a  problem in  the i r  local  a rea  
and t ry  to  s top any bad news coming out ,  and there  was  a  prac t ice  of  
the  local  journal is t s  couldn ' t  ta lk  about  a  problem,  but  somebody f rom 
another  province  could  come and repor t  on  i t ,  and now there 's  been a  
specia l  b i l l  passed tha t  tha t ' s  now i l legal .  
 But  any local  government  wants  to  make sure  tha t  they don ' t  ge t  
in  t rouble  wi th  the  cent ra l  government  so  they ' re  a lways  t ry ing to  keep 
out  the  bad news s tor ies  and promote  pos i t ive  s tor ies  about  the i r  
province ,  and f rom a  fore ign propaganda point  of  v iew as  a  locat ion 
for  fore ign inves tment  and fore ign tour ism and contac t  and other  forms 
of  contact  wi th  fore ign countr ies .  
 So they have a  wide  range of  ac t iv i t ies .   They might  be  
deput ized to  take  over  hos t ing  some impor tant  personage who 's  been 
sent  to  the i r  province ,  and as  I  sa id ,  i t ' s  jus t  a  junior  vers ion of  the  
cent ra l  ac t iv i t ies .  
 HEARING COCHAIR REINSCH:  Thank you.  

53



 
 

 

 
 

 
 COMMISSIONER SHEA:  Thank you.  
 HEARING COCHAIR REINSCH:  Commiss ioner  Wessel .  
 COMMISSIONER WESSEL:   Thank you.  
 Let  me ask  a  ques t ion  about  the  l imi ts  of  what  can be  done,  and 
we 've  seen here  over  the  years  U.S.  companies  wary  of  cr i t ic iz ing 
China  for  fear  of  re t r ibut ion.   We see  U.S.  news organizat ions ,  I  th ink 
i t  was  refer red  to  ear l ie r ,  a re  increas ingly  get t ing  press  because  of  the  
In ternet ,  e t  ce tera ,  so  as  a  bus iness  model ,  they are  having many 
problems.  
 We have heard  f rom academics  in  the  pas t  tha t  v isa  oppor tuni t ies  
may be  l imi ted  depending on the i r  c r i t ic ism of  the  Chinese ,  and before  
I  th ink i t  was  Dr .  Cul l  who indicated  tha t  there 's  a  ce i l ing  or- - I  
apologize-- I  don ' t  remember  which wi tness- - tha t  fore ign journal is t s  
a re  ge t t ing  much of  the i r  c r i t ica l  informat ion f rom Chinese  journal is t s  
or  what  appears ,  meaning tha t  Chinese  propaganda ef for ts ,  what  they 
are  wi l l ing  to ,  the  ce i l ing  they ' re  put t ing  on repor t ing  may be  the  
ce i l ing  on what  U.S.  journal is ts  may be  able  to  get  for  fear  of  
re t r ibut ion .  
 Has  there  been any kind of  muta t ion  of  journal is t ic - - I  don ' t  want  
to  say  in tegr i ty- -but  s tandards  as  i t  re la tes  to  repor t ing  on China  
because  of  the  way China  t rea ts  a l l  of  th is?  
 DR.  CULL:   I  do  have a  comment  tha t  re la tes  to  tha t .   And do 
you remember  when Chr is  Pat ten ,  the  las t  Governor  of  Hong Kong,  was  
t ry ing to  publ ish  h is  memoir ,  I  th ink HarperCol l ins  dropped the  deal  
because  i t  was  too  cr i t ica l  of  the  Chinese  and i t  was  par t  of  the i r  
bus iness .   They didn ' t  want  to  lose  bus iness  oppor tuni t ies  in  China .  
 COMMISSIONER WESSEL:   Sky News and a l l  the  o ther .  
 DR.  CULL:   Right .   But  my response  to  th is  i s  to  say ,  wel l ,  of  
course ,  these  are  bus iness .   We have got  to  wake up and see  th is  
bus iness  in teres t  in  the  news,  and American news has  a  commercia l  
context .   I  th ink tha t  there 's  a  need for  more  news and more  news f rom 
var ious  sources .  
 This  i s  the  v i r tue  of  a  s ta te  sponsorship  of  in ternat ional  news.   
I t ' s  why i t  he lps  to  have  a  Voice  of  America  out  there  tha t  i s  ta lk ing to  
the  wor ld  wi thout  having to  worry  about  what  Ruper t  Murdoch th inks ,  
and i t ' s  the  advantage  of  having a  BBC World  Service  there  ta lk ing to  
the  wor ld  wi thout  having to  worry  about  what  Ruper t  Murdoch th inks .  
 Now,  those  journal is ts  doubt less  have  the i r  own concerns ,  but  
they ' re  d i f ferent  concerns ,  and i f  we have mul t ip le  voices  out  there ,  
each wi th  s l ight ly  d i f ferent  concerns ,  s l ight ly  d i f ferent  cul tures ,  then 
the  audience  i sn ' t  s tupid ,  and they ' re  able  to  p iece  together  rea l i ty .   
But  what  worr ies  me is  a  res t r ic t ion  on voices ,  and of  o ther  voices  
coming in  to  f i l l  the  gaps  in  tha t  space ,  and when we look a t  the-- I  
don ' t  th ink a  lo t  of  people  are  going to  s i t  and read Global  Times  i f  i t  

54



 
 

 

 
 

 
comes out  in  Engl ish .  
 I  don ' t  th ink you ' re  going to  see  people  on the  Metro  in  
Washington s i t t ing  reading the  Global  Times  ins tead of  the  
Washington Times .   What  I  do  th ink is  tha t  these  s tor ies  f rom a  
Chinese  perspect ive ,  f rom Global  Times ,  f rom Xinhua,  wi l l  be  on the  
In ternet  and wi l l  be  p icked up by automat ic  news aggregat ion s i tes  and 
wi l l  be  dropped in to  people 's  home pages .  
 When you open up,  your  Google  News wi l l  be  sending you your  
news f rom a  Chinese  source  because  tha t ' s  the  news on th is  subjec t ,  
and the  volume of  i t  wi l l  mean,  jus t  the  sheer  volume of  the  s tuff  wi l l  
mean tha t  i t  wi l l  be  d ispropor t ionate ly  cropping up more  and more  and 
playing more  of  a  ro le  in  ordinary  people 's  l ives .  
 So  I  th ink th is  i s  s igni f icant  and wi l l  be  more  a  par t  because  of  
the  way in  which we 're  now networked and s tor ies  are  being passed 
around.   Jus t  the  volume of  mater ia l  coming on to  the  network wi l l  
make a  d i f ference .  
 Xinhua is  increas ing i t s  number  of  bureaus .   What  are  the  
Western  news organizat ions  doing r ight  now?  I t  i s  ge t t ing  harder  and 
harder  to  f ind  good in ternat ional  news in  th is  country .  This  i s  a  b ig  
worry .  
 COMMISSIONER WESSEL:   I  agree  wi th  tha t - -but  as  i t  re la tes  
to ,  le t ' s  say ,  the  New York Times  or  o ther  la rger  newspapers  here  tha t  
have  bureaus  there ,  a re  they being l imi ted  by tha t  ce i l ing  i ssue  of  the i r  
abi l i ty  to  access  as  wel l  as  the  s tandards  i ssue  of  concern  about  
re t r ibut ion in  any way?  
 DR.  CULL:   I  would  see  tha t  as  a  research ques t ion ,  but  Judy--  
 DR.  POLUMBAUM:  I  don ' t  th ink--cer ta in ly  the  in ternat ional  
correspondents  f rom th is  country  for  reputable  news organizat ions  do 
not  compromise  the i r  s tandards .   I  th ink one  change tha t  has  occurred  
mindful  of  consequences  for  Chinese  c i t izens  who may overs tep  
bounds  i s  tha t  Western  journal is t s  a re  much more  caut ious  about  
deal ing  wi th  sources  and put t ing  sources  in  danger ,  which is  a  good 
th ing.  
 But ,  I  have  the  h ighes t  regard  for  most  of  the  U.S.  
correspondents  in  China ,  and I  th ink tha t  your  ques t ion  i l lus t ra tes  the  
impor tance  of  mainta in ing a  v ibrant  independent  news media  of  grea t  
in tegr i ty  and,  of  course ,  our  newspapers ,  which is  the  sor t  of  bas is  
core  of  i t  a l l ,  a re  in  cr is i s  now.   But  i t  does  h ighl ight  th is  problem.  
 COMMISSIONER WESSEL:   Thank you.  
 HEARING COCHAIR REINSCH:  Commiss ioner  Fiedler .  
 COMMISSIONER FIEDLER:  Let  me ask  another  technica l  or  
fac tual  case  s tudy type  ques t ion .   You 've  ta lked about  the  Sichuan 
ear thquake.   Does  anybody know anything about  the  Chinese  external  
response-- th is  i s  the  sor t  of  nexus  between domest ic  and external - -
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when the  Chinese  government  cracked down on the  mothers  and fa thers  
of  the  chi ldren who died?  
 I t  was  fa i r ly  evident  in  the  in ternat ional  press .   I  wasn ' t  
fo l lowing i t  careful ly  enough to  see  what  the  off ic ia l  ac t iv i ty  was  
coincident  wi th  tha t  crackdown.   Was there  any upsurge  in  external  
propaganda?   Did  they jus t  le t  i t  go  and take  i t  in  the  head?  
 DR.  BRADY:  The response  was  no coverage,  and that ' s  how they 
handle  those  k ind of  i ssues .   And same wi th  the  mi lk  powder  cr is i s .   
There  have  been people  protes t ing  and t ry ing to  speak to  fore ign 
journal is t s  because  they can ' t  ge t  the i r  voice  out  in  the  Chinese  media ,  
and some have been deta ined.   That ' s  not  covered in  the  Chinese  press .  
 So  these  k ind of  sens i t ive  i ssues ,  they wi l l  be  l imi ted  coverage--
i t ' s  not  l ike  the  o ld  days  where  there  would  be  absolute ly  no coverage  
whatsoever ;  i t  wouldn ' t  even be  ment ioned.   China  knows that  Chinese  
c i t izens  can go onl ine  and get  access  to  informat ion a l ternat ive  to  the  
off ic ia l  accounts .  
 So they do,  for  tha t  reason,  there  wi l l  be  an  off ic ia l  account  of  
a l l  c r i ses  tha t  become publ ic ly  known,  but  the  Par ty  wants  to  dampen 
down the  f i res  so  af ter  the  coverage  of  the  ear thquake-- the  Par ty  
regards  the  coverage  of  the  ear thquake as  a  grea t  success  overa l l  
because  th is  was  where  they had been prepar ing for  awhi le  th is  
concept ,  as  I  sa id ,  as  the  media  as  a  tool  and not  the  tongue and throat .  
 And so  the  media ,  according to  the  regula t ions ,  only  Xinhua 
should  have been cover ing the  Sichuan ear thquake because  i t ' s  a  major  
cr is i s ,  and they should  g ive  out  the  off ic ia l  repor t ,  but  ac tual ly  a l l  
these  journal is t s  f rom al l  over  the  p lace  t rekked in to  the  region,  and 
the  cent ra l  propaganda author i ty 's  response  was ,  okay,  because  the  
repor ts  were  loyal  repor t ing  and very much focused on people ,  and tha t  
se l l s  in  China  jus t  l ike  i t  se l l s  in  your  country  and mine ,  very  
emot ional  s tor ies  about  people .  
 So the  Par ty  came out  of  i t  looking pre t ty  good.   And where  
there  were  problems,  they dampened down the  news and that  jus t  d idn ' t  
ge t  covered,  and the  edi tors  responded to  tha t  requirement ,  do  not  
repor t  on--no more  repor t ing  on the  shoddy bui ld ings  and don ' t  col lec t  
the  s ta t i s t ics  of  how many people  d ied  in  these  k ind of  c i rcumstances .  
 COMMISSIONER FIEDLER:  I  unders tand tha t  was  the  domest ic  
response .    
 DR.  BRADY:  That ' s  r ight .  
 COMMISSIONER FIEDLER:  Are  you saying that  the  external  
response--  
 DR.  BRADY:  The external  response  i s  Xinhua doesn ' t  repor t  on  
i t .  
 COMMISSIONER FIEDLER:  Jus t  to  ignore  i t ,  le t  i t  go .   So i t  
wasn ' t  an  af f i rmat ive .   They took no ac t ion .   So i t  was  jus t  a  defaul t  
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posi t ion ,  not  a  par t icular - -  
 DR.  BRADY:  Another  example  of  th is  i s  the  recent  c lash  
between U.S.  boats  and Chinese  boats ,  and le t ' s  not  go  in to  deta i l  
about  what  k ind of  boats  they were ,  but  there  was  no coverage  in  the  
Chinese  media  on th is  for  days ,  but  then the  Western  coverage  became 
such a  "kerfuffe l"  tha t  f ina l ly  Xinhua re leased a  s ta tement  on  i t ,  and 
tha t ' s  a  c lass ic  example  of  the  role  of  the  Sta te  Counci l  Informat ion 
Off ice .   I f  an  i ssue  re la ted  to  China  becomes a  major  in ternat ional  
event ,  something which normal ly  they would  never  have  ta lked about  
in  domest ic  propaganda,  then there  wi l l  be  a  s ta tement  on  th is  because  
they unders tand they can ' t  ge t  away wi th  saying nothing.  
 COMMISSIONER FIEDLER:  Thank you.  
 HEARING COCHAIR REINSCH:  Commiss ioner  Mul loy.  
 COMMISSIONER MULLOY:  Again ,  I  want  to  thank the  panel  
for  coming to  the  hear ing.   I t ' s  been very  helpful  to  us .   
 Dr .  Brady,  on page nine  of  your  prepared tes t imony,  and th is  
comes off ,  we 've  ta lked about  BBC and Voice  of  America ,  and I 'm 
t ry ing to ,  in  my own head,  make a  d is t inc t ion  i f  there  i s  one   I s  there  a  
reason why we should  be  concerned about  these ,  the  Chinese  
government ,  government  control led  media?    
 You say there  are  concre te  p lans  in  the  next  two years  to  
es tabl ish  th is  Asia-based te levis ion s ta t ion  in  Singapore  or  Thai land.   
And then you fur ther  ta lk  about  Phoenix  Televis ion,  which is  
supposedly  pr ivate ly  owned,  but  what  you say is  tha t  Phoenix  
Televis ion,  i t s  main  inves tor  i s  the  s ta te-owned enterpr ise  China  
Mobi le .   So China  Mobi le  i s  an  inves tor  in  th is  pr ivate ly  owned--who 
owns Phoenix?   Is  tha t  Mr.  Murdoch who owns--  
 DR.  BRADY:  Actual ly  China  Mobi le  i s  20  percent  shareholder .   
So  they ' re  the  next  major  shareholder .   That ' s  a  s l ight  typo there .   But  
the  ownership  of  Phoenix  or  the  Phoenix  model  has  been the  subjec t  of  
a  lo t  of  debate  in  mass  communicat ion  c i rc les  in  China  and people  
in teres ted  in  the  Chinese  media  outs ide  because  the  Chinese  par tner- -
the  founder  of  Phoenix  i s  a  very  interes t ing  individual  who has  very ,  
very  c lose  connect ions  to  the  Chinese  propaganda sys tem himsel f ,  and 
then Phoenix  employs  ex-CCTV personnel .  
 So these  people--who owns i t?   I t ' s  jus t  l ike  the  Chinese  
newspapers  today.   They are  nominal ly  s ta te  owned,  but  in  fac t  
ef fec t ive ly  pr ivate ly  owned these  days ,  most  Chinese  papers  apar t  f rom 
the  Par ty  papers  because  there 's  been a  commercia l iza t ion  of  the  
Chinese  media .  
 The Par ty  needs  to  mainta in  th is  nominal  cont ro l  so  off ic ia l ly  
they ' re  organs  of  the  s ta te ,  but ,  in  fac t ,  they ' re  not  going to  subsid ize  
papers  anymore .   They have to  make money.  
 So the  Phoenix  model  i s  re la ted  to  tha t  commercia l iza t ion  of  the  
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so-cal led  off ic ia l  Chinese  media  in  tha t  you have pr ivate  bus iness  
in teres ts ,  but  the  personnel  and the  management  are  s t i l l  very  much 
locked in to  the  propaganda t radi t ions  wi th in  China  and very  wel l  
aware  of  the  norms and expecta t ions ,  and they are  more  a t  r i sk  than 
CCTV are  because  CCTV are  l ike  family  so  they can get  away wi th  
being cheeky to  Mum and Dad,  but  Phoenix  TV can ' t  because  of  the i r  
unusual  s ta tus ;  they could  be  jus t  to ld  to  go away.  
  So Phoenix  could  be  very  in teres t ing  as  an  in ternat ional  te levis ion ,  
a l l  the  more  loyal  to  Bei j ing .  
 COMMISSIONER MULLOY:  This  new in ternat ional  te levis ion  
s ta t ion ,  Engl ish  language,  tha t  they ' re  ta lk ing about  maybe in  
Singapore ,  i s  tha t  going to  be  pr ivate ly  owned and what  i s  the  worry  
tha t  we have?   Why is  tha t  d i f ferent  f rom Voice  of  America ,  BBC or  
whatever?  
 DR.  CULL:   Could  I  answer  tha t ,  Commiss ioner?   The BBC and 
Voice  of  America  both  have char ters  tha t  require  ba lance ,  and they 
unders tand that  i f  you don ' t  g ive  the  bad news,  you don ' t  have  any 
credibi l i ty ,  and i f  you ' re  not  hones t  and consis tent ly ,  then you don ' t  
have  credibi l i ty ,  and there  are  people  wi th in  CCTV who unders tand 
th is ,  and there  are  people  wi th in  the  Chinese  media  es tabl ishment  who 
unders tand th is  and are  pushing to  be  able  to  say  more  and to  ta lk  
about  China 's  problems.  
 And we can see ,  i f  you sample  CCTV-9,  you can see  tha t  a t  some 
points  i t ' s  been get t ing  bet ter ,  and they 've  had,  they 've  been able  to  ge t  
more  of  those  sor ts  of  s tor ies  l ike  s tor ies  about  the  environment  or  
s tor ies  about  China 's  energy problems or  in ternal  d isplacement  of  
people ,  the  exodus  f rom the  countrys ide  to  the  c i t ies ,  and these  s tor ies  
have been on CCTV-9,  and then they get  pushed back in  favor  of  jus t  
the  more  formula ic  success  s tory .  
 So I  th ink tha t  a t  the  moment ,  th is  new Chinese  channel  wi l l  be  
very  di f ferent  f rom the  BBC and f rom Voice  of  America  because  i t  
won ' t  be  a l lowed to  have  t rue  object iv i ty ,  as  Chinese  journal is t s  a lso  
unders tand i t ,  but  were  they to  develop tha t  k ind of  objec t iv i ty ,  then i t  
would  be  a  very  in teres t ing  th ing and,  I  th ink,  a  very  welcome th ing.   
The more  voices  we have out  there ,  the  bet ter .   
 But  s ta te  sponsorship  does  not  mean s ta te  dominat ion or  s ta te  
edi tor ia l  cont ro l  everywhere  in  the  wor ld ,  but  in  China ,  maybe i t  does .  
 There  i s  cer ta in ly  more  pressure  appl ied  to  people  to  conform and 
opera te  under  condi t ions  of  se l f -censorship  of  the  message.  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Bar tholomew.   Final  ques t ion .  
 COMMISSIONER BARTHOLOMEW:  Thanks .   And thank you 
again  to  our  wi tnesses  for  a  very  in teres t ing  d iscuss ion,  very  
in teres t ing  tes t imony,  and we apprecia te  your  t ravel ing  here .  
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 Dr .  Polumbaum,  you ment ioned that  one  of  the  th ings  tha t  you 
see  in  Xinhua and China  Dai ly  i s  a  des i re  on  the  par t  of  more  senior  
people  to  profess ional ize ,  to  ge t  some t ra in ing or  to  profess ional ize  
the  younger  people  tha t  they have,  and yet  profess ional ism in  
journal ism requires- - i s  supposed to  require  objec t iv i ty  and 
independence .   And I  wonder  how much space  do they ac tual ly  have to  
promote  tha t  i f  f reedom of  express ion and f reedom of  the  press  
potent ia l ly  conta in  some of  the  seeds  of  the  des t ruct ion of  one  par ty  
contro l?  
 DR.  POLUMBAUM:  Wel l ,  I  th ink tha t ' s  the  quandary ,  and I  
th ink there  are  sor t  of  cross-currents  of  those  who fee l  tha t  the  fu ture  
l ies  in  openness ,  t ransparency and profess ional ism and the  sor t  of  
prevai l ing  sys tem tends  to  favor  those  who promote  management  and 
control  of  the  press .  
 But  I  guess  my s imples t  answer  would  be  to  refer  you to  my 
book,  China Ink ,  but  in  the  forward to  tha t  book,  Aryeh Neier ,  who is  
the  pres ident  of  the  Open Socie ty  Ins t i tu te ,  ident i f ies  profess ional ism 
and profess ional iz ing t rends  as  the  most  impor tant  t rend today in  
Chinese  journal ism and in  o ther  f ie lds  l ike  medic ine  and law and 
wri tes  tha t  the  profess ional ism of  Chinese  journal is t s  i s  gradual ly  
expanding the  space  in  which they are  able  to  opera te  and expanding 
f reedom in  China .  
 I  would  say  tha t  the  sor t  of  journal is ts  we would  consider  most  
profess ional  in  China ,  and they ' re  not  a  major i ty ,  but  they are  a  
s igni f icant  core ,  and I  th ink a  very  impor tant  core ,  a re  those  who res is t  
or thodoxy in  rea l ly  savvy ways ,  us ing unassa i lable  tools  of  ass iduous  
fac t - f inding,  so l id  ver i f ica t ion ,  modera t ion  in  language,  and such 
journal is t s  fur thermore  cul t iva te  ne tworks  of  protec t ion  tha t  buffer  the  
consequences  of  t ransgress ion.  
 Edi tors  protec t  repor ters  in  the i r  purview.   Repor ters  look for  
edi tors  who wi l l  go  to  bat  for  them.   Repor ters  who make mis takes  get  
sh i f ted  to  the  l ibrary  as  opposed to  the  labor  camp,  th ings  l ike  tha t .   I  
th ink there  i s  suppor t  for  these  t rends  a t  a l l  levels ,  and in  the  very  
process  of  expanding external  propaganda and needing to  t ra in  an  
expanding core  of  journal is ts  who unders tand and can negot ia te  the  
res t  of  the  wor ld ,  these  profess ional iz ing tendencies  can only  
in tens i fy .  
 So,  in  an  odd way,  you could  say  that  external  propaganda 
ef for ts  conta in  the  seeds  of  the i r  own des t ruct ion  maybe,  tha t  they 
become a  valuable  contr ibut ion  to  in ternat ional  news coverage  and 
conversa t ion  and dia logue and so  for th .  
 I  tend to  take  a  pos i t ive  v iew of  the  wor ld .   Maybe i t ' s  a  mat ter  
of  se l f -protec t ion  or  something,  but ,  I  hope tha t  tha t ' s  the  d i rec t ion  in  
which th ings  could  go.  
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 COMMISSIONER BARTHOLOMEW:  Thank you.  
 HEARING COCHAIR REINSCH:  Let  me pursue  tha t  for  jus t  a  
second.   You 're  projec t ing  a  g l ide  path  which has  a  happy ending or  
re la t ive ly  happy ending.   Agree  or  not .   How long do you th ink i t ' s  
going to  take  them to  get  there?   I s  th is  a  50-year  g l ide  path  or- -  
 DR.  POLUMBAUM:  Yes .  
 HEARING COCHAIR REINSCH:  Or  a  f ive-year  g l ide  path?  
 DR.  POLUMBAUM:  China  has  k ind of  compressed the  h is tory  of  
the  Indust r ia l  Revolut ion  and everything e lse  so  I  th ink i t ' s  a  long-
term process .   I  th ink i t ' s  rea l ly  unreal i s t ic  to  be l ieve  for ,  for  ins tance ,  
those  a t  Xinhua who want  to  p lan an  expanded network of  fore ign 
correspondents  and correspondents  who are  nat ives  of  countr ies  abroad 
and so  for th ,  and an  expanded broadcas t ing  content ,  which Xinhua is  
a l ready doing.  
 They a l ready have broadcas t  c rews a l l  over  the  wor ld .   They 
don ' t  have  a  s ta t ion .   They don ' t  have the i r  own channel ,  but  they are  
ac tual ly  s tar t ing  to  grow thei r  broadcas t  ac t iv i t ies ,  the i r  v ideo 
ac t iv i t ies ,  tha t  I  th ink i t ' s  unreal i s t ic  and even ludicrous  to  th ink tha t  
th is  i s  going to  turn  in to  a  respected  opera t ion  very  soon.  
 But  in  the  long run,  I  mean the  long run is  for  increas ing 
in terchange among cul tures ,  and I  a lso  rea l ly  separa te  th is  external  
propaganda th ing f rom in te l l igence  and spying and a l l  tha t .   I  th ink i t ' s  
in teres t ing  tha t  you ' re  having,  tha t  you ' re  deal ing  wi th  these  topics  on  
the  same day,  but  I  th ink they rea l ly  are  very  d i f ferent  spheres .  
 HEARING COCHAIR REINSCH:  Do e i ther  of  the  o ther  panel is ts  
want  to  comment  on the  g l ide  path ques t ion?   We don ' t  need to  
comment  on the  espionage ques t ion  r ight  now.  
 DR.  BRADY:  I  would  jus t  say  tha t  I  th ink profess ional ism in  
Chinese  journal ism is  not  a  new th ing a t  a l l .   What 's  to  be  noted  
though is  tha t   the  Par ty  rea l ly  has  s t rong legi t imacy these  days ,  and 
so  the  journal is t s  tha t  I  speak to ,  whether  or  not  they ' re  the  
inves t iga t ive  type  journal is t s  or  the  people  who work for  CCTV-1 or  
CCTV-9 or  China  Radio  In ternat ional ,  they ' re  very  pat r io t ic .   They 
love  the i r  country ,  and tha t  means  the  People 's  Republ ic  of  China  and 
the  China  tha t  you have today,  and that  doesn ' t  mean they don ' t  want  to  
see  change.   They jus t  don ' t  want  to  see  radica l  change.  
 As  journal is t s ,  they ' re  very  wel l  aware  of  in ternat ional  
percept ions  of  China  and they don ' t  l ike  the  Western ,  many of  the  
Western  accounts  of  China .   I  th ink that  i f  we see  th is  new channel  or  
China  Global  Times  coming out  in  Engl ish ,  as  an  example  of  the  
typica l  Chinese  journal ism that ' s  very  popular  these  days ,  we ' re  going 
to  see--we 're  going to  see  more  of  China 's  perspect ive  on events ,  
perspect ive  tha t  may not  be  to  the  tas tes  of  a l l  of  us ,  but  i t  does  have  
an  audience .  
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 HEARING COCHAIR REINSCH:  Thank you.   And le t  me thank 
the  panel .   I  agree  wi th  Chairman Bar tholomew.   I  th ink you 've  been 
ext raordinar i ly  useful  and very  helpful  to  us .   I t ' s  an  ext raordinary  
jury  of  exper t i se .   We apprecia te  your  t ravels  and your  coming here .   
We apprecia te  your  shar ing your  t ime and your  wisdom with  us .   There  
may be  fo l low-up,  but  in  any event ,  thank you very  much.  
 We' l l  now take  jus t  a  few minutes '  recess  whi le  we change the  
namepla tes  and invi te  the  next  panel  up .  
 [Whereupon,  a  shor t  recess  was  taken. ]  
 
PANEL II:   CHINA’S EFFORTS TO EXERT INFLUENCE ON U.S.  

INSTITUTIONS AND PUBLIC OPINION 
 

 HEARING COCHAIR REINSCH:  We' l l  reconvene for  the  second 
panel  tha t  I  would  l ike  to  in t roduce ,  and then we ' l l  fo l low the  same 
procedure  as  wi th  the  f i rs t  panel .   I ' l l  ask  the  wi tnesses  to  de l iver  the i r  
summaries  hopeful ly  wi th in  seven minutes  each.   Your  fu l l  s ta tements  
wi l l  be  put  in  the  record .   I ' l l  ask  you to  go in  the  order  in  which I 'm 
going to  in t roduce  you,  and then we ' l l  turn  to  ques t ions  for  a l l  of  you.  
 Our  second panel  today consis ts ,  f i r s t ,  of  Dr .  Ross  Terr i l l ,  who 
is  a  h is tor ian  and researcher  wi th  Harvard  Univers i ty 's  Fai rbank Center  
for  Asian  Studies ,  a  h is tor ian  who specia l izes  in  modern  China .   As  a  
regular  v is i tor  to  China  f rom the  1970s ,  h is  ar t ic les  have  been 
publ ished in  the  At lant ic  Monthly ,  Fore ign Affa i rs ,  the  New Republ ic ,  
Nat ional  Geographic  and other  na t ional  magazines .   
 He has  appeared on CBS News,  the  Today Show and Night l ine  as  
a  commenta tor  on  Chinese  pol i t ics .   Dr .  Terr i l l  has  a lso  taught  modern  
Chinese  h is tory  and fore ign pol icy  a t  the  Univers i ty  of  Texas-Aust in .  
 He is  the  author  of  the  New Chinese  Empire ,  which won the  Los  
Angeles  Times  Book Pr ize  in  2004.   He is  a lso  the  author  of  Mao: A 
Biography ,  and Madame Mao:  The Whi te  Boned Demon ,  among others .  
 He is  a  rec ip ient  of  the  Nat ional  Magazine  Award and the  George  Polk  
Award.  
 Dr .  Er ic  Anderson is  a  na t ional  secur i ty  consul tant .   As  a  long-
s tanding member  of  the  U.S.  in te l l igence  communi ty ,  he  has  wri t ten  
over  600 ar t ic les  for  the  Nat ional  In te l l igence  Counci l ,  the  
In ternat ional  Secur i ty  Advisory  Board ,  and the  Depar tment  of  Defense .  
 In  addi t ion ,  he  i s  a  leading scholar  on  the  r i se  of  sovere ign 
weal th  funds .   His  book,  Take the  Money and Run:  Sovereign Weal th  
Funds  and the  Demise  o f  American Prosper i ty ,  was  publ ished in  March 
2009.  
 His  focus  on events  in  Asia  i s  ref lec ted  in  a  for thcoming text ,  
The Middle  Kingdom Redux:  China Looks  Forward to  2020 .  
 Dr .  Jacquel ine  Newmyer  i s  Pres ident  and CEO of  the  Long Term 
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Stra tegy Group,  a  Cambridge,  Massachuset ts -based defense  
consul tancy.   For  the  las t  seven years ,  she 's  worked wi th  off ices  in  the  
U.S.  government  on fu ture  secur i ty  i ssues  to  inc lude  research  in to  the  
s t ra tegy behind China 's  mi l i ta ry  moderniza t ion;  I ranian  mi l i ta ry  
concepts  of  opera t ion;  Chinese  informat ion management  ef for ts ;  
Chinese  downside  scenar ios ;  China 's  capaci ty  for  technologica l  
innovat ion;  and China 's  approach to  energy secur i ty .   She  has  a lso  
br iefed  members  of  f ive  fore ign defense  es tabl ishments .  
 She  i s  current ly  a  Senior  Fel low a t  the  Fore ign Pol icy  Research 
Ins t i tu te ,  has  a lso  held  pos tdoctora l  fe l lowships  a t  the  Belfer  Center  
for  Science  and In ternat ional  Affa i rs  a t  Harvard  Univers i ty 's  Kennedy 
School  of  Government ,  as  wel l  as  a t  the  John M.  Ol in  Ins t i tu te  for  
St ra tegic  Studies  in  Harvard 's  Depar tment  of  Government .  
 Welcome to  a l l  three  of  you.   We' l l  begin  wi th  Dr .  Terr i l l .  
 

STATEMENT OF DR. ROSS TERRILL, ASSOCIATE IN 
RESEARCH, JOHN K.  FAIRBANK CENTER FOR CHINESE 

STUDIES,  HARVARD UNIVERSITY, CAMBRIDGE, 
MASSACHUSETTS 

  
 DR.  TERRILL:   Thank you,  Commiss ioner .  
 I 'm del ighted  to  be  shar ing in  th is  d ia logue wi th  you a l l  on  an  
impor tant  subjec t ,  cons tant ly  changing.  
 China 's  goals  in  t ry ing to  inf luence  U.S.  academics ,  journal is ts ,  
th ink tanks  and others  are  twofold .   They want  to  promote  the  rosy  
s ide  of  China:  tha t  China  i s  a  responsible  member  of  the  in ternat ional  
communi ty ;  a  model  U.N.  member  tha t ' s  never  aggressed and never  
wi l l ;  a  country  whose  fore ign pol icy  has  the  twin  a ims of  peace  and 
development .   
 And then to  conceal  the  less  rosy s ide :  tha t  China  lacks  the  ru le  
of  law;  tha t  the  profess ions  in  China  are  not  autonomous;  tha t  China  i s  
a  semi-empire ;  and so  on.  
 There 's  nothing wrong wi th  seeking to  inf luence  publ ic  opinion.   
On the  in ternat ional  p lane ,  i t ' s  the  most  des i rable  mode of  bending 
other  na t ions  to  your  purposes ;  the  leas t  des i rable  being warfare .  
 The Chinese  people  have  as  much r ight  to  inf luence  in ternat ional  
publ ic  opinion as  the  American people  do.   The tough issue  comes 
when an  author i tar ian  government  t r ies  th is  abroad for  i t s  modes  d i f fer  
f rom democracy 's  modes .  
 The Chinese  par ty-s ta te  i s  used to  maximize  contro l  a t  home,  and 
in ternat ional ly  and wi th in  th is  country ,  and tha t  sp i l l s  over  in to  heavy-
handed methods .  
 Chinese  publ ic  opinion is  la rgely  h idden.  On some ques t ions ,  a  
Chinese  wi l l  g ive  a  pol ls ter  or  repor ter  a  candid  answer—“Is  l i fe  in  
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South  China  bet ter  than l i fe  in  Nor th  China?”   On other  ques t ions—“Is  
Hu J in tao  doing a  good job?”- there  won ' t  be  a  candid  answer .  
 On a l l  la rge  pol i t ica l  i ssues  in  China ,  domest ic  and in ternat ional ,  
publ ic ly  expressed Chinese  publ ic  opinion ref lec ts  the  par ty-s ta te 's  
pol ic ies .    
 I t  takes  a  Chinese  s tudent  or  of f ic ia l  who l ives  in  th is  country  
some t ime to  rea l ize  tha t  our  government  doesn ' t  cont ro l  what  the  
newspapers  pr in t ,  tha t  a  demonst ra t ion  in  favor  of  the  Dala i  Lama is  
jus t  as  permiss ib le  here  as  a  demonst ra t ion  agains t  h im,  tha t  textbooks  
here  may vary  enormously  f rom publ isher  to  publ isher  and s ta te  to  
s ta te .  
 In  China ,  a l l  publ ished book manuscr ip ts  are  approved by the  
par ty-s ta te .   The  edi torship  of  a l l  publ ica t ions  i s  chosen or  f i red  by the  
par ty  s ta te .  
 There  are  key terms which reveal  th is  asymmetry  between our  
two countr ies .   I f  an  American says  something cr i t ica l  of  China ,  i t ' s  
sa id ,  and i t ' s  been sa id  of  me in  China ,  I 've  hur t  the  fee l ings  of  the  
Chinese  people .   What  th is  rea l ly  means  i s  tha t  the  opinion expressed 
has  hur t  the  in teres ts  of  the  Chinese  government .  
 The phrase  " in ter ference  in  China 's  in ternal  af fa i rs"  i s  very  
common.   But  in ter ference  in  China 's  in ternal  af fa i rs  i s  broad enough 
to  cover  U.S.  law a l lowing Falungong prac t i t ioners  to  protes t  outs ide  
Chinese  consula tes  and the  Chinese  embassy in  the  Uni ted  Sta tes .  
 American vis i tors  to  China  read China  Dai ly ,  which has  been 
discussed th is  morning.   Few are  aware  tha t  i t ' s  a  government  
newspaper ,  but  i t ' s  a  key l ink  between the  Chinese  domest ic  pol i t ica l  
sys tem and the  v iews of  American publ ic  opinion.   American vis i tors  
to  China  in  a lmost  a l l  cases  can ' t  read  anything e lse  in  China  because  
o ther  newspapers  are  in  the  Chinese  language.  
 So i f  Bei j ing  and the  China  Dai ly  can spin  the  t ru th  about  Tibet  
or  Nor th  Korea  or  whatever ,  opinion in  the  West  may be  inf luenced 
and U.S.  pol icy  on these  i ssues  cas t  in to  doubt .   By to ta l  cont ras t ,  
Chinese  v is i tors  to  the  Uni ted  Sta tes ,  whether  they read Engl ish  or  
whether  they only  read the  many Chinese  language newspapers  in  th is  
country ,  can  get  a  var ie ty  of  opinions  about  American leaders  and 
about  American pol ic ies .  
 Somet imes  the  U.S.  s ide ,  U.S.  ins t i tu t ions ,  mis judges  th is  non-
equivalence .   Las t  spr ing,  pr ior  to  the  Olympic  Games in  Bei j ing ,  the  
Nieman Foundat ion a t  Harvard  went  far  down the  path  toward having a  
workshop not  for  Chinese  journal is ts  but  for  Chinese  publ ic  secur i ty  
off ic ia ls  on  how to  handle  the  journal is ts  who were  descending on 
Bei j ing  for  the  Olympic  Games.  
 At  the  las t  moment  Nieman a lumni  ra ised  a  few ques t ions  about  
th is  workshop,  and i t  d idn ' t  occur .  
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 Se l f -censorship  i s  a  da i ly  necess i ty  for  journal is t s  in  China .   I t  
a lso  can occur  in  d i lu ted  form here  because  people  do worry  about  
the i r  next  v isa .   They do worry  in  research  terms,  i f  they ' l l  ge t  to  a  
sens i t ive  spot  l ike  say  the  Musl im area  of  Xinj iang.   They can be  
tempted to  take  the  Bei j ing  point  of  v iew because  of  la rgesse  avai lable  
- -  of  which we 've  heard  a  b i t  a l ready th is  morning - -  for  a  projec t ,  
la rgesse  coming f rom the  Chinese  s ide .  
 Enormous numbers  of  Chinese  s tudents  are  on our  campuses--an  
excel lent  phenomenon.   No other  author i tar ian  s ta te  has  ever  had 
near ly  as  many of  i t s  c i t izens  res id ing in  th is  country  as  China  does  
today.  
 The problem here  i s  tha t  i t ' s  d i f f icul t  for  the  Bei j ing  government  
somet imes  to  d is t inguish  cul tura l  na t ional ism f rom the  pol i t ica l  
impera t ives  of  the  par ty-s ta te .   As  the  Olympic  torch  made i t s  way 
around severa l  na t ions ,  Chinese  off ic ia ls  in  embass ies  and consula tes  
mobi l ized  pat r io t ic  Chinese  res idents  in  those  c i t ies  to  fend off  
demonst ra tors .  
 So  in ter ference  in  China 's  in ternal  a ffa i rs  i s  one  th ing;  
in ter ference  in  the  in ternal  a ffa i rs  of  France  or  South  Korea  or  the  
U.S.  i s  evident ly  another  th ing.    
 I t ' s  t rue  there  i s  somet imes  an  exaggera t ion  in  th is  country  about  
the  danger  of  China 's  manipula t ion .   There  i s  a  vague race  fear  of  huge 
China  in  some quar ters  and that  worr ies  Bei j ing .   The pr ior  example  of  
Japan and the  memory of  o lder  Americans  i s  a lso  a  background fac tor .  
 And Chinese  c iv i l iza t ion  has  a  seduct ive  power  tha t  can  lead both  to  
overes t imat ion of  China  and to  fear  of  China .  
 The good news is  tha t  in  recent  years ,  there 's  been an  
improvement  in  how China  a t tempts  to  inf luence  publ ic  opinion in  th is  
country  due  to  more  enl ightened Chinese  pol ic ies ,  v ig i lance  on the  
par t  of  Congress ,  of  the  American press ,  and commiss ions  l ike  yours ,  
par t ly  due  to  the  many American and other  Western  re turning Chinese  
s tudents  who are  working in  the  Chinese  bureaucracy,  making Chinese  
socio-cul tura l  ac t iv i t ies  abroad more  sophis t ica ted  than they used to  
be .  
 Almost  every  Chinese  I  know wel l  who has  spent  t ime in  the  
U.S.  on  a  campus,  a t  an  embassy or  wherever  has  been substant ia l ly  
af fec ted  by American values  of  f reedom and democracy.  
 On the  whole ,  I 'm opt imis t ic  about  the  fu ture  d i rec t ion of  U.S. -
China  socio-cul tura l  in terac t ions .   China 's  increased prosper i ty  p lus  
g lobal iza t ion  have  on balance  been good for  l ibera l iza t ion  of  the  mind 
among Chinese  a t  home and abroad.  
 But  American s t rength  and vig i lance  i s  as  crucia l  tomorrow as  i t  
has  been in  the  pas t .   We should  not  assume that  economic  boom has  
led  China  to  the  doors tep  of  democracy.   We should  res is t  China 's  
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picking of  winners  and losers  among Americans  who are  deal ing in  
var ious  spheres  wi th  China .   We should  cont inue  to  be  a  beacon of  
f reedom in  our  own conduct  and in  speaking up for  f reedom around the  
world .  
 Thank you,  Commiss ioner .  
[The s ta tement  fo l lows:]  
 

PREPARED STATEMENT OF DR. ROSS TERRILL, ASSOCIATE 
IN RESEARCH, JOHN K.  FAIRBANK CENTER FOR CHINESE 

STUDIES,  HARVARD UNIVERSITY, CAMBRIDGE, 
MASSACHUSETTS 

 
China’s efforts to influence U.S. academics, journalists, think tank personnel and other shapers of public 
opinion are part of its overall aims in the world. First, to fully recover from a period of reverses to China 
from the Opium War to the mid-20th century. Second, to gain time for economic development to make 
China an influential great power to match its greatness as a civilization. The soft power thrust has two 
proximate goals. First, to promote the rosy side of China's self-understanding: a responsible member of the 
international community; with a foreign policy of peace and development; a punctilious UN member that 
has never aggressed and never will. Second, to conceal the less rosy side: Chinese society lacks the rule of 
law; China is a semi-empire; the professions in China are not autonomous; and so on. 
 
There is nothing wrong with seeking to influence public opinion. On the international plane, it is the most 
desirable mode of bending foreigners to your nation’s purposes, the least desirable being war. The Chinese 
people have as much right to influence world public opinion as the American people do. But modes of 
influence are crucial. I have often lectured around the world for the USIA and similar agencies, which 
openly seek to have U.S. positions understood in foreign countries. The tough issue comes when an 
authoritarian government essays this abroad, for its modes differ from a democracy’s modes. 
  
When Britain, Japan, or France seek to influence U.S. shapers of public opinion, or the U.S. does the same 
in those countries, the activity is transparent. It is true that money affects the weight of the efforts. But 
essentially it is a case of individuals making arguments to persuade other individuals in an atmosphere of 
free exchange of information. That is not true with China. The Chinese party-state is used to maximum 
control at home and this spills over into high-handed attempts at control abroad.  
  
Currently, China’s ideological chief, Li Changchun, is touring various countries with an updated message. 
“Communication capacity determines influence,” he said before leaving Beijing. “In the modern age, 
whatever nation’s communication techniques are most advanced, it is that nation whose culture and core 
values will spread far and wide, who will have the most power to influence the world.” The target of these 
arrows, he said, is “the international public opinion structure.” To those with experience of the PRC, these 
are arresting remarks. 
 
Chinese "public opinion" is largely hidden. On some questions a Chinese citizen will give a pollster or 
reporter a candid answer ("Is life easier in south China or north China?"). On others she will not ("is Hu 
Jintao doing a good job?"). On large political issues, domestic and international, publicly expressed 
Chinese public opinion reflects Chinese party-state policies. We saw this at the time of the accidental 
bombing of the Chinese Embassy in Belgrade in May 1999, and the air collision near Hainan Island in 
2001. Anti-American ferocity was evoked, then it was hosed down.  
  
Chinese people can react only to what they are told. They do not know what they do not know. They can 
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readily detect, however, when they must amend their opinions. 
  
It takes a Chinese student or official living in the U.S. some time to realize that the U.S. government does 
not control what newspapers print, that a demonstration in favor of the Dalai Lama is just as permissible as 
a demonstration against him, that textbooks vary widely in their content from state to state and publisher to 
publisher. In China, the appointment of chief editor to all media is made by the government. All book 
manuscripts must be signed off on by the government before publication. 
 
Key terms reveal the asymmetry. A wrong opinion expressed by an American about China is said by 
Beijing to "hurt the feelings of the Chinese people." This really means the opinion hurts the interests of the 
Chinese government. The phrase, "Interference in China's internal affairs" is broad enough to cover U.S. 
law’s allowing Falungong practitioners to protest outside a Chinese consulate in an American city.  
 
The lack of equivalence between a democracy's dealings with "the other" and an authoritarian party-state's 
dealings with "the other" is illustrated by the Beijing newspaper “China Daily.” American visitors to 
Chinese cities read “China Daily;” little else exists in English. Few are aware that this is a government 
newspaper (much improved over recent years). Here is a key link between China's domestic political 
system and its influence on American public opinion. If Beijing through “China Daily” can spin the truth 
about Xinjiang, Tibet, or North Korea, opinion in the West may be influenced and U.S. policy on these 
issues cast into doubt. By contrast, Chinese visitors to the USA, if they read English - even if they only 
read the many Chinese-language newspapers published from New York to California - get a variety of 
views on American leaders and American policies. “China Daily’s” role in influencing English-speaking 
visitors to China achieves what years of clumsy projects within the U.S. failed to achieve in the 1970s and 
1980s. 
 
Sometimes U.S. institutions contribute to confusion by misjudging the U.S.-China non-equivalence. Prior 
to the 2008 Olympic Games, the Nieman Foundation for Journalism at Harvard went far down the path to 
offering a workshop for public security officials from Beijing on how to handle the foreign press 
descending on Beijing for the Olympics. Not a workshop for Chinese journalists, but one for police on how 
to handle journalists. The workshop was cancelled at the last moment after Nieman alumnae raised 
questions. Sometimes American intellectuals are more trustful of a foreign government that puts on a good 
show than of our own government that operates within a cacophony of debate. 
  
I was once invited to attend a session at the Kennedy School of Government at Harvard where a visiting 
official from Qinghua University in Beijing proposed the idea of a journalism-school exchange between 
the Kennedy School’s center on that subject and Qinghua. Qinghua had no background in journalism and 
the Chinese visitor pitched the project on different grounds. The Chinese government leadership is thick 
with Qinghua graduates, he said, and the Kennedy School would be plugged into some very influential 
people. Qinghua sought a foot in the door at Harvard’s center for journalism and public policy. It had the 
money for the project. The Kennedy School to its credit took a pass. 
 
Self-censorship, which is a daily necessity for journalists in China, also occurs in diluted form among 
American editors, academics, and others dealing with China. Folk worry about their next visa, their access 
to a sensitive area like Xinjiang for research, or take a Beijing point of view because of largesse available 
for their project from the Chinese side. One of the largest U.S. magazines a few years ago experienced 
Beijing’s veto power over their choice of writer for a China story. The project was underway with myself 
as writer and a photographer lined up. But Beijing refused me a visa to visit the relevant sites. The 
magazine had to decide whether to cancel the story or pick another (more mellow) writer. They picked a 
fresh writer; he got his China visa. The article was published and its twenty million readers had no clue of 
Beijing’s role in the selection of its author. 
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Do these efforts by Beijing influence U.S.-China relations? Far less than they used to. But they can keep 
alive an unsettling volatility in the traditional American view of China. One minute, China comes across as 
a victim (the Opium War, a poor Third World country that should be given special consideration in 
WTO...), and the American side feels sympathy. The next minute, the excited message on the lips of the 
American public is, "We Wuzz Robbed" (because the trade imbalance soars, China blames the U.S. for 
AIDS, a dangerous effort is made to hide the SARS epidemic...).        
 
Chinese students in huge numbers are on U.S. campuses, an excellent phenomenon. The Soviet Union 
possessed no such human bridge into our society; no authoritarian country has ever had so many of its 
citizens living in the USA as China does today. The problem here is that recurrently it proves difficult for 
Beijing to distinguish cultural nationalism from the political imperatives of the party-state. The Chinese 
character "jia" is at once a term for family and part of the term for "state."  
 
As the Olympic torch made its way through several nations, Chinese officials in embassies and consulates 
mobilized patriotic Chinese residents in those cities to fend off demonstrators. "Interference in China's 
internal affairs” is one thing. Interference in the internal affairs of France or South Korea or the U,S. is 
evidently another thing. The blind spot is a result of an interconnection, understandable historically, 
between Chinese cultural nationalism and the political imperatives of the party-state.  
 
For a time, PRC manipulations within the U.S. were blunt because KMT manipulations were also blunt. 
Extremes tended to feed upon each other. The excesses of the McCarthy era inadvertently created a 
generation of pro-PRC academics offended by Senator McCarthy. The high-handedness of the Chiang Kai-
shek "China Lobby" in the 1950s and 1960s gave an appealing underdog status to the Chinese Communists 
and fed Beijing's victim image long after Normalization in 1979. 
 
Today, the more vigorously the pro-Dalai Lama forces agitate in the U.S., the stronger Beijing responds by 
promoting its view of "One China" and its assertion that "Tibet since ancient times has been part of China." 
The more blatantly an “anti-China” or “race card” message flashes from the U.S., the more strongly is PRC 
nationalism unleashed. 
 
The American side sometimes exaggerates the danger from China’s manipulation. A vague "race fear" of 
huge China (its population far exceeds that of the U.S., Russia, and all Europe combined) does linger in 
some quarters and this worries Beijing. The prior example of Japan in the memory of older Americans is 
also a background factor. Finally, Chinese civilization has a seductive power that can lead both to over-
estimation and fear of China. 
 
A paradox is that as China's influence rises, there is less need for manipulation by Beijing, but as China's 
muscle-power grows, more money is available for subtler forms of manipulation. The corruption of power 
has been familiar in all Communist systems. The corruption of money is new with China, as this 
extraordinary country moves away from Marxism to some unknown future. 
  
A symbiosis occurs between Americans who benefit from business or other success with China and 
American institutions. Money may appear from a businessman with excellent connections in China and it is 
hard for a think tank, needing funds for its research on China, to decline it. But the money may bring with 
it major Chinese ideological input into the program of the U.S. think tank. Not all Americans realize that 
U.S. corporations operating internationally are far less tied to U.S. policies than Chinese corporations 
operating internationally are tied to Chinese government policies. In the last year or two, Chinese 
companies have started making healthy donations to think tanks in Western societies. 
  
The good news is that Beijing's efforts to influence U.S. shapers of public opinion are less heavy-handed 
than they used to be. In the 1970s, a delegation of American scholars going to China could be canceled by 

67



 
 

 

 
 

 
the Chinese side if merely one member of the group had written an essay unacceptable to Beijing. One 
time, a trip by mayors of U.S. cities was cancelled because the American delegation included the Mayor of 
San Juan, and Beijing viewed Puerto Rico, not as a legitimate part of the U.S, but as an oppressed colony. 
Often the American press and Congress have been more principled in this matter than American academia. 
The New York Times, to its credit, never gave in to Beijing over which ads it would accept in the 1970s. 
  
In recent years a secular improvement has occurred, helped by more enlightened Chinese policies, 
vigilance on the part of Congress, parts of the American press, and commissions like this one. Partly due to 
the many American and other Western Ph.Ds in the Chinese bureaucracy, China’s sociocultural activities 
abroad are more sophisticated than they used to be. Almost every Chinese I know well who has spent time 
in the U.S., on a campus, at the Chinese Embassy, or wherever, has been substantially affected by 
American values of freedom and democracy. 
  
That U.S. resistance to China’s attempted manipulations is important is proved by the fact that Chinese 
methods are cruder towards smaller powers than toward the USA. Beijing has learned they need to be 
fairly prudent in the U.S., and it is to their credit that recently they have been. By contrast, when Hu Jintao 
visited Australia in 2003, the Chinese embassy in Canberra wrote to Australian newspapers, urging them to 
accept no ads from Tibetan groups; and the Chinese ambassador asked the Australian foreign minister to 
require two members of the Australian Senate, who had recently heckled President Bush during a speech in 
their chamber, to be put behind sound-proof glass for Hu Jintao’s speech to the Senate. It was like the bad 
old days in the U.S. during the 1970s. A smaller country cannot say No as readily as the U.S. can and 
should. 
  
On the whole I am optimistic about the future direction of U.S.-China sociocultural interactions. China’s 
increased prosperity plus globalization have on balance been good for liberalization of the mind among 
Chinese at home and abroad. But American strength and vigilance is crucial, tomorrow as it has been in the 
past. We should not assume that economic boom has led China to the doorstep of democracy. We should 
resist China’s picking of winners and losers among Americans dealing with cultural and intellectual 
exchanges with the PRC. We should continue to be a beacon of freedom in our own conduct and in 
speaking up for freedom around the world.  

 
 HEARING COCHAIR REINSCH:  Thank you.  
 Dr .  Anderson.  
 

STATEMENT OF DR. ERIC C.  ANDERSON 
SENIOR POLICY ANALYST; FELLOW, NEW IDEAS FUND 

MCLEAN, VIRGINIA 
  

 DR.  ANDERSON:  Thank you.   I  want  to  thank the  Commiss ion 
members  for  th is  oppor tuni ty .  
 I 'd  l ike  to  ta lk  today about  my views on Bei j ing 's  ef for ts  to  
exerc ise  inf luence  over  the  U.S.  f inancia l  ins t i tu t ions .  
 As  you ' re  aware ,  China  current ly  mainta ins  an  approximate ly  $2 
t r i l l ion  fore ign exchange reserve .   Roughly  hal f  of  those  reserves  are  
inves ted  in  U.S.  Treasury  notes  or  o ther  U.S.  government  bonds .   
Another  200 bi l l ion  has  been made avai lable  to  d i rec tors  of  the  China  
Inves tment  Corpora t ion ,  China 's  sovere ign weal th  fund.  
 At  f i rs t  b lush ,  these  large  funds bespeak an  obvious  capabi l i ty  to  
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inf luence  decis ion-makers  in  Washington and on Wal l  S t ree t .   In  fac t ,  
however ,  to  date ,  China  has  been very  caut ious  in  a t tempt ing to  
exerc ise  th is  potent ia l  inf luence .  
 I  come to  th is  conclus ion for  a  number  of  reasons ,  but  I ' l l  open 
wi th  the  most  famous  case :  China 's  abi l i ty  to  exerc ise  her  f inancia l  
nuclear  opt ion.    
 Let  me say  a t  the  outse t  tha t  there  i s  no-- repeat - -no indica t ion  
tha t  Bei j ing  i s  current ly  engaged in  an  ef for t  to  se l l  of f  a  s igni f icant  
por t ion  of  her  U.S.  Treasury  notes .   Whi le  the  Chinese  leadership  has  
recent ly  expressed concerns  about  Bei j ing 's  U.S.  Treasury  holdings  
and wants  assurances  tha t  those  inves tments  are  safe ,  there  i s  no  
reason to  bel ieve  tha t  China  i s  prepar ing to  wholesa le  move those  
funds  e lsewhere  a t  leas t  in  the  immedia te  fu ture .  
 In  fac t ,  China  i s  c lear ly  seeking a  f ix  to  the  current  f inancia l  
c r i s i s  in  a  manner  tha t  may serve  to  d iminish  Washington 's  dominant  
ro le  on tha t  f ront .   In  la te  March 2009,  the  Governor  of  the  People 's  
Bank of  China  re leased a  paper  ca l l ing  for  the  es tabl ishment  of  what  
he  sa id  was  a  super-sovere ign reserve  currency,  a  currency tha t  would  
essent ia l ly  replace  the  U.S.  dol lar .  
 In  h is  paper ,  the  banker  sa id  tha t  the  new currency,  reserve  
currency,  should  be  contro l led  by the  In ternat ional  Monetary  Fund as  a  
means  of  avoiding what  he  sa id  were  the  inherent  vulnerabi l i t ies  and 
sys temat ic  r i sks  in  the  exis t ing  in ternat ional  monetary  sys tem.  
 Despi te  the  fac t  tha t  China  current ly  holds  the  wor ld 's  la rges t  
fore ign exchange reserve ,  th is  proposed new super- reserve  currency is  
to  be  supra-nat ional .   As  the  banker  put  i t ,  the  g lobal  dominance  of  a  
few currencies- - the  dol lar ,  the  euro  and the  yen-- leaves  the  f inancia l  
sys tem more  vola t i le  and more  vulnerable .  
 His  solu t ion ,  as  The Wal l  St ree t  Journal  observed,  would  
increase  the  ro le  and powers  of  the  IMF,  indica t ing ,  as  The Wal l  S t ree t  
Journal  put  i t ,  tha t  China  and other  in ternat ional  developing nat ions  
aren ' t  hos t i le  to  the  in ternat ional  f inancia l  sys tems;  they jus t  want  to  
have  more  say  in  them.  
 As  i t  turns  out ,  The Wal l  S t ree t  Journal  was  r ight .   Dur ing the  
las t  week of  March,  Bei j ing  made i t  c lear  China  would  be  wi l l ing  to  
make more  money avai lable  to  the  IMF so  as  to  increase  the  
ins t i tu t ion 's  abi l i ty  to  ass is t  na t ions  a i l ing  as  a  resul t  of  the  current  
f inancia l  c r i s i s ,  but  only  for  grea ter  IMF vot ing r ights .  
 As  an  economis t  for  Deutsche  Bank to ld  the  Journal ,  China  sees  
th is  as  a  good oppor tuni ty  to  increase  Bei j ing 's  inf luence .   
In ternat ional  f inancia l  analys ts  watching Bei j ing 's  apparent  power  p lay  
agreed the  reques t  seemed reasonable ,  but  a lso  warned tha t  a  grea ter  
ro le  for  China  would  resul t  in  grea ter  scrut iny  of  banking pract ices  in  
Europe and the  Uni ted  Sta tes .  
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 So  what  does  China  want?   This  i s  a  b id  for  a  grea ter  voice  in  
governing the  in ternat ional  f inancia l  sys tem.   I t ' s  indica t ive  of  China 's  
broader  ef for ts  to  level  the  p laying f ie ld .   Bei j ing  i s  not  seeking to  
d ic ta te  or  dominate  the  conversa t ion .   She 's  s imply  a t tempt ing to  
ensure  non-Western  voices  have  a  say  a t  the  table .  
 Whi le  the  proposal  to  move away f rom the  dol lar  to  an  IMF-
governed specia l  drawing r ights  sys tem would  d iminish  Washington 's  
ro le ,  China  i s  not  a t tempt ing to  replace  the  Uni ted  Sta tes .   Ins tead,  i t  
does  rea l ly  appear  tha t  China  i s  seeking to  rea l ize  a  rebalancing of  the  
ent i re  in ternat ional  sys tem such tha t  she  might  be  able  to  secure  an  
ambiguous  wor ld  order ,  one  absent  of  U.S.  hegemony or  regional  
effor ts  cont rary  to  China 's  in teres ts .  
 S imi lar  observat ions  can be  made about  the  inves tment  s t ra tegies  
tha t  we 've  seen a t  the  China  Inves tment  Corpora t ion .   The f i rs t  two-
th i rds  of  the  sovere ign weal th  fund 's  inves tment  was  used to  ass is t  
Chinese  f i rms,  pr imar i ly  banks ,  in  the i r  e ffor ts  to  compete  
in ternat ional ly .   As  such,  an  American observer  could  not  be  faul ted  
for  concluding the  Chinese  sovere ign weal th  fund 's  expendi ture  of  
a lmost  140 bi l l ion  had genera ted  l i t t le  per i l  or  potent ia l  for  
Washington,  but  then we have the  o ther  70  b i l l ion .  
 As  i t  turns  out ,  China 's  offshore  spending via  the  sovere ign 
weal th  fund has  been a  painful  adventure .   In  May 2007,  China  
purchased 9 .3  percent  of  Blackstone  Group for  a  repor ted  $3 bi l l ion .   
Unfor tunate ly ,  for  the  Chinese ,  what  seemed l ike  a  good deal  soon 
went  as t ray .   By ear ly  February  of  th is  year ,  Blacks tone  pr ices  had 
dropped to  the  point  where  the  Chinese  inves tors  were  looking a t  an  83 
percent  loss  on  the i r  inves tment .  
 The CIC's  next  major  overseas  purchase  came on 19 December  
2007 when the  Chinese  acquired  a  9 .9  percent  share  of  Morgan Stanley  
for  a  repor ted  f ive  b i l l ion .   By 1  March,  the  9 .9  percent  share  of  
Morgan Stanley  had decl ined to  a  value  of  4 .91 bi l l ion .   Of  note ,  th is  
loss  d idn ' t  go  unnot iced in  Bei j ing .   
 As  the  Commiss ion has  heard  before ,  when asked to  expla in  the  
CIC's  inves tment  in  Morgan Stanley ,  the  head of  tha t  corpora t ion  went  
before  the  World  Bank and sa id ,  “ I f  we see  a  b ig  rabbi t ,  we ' l l  shoot  a t  
i t ,”  but  then he  a lso  sa id ,  “Some people  say  we may have been shot  by  
Morgan Stanley .”  
 China 's  da l l iance  wi th  Western  f inancia l  ins t i tu t ions  cont inued 
in  February  2008 when word of  a  potent ia l  CIC deal  to  p lace  four  
b i l l ion  dol lars  in  a  pr iva te  equi ty  fund opera ted  by JC Flowers  was  
leaked to  the  press .   Li t t le -known U.S.  based JC Flowers  i s  run by a  
former  Goldman Sachs  banker ,  and is  sa id  to  focus  on inves tments  in  
d is t ressed f inancia l  ins t i tu t ions ,  a  sk i l l  CIC may f ind handy given i t s  
shares  in  the  American and Chinese  banking indust ry .  
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 In  conclus ion,  I  can  f ind  l i t t le  evidence  sugges t ing  Bei j ing  i s  
engaged in  a  widespread effor t  to  inf luence  U.S.  f inancia l  ins t i tu t ions  
and thereby threa ten  our  na t ional  secur i ty .   Rather ,  I  would  argue 
China  i s  seeking to  par t ic ipa te  in  the  in ternat ional  sys tem as  an  hones t  
broker  who rea l izes  she  has  much to  lose  by engender ing suspic ion 
and/or  abet t ing  havoc.  
 My extens ive  s tudy of  the  Chinese  Inves tment  Corpora t ion 's  
inves tment  s t ra tegies  indica tes  Bei j ing  i s  us ing her  sovere ign weal th  
fund to  genera te  prof i t  for  Chinese  taxpayers ,  not  to  undermine  Wal l  
St ree t  or  the  U.S.  Treasury .  
 In  shor t ,  I  can  f ind  no evidence  sugges t ing  China  i s  us ing her  
fore ign exchange reserve  to  coerce  the  West .   Bei j ing  rea l izes  
employment  of  the  f inancia l  nuclear  opt ion would  have a  devas ta t ing  
impact  on  China 's  own economic  fu ture .   What  i s  the  per i l  tha t  Chinese  
af f luence  presents  to  America?   The per i l  for  the  moment  appears  
la rgely  conf ined to  shor t - term re invigora t ion  of  j ingois t ic  s ta tements  
and proposals  to  revis i t  protec t ionis t  legis la t ion  a imed a t  preserving 
American nat ional  secur i ty  f rom an amorphous  threa t .  
 Over  the  longer- term,  however ,  the  CIC per i l  may be  profound.   
I t ' s  not  tha t  the  Chinese  wi l l  purchase  U.S.  sovere ignty--qui te  the  
contrary .  The long- term per i l  i s  tha t  China  and many other  prof i t -
or iented  cus tomers  wi l l  go  shopping for  inves tments  of fer ing  a  grea ter  
re turn  than that  provided by our  U.S.  Treasury  notes .  
[The s ta tement  fo l lows:]  
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U.S. China Economic and Security Review Commission 
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30 April 2009 
 

Good morning Chairwoman Bartholomew, Vice-Chairman Wortzel and Members of the 
Commission.  As a long-time China watcher from within the U.S. Intelligence 
Community and then as a national security consultant, I thank you for the opportunity to 
share my views on China’s efforts to exercise influence over U.S. financial institutions.    
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As you are aware, China currently maintains an approximately $2 trillion foreign 
currency exchange reserve.  Roughly half of those reserves are invested in U.S. Treasury 
notes or other U.S. government bonds.  Another $200 billion has been made available to 
the directors of the China Investment Corporation.  At first blush, these large sums 
bespeak an obvious capability to influence decision makers in Washington and on Wall 
Street.  In fact, however, to date China has been very cautious in attempting to exercise 
this potential influence. 
 
I come to this conclusion for a number of reasons, but please allow me to open with the 
most famous case, China’s ability to exercise financial “nuclear option.”  Let me say at 
the outset, there is no, repeat no, indication Beijing is currently engaged in an effort to 
sell-off a significant portion of her U.S. Treasury note holdings.  While the Chinese 
leadership has recently expressed concerns about Beijing’s U.S. Treasury holdings and 
wants assurances Beijing's investments are safe,1 there is no reason to believe China is 
preparing to wholesale move those funds elsewhere in the immediate future.   
 
Chinese officials, in fact, have gone to great lengths to downplay any discussion of the 
financial “nuclear option.”  For instance, in August 2007 the People’s Bank of China 
tried to refute rumors of such a plan by releasing a statement declaring Beijing is “a 
responsible investor in international financial markets” and that “U.S. dollar assets, 
including American government bonds, are an important component of China’s foreign 
exchange reserves.”2    Furthermore, Chinese leaders have been quick to call for Beijing 
and Washington to cooperate in efforts to address the current international financial 
crisis.  As Chinese Premier Wen Jiabao told reports in February 2009, the U.S. and China 
must “fight the financial crisis and promote constructive and cooperative bilateral 
relations.”3   Speaking with reporters from the Financial Times on 2 February 2009, Wen 
declared, “we believe that to maintain cooperation between China and the United States 
serves world peace, stability, and prosperity.”4   
 
That said, China is clearly seeking a fix to the current financial crisis that may serve to 
diminish Washington’s dominate role on that front.  In late March 2009, Zhou 
Xiaochuan, the governor of the People’s Bank of China, released a paper calling for the 
establishment of a new “super-sovereign reserve currency” to replace the dollar.  In his 
                     
1 Wen Jiabao, 13 March 2009, "We have lent a huge amount of 
money to the United States. I request the U.S. to maintain 
its good credit, to honor its promises and to guarantee the 
safety of China's assets." 
2 Sim Chi Yin and Bhagyashree Garekar, 13 August 2007, 
“China Says it will Not Dump U.S. Dollar Assets—Central Bank 
Official Says they are Important Component of Nation’s Forex 
Reserves,” The Straits Times, Singapore. 
3 ____, 2 February 2009, “Wen: China, U.S. Should Work 
Together to Fight Financial Crisis,” Xinhua, Beijing. 
4 ____, 2 February 2009, “Wen: China, U.S. Should Work 
Together to Fight Financial Crisis.” 
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paper, Zhou said the new currency reserve system should be controlled by the 
International Monetary Fund (IMF) as a means of avoiding the “inherent vulnerabilities 
and systemic risks in the existing international monetary system.”5  Despite the fact 
China currently holds the world’s largest foreign exchange reserve, this proposed “super-
sovereign reserve currency” is to be supra-national.  According to Zhou, the global 
dominance of a few currencies—the dollar, euro and yen—leaves the international 
financial system more volatile and vulnerable.   
 
Zhou’s solution—expand the use of “special drawing rights.”  Special drawing rights 
were an IMF creation in the 1960s.  Under this system, the supra-national currency has a 
value determined by a basket of major currencies.  Nations would gain access to these 
special drawing rights through increased contributions to the International Monetary 
Fund.  As the Wall Street Journal observed, this would increase the role and powers of 
the IMF—indicating “that China and other international developing nations aren’t hostile 
to international financial systems—they just want to have more say in running them.”6   
 
As it turns out, the Wall Street Journal was right on the mark. During the last week of 
March 2009 Beijing made it would be willing to make more money available to the IMF 
so as to increase the institution’s ability to assist nations ailing as a result of the current 
financial crisis, but only for greater IMF voting rights.  As an economist for Deutsche 
Bank told the Journal, “China sees this as a good opportunity to increase [Beijing’s] 
influence.”7  International financial analysts watching Beijing’s apparent power play 
agreed the request seemed reasonable, but also warned a larger role for China could 
result in greater scrutiny of banking practices in Europe and the United States.   They 
specifically pointed to a statement People’s Bank of China deputy governor Hu Xiaolian 
made in late March 2009 as evidence of their claim.  According to Hu, “under the current 
situation, [China feels] the IMF particularly needs to strengthen its surveillance of the 
economic and financial policies of the major reserve-currency-issuing nations.”8 
 
So what does China want?  This bid for a greater voice in governing the international 
financial system is indicative of China’s broader efforts to level the playing field.  
Beijing is not seeking to dictate or dominate the conversation, she is simply attempting to 
ensure non-Western voices have a say at the table.   While the proposal to move away 
from the dollar to an IMF-governed special drawing rights system would diminish 
Washington’s role, China is not attempting to replace the United States.   Instead, it really 
does appear China is seeking to realize a rebalancing of the entire international system—
                     
5 David Barboza, 24 March 2009, “China Urges New Money 
Reserve to Replace Dollar,” New York Times, New York. 
6 Andrew Batson, 24 March 2009, “China Takes Aim at Dollar,” 
Wall Street Journal, New york, p. A1. 
7 Andrew Batson, 31 March 2009, “China Seeks More 
Involvement—and More Clout,” Wall Street Journal, New York, 
p. A10. 
8 Andrew Batson, 31 March 2009, 
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such that, she is able to secure an “ambiguous world order”—one absent U.S. hegemony 
or regional efforts contrary to China’s interests. 
 

China’s Sovereign Wealth Fund 
 
Let’s return again to China’s potential financial “nuclear option.”  In this case, I would 
like to specifically focus on China’s alternative investment options should Beijing decide 
to walk away from U.S. Treasury notes.  In this case, I will focus on the factors that 
caused China to establish a sovereign wealth fund.  While direct evidence of an internal 
political debate concerning Beijing’s disappointment with the returns offered by U.S. 
Treasury notes is unlikely to be found, there is circumstantial reporting suggesting just 
such a discussion is underway in China.  For instance, in May 2007 Gao Xiping, Vice 
Chairman of the National Council for the Social Security Fund, took $3 billion from his 
agency’s coffers to acquire a 9.9% share in the Blackstone Group—a move now 
considered China’s first sovereign wealth fund investment. 
 
In July 2007, an academic from Shanghai’s Fudan University published a newspaper 
article arguing “from a rate of return standpoint…buying U.S. Treasury bonds is not very 
profitable.”  As such, the scholar continued, China should take its money elsewhere in an 
effort to “accelerate” the country’s rise.9   In short, there is little doubt Beijing was aware 
of the sovereign wealth funds being run from Abu Dhabi, Kuwait, or Singapore.  
Furthermore, we have little reason to doubt Chinese leaders were aware of the fact they 
could earn a better return on their investment than that offered by U.S. Treasury notes.  
(Even if the top leadership was not aware of this situation, one can assume their 
economic advisors were suitably informed.)  All of which suggests high-level discussions 
driving formation of a Chinese sovereign wealth fund were underway long before 
Western press sources became aware of the debate. 
 
The second internal political dynamic behind Beijing’s establishment of a sovereign 
wealth fund is to be found with the nation’s citizens.  Western scholars are increasingly 
aware of the fact Chinese politicians are susceptible to the winds of change generated by 
popular opinion.  Absent a strong ideological underpinning, and increasingly cognizant 
of the argument its legitimacy hinges on meeting economic expectations, the Chinese 
Communist Party seeks to address citizen concerns passed through a growing number of 
intermediaries—including the press and Internet.10  These citizen concerns appear to 
have been one of the elements that led to formation of the Chinese sovereign wealth fund.  
 
Rumors of public pressure to more productively employ Beijing’s growing foreign 
exchange reserves began to appear in early 2007.  Writing for the International Herald 
                     
9 Song Guoyo, 12 July 2007, “Sovereign Wealth Funds Gaining 
Popularity,” Shanghai Dongfang Zabao, Shanghai, China.   
10 Susan Shirk, 2007, China: Fragile Superpower—How China’s 
Internal Politics Could Derail Its Peaceful Rise, Oxford 
University Press, Oxford, pp. 79-104. 
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Tribune, a reporter working from Hong Kong observed, “in postings on domestic Internet 
message boards and in conversations among educated urban Chinese, critics are 
suggesting the central bank should earn higher profits from its vast hoard.”11  One 
Chinese blogger is said to have rhetorically asked, “China has huge amounts of foreign 
reserves, why doesn’t the government put more of it into education?”12   
 
So where to invest?  Western observers were aware of a debate over the China 
Investment Corporation’s mandate before the institution even opened its doors for 
business.  In an article published in September 2007 The Wall Street Journal reported the 
“fund’s mandate has been the subject of contention among Chinese officials.”  According 
to the Journal, “many involved in the [CIC] planning favor passive investments, by 
turning money over to professional money managers, with the single goal of improving 
returns on China’s…foreign exchange reserves….Other officials are viewing [the CIC] as 
a more strategic vehicle, such as to back Chinese state-owned companies as they invest 
overseas.”13  At the moment, the truth seems to lie somewhere between these two 
extremes. 
 
CIC officials used the first tranche of $67 billion to acquire Central Huijin and thereby 
win control of the Chinese government’s holdings in the largest three recapitalized, 
publicly-listed commercial banks—the Industrial and Commercial Bank of China, the 
Construction Bank of China, and the Bank of China.  Financial analysts contend the price 
of publicly traded shares in these banks suggest CIC received a good deal.  The second 
tranche was dedicated to recapitalizing two other state-owned banks, the China 
Development Bank and the Agricultural Bank of China.  An estimated $20 billion was 
passed to the China Development Bank, with the ailing Agricultural Bank of China 
receiving the remaining $40-50 billion.14 
 
Why proceed down this path? Commercial gain and the nagging issue of non-performing 
loans.  In 2001, when China won accession to the World Trade Organization, one of the 
stipulations for Beijing’s admittance was opening the country’s financial industry to 
foreign competition.  Given the apparently sad state of affairs resident on the balance 
                     
11 Keith Bradsher, 5 March 2007, “China’s Money Woe: Where 
to Park it All,” International Herald Tribune, Hong Kong.  
Similar arguments appeared in Chinese press stories.  For an 
example see: Song Guoyo, 12 July 2007, “Sovereign Wealth 
Funds Gaining Popularity,” Shanghai Dongfang Zabao, 
Shanghai, China.  The author goes so far as to argue, “from 
a rate of returns standpoint…buying U.S. Treasury bonds is 
not very profitable.  The effective rate may even be 
negative.  In fact, higher earnings has precisely been the 
most important reason why countries have created sovereign 
wealth funds one after another.” 
12 Keith Bradsher, 5 March 2007. 
13 Rick Carew, 28 September 2007. 
14 Clifford Chance, 22 February 2008. 
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sheets of China’s banks, Beijing was granted a five-year grace period—stalling outside 
access to the nation’s financial industry until 11 December 2006.15  This delay can be 
primarily attributed to the fact China’s banks had long served as a lifeline for struggling 
state-owned enterprises.  Unwilling to allow these unprofitable businesses to fail, and 
thereby suffer the political consequences of massive unemployment, Chinese authorities 
had used the banking industry—more specifically, the population’s unparalleled savings 
rate—to maintain liquidity within the unprofitable enterprises.  The result was 
predictable, a staggering number of non-performing loans.   
 
Beijing has been engaged in an extensive effort to address—and at least nominally 
resolve—the non-performing loan problem.  The first step was to follow a procedure 
used during the 1997-89 Asian financial crisis and transfer some of the non-performing 
loans to asset management companies.  The second step occurred in 2003, when the 
Chinese government established Central Huijin—an investment office within the State 
Administration of Foreign Exchange.  In late 2003, Central Huijin “invested” $45 billion 
from China’s foreign exchange reserves in 2 banks—The Bank of China and the China 
Construction Bank.  (A week after announcing this move, the Finance Ministry quietly 
decided to write-off a $41 billion stake in the two banks in an additional effort to help 
alleviate their non-performing loan problem.16)   
 
This fiscal transfer resulted in Central Huijin owning 100% of the Bank of China and 
85% of the shares issued by the China Construction Bank.  As it turns out, this purchase 
gave Central Huijin almost exclusive claim to returns realized from the initial public 
offering of these banks in 2005—a tidy profit according to some Western analysts.  In 
any case, Central Huijin’s realized return on its investments at the end of 2004 was 
estimated to be almost $6 billion—not bad for a firm that had been open for little more 
than a year.17    
                     
15 There is considerable debate as to Beijing’s willingness 
to comply with this requirement.  Chinese banking 
regulations concerning outside participation in the 
country’s financial system largely eliminate the possibility 
of foreign banks opening branches that could directly 
compete with domestic institutions.  For instance, rather 
than establishing branches, foreign banks are required to 
incorporate each local operation in China as a Chinese-
registered company and each of these entities must have $125 
million in registered capital.  Second, the minimum deposits 
for individuals in these companies is $125,000.  Finally, 
any foreign bank not locally incorporated can only offer 
services to businesses  in Yuan—services to individuals can 
only be done in foreign currency.  (____, 5 September 2006, 
“China: Deferring a Banking Crisis,” STRATFOR, Washington 
DC.)   
16 Keith Bradsher, 14 January 2004, “China to Give Up $41 
Billion Stake in 2 Big Banks,” New York Times, New York. 
17 Victor Shih, 16 August 2005, “Beijing’s Bailout of Joint-
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The third step in Beijing’s war on non-performing loans took place on the regulatory 
front.  In 2003, Beijing sought to resolve the problem of poor business practices 
associated with the non-performing loans by standing up the China Banking Regulatory 
Commission to supervise and control the country’s financial institutions.  This move on 
the regulatory front appears to have fallen short of the mark.  In 2004 Chinese authorities 
resumed their efforts to resolve the non-performing loan problem through further 
transfers to the asset management companies.  Accordingly, these firms purchased 
another $34 billion in non-performing loans from the Bank of China and the Construction 
Bank of China—this time at 50% of book value.18   
 
What did all this do for the non-performing loan problem?  By 2006, the “big four” were 
reportedly confronted with a non-performing loan ratio of 9.3%.19  Dollar figures 
associated with this statistic remain in dispute.  Ernst and Young Global issued a revised 
report in May 2006 claiming the “big four” were then confronted with approximately 
$133 billion in remaining non-performing loans.20  The China Banking Regulatory 
Commission stated overall non-performing loans had declined in value to a total of $160 
billion.  Western accounting firms immediately dismissed this figure by issuing reports 
stating the number was likely closer to $475 billion.21 
 
Given this background on China’s non-performing loan problem—and specifically how 
that issue was addressed within the “big four” financial institutions—we are now ready 
for a return to an evaluation of CIC’s initial purchases.  As stated above, the CIC 
executive board was apparently caught between those who argued the sovereign wealth 
fund be strictly used for profit motives, and those who felt the money should be used to 
assist Chinese firms as they venture into the global market.  The Chinese Investment 
Corporation—as any good Chinese bureaucracy will do—sought a middle ground, 
thereby probably earning a unanimous vote from the board members. 
 
The first evidence of this effort to find a middle ground came in the form of CIC’s 
                                                             
stock and State-owned Banks,” China Brief, Volume 5, Issue 
18, The Jamestown Foundation, Virginia.   
18 Min Xu, 1 April 2005, “Resolution of Non-Performing Loans 
in China,” The Leonard Stern School of Business, Gluckmans 
Institute for Research in Securities Markets.  The author 
reports the China Banking Regulatory Commission claims the 
asset management companies disposed of almost half of the 
loans acquired between 2000 and 2004 by 31 December 2004.  
19 Kent Matthews, Jianguang Guo, and Nina Zhang, November 
2007. 
20 ____, 15 May 2006, “Ernst and Young Withdraws China Bank 
NPL Report After Acknowledging Errors,” AFX News Limited, 
Forbes.com. 
21 ____, 23 August 2006, “China’s Banks in Sound Shape: Bad 
Loans Drop,” Chinadaily.com 
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acquisition of Central Huijin for an estimated $67 billion.22  A key participant in 
Beijing’s efforts to prepare China’s financial institutions for foreign competition, Central 
Huijin had become a clearing house for funds headed to the country’s ailing banks.  The 
task, while seemingly unproductive, had been lucrative for Central Huijin—as the central 
bank’s investment arm was said to own controlling shares in at least three of the “big 
four”23 and had engaged in deals that gave the firm significant interest in a number of 
smaller banks.24  Thus a decision to use CIC funds to acquire Central Huijin would turn 
these profitable holdings over to the Chinese Investment Corporation—a potentially 
lucrative move—and further bolster the “big four’s” move onto the commercial realm by 
providing monies that could be used to eliminate remaining non-performing loans. 
 
The employment of CIC’s second $67 billion tranche also played to the political middle 
ground.  The transfer of funds to the Agricultural Bank of China and China Development 
Bank helped ready these financial institutions for market listings, and provided the CIC 
with shares that would almost certainly increase in value after the two banks proceed 
with initial public offerings.25  In short, the first two-thirds of the CIC’s funding was used 
to meet its potentially competing missions: assist Chinese firms in their efforts to 
compete internationally, and generate capital over the long run using “excess” foreign 
exchange reserves.  As such, an American observer could not be faulted for concluding 
                     
22 Jason Dean and Andrew Batson, 10 September 2007, “China 
Investment Fund May Tread Softly,” The Wall Street Journal, 
New York. 
23 Belinda Cao, 29 September 2007, “China’s $200 Billion 
Sovereign Fund begins Operations,” Blomberg.com. 
24 Central Huijin is known to have purchased at least a 6% 
share in China’s fifth largest bank, the Bank of 
Communications (Rose Yu, 25 March 2008, “China Central 
Huijin to Transfer 6.12% BoCom Stake to MoF,” Dow Jones 
Newswires) and at least a 70% share in China Everbright Bank 
(____, 9 November 2007, “Central Huijin to Inject RMB 20 
Billion in Everbright,” marketinfo.tdctrade.com). 
25 In January 2008, CIC officials announced they would be 
injecting another $20 billion into the China Development 
Bank.   According to a CIC website posting, the cash 
infusion will “increase China Development Bank’s capital-
adequacy ratio, strengthen its ability to prevent risk, and 
help its bank move toward completely commercialized 
operations.”  (Rick Carew, 2 January 2008, “China Taps its 
Cash Hoard to Beef Up Another Bank,” The Wall Street 
Journal, New York; see also, ____, 1 January 2008, “China to 
Shift $20 Billion as Capital for Policy Bank,” The New York 
Times, New York.) Quite frankly, this focus was exactly what 
Lou Jiwei had promised at the CIC opening ceremony on 29 
September 2007—“the new investment company will continue to 
boost the capital of state-owned financial institutions.” 
(Belinda Cao, 29 September 2007, “China’s $200 Billion 
Sovereign Wealth Fund Begins Operations,” Bloomberg.com.) 
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the Chinese sovereign wealth fund’s expenditure of almost $140 billion had generated 
little peril or potential for Washington.  But what of the remaining $70 billion? 
 

China’s Sovereign Wealth Fund Looks West 
 

The first foreign investment ascribed to the China Investment Corporation came almost 
six months before the organization was declared officially open for business.  In May 
2007, China purchased a 9.3% share of the Blackstone Group private equity firm for a 
reported $3 billion.26  According to Chinese authorities, the Blackstone investment came 
with no voice in corporate affairs and was said to have been negotiated with a 4.5% 
discount on the $31-a-share price listed at the initial public offering on 22 June 2007.27  
Unfortunately for the CIC investors, what had seemed like a good deal soon went astray. 
 By early February 2009, Blackstone share prices had declined to the point the Chinese 
investors were looking at an 83% loss.28   
 
In November 2007, the China Investment Corporation announced its second international 
investment—$100 million in shares acquired during the China Railway Group’s initial 
public offering.  The announcement came as the China Railway Group, a state-owned 
construction company, prepared for a listing on the Hong Kong Stock exchange.29  
Western analysts declared the purchase was a “cornerstone” investment that appeared to 
indicate the CIC was continuing with an acquisition strategy focused on Chinese firms 
preparing for competition in the global market place.  It is too early to determine if 
similar off-shore acquisition of shares in Chinese firms will occur, but one suspects 
CIC’s hand in the Hong Kong stock exchange—and further cornerstone investment in 
domestic firms preparing to list there—is going to increase over time.     
 
The CIC’s next major overseas purchase came on 19 December 2007, when the Chinese 
acquired a 9.9% share of Morgan Stanley for a reported $5 billion.  Coming on the heels 
of Morgan Stanley’s first-ever reported quarterly loss, the CIC purchase was heralded as 
a much-needed cash infusion for the U.S. firm and a welcome indication of China’s 
intention to participate in global markets as a stabilizing force.  Morgan Stanley officials 
buttressed this assessment by telling the press CIC had agreed to serve as a passive 
investor—albeit one they were going to have to pay a fixed annual rate of 9% on a 
                     
26 This investment was underwritten using monies provided by 
the National Social Security Fund.  (Chris Oliver, 27 
September 2007, “China Sovereign Wealth Fund Said Set For 
Launch,” MarketWatch.com,  New York.) 
27 Keith Bradsher and Joseph Kahn, 29 May 2007, “In China, A 
Stake in Blackstone Sirs Uncertainty,” New York Times, New 
York. 
28 Daniel Kruger, 9 February 2009, “China’s Blackstone Pain 
is Good News for Treasuries,” Bloomberg.com.   
29 Rick Carew, 20 November 2007, “China’s Sovereign Wealth 
Fund Forges Strategy, Hunts for Staff,” The Wall Street 
Journal, New York. 
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quarterly basis for the next 3 years.30  Chinese Investment Corporation officials refused 
to publicly comment on the deal.  The silence, perhaps prompted by CIC’s Blackstone 
experience, appears to have been wise.  By 1 March 2008, the 9.9% share in Morgan 
Stanley had declined in value to $4.91 billion.31  Of note, this loss did not go unnoticed in 
Beijing.  When asked to explain CIC’s investment in Morgan Stanley, Lou Jiwei told a 
World Bank audience, “if we see a big rabbit, we will shoot at it.”  But, he continued, 
“some people may say we were shot by Morgan Stanley.”32  
 
China’s dalliance with Western financial institutions continued in February 2008, when 
word of a potential CIC deal to place $4 billion in a private equity fund operated by the 
JC Flowers was leaked to the press.33  The little-known, U.S.-based JC Flowers is run by 
former Goldman Sachs banker Chris Flowers, and is said to focus on investments in 
distressed financial institutions—a skill CIC may find handy given its shares in the 
American and Chinese banking industry.  According to news reports, JC Flowers would 
be responsible for operation of the fund, CIC’s would not be involved in day-to-day 
management issues.34    
 

Wary of Western Political Concerns 
 

Given Chinese political sensitivities—and Beijing’s concerns about how the world will 
treat the China Investment Corporation—it only seems fair to ask, what is the CIC 
investment strategy?  For Lou Jiwei, China Investment Corporation’s executive board 
chairman, the public response is academic and obvious: “the purpose is to realize a 
maximization of long-term investment returns within an acceptable risk range.”35  I 
would note Lou’s comments are in line with his contention CIC will have to earn a 
minimum of $40 million a day to meet the interest on bonds used to finance the fund.  
This requirement translates into at least $14.6 billion a year in profits—or a return of at 
least 7.3% on the $200 billion used to establish CIC.36  Other Western analysts contend a 
more complicated answer is in order.  More than one observer has argued, “now comes 
                     
30 Michael de la Merced and Keith Bradsher, 19 December 
2007, “Morgan Stanley to Sell Stake to China Amid Loss,” New 
York Times, New York. 
31 William Mellor and Le-Min Lim, 27 February 2008. 
32 Bob Davis, 1 February 2008, “China Investment-Fund Head 
Says Focus is on ‘Portfolios’,” The Wall Street Journal, New 
York. 
33 ____, 8 February 2008, “China’s Wealth Fund to Invest in 
JC Flowers Fund,” Indiainfoline.com.   See also: Paul 
Maidment, 8 February 2008, “Wealth of Bad Thinking on 
Sovereign Funds,” Forbes.com. 
34 ____, 4 April 2008, “China’s CIC Eyes Noncontrolling 
Company Stakes,” REUTERS, New York. 
35 Jason Dean, 1 October 2007, “Can China Fund Meet Tricky 
Task?” The Wall Street Journal, New York. 
36 ____, 30 November 2007, “China Wealth Fund Seeks to be a 
Stabilizing Presence in Global Markets,” Xinhua, Beijing. 
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the hard part: deploying $200 billion in a way that earns robust returns, satisfies domestic 
political leaders, and avoids exacerbating anxiety abroad about the [fund’s] intentions.”37 
 
So what will the China Investment Corporation purchase?  Early investigations of CIC’s 
purchases—condemned as “politically motivated” by some Western critics of Beijing’s 
sovereign wealth fund—found an executive board apparently operating with little 
strategic direction.  In an interview with a Financial Times reporter, a source said to have 
direct access to Chinese government officials participating in the CIC acquisition 
decisions declared the fund lacked a clear strategy, but would soon focus on the natural 
resources sector.  The source went on to state the CIC would diversify away from the 
ailing U.S. financial sector and was seeking approval for this new approach from the 
central government.  Why natural resources?  According to the unnamed source, China’s 
large U.S. dollar holdings were rapidly depreciating and Beijing was seeking to address 
this loss by sinking money in the rapidly appreciating commodity markets.38    
 
This push for diversification appears to have won Beijing’s approval—and was expanded 
to include more than simply natural resources.  As noted previously, Chinese officials 
have repeatedly promised much of CIC’s offshore activity would be limited to the 
purchase of indexed funds and a portfolio approach—making many small purchases of 
equities, bonds, and other investment options.39  By February 2008, Lou Jiwei had, on 
more than one occasion, told Western audiences, the Chinese Investment Corporation 
will focus on “portfolios” rather than target individual firms.40  In March 2008, Jesse 
Wang made essentially the same promise, by declaring the CIC would pursue, “highly 
diversified assets allocation…[this] will help spread the risk as much as possible and 
increase returns.”41 
 
A study conducted at the Harvard Business School suggests China—and most sovereign 
wealth funds—are adhering to this strategy.  According to Harvard, sovereign wealth 
funds are mote likely to invest at home when domestic equity prices are higher, and more 
likely to invest abroad when foreign prices are higher.  (Good business practice.)  In 
addition, Harvard found sovereign wealth funds governed by politicians tended to have a 
greater likelihood of investing at home, while those relying on external managers display 
a lower tendency to follow this pattern.42  The China Investment Corporation is following 
                     
37 Jason Dean, 1 October 2007. 
38 Tan Wei, 30 December 2007, “China’s CIC likely to 
Diversify away from Further U.S. Banking Sector Investments, 
Source Says,” Financial Times, London. 
39 Keith Bradsher, 29 November 2007, “$200 Billion to 
Invest, But in China,” The New York Times, New York. 
40 Bob Davis, 1 February 2008. 
41 ____, 3 March 2008, “China Sovereign Wealth Fund to 
Target Range of Assets: Report,” Agency France Press, 
Shanghai. 
42 Shai Bernstein, Josh Lerner, and Antoinette Schoar, 2009, 
“The Investment Strategies of Sovereign Wealth Funds,” 
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these patterns.  In mid-February 2009, the Chinese sovereign wealth fund was found to 
be focusing on resources (minerals), property (globally) and fixed income assets (U.S. 
Treasury notes).43  As Jesse Wang told reporters, “we are interested in basic necessities, 
resources, and manufacturing because we want to balance our investment portfolio.”44  
By mid-April 2009, China Investment Corporation officers were announcing plans to 
expand their investments even further.  As Lou Jiwei put it, “Key countries in Europe are 
now welcoming us.  So we’ll actively consider that, because we have also discovered 
some opportunities.”45  
 

Conclusion 
 

I can find little evidence suggesting Beijing is engaged in a wide-spread effort to 
influence U.S. financial institutions and thereby threaten our national security.   Rather, I 
would argue China is seeking to participate in the international financial system as an 
honest broker who realizes she has much to lose by engendering suspicion and/or 
abetting havoc.  My extensive study of the China Investment Corporation’s investment 
strategy indicates Beijing is using her sovereign wealth fund to generate a profit for 
Chinese taxpayers—not undermine Wall Street or the U.S. Treasury.  As such, China is 
simply following in the footsteps of other nations—some of whom have been operating 
sovereign wealth funds for over 50 years.   
 
In short, I can find no evidence suggesting the China is using her foreign exchange 
reserve to coerce the West—Beijing realizes employment of the fiscal “nuclear option” 
would have a devastating impact on China’s own economic future.  What then is the peril 
the China Investment Corporation presents to America?  The peril—for the moment—
appears largely confined to short-term reinvigoration of jingoistic sentiments and 
proposals to revisit protectionist legislation aimed at preserving American national 
security from an amorphous “threat.”  Over a longer course of time, however, the CIC 
peril may be profound.  It is not that the Chinese will purchase U.S. sovereignty—quite 
the contrary.  The long term peril is that CIC—and many other profit-oriented 
customers—will go shopping for investments offering a greater return than that provided 
by U.S. government securities 
                                                             
Working Paper 09-112, Harvard Business School, Harvard 
University, pp. 3-4..   
43 George Chen, 19 February 2009, “CIC Shifting Focus,” 
REUTERS, Hong Kong. 
44 George Chen and Xie Heng, 4 March 2009, “China’s CIC Sees 
Opportunities in Natural Resources,” REUTERS, Beijing. 
45 Jason Dean, 18 April 2009, “China Wealth Fund to Boost 
Investments,” Wall Street Journal, New York. 
   

 
 COMMISSIONER BARTHOLOMEW:  Thank you.  
 Dr .  Newmyer .  
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STATEMENT OF DR. JACQUELINE NEWMYER 
PRESIDENT AND CEO, LONG TERM STRATEGY GROUP, 

CAMBRIDGE, MASSACHUSETTS 
 

 DR.  NEWMYER:  Ms.  Chairman,  members  of  the  Commiss ion,  
thank you for  the  invi ta t ion  to  speak today on th is  t imely  subjec t .   
 My remarks  wi l l  be  centered  on how Chinese  inf luence  
opera t ions  f igure  in to  a  broader  s t ra tegy for  China  as  i t  r i ses .   The 
subjec t  of  a  broader  s t ra tegy came up th is  morning,  and my remarks  
wi l l  be  s t ructured  around what  the  Chinese  are  ac tual ly  saying and 
wri t ing  in  the i r  in ternal  repor ts .  
 Dr .  Brady th is  morning ment ioned Cankao Xiaoxi ,  the  Reference  
News,  which is  a  branch of  Xinhua,  the  off ic ia l  news agency,  but  i t ' s  
charged wi th  repor t ing  to  h igh level  cadres ,  Chinese  Communis t  Par ty  
e l i tes ,  on  analys is  and data  tha t  they must  have  so  i t ' s  got  l imi ted  
c i rcula t ion  and i t ' s  d is t r ibuted  a t  the  h ighes t  levels .  
 I 'm going to  ta lk  about  what  they ' re  ac tual ly  wri t ing  in  repor ts  
tha t  appear  in  th is  out le t ,  and then I ' l l  move to  where  I  th ink th is  
might  come f rom,  what  the  logic  behind i t  i s ,  and I ' l l  of fer  a  
pre l iminary  assessment  of  how I  th ink the  Chinese  are  doing.  
 But  jus t  to  g ive  you a  preview,  my answer  i s  c lear ly  yes ,  the  
Chinese  are  t ry ing to  inf luence  or  shape American percept ions  of  and 
pol ic ies  toward China ,  mainly  up t i l l  now in  the  d i rec t ion  of  t ry ing to  
reassure  us  - -  to  a l lay  concerns  about  China 's  economic  r i se ,  mi l i ta ry  
bui ld-up and increas ing pol i t ica l  and dip lomat ic  inf luence .  
 So le t  me begin  by refer r ing  to  an  off ic ia l  Chinese  publ ica t ion  
address ing the  need for  and character  of  Chinese  s t ra tegic  informat ion 
capabi l i t ies  d i rec ted  abroad.  
 Again ,  th is  i s  not  a  pol icy  document ,  but  I  th ink i t ' s  
representa t ive  of  a  cer ta in  mind-se t ,  and i t ' s  reaching and i t ' s  
commiss ioned by Par ty  off ic ia ls  a t  the  h ighes t  levels .  
 In  February  2009 Reference  News publ ica t ion ,  the  subjec t  of  
na t ional  publ ic  re la t ions  weapons  was  addressed,  and th is  i s  how i t  
was  def ined,  quote :  
 "By nat ional  publ ic  re la t ions ,  meaning dia logues  between nat ions  
or  be tween a  country  and re levant  s takeholders  agains t  the  backdrop of  
compet i t ion  over  power  and in teres t . "  
 The ar t ic le  expl ic i t ly  addresses  the  need to ,  quote ,  "se t  the  
agenda for  fore ign media ,"  under  a  subhead of  the  ar t ic le  ca l led ,  quote ,  
"Media  Diplomacy:  Breaking the  Siege  of  Publ ic  Opinion in  the  West ."  
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 The  author  wri tes ,  quote :  
 " I t  i s  obvious  tha t  the  West  s t i l l  has  the  upper  hand whi le  the  
Eas t  remains  weak.   Whenever  there 's  an  agenda dispute ,  in ternat ional  
publ ic  opinion wi l l  form a  force  tha t  involves  the  West ' s  bes ieging the  
Eas t ."  
 Then the  ar t ic le  goes  on to  say ,  quote :  
 " Inf luencing and se t t ing  the  fore ign media  agenda fu l ly  embodies  
a  ru le  of  the  game in  modern  socie ty-- tha t  i s ,  whoever  can inf luence  
the  media  agenda can inf luence  the  publ ic  agenda.   The fore ign media  
are  not  a  taxi  on  the  road tha t  can be  f lagged when one needs  i t  and 
shoved away when one does  not  need i t .  In  o ther  words ,  these  people ,  
these  fore ign media ,  a lways  have  to  be  cul t iva ted .   We have to  have  
re la t ionships  so  we can depend on them when we need them to  repor t  
in  cer ta in  ways .  
 How?  Quote :  "Foreign media  out le ts  should  be  g iven specia l  
t rea tment  so  tha t  they wi l l  not  be  forced to  uni te  and form a  
confronta t ional  a l l iance ."  
 In  o ther  words ,  d iv ide  them or  keep fore ign media  f rom uni t ing  
agains t  China ,  keep them divided.   More  on how th is  can be  achieved.  
 Quote :  "Provide  them"-- these  fore ign media  out le ts - -"wi th  
specia l ized  informat ion."   Grant  them pr iv i leges  to  encourage  pos i t ive  
coverage  of  China .  
 And then s t i l l  under  the  heading of ,  "Breaking the  Siege  of  
Publ ic  Opinion in  the  West ,"  there  are  genera l  precepts  such as ,  quote :  
 "When a  negat ive  event  occurs ,  the  author i t ies  should  not  order  
the  media  to  shut  up .  Publ ic  opinion is  l ike  a  b ig  conta iner .   The more  
informat ion you in jec t ,  the  less  space  there  i s  for  o ther  people 's  v iews 
and abi l i ty  to  re turn  f i re ."  
 In  o ther  words ,  f lood the  zone.   Even when there  are  cr ises  
wi th in  China  tha t  the  Western  media  may have access  to ,  we should  
not  c lam up.   We should  repor t  on  i t  so  tha t  we can shape the  d i rec t ion  
of  fore ign repor t ing .  
 More  speci f ica l ly ,  under  the  heading of  "Lobbying,"  the  author  
wri tes ,  quote :  
 "We need to  inf luence  the  inf luent ia l .   In  every  country ,  there  
are  famous  commenta tors  and wri ters ,  and they are  the  media  and 
publ ic  focus .   With  the  suppor t  of  these  fore ign e loquent  speakers  and 
wri ters ,  the  nat ional  publ ic  re la t ions  dr ive  can y ie ld  twice  the  resul ts  
wi th  hal f  the  ef for t .   In  addi t ion ,  i t  i s  necessary  to  fu l ly  mobi l ize  
overseas  e l i tes  and overseas  Chinese  who are  famil iar  wi th  China .   
Because  they unders tand the  cul tura l  environment  abroad,  they can be  
good ass is tants  to  China 's  publ ic  re la t ions ."  
 So where  does  a l l  th is  come from,  th is  ta lk  of  "s iege  of  publ ic  
opinion in  the  West"  and "nat ional  publ ic  re la t ions  s t ra tegy,"  "publ ic  
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re la t ions  weapons"?   I  th ink i t  f lows f rom a  t radi t ion ,  a  s t ra tegic  
t radi t ion  tha t  s t resses  the  ro le  of  informat ion and percept ions  in  
pol i t ica l  and geopol i t ica l  in terac t ions  - -  tha t  i s ,  both  domest ic  pol i t ics  
and fore ign re la t ions .  
 I 'd  go  so  far  as  to  say  tha t  the  Chinese  t radi t ion  puts  managing 
percept ions  a t  the  hear t  of  s t ra tegy.   This  i s  evident  f rom Sun Tzu 's  
in junct ion to  know the  enemy and know thysel f ,  which af ter  a l l  i s  
about  knowledge and informat ion and percept ions ,  to  the  CCP's  
extens ive  domest ic  propaganda and informat ion management  ef for ts ,  
which have been analyzed and explored by scholars  l ike  Anne-Marie  
Brady,  David  Shambaugh,  Danie l  Lynch,  and Ashley Esarey,  among 
others .  
 Perhaps  most  obviously  for  our  purposes ,  i t ' s  evident  in  Deng 
Xiaoping 's  famous l ine  tha t  China  should  b ide  i t s  t ime and hide  i t s  
capabi l i t ies ,  which can only  be  unders tood as  a  ca l l  to  shape  the  data  
tha t  reaches  fore igners ,  in  th is  case ,  to  conceal  cer ta in  data ,  keep 
cer ta in  informat ion f rom reaching fore igners .  
 And then we have the  famous l ine  about  China 's  “peaceful  r i se” ,  
which was  in t roduced by a  Par ty  school  off ic ia l ,  or  somebody who is  
of ten  descr ibed as  a  Par ty  school  off ic ia l ,  and he  was ,  Zheng Bi j ian ,  in  
2002.   He la ter  changed the  s ta tement  to  "peaceful  development"  
because  even the  term "r ise"  was  seen as  potent ia l ly  counterproduct ive  
to  the  miss ion of  reassur ing fore igners  as  i t  might  ra ise  anxie ty  about  
China .  
 So ins tead of  ta lk ing about  peaceful  r i se ,  because  i t  inc ludes  the  
word "r ise ,"  we now hear  about  peaceful  development .   But  before  th is  
change took hold ,  Zheng kind of  s l ipped up in  2004,  when he  went  on 
Shanghai  TV,  and ins tead of  ta lk ing the  way he  ta lks  to  fore igners  
about  China 's  peaceful  r i se ,  th is  i s  what  he  sa id ,  quote- -and th is  i s  in  a  
recent  China  Quar ter ly  ar t ic le  by  Dan Lynch--quote :  
 "Working in  th is  way has  i t s  advantages ,"  - -and working in  th is  
way means  ta lk ing about ,  in  th is  case ,  China 's  peaceful  r i se- -" in  
obta in ing greater  unders tanding,  sympathy and suppor t ,  in  winning 
discourse  power  on the  ques t ion  of  China 's  development  path ,  in  
winning discourse  power  in  the  in ternat ional  sphere .   I t  i s  a l l  
ext remely  advantageous ,  and there 's  absolute ly  no downside ."  
 So th is  i s  a  pre t ty  s tunning shi f t  f rom ta lk ing about  peaceful  r i se  
as  an  earnes t  descr ip t ion  of  what  China 's  present  and fu ture  t ra jec tory  
i s  to  ta lk ing about  i t  as  an  ins t rumenta l  te rm that ' s  des igned to  
reassure .  
 Zheng is  af f i l ia ted--he 's  of ten  ta lked about  be ing a  Par ty  school  
of f ic ia l ,  and that ' s  of ten  descr ibed as  being a  th ink tank,  but  he 's  a lso  
been a  propaganda off ic ia l  s ince  the  1960s  in  China ,  and he 's  par t  of  
tha t  vas t  propaganda appara tus  wi th  i t s  sp ider  web that  connects  
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dif ferent  bureaucracies  tha t  Dr .  Brady ta lked about  th is  morning.  
 So the  Par ty  school  and Chinese  th ink tanks  in  genera l  a re  not  
l ike  AEI  or  Brookings .   Actual ly ,  the  Chinese  sources  ta lk  about  th is .   
In  another  recent  ar t ic le  ca l led ,  quote ,  " I t  I s  Dif f icul t  for  Chinese  
Think Tanks  to  Learn  f rom the  American Model ,"  the  author  says ,  
quote :  
 "U.S.  pr iva te  th ink tanks  are  in  a  thr iv ing s ta te .   This  i s  unique  
in  the  wor ld ,  a  byproduct  of  the  U.S.  dual -par ty  e lec t ion  sys tem,  
fundamenta l ly  d i f ferent  f rom the  domest ic  condi t ions  of  China ."  
 “Therefore ,”  and then the  author  goes  on to  say ,  “ i t ' s  a  p i ty  we 
can ' t  learn  tha t  much f rom American th ink tanks  except  for  maybe 
some in ternal  organiza t ion  t ips  because  the i r  whole  s t ruc ture  and the i r  
p lace  in  socie ty  i s  so  d i f ferent .”  
 In  a  d i f ferent  p iece  ca l led ,  quote ,  "China  Must  Have St rong 
Nongovernmenta l  Diplomat ic  Power ,"  again  publ ished in  a  l imi ted  
c i rcula t ion  publ ica t ion  tha t ' s  meant  to  analyze  fore ign percept ions  of  
China  and keep t rack of  them for  Chinese  e l i tes ,  the  author  ident i f ied  
the  fundamenta l  d i f ferences  between the  U.S.  and China  in  th ink tank 
rea lms and considered China  to  be  a t  a  d isadvantage ,  quote :  
 "The divers i f ied  nongovernmenta l  forces  have provided U.S.  
d ip lomacy wi th  mul t ip le  abi l i t ies  to  se t  up  var ious  agendas .   In  the  
meant ime,  China  can do nothing but  re ly  on i t s  government 's  s ingle-
t rack d ip lomacy.   This  has  p laced China  in  a  pass ive  pos i t ion  in  which 
i t  i s  hard  to  cope wi th  the  s i tua t ion  as  i f  i t  i s  shoot ing  mosqui toes  wi th  
a  cannon."  
 The ar t ic le  goes  on to  say  tha t  to  avoid  embarrassments  l ike  the  
crackdown on f ree  Tibet  protes tors  in  the  run-up to  the  Olympics ,  
China  must  unleash  overseas  Chinese  nat ional is t s  to  counter  Western  
publ ic  express ions  of  sympathy for  Tibet .  
 The  genera l  analys is  i s  the  U.S.  s t ra tegica l ly  benef i t s  f rom 
having people  who aren ' t  connected  wi th  the  government  saying th ings  
tha t  a re  favorable  to  the  U.S.  and cr i t ica l  of  China ,  and China  needs  to  
counter  th is  by  deploying overseas  Chinese  and people  in  fore ign 
countr ies .  
 Wel l ,  what  i s  th is  about ,  th is  ta lk  of  na t ional  publ ic  re la t ions  
s t ra tegy and discourse  power?   With  regard  to  the  Uni ted  Sta tes  f rom 
the  l ines  "bid ing t ime and hid ing capabi l i t ies"  and "peaceful  r i se ,"  we 
can be  sure  tha t  there  i s  an  ef for t  to  keep America  f r iendly ,  reac t ive ,  
and reassured about  China ,  but  there 's  a lso  an  emerging rea l i sm in  the  
Chinese  wri t ings  about  the  feas ib i l i ty  of  th is ,  the  cont inuing 
feas ib i l i ty  of  th is ,  as  China  passes  through di f ferent  s tages  of  
moderniza t ion  and development  and s tar ts  to  assume roles  associa ted  
wi th  great  powers .  
 From the  document  tha t  I  quoted  on the  outse t ,  there 's  a  
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descr ip t ion ,  quote :  
 "China 's  publ ic  re la t ions  dr ive  i s  not  a  compet i t ion  tha t  involves  
waging a  quick  bat t le ,  but  what  Chairman Mao descr ibed as  a  ' long 
running-  bat t le . '   According to  Chairman Mao,  a  long-running bat t le  
involves  three  s tages :  defense ,  confronta t ion ,  and countera t tack.   From 
the  s t ra tegic  level  of  na t ional  publ ic  re la t ions ,  the  defense  s tage  
comprises  pass ive  defense  and ac t ive  defense .   We divide  the  
confronta t ion  per iod in to  two par ts :  confronta t ion  resul t ing  f rom both  
s ides  being wel l  matched in  s t rength  and dia logue brought  about  by  a  
balance  of  power .   The countera t tack s tage  involves  a t tacking and 
counter ing."  
 There 's  a  lo t  of  d iscuss ion about  whether  China  can cont inue  to  
b ide  i t s  t ime and cont inue  in  th is  phase  of ,  quote ,  "unres t ra ined 
modesty”  tha t  marks  the  pass ive  defense  s tage  or  whether  i t  needs  to  
proceed to  the  next  s tage .  
 In  terms of  China  in  the  wor ld  more  g lobal ly ,  as  some of  the  
speakers  ment ioned th is  morning,  there  appears  to  be  a  percept ion in  
China  tha t  there 's  a  compet i t ion  in  the  wor ld  in  the  rea lm of  
in ternat ional  publ ic  opinion,  and var ious  scholars  in  China  have  t r ied  
to  s tudy where  China  ranks  in  th is  g lobal  compet i t ion ,  and they have 
sugges ted  tha t  they ' re  behind the  U.S.  because  the  U.S.  has ,  quote ,  
" in ternat ional  mobi l iza t ion  capaci ty"  because  we have more  f r iends  in  
the  wor ld ,  but  tha t  China  can erode tha t  advantage  in  three  to  f ive  
years  i f  i t  proper ly ,  quote ,  "pos i t ions"  i t se l f .   I t ' s  a  PR term.  
 This  i s  the  advice  f rom Dr .  Yan Xuetong,  who is  the  Dean of  
Ts inghua,  but  he 's  wr i t ing  in  another  one  of  these  in ternal  c i rcula ted  
h igh level  cadre  publ ica t ions ,  quote :  
 "We may th ink of  reposi t ioning China 's  in ternat ional  ident i ty  
and expanding the  homogenei ty  between China  and other  countr ies  in  
ident i ty .   Economical ly ,  China  may posi t ion  i t se l f  as  a  burgeoning 
modern  country  between a  developed and an  underdeveloped country .   
Pol i t ica l ly ,  China  may posi t ion  i t se l f  as  democrat iz ing between a  
democrat ic  country  and an  autocracy.   Cul tura l ly ,  China  may posi t ion  
i t se l f  as  a  Confucian  country  between a  re l ig ious  and a  nonre l ig ious  
country ."  
 In  o ther  words ,  to  maximize  i t s  appeal  and i t s  abi l i ty  to  win  
f r iends  abroad,  i f  they can spin  themselves  in  the  r ight  way,  they can 
over take  the  U.S.  in  terms of  the  number  of  f r iends  they have.  
 Jus t  to  conclude,  how effec t ive  i s  th is?   I t ' s  tough to  measure  the  
ef fec ts  because  i t  requires  address ing a  counterfac tual :  would  we as  
the  U.S.  be  doing what  we 're  doing in  the  absence  of  whatever  China  i s  
a t tempt ing to  persuade us  of?   I t ' s  d i f f icul t  to  know,  but  I  can  refer  
you to  an  ar t ic le ,  a  recent  ar t ic le  by  Cars ten  Holz ,  who is  a  scholar  in  
Hong Kong,  who wrote  a  p iece  ca l led  "Have China  Scholars  Al l  Been 
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Bought ,"  which begins  "Academics  who s tudy China ,  inc luding th is  
author ,  habi tua l ly  p lease  the  Chinese  Communis t  Par ty ,  somet imes  
consciously  and of ten  unconsciously ."  
 Or  take  the  words  of  a  senior  American scholar  of  China ,  Orvi l le  
Schel l ,  quote :  
 " I  t ry  to  say ,  'Okay,  here 's  what  I  th ink,  what  I  unders tand,  what  
I  th ink I  see ,  have  learned and read. '   Then,  I  t ry  and th ink through 
what  the  Chinese  government 's  react ion  wi l l  be .   And then I  t ry  to  be  
as  t ru thful  as  I  can  in  a  way that  i s  respect fu l  and unprovocat ive  but  
tha t  i s  not  pander ing.   China  has  a  t remendously  h ighly  evolved 
capaci ty  to  crea te  panderers ,  both  among i t s  own people  and fore igners  
who become involved wi th  them."  
 So where  i s  a l l  th is  going i f  China  succeeds  in  reassur ing the  
U.S.  and cul t iva t ing  in ternat ional  mobi l iza t ion  capaci ty?   I  th ink  tha t ' s  
in  some ways  a  subjec t  for  another  hear ing,  but  I  don ' t  th ink we 're  
doing China  any favors  over  the  long term i f  we cont inue  to  ac t  l ike  
we can be  f la t tered  and persuaded in to  react iv i ty  and a  pos ture  of  
pass iv i ty .  
 Thanks .  
 

Prepared Statement  of  Dr.  Jacquel ine  Newmyer,  Pres ident  and 
CEO, Long Term Strategy Group,  Cambridge,  Massachusetts    

 
Mr/s Chairman, Members of the Commission, Thank you for the invitation to speak today on this timely 
subject. 
 
My testimony will address how Chinese foreign-directed information operations figure into the People’s 
Republic of China’s (PRC’s) broader strategy as it rises, and my remarks will be structured around what 
the Chinese themselves are saying and writing about foreign-directed information operations in their 
internal reports.  After reviewing a representative sample of the Chinese reports, I’ll move to the logic 
behind their approach, or where it comes from, and finally, what China’s aims are, before offering a 
preliminary assessment of their success.  To give you a preview, my answer is, clearly, yes, the Chinese 
Communist Party (CCP) leadership is trying to influence or shape American perceptions of, and policies 
toward, China. Mainly, up to now, these efforts have been in the direction of reassurance, to allay US 
concerns about China’s economic rise, military build-up, and increasing political and diplomatic influence.  
 
Let me begin by referring to a Chinese report addressing the need for, and character of, foreign-directed 
strategic information capabilities.  This article, a kind of roadmap for foreign-directed information 
campaigns, appeared in a February 2009 Reference News (Cankao Xiaoxi) outlet, and it was translated by 
the American Open Source Center, along with the other articles that I am going to cite today.  Reference 
News publications come out of a special branch of the official Chinese news agency Xinhua that is charged 
with preparing information and analysis for senior cadres.  In theory, the circulation of these Reference 
News reports is limited to high-ranking Party members.  To be sure, I am not about to quote a policy 
document but rather an analytical piece.  It seems to be representative of a certain cast of mind, however, 
as we will see.  The article from February refers to “national public relations weapons,” which it defines: 
“By national public relations, we mean dialogues between nations or between a country and relevant stake 
holders against the backdrop of competition over power and interest.” 
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The need to “set the agenda for foreign media” is explicitly stressed.  Under a subhead of the article called 
“Media Diplomacy: Breaking the Siege of Public Opinion in the West,” the author writes: 
 

It is obvious that the West still has the upper hand while the East remains weak… Whenever there is 
an agenda dispute, international public opinion will form a force that involves the West’s besieging 
the East. 
 

And the article proceeds to explain:  
 

Influencing and setting the foreign media agenda fully embodies a rule of the game in modern society 
– that is, whoever can influence the media agenda can influence the public agenda… The foreign 
media are not a taxi on the road that can be flagged when one needs it and shoved away when one 
does not need it. 

 
In other words, the foreign press has to be cultivated, so that when a crisis strikes, certain outlets can be 
counted upon to report favorably on China.   
 
How can this be achieved? “Foreign media outlets should be given special treatment so that they will not 
be forced to unite and form a confrontational alliance.”  In other words, divide them, or keep them divided. 
 The article elaborates on this question, emphasizing the need to “provide them with specialized 
information…” That is, grant privileges to encourage positive coverage. 
 
Under the same heading of “Breaking the Siege of Public Opinion in the West,” the article also offers 
general precepts such as,  
 

When a negative event occurs, [the authorities] should not order the media to shut up. Public opinion 
is like a big container. The more information you inject… the less space there is for other people’s 
views and ability to return fire.  

 
In other words, flood the zone. 
 
More specifically, under the heading of “Lobbying,” the author writes: 
 

We need to influence the influential.  In every country, there are famous commentators and writers, 
and they are the media and public focus.  With the support of these foreign ‘eloquent speakers’ and 
writers, the national public relations drive can yield twice the results with half the effort.  In addition, 
it is necessary to fully mobilize overseas elites and [overseas] Chinese who are ‘familiar with China.’ 
… [Because they] understand the cultural environment abroad, they can be good assistants in China’s 
public relations. 

 
Where does all this come from? Whence this talk of a “siege of public opinion,” “national public relations 
weapons,” and the like?  It flows from a tradition that stresses the role of information in political and 
geopolitical interactions – that is, in both domestic and foreign strategy.  I’d go so far as to say that the 
Chinese tradition puts managing perceptions at the heart of strategy.  This is evident from Sun Zi’s 
injunction to know the enemy and oneself to the CCP’s extensive domestic propaganda and information 
management efforts, which have been explored by scholars such as Anne-Marie Brady, David Shambaugh, 
Daniel Lynch and Ashley Esarey, among others.  Perhaps most relevant for our purposes, the emphasis on 
information in China’s strategic culture is evident in Deng Xiaoping’s famous injunction that China should 
“bide its time and hide its capabilities,” which can only be understood as a call to shape the data that 
reaches foreigners, in this case to conceal certain data.  
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In this connection, consider the formulation designed to influence how foreigners understand China’s 
increased power on the world stage, “peaceful rise.”  The line, promulgated by Zheng Bijian in 2002, was 
later changed to “peaceful development,” lest the word “rise” provoke anxiety and undermine the intended 
effect of reassuring foreigners about China’s trajectory.  But before this change took hold, Zheng slipped 
up in a September 2004 Shanghai TV appearance, as quoted in a recent China Quarterly article by Daniel 
Lynch: “Working in this way [touting the “peaceful rise”] has its advantages – in obtaining greater 
understanding, sympathy and support, in winning discourse power on the question of China’s development 
path, in winning discourse power in the international sphere… It is all extremely advantageous, and there is 
absolutely no downside.”  This is a pretty stunning shift from insisting that “peaceful rise” is an earnest 
description of China’s present and future to describing the label as instrumental, a tool for “winning 
discourse power.” 
 
Now Zheng is affiliated with the Central Party School of the Chinese Communist Party, but he has been a 
senior member of the Party’s propaganda apparatus, an extensive network of offices that exists behind the 
official bureaucracy, since the 1960s.  Zheng is never identified this way in Chinese Western-language 
news outlets.  Further, the Party School is often referred to as a Chinese think tank.  Is this an institution 
just like our Brookings or AEI?  No.  In another recent article called “It Is Difficult for Chinese Think 
Tanks to Learn from the American Model,” the author explicitly notes the differences: “US private think 
tanks are in … a thriving state. This is unique in the entire world, … a byproduct of … the US dual-party 
election system… fundamentally different from the domestic conditions of China.”  Therefore, “one is 
afraid that what China think tanks can learn from US think tanks is more about micro-level management 
and operational models.”  In other words, because most Chinese think tanks are sponsored by the Party, 
while American think tanks are private, all Chinese think tanks can learn from their US counterparts is 
internal organizational details.  
 
A different recent piece, “China Must Have Strong Nongovernmental Diplomatic Power,” published in a 
Chinese People’s Daily [Renmin Ribao] outlet that tracks foreign opinion on China for senior cadres, 
reviews the fundamental differences between the United States and China in the think tank realm, and 
assesses that China is at a disadvantage:  

 
The diversified nongovernmental forces have provided US diplomacy with multiple abilities to set up 
various agendas. In the meantime, China can do nothing but rely on its government’s single-track 
diplomacy. This has placed China in a passive position, in which it is hard to cope with the situation, 
as if it is shooting mosquitoes with a cannon. 

 
The article goes on to say that to avoid embarrassments like the crackdown on free Tibet protestors in the 
run-up to the Olympics, China must unleash overseas Chinese to counter Western public expressions of 
sympathy for Tibet. 
 
What is this talk of “discourse power in the international sphere” and “shooting mosquitoes” about?  Well, 
with regard to the United States and the lines about “biding time, and hiding capabilities” and “peaceful 
rise,” we can be sure that there is an effort to keep America friendly and complacent.  But there is also 
increasing realism in the Chinese reports about the continuing feasibility of this approach as China passes 
through different stages of modernization and development and starts to assume roles associated with great 
powers. 
 
From the “national public relations” document that I quoted at the outset, here is a description of a natural 
evolution for China’s foreign-directed information campaigns:  

 
China’s public relations drive is not a…competition that involves waging a quick battle, but what 
Chairman Mao…described as a ‘long-running battle.’ According to Chairman Mao, a long-running 
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battle involved three stages: defense, confrontation, and counterattack. From the strategic level of 
national public relations, the defense stage comprises passive defense and active defense. We divide the 
confrontation period into two parts: confrontation resulting from both sides being well matched in 
strength, and [then] dialogue brought about by a balance of power. The counterattack stage involves 
attacking and conquering. 

 
Within the PRC today, there seems to be significant discussion of whether China can continue to bide its 
time or whether China will be compelled to shift its foreign-directed information efforts.  The roadmap 
article concludes, “While we should not demonstrate toughness characteristic of the confrontation stage 
and the counterattack stage, we cannot continue making the kind of unprincipled compromises or 
maintaining the unrestrained modesty that marks the passive defense stage.” 
 
In addition to shifting the message directed at the United States, China may accelerate its wooing of other 
countries.  Perhaps inspired by the idea of “soft power,” the Chinese seem to believe that a competition 
exists in the realm of “international public opinion.”  A January 2008 analysis by the scholar Yan Xuetong, 
published in a journal of the Chinese Institute of Contemporary International Relations (CICIR), a “think 
tank” with ties to the Ministry of State Security, which oversees Chinese counterintelligence, argues that 
“if a country has relatively many strategically friendly countries, it is likely to win support from other 
countries.”  According to Yan, the United States has an advantage in allies, or “international mobilization 
ability,” but this can be eroded in three to five years if China properly “positions” itself or manipulates 
impressions of China’s “identity”: 

 
We may think of repositioning China’s international identity and expanding the homogeneity between 
China and other countries in identity.  Economically, China may position itself as a burgeoning 
modern country, being between a developed and underdeveloped country. Politically, China may 
position itself as a democratizing country, … between a  democratic country and … [an autocracy]. 
Culturally, China may position itself as a Confucian country, between a religious and a nonreligious 
country… 

  
I have been talking about Chinese intentions up to now.  To conclude, I would like to turn to an assessment 
of effects.  But effects are difficult to measure, in part because any judgment requires addressing the 
counterfactual question, Would we have acted as we have in the absence of Chinese foreign-directed 
information campaigns?  As a preliminary answer, let me adduce the article “Have China Scholars All 
Been Bought,” by the Hong Kong-based professor Carsten Holz.  Holz begins, “Academics who study 
China, which includes the author, habitually please the Chinese Communist Party, sometimes consciously, 
and often unconsciously.”  Consider, too, the words of one of the most senior American scholars of China, 
Orville Schell:  

 
I try to say, ‘Okay, here is what I think, what I understand, what I think I see, have learned and read.’ 
Then, I try and think through what the Chinese government’s reaction will be… And then I try to be 
as truthful as I can in a way that is respectful and unprovocative but that is not pandering. China has a 
tremendously highly evolved capacity to create panderers both among its own people and foreigners 
who become involved with them. 

 
Where is all of this going if China succeeds in reassuring the United States while increasing its 
“international mobilization ability”? That’s a subject for a different hearing, I think. Thank you again, and I 
look forward to your questions. 
 

Panel  II:   Discuss ion,  Quest ions  and Answers  
 

 HEARING COCHAIR REINSCH:  Thank you very  much.  
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 We ' l l  begin  wi th  Commiss ioner  Wessel .  
 COMMISSIONER WESSEL:   Thank you a l l  for  be ing here ,  and a  
very  in teres t ing  fo l low-on panel .  
 Dr .  Anderson,  I  want  to  make sure  tha t  I  don ' t  mis in terpre t  what  
you sa id  and get  comments  a lso  f rom the  o ther  panel is t s .   You seem to  
indica te  tha t  China  was  not  wi l l ing  to  use  i t s  vas t  reserves ,  tha t  tha t  
would  be  shoot ing i t se l f  in  the  foot .   But  there  are  some who bel ieve  
tha t  the  mere  threa t  of  going to  baskets  of  currencies ,  tha t  the  going to  
specia l  drawing r ights ,  the  enhanced power  a t  the  IMF,  e t  ce tera ,  
s ignals  a  sh i f t  in  the  balance  of  economic  power  between major  
nat ions ,  China  being one of  them.  
 And that  seems to  have sent  some shock waves  through pol icy  
c i rc les .   We 've  seen a  change,  a  dramat ic  change,  I  th ink,  in  the  way 
that  the  U.S.  i s  approaching the  ques t ion of  the  valuat ion of  China 's  
currency.   We are  see ing a  number  of  major  U.S.  ent i t ies- -companies- -
cont inuing the i r  e f for ts  to  engage in  the  China  market  and to  d iminish  
U.S.  responses  to  cer ta in  t rade  ac t ions  by the  Chinese ,  shal l  we say.  
 So how do we f i t  a l l  th is?   I s  China ,  in  fac t ,  us ing i t s  reserves ,  
i t s  r i s ing  power ,  to  change tha t  ba lance?   And a lso ,  Dr .  Newmyer  and 
others ,  what  impact  i s  tha t  having on our  ins t i tu t ions  here ,  both  our  
companies  which are  lobbying in  some ways  for  the  Chinese  because  of  
the i r  in teres t  there ,  the  ques t ions  we had of  the  ear l ie r  panel  about  
whether  i t ' s  Hi l l  & Knowlton or  o thers ,  the i r  access  to  our  process  and 
how they might  af fec t  i t?  
 DR.  ANDERSON:  I ' l l  t ry  to  g ive  you the  shor t  answer  to  a  very  
long ques t ion .  
 COMMISSIONER MULLOY:  Shor t  answer ,  yes .   Thank you.  
 DR.  ANDERSON:  The Chinese  have  an  in teres t ing  quandary ,  
and they ' re  not  a lone  in  th is .   Almost  any major  holder  of  la rge  fore ign 
currency reserve  worked under  the  same assumpt ion,  tha t  you inves ted  
in  the  safes t  p lace  you could  f ind ,  and you made sure  tha t  you were  
able  to  access  tha t  money quickly in  the  event  you need i t  for  a  
f inancia l  emergency.  
 That  made us  the  favor i te  p lace  to  inves t .  I t  wasn ' t  an  ef for t  to  
persuade Washington.   I t  was  an  ef for t  for  cent ra l  bankers  to  ac t  
prudent ly .    What  we 're  see ing the  Chinese  do is  develop an  opt ion tha t  
i s  suff ic ient  to  provide  the  same level  of  secur i ty  but  not  leave  them as  
dependent  on  what  they now perceive  to  be  a  very  vulnerable  American 
economy,  and that  proposal  i s  very  for thr ight ly  being f loa ted  wi th  th is  
IMF specia l  drawing r ights  i ssue .  
 I f  you 've  been watching over  the  las t  month ,  the  Chinese  and 
now the  IMF,  and I 'm not  surpr ised  a t  the  IMF del ight  wi th  th is ,  have  
sugges ted  tha t  they increase  the  reserve  access  wi th in  the  IMF from 
250 bi l l ion  to  a  t r i l l ion  dol lars ,  essent ia l ly  se t t ing  up over  a  longer  
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te rm the  abi l i ty  for  these  nat ions  who have the  larger  fore ign exchange 
reserves  to  inves t  someplace  e lse  and someplace  tha t  they bel ieve  i s  of  
grea ter  s tabi l i ty  because  you have  a  mul t ina t ional  consor t ium s i t t ing  
behind those  funds .  
 So the  Chinese  have  in i t ia l ly  s ta ted  tha t  they would  be  wi l l ing  to  
move about  $40 bi l l ion  in to  tha t  fund,  a  re la t ive ly  smal l  change in  the  
wor ld  we 're  ta lk ing about  here ,  but  i t ' s  a  s ignal ,  and i t  comes a t  the  
end of  now three  months  of  s ignals  f rom the  Chinese  saying that  they 
are  d ispleased wi th  what  they see  as  our  f inancia l  management ,  
d ispleased wi th  what  they see  as  probably  the  ins tabi l i ty  of  the  U.S.  
currency over  a  longer  te rm.  
 I  had one of  my Chinese  counterpar ts  te l l  me,  “what  I  see  i s  the  
Uni ted  Sta tes  government  pr in t ing  money hand over  f i s t  to  essent ia l ly  
crea te  inf la t ion  tha t  wi l l  render  our  debt  wor th less .”   I t ' s  not  a  Chinese  
suspic ion held  in  sor t  of  the i r  own l i t t le  wor ld .   That  has  been 
expressed e lsewhere .   The Europeans  have offered  equal ly  profound 
s ta tements  about  what  they th ink we 're  up to  here .  
 So when I  look a t  what  the  Chinese  are  doing in  tha t  inves tment  
opt ion  and in  the  s ta tements  tha t  a re  coming,  par t icular ly  f rom Wen 
J iabao,  you see  the  warning s igns  being offered,  but  you don ' t  see  
ac t ion  tha t  should  cause  us  to  be  nervous  a t  th is  point .   Rather  I  would  
argue  i t ' s  sor t  of  a  prudent  decis ion on thei r  behal f ,  and they ' re  g iv ing 
us  a  chance  to  do something about  i t .  
 I  wi l l  te l l  you tha t  i f  you look a t  the  inves tment  s t ra tegies  tha t  
a re  being exerc ised  wi th in  the  CIC,  the  Chinese  Inves tment  
Corpora t ion ,  the i r  sovere ign weal th  fund,  they ' re  far  less  subt le ,  but  
then they 've  been very  b lunt  and told  us  tha t  they need to  earn  $40 
mi l l ion  a  day in  essent ia l ly  in teres t  in  order  to  pay for  tha t  fund.  I t  
was  borrowed f rom the  Chinese  c i t izenry .  
 And as  a  resul t ,  they wi l l  not  inves t  in  the  U.S.  f inancia l  
indust ry  unt i l  they see  some s tabi l i ty  appear  on  tha t  f ront .   Ins tead,  
they are  taking the i r  inves tment  in to  Europe where  they bel ieve  there  
are  more  s table  opt ions .   They ' re  moving in to  the  commodi t ies  market ,  
and i f  you haven ' t  s tar ted  purchas ing r ights  in  copper ,  you should .  
 COMMISSIONER WESSEL:   Let  me jus t  in ter rupt  there  for  a  
moment .   You say  i t ' s  grea ter  s tabi l i ty  on  the  European market  or  i s  i t  
grea ter  recept iv i ty  to  Chinese  inves tments ,  and we s t i l l  have  a  CFIUS 
over lay ,  shal l  we say,  and the  Europeans  seem to  be  welcoming fore ign 
capi ta l  wi th  fewer  concerns?  
 DR.  ANDERSON:  The Europeans  were  la te  to  the  game.   The 
Germans ,  the  French,  and to  some extent  surpr is ingly  even Great  
Br i ta in  was  very  re luctant  to  a l low the  sovere ign weal th  funds  in ,  and 
the  Chinese  were  very  b lunt .   They sa id  i f  you ' re  unwil l ing  to  do tha t ,  
there  are  another  150 nat ions  where  we might  be  able  to  spend our  
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money.  
 I t  wasn ' t  unt i l  the  f inancia l  c r i s i s  reached the  s ta tus  tha t  i t  has  
tha t  the  Europeans  suddenly  decided maybe i t  would  be  a  good idea  to  
welcome wi th  open arms th is  outs ide  inves tment .   I  would  note  they ' re  
not  a lone .   The Japanese  are  a lso  now offer ing tax  inducements  
in tended to  draw in  these  fore ign weal th  funds .   So the  manipula t ion ,  
i f  you wi l l ,  i s  not  based s imply  on address ing a  Chinese  audience ,  but  
on  an  abi l i ty  to  draw any fore ign inves tor  tha t  you can get  in  and offer  
the  market  tha t ' s  avai lable .  
 The Chinese  have been paying a t tent ion;  they offered  a  number  
of  comments  when we came up wi th the  FINSA regula t ions .   Thei r  
par t icular  concerns  focused on ownership  and specia l  t rea tment  for  
fore ign governments .   I  would  note  tha t  they were  not  unique  in  the i r  
comments .   The Br i t i sh  response  was  very  s imi lar ,  and the  Germans  
a lso  offered  fa i r ly  sca th ing remarks  when they looked a t  tha t  
legis la t ion .  
 I  would  note ,  however ,  I  looked a t  the  CFIUS inves t iga t ions  over  
a  ten-year  per iod,  and when you do the  ca lcula t ion ,  the  number  of  
mergers  and acquis i t ions  by fore ign governments  or  fore ign ent i t ies  
wi th in  the  Uni ted  Sta tes  versus  the  number  of  CFIUS inves t igat ions ,  
over  a  ten-year  t ime per iod,  you have a  grea ter  l ike l ihood of  be ing 
s t ruck by l ightning than being subjec ted  to  a  CFIUS inves t iga t ion .  
 So the  Chinese  aren ' t  te r r ib ly  concerned about  what 's  happening 
there .   They shouldn ' t  be .  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Fiedler .  
 COMMISSIONER FIEDLER:  A couple  of  quick ques t ions .   Does  
anyone know how many academics  have  been denied  v isas  s t i l l?  
 DR.  TERRILL:   Dur ing what  per iod?  
 COMMISSIONER FIEDLER:  Wel l ,  I  know in  the  '80s  and ear ly  
'90s ,  there  were  many.   The ques t ion  i s  in  the  las t  f ive  years .  
 DR.  TERRILL:   Yes ,  in  the  bad old  days  of  the  1970s ,  when 
there  were  delegat ions  typica l ly  going to  China ,  the  Chinese  would  
somet imes  say  Miss  X or  Mr.  Y is  not  acceptable ,  and then our  s ide  
had to  make the  d i f f icul t  decis ion whether  to  go wi thout  those  two 
people  or  not  to  go a t  a l l ,  and somet imes  the  decis ion went  one  way 
and somet imes  the  decis ion went  another .   
 In  more  recent  years ,  i t ' s  jus t  been individuals  inc luding mysel f  
who have been denied visas ,  but  there  would  be  dozens ,  e i ther  re la ted  
to  people  working in  sens i t ive  areas  l ike  Tibet  or  Xinj iang or  want ing 
to  do so  or  people  who have wri t ten  something unacceptable  to  Bei j ing  
on a  sens i t ive  subjec t .  
 But  the  more  common mode is  not  to  deny the  v isa ,  but  not  to  
say  yes  or  no ,  and the  date  say  of  the  conference  or  whatever  comes 
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and goes  and,  of  course ,  the  American person doesn ' t  go  to  the  
appointment  because  h is  v isa  d idn ' t  come through.  
 COMMISSIONER FIEDLER:  That ' s  an  ef fec t ive  denia l .  
 DR.  TERRILL:   Wel l ,  i t ' s  a  Chinese  mode of  denia l .  
 COMMISSIONER FIEDLER:  Did  you have something?  
 DR.  NEWMYER:  Yes .   Could  I  jus t  say  one other  th ing?   
Denying a  v isa  or  not  answer ing is  a  pre t ty  over t  s ignal ,  and there  are  
more  subt le  th ings  tha t  can  be  done,  tha t  a re  done,  to  cul t iva te  f r iendly  
academics  or  des i rable  ones  and exclude o thers ,  and th is  has  to  do wi th  
grant ing access  to  archives ,  research oppor tuni t ies ,  in terviews.   
 So  there  are  some academics  in  the  U.S.  who have over  the  long 
term been given access  to  former ly  secre t  documents  or  have  seen 
archives  tha t  were  c losed,  and th is  has  been very  good for  them and 
the i r  academic  careers ,  and they ' re  gra teful ,  and who knows whether  
th is  compromises  the i r  in tegr i ty ,  but  i t ' s  cer ta in ly  a  more  c lever  or  
behind- the-scenes  way of  reaching out  and extending inf luence  to  
academics ,  and i t ' s  much more  subt le  obviously  than the  whole  v isa  
tool .  
 Jus t  to  answer  your  ques t ion ,  Commiss ioner  Wessel ,  about  the  
inf luence  over  U.S.  companies .   I  th ink c lear ly ,  as  many people  have  
acknowledged,  the  Chinese  are  very  d i f ferent  as  an  autocra t ic  s ta te  
f rom many former ,  o ther  autocra t ic  s ta tes  tha t  the  U.S.  has  ever  deal t  
wi th ,  and so  the  ways  tha t  they proceed to  shape us  and inf luence  us  
are  d i f ferent  f rom the  ways  tha t  we are  famil iar  wi th  f rom the  Sovie t  
Union.  
 They ' re  not  heavy-handed,  and in  the  case  of  a  lo t  of  commercia l  
re la t ionships ,  they ' re  k ind of  pushing on an  open door  because  
bus iness  people  are  inc l ined to  favor  s tabi l i ty ,  cont inui ty ,  and Paci f ic  
re la t ions  because  i t ' s  good for  bus iness  and commerce .   So I  th ink in  
th is  whole  rea lm of  f inance  and business ,  i t ' s  d i f f icul t  to  te l l  what  
they ' re  doing tha t ' s  dr iven by prof i t s  and what  they ' re  doing tha t ' s  
pr imar i ly  dr iven for  s t ra tegic  reasons,  but  to  the  extent  tha t  they ' re  
making inves tments  in  U.S.  f i rms,  they ' re  encouraging a  tendency 
tha t ' s  a l ready la tent ,  to  say ,  wel l ,  we should  jus t  pursue  engagement  
and have good re la t ions  and s tabi l i ty  wi l l  be  good for  everybody 
because  tha t ' s  jus t  sor t  of  the  economic  or  the  bus iness  approach to  
fore ign af fa i rs  genera l ly .  
 COMMISSIONER FIEDLER:  Thank you.  
 Let  me ask  another  ques t ion .   There  have  been a  lo t  of  rumors  
wi th  no evidence  going around over  the  las t  s ix  months  tha t  the  
Chinese  ent i t ies- -some are  making contr ibut ions  to  U.S.  th ink tanks  in  
amounts  of  money that  have  not  been seen before .  Let ' s  jus t  say  tha t .   
Do we have any evidence  for  th is?  
 DR.  TERRILL:   Somet imes  i t ' s  done cover t ly ,  but  i f  we take  the  
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Western  wor ld  in  genera l ,  there 's  no  doubt  tha t  we have cases .   For  
ins tance ,  a  few months  ago,  a  Chinese  company gave hundreds  of  
thousands  of  dol lars  to  the  Lowy Ins t i tu te  in  Sydney,  Aust ra l ia ,  and is  
now on board  as  a  major  contr ibutor  to  the  Lowy Ins t i tu te .  
 DR.  NEWMYER:  Yes ,  there  are  centers ,  a  lo t  of  impor tant  th ink 
tanks ,  and even univers i ty  ins t i tu t ions  in  the  U.S.  tha t  are  funded by 
Chinese  donors ,  and they ' re  not  a lways  off ic ia l .   They somet imes  have 
behind the  scene  t ies  to  off ic ia ls ,  but  to  be  fa i r ,  th is  i s  not  something 
that  i s  unique to  China .   The Saudis  have  done th is  for  a  long t ime.   
There 's  a  book ca l led  Ivory  Towers  on Sand  by  Mart in  Kramer  tha t  
descr ibes  i t .  
 COMMISSIONER FIEDLER:  Oh,  yes ,  I 'm not  saying they ' re  the  
only  ones  in  the  wor ld .   I t ' s  a  new phenomena is  a l l  I 'm saying.  
 DR.  NEWMYER:  For  China .  
 COMMISSIONER FIEDLER:  Yes .    
 DR.  NEWMYER:  Rela t ively  new.    
 COMMISSIONER FIEDLER:  Yes .   There  are  those  who argue 
tha t  th is  was  done largely  through U.S.  corpora t ions  before ,  but  now 
i t ' s  not ,  and tha t  the  Chinese  are  ge t t ing  in to  i t  themselves  because  
they want  more  d i rec t  inf luence .  
 So i f  you can la ter  send any l i s t  tha t  you 've  got  of  examples  of  
tha t ,  I 'd  apprecia te  i t  because  I  haven ' t  seen any evidence  of  i t .  
 HEARING COCHAIR REINSCH:  Thank you.  
 DR.  TERRILL:   Might  I  add a  footnote  to  tha t?   The more  
common mode that  I  th ink we ' l l  see  i s  tha t  American bus inessmen who 
have done wel l  in  bus iness  wi th  China  wi l l  come up wi th  large  
donat ions  for  an  American th ink tank des igned on terms tha t  wi l l  g ive  
fu l l  weight  to  the  Chinese  government  point  of  v iew.  
 That ' s  a  very  logica l  pa t tern  for  the  American bus inessman and a  
very  typica l  way in  which the  Chinese  government  would  l ike  to  
coopera te  because  they are  not  technica l ly  involved wi th  the  th ink tank 
themselves .  
 COMMISSIONER FIEDLER:  Wel l ,  tha t  buys  somebody the  
character iza t ion ,  one ,  e i ther  of  f r iend,  good f r iend or  grea t  f r iend;  
r ight?  
 HEARING COCHAIR REINSCH:  Thank you.  
 Commiss ioner  Wortze l .  
 VICE CHAIRMAN WORTZEL:   I  want  to  thank the  three  of  you 
for  be ing here  and for  your  tes t imony.   
 Dr .  Anderson,  I 'd  be  in teres ted  in  any discuss ion or  l ight  you 
could  shed on sovere ign weal th  funds  and thei r  re la t ionship  wi th  o ther  
government- l inked,  whether  i t ' s  Hong Kong or  offshore  banks  and 
funds ,  and any coordinat ion  between these  o ther  ent i t ies  tha t  seem 
pr ivate  and the  sovere ign weal th  funds  and the i r  ac t iv i t ies .  
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 For  Dr .  Terr i l l ,  i s  the  Chinese  Embassy or  the  consula tes  ac t ive  
in  s taying in  touch wi th  s tudents  on campuses ,  and i f  any of  you are  
aware  of  i t ,  how are  they us ing these  new Confucius  Ins t i tu tes  to  
inf luence  what  i s  going on?  
 Dr .  Newmyer ,  or  any others  of  you,  Commiss ioner  Fiedler  ta lked 
about  inves tments  in  th ink tanks  and univers i t ies .   We know,  for  
ins tance ,  tha t  the  Univers i ty  of  Georgia 's  Nonprol i fera t ion  Ins t i tu te 's  
opera t ions  in  China  are  fu l ly  funded by a  Chinese  government  
organiza t ion ,  but ,  for  ins tance ,  the  CSIS sponsors ,  has  a  s t ra tegic  
par tnership  wi th  an  ent i ty  tha t  be longs  to  the  Minis t ry  of  Sta te  
Secur i ty ,  and they sponsor  a  resonant  fe l low f rom that  ins t i tu t ion .  
 Brookings  has  a  s t ra tegic  par tnership  wi th  a  Chinese  in te l l igence  
communi ty-contro l led  organiza t ion .   Carnegie  has  a  s t ra tegic  
par tnership .   To my knowledge,  Her i tage ,  AEI ,  and Cato  may be  the  
only  th ink tanks  in  Washington tha t  don ' t  have  those .   But  how do 
these  s t ra tegic  par tnerships  inhibi t  objec t ive  wri t ing  or  do  tha t?  
 DR.  ANDERSON:  I ' l l  open wi th  the  sovere ign weal th  fund.   In  
the  t ra inee  s i tua t ion ,  you have k ind of  an  in teres t ing  problem because  
there 's  c lear ly  a  bureaucra t ic  ba t t le  taking p lace  over  who gets  to  
manage a  major i ty  of  the  fore ign exchange reserve .  
 The sovere ign weal th  fund,  the  CIC,  was  carved out  of  those  
reserves  and then se t  up  as  a  separa te  organiza t ion  tha t  took over  for  
Centra l  Hui j in .   Centra l  Hui j in  was  running essent ia l ly  reorganiza t ion  
of  the  Chinese  non-performing loan problem.  
 The sovere ign weal th  fund re la t ionship  between those  two are  
such tha t  the  Chinese  sovere ign weal th  fund now owns Centra l  Hui j in  
and owns the  shares  wi th in  the  Chinese  banks  tha t  have  been publ ic ly  
l i s ted ,  a  prof i table  venture ,  by  the  way.   This  was  ac tual ly  an  as tu te  
bus iness  move on thei r  behal f .  
 The problem that  we have in  breaking out  be tween where  the  
inves tments  are  taking p lace  in  a  sovere ign weal th  fund,  the  declared  
sovere ign weal th  fund,  and other  ins t i tu t ions  wi th in  China  i s  the  
ac t iv i ty  tha t  we see  res ident  wi th in  SAFE,  the  Sta te  Adminis t ra t ion  for  
Fore ign Exchange.  
 They apparent ly  have  decided tha t  they ' re  not  going to  render  up 
a l l  of  the  abi l i ty  to  go  inves t  outs ide  of  the  country ,  and so  they 
a lmost  d i rec t ly  compete  wi th  the  China  Inves tment  Corpora t ion ,  and 
you can see ,  and i t  comes across  occas ional ly  in  repor t ing ,  the  debate  
tha t ' s  taking place  as  to  who gets  to  u l t imate ly  own a l l  of  th is ,  and one  
gets  the  fee l ing  tha t  SAFE is  going to  eventual ly  t ry  to  reach back 
down and put  CIC back underneath  the i r  auspices .   I  suspect  tha t  tha t  
wi l l  eventual ly  happen.    
 Your  ques t ion  concerning the  re la t ionships  on offshore  
inves tment ,  th is  i s  a  rea l  problem area  for  Wal l  S t ree t ,  in  par t icular .   
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The Chinese  Inves tment  Corpora t ion ,  for  ins tance ,  in  p lac ing $4 
bi l l ion  wi th in  JC Flowers  put  tha t  money in to  essent ia l ly  a  hedge fund,  
i f  you wi l l ,  a  t rus t  tha t  goes  and inves ts  for  them.  
 They have to ld  Flowers  and company that  they have  no in teres t  
in  managing the  corpora t ion ,  and tha t  they only  expect  a  re turn ,  tha t  
they ' re  not  going to  exerc ise  inf luence .  
 I  would  te l l  you tha t  there  was  a  precedent  tha t  took place  
yes terday tha t  every  sovere ign weal th  fund manager  i s  going to  not ice  
across  the  p lanet ,  and tha t  was  the  decis ion by Calpers  to  vote  agains t  
re tent ion of  the  Bank of  America  d i rec tora te ,  a l l  18  members  of  the  
Bank of  Direc tora te .   Calpers ,  for  any organiza t ion  outs ide  th is  
country ,  i s  considered to  be  an  American sovere ign weal th  fund,  and 
the i r  decis ion  to  d i rec t ly  input  on  the  Board  of  Direc tors '  vote  wi l l  
probably  be  exerc ised  now by other  organiza t ions .  
 The Norwegians  a l ready proceeded down that  pa th .   I  suspect  the  
Chinese  wi l l  fo l low sui t  eventual ly .   They wi l l  te l l  you i t ' s  jus t  good 
f inancia l  management .   You 're  looking out  for  your  inves tors '  concerns  
so  tha t ' s  what  they ' re  going to  do.  
 The b igger  problem on t racking Chinese  inves tment  wi th in  th is  
country  i s  something ca l led  "dark  pools ."   And that  i s  the  s i tua t ion  on 
Wal l  S t ree t  whereby t rades  are  matched up via  computer  sys tems tha t  
a re  not  publ ic ly  announced somet imes  for  24  to  36 hours  af ter  they 
t ranspi re .  
 F ive  years  ago about  f ive  percent  of  the  bus iness  on the  s t ree t  
was  done us ing dark  pools .   The most  recent  es t imate  I  saw was  
somewhere  around 40 percent ,  and there  i s  an  es t imate  tha t  tha t  wi l l  
cont inue  to  increase  because  i t ' s  very  ef f ic ient .   I t ' s  an  ef fec t ive  way 
to  do bus iness ,  and i t  matches  up large  swaps  of  money wi th  large  
avai lable  s tocks ,  i f  you wi l l .  We don ' t  know--  
 HEARING COCHAIR REINSCH:  Let  me in ter rupt  for  a  second.  
 We're  running out  of  t ime here ,  and I  want  to  make sure  tha t  a l l  
commiss ioners  have  a  chance  to  have  the i r  ques t ions  answered.  
 Can we,  maybe you can have a  s idebar  on tha t?   You asked a  
second ques t ion;  d id  you not?  
 COMMISSIONER BARTHOLOMEW:  I 'm actual ly  next  on 
ques t ioning,  and I 'm going to  defer  tha t  chance  and le t  the  wi tnesses  
answer  Larry 's  second se t  of  ques t ions  under  my t ime.  
 HEARING COCHAIR REINSCH:  Can we go then to  your  second 
ques t ion  and we ' l l  come back to  Dr .  Anderson la ter?  
 VICE CHAIRMAN WORTZEL:  Al l  r ight .   My second ques t ion  
was  for  Dr .  Terr i l l  on  the  Chinese  Embassy and how i t  opera tes  on 
campus?    
 And the  th i rd  was  for  Dr .  Newmyer  pr incipal ly  on how s t ra tegic  
par tnerships  af fec t  opera t ions .  
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 DR.  TERRILL:   Wel l ,  the  Chinese  Embassy--  
 COMMISSIONER BARTHOLOMEW:  Excuse  me,  Dr .  Terr i l l .   I  
jus t  want  to  add one  o ther  i ssue  in to  tha t  mix ,  and tha t  i s  a l though I  
was  th inking about  i t  in  the  context  of  denia l  of  v isas ,  Dr .  Newmyer ,  
you were  ment ioning about  access  to  research mater ia ls .   How is  tha t  
on  campus?   How is  i t  be ing perceived on campus as  people  are  e i ther  
ge t t ing  access  to  th ings  or  be ing denied  access  to  th ings?  
 I s  i t  indeed crea t ing  a  compet i t ive  d isadvantage  for  cer ta in  
ca tegor ies  of  graduate  s tudents  as  they move forward in  the i r  careers?  
 I  th ink i t  i s  a l l  par t  of  the  same th ing.   
 Dr .  Terr i l l .  
 DR.  TERRILL:   I t ' s  more  of  a  problem for  the  younger  ones  
because  they have  the i r  whole  careers  ahead.   I t ' s  more  of  a  ca t  and 
mouse  game wi th  the  o lder  ones  because  af ter  awhi le ,  the  Chinese  
government  would  look very  s tupid ,  for  ins tance ,  to  make a  fuss  over  
me coming in to  the  country;  they would  probably  end up los ing more  
than they could  gain .  
 But  the i r  inf luence  over  what  graduate  s tudents  here  wi l l  choose  
as  the i r  topics  can be  considerable  on the  archive  ques t ion .  
 Yes ,  the  Chinese  Embassy and consula tes  do keep in  very  c lose  
touch wi th  the  s tudents .   A lo t  of  i t  i s  benign,  jus t  l ike  the  French 
consula te  in  Boston keeps  in  touch wi th  s tudents  f rom Par is .   Where  i t  
becomes problemat ic  i s  what  happened wi th  the  Olympic  Torch in  San 
Francisco ,  tha t  the  Chinese  s tudents  are  mobi l ized  by the  consula te  to  
in ter fere  wi th  the  Americans  who are  saying th ings ,  in  our  normal  k ind 
of  fashion,  in  the  s t ree ts ,  about  an  i ssue  and the  Chinese  grab  the  
pos ters  f rom them and s top them.  
 So i t ' s  as  i f  in  '99  wi th  the  accidenta l  bombing of  the  Embassy in  
Belgrade  or  in  '01  wi th  the  EP-3 incident ,  when the  Chinese  converged 
on the  American Embassy in  Bei j ing ,  i t ' s  as  i f  the  Bei j ing  Embassy got  
the  Americans  f rom every  province  in  China  to  come and combat  the  
Chinese  protes t .   You know,  we don ' t  do  th ings  l ike  tha t .  
 They do do th ings  tha t  way.   The Confucius  Ins t i tu tes  are  very  
much in  evolut ion  and money is  going to  be  the  key.   Jus t  very  
recent ly ,  the  las t  couple  weeks ,  in  Br i ta in ,  the  Chinese  decided they 
would  pay the  fu l l  sa lary  of  the  co-di rec tor ,  not  jus t  the  London 
Ins t i tu te  paying hal f  and China  the  fu l l .   So  th is  i s  going to  be  the  
typica l  chal lenge we have to  face .  
 The ext ra  money in  Chinese  pockets  i s  good in  tha t  they don ' t  
have  to  do some of  the  PR work they used to  do in  a  very  c lumsy way.  
 But  the  ext ra  money a lso  means  tha t  there  wi l l  be  new modes  for  the i r  
work.  
 HEARING COCHAIR REINSCH:  We s t i l l  have  not  got ten  to  
Larry 's  ques t ion  about  the  th ink tanks .   Could  we do that?  
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 DR.  NEWMYER:  Could  I  jus t  quickly  tackle  tha t?   Yes .   I  th ink 
tha t  the  answer  i s  the  ef fec t  of  these  par tnerships  between th ink tanks  
l ike  Carnegie  and Brookings  i s  huge in  terms of  the  way i t  se ts  the  
research agenda for  the  th ink tanks  and the  th ings  they ta lk  about  and 
don ' t  ta lk  about ,  and I  th ink the  fac t  tha t  there  i s  no  re la t ionship  tha t  I  
know of  wi th  AEI is  not  for  lack of  Chinese  ef for ts .  
 And the  same wi th  the  Harvard  Kennedy School  and,  in  fac t ,  
there  are  t ies .   But  I  th ink the  interes t ing  th ing is  we ' re  only  having,  
the  Commiss ion is  only  having th is  hear ing on Chinese  inf luence  
opera t ions  now and there  are  very  few books  about  these  words  tha t  
come up a l l  the  t ime in  Chinese  wri t ings ,  publ ic  re la t ions  s t ra tegy,  
war ,  informat iza t ion  war ,  not  in  the  mi l i ta ry  rea lm,  but  in  the  
d ip lomacy rea lm.  
 The fac t  tha t  Zheng Bi j ian ,  th is  guy who came up wi th  the  term 
"peaceful  r i se ,"  there 's  a  China  Quar ter ly  ar t ic le  about  the  term and i t s  
change to  "peaceful  development"  tha t  doesn ' t  even ment ion tha t  he 's  a  
propaganda off ic ia l  f rom the  1960s .   He 's  been a  propaganda off ic ia l .  
 We never  hear  tha t  a  lo t  of  the  ins t i tu t ions  in  China  tha t  we ta lk  
about  as  th ink tanks  are  ac tual ly  par t  of  the  Minis t ry  of  Sta te  Secur i ty ,  
which i s  responsible  for  counter in te l l igence .   I t  i s  the  h ighes t  levels  of  
the  pol i t ica l  mi l i ta ry  e l i te  in  China ,  and we ta lk  about  i t  l ike  i t ' s  
Brookings .  
 So I  th ink tha t  the  impact  i s  huge of  these  re la t ionships  and 
connect ions ,  and Americans  are  by nature  t ry ing to  be  democrat ic  and 
conci l ia tory  and engaging,  and so  there  are  jus t  th ings  tha t  we don ' t  
ta lk  about  because  i t ' s  not  pol i te .  
 And then the  o ther  in teres t ing  th ing I  th ink about  the  Chinese  
s tudents  on  campus i s  the  way that  i t  may be  the  case  tha t  ins tead of  
becoming more  open by exposure  to  the  U.S. ,  the i r  na t ional ism is  
be ing fueled .   This  has  been my exper ience  f rom anecdota l ly  a l l  the  
Chinese  s tudents  tha t  I 've  ta lked to  a t  Harvard ,  around Harvard .   I f  you 
hang out  a t  Harvard  these  days ,  you hear  tha t  America  i s  in  decl ine ,  
tha t  maybe tha t ' s  a  good th ing,  tha t  i t ' s  f ine  for  there  to  be  a  d i f ferent  
k ind of  mul t ipolar  wor ld .  
 I f  you ' re  a  Chinese  s tudent  a t  Harvard ,  you hear  tha t ,  and you 
come f rom China  and you 're  proud,  and I  th ink some of  your  
nat ional ism gets  re inforced.   I t ' s  not  tha t  the  exper ience  makes  you 
more  open to  the  West  and f reedom.   I t  makes  you more  proud of  being 
Chinese  and more  convinced tha t  China  has  a  cer ta in  p lace  in  the  
wor ld  tha t  i t  should  occupy soon.  
 HEARING COCHAIR REINSCH:  Does  th is  mean we should  be  
inves t iga t ing  Harvard?   Is  tha t  what  you ' re  sugges t ing?  
 DR.  NEWMYER:  I t ' s  not  jus t  Harvard .   I  jus t  happen to  l ive  in  
Cambridge ,  but  I  th ink th is  i s  a  genera l  academic  phenomenon.  
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 HEARING COCHAIR REINSCH:  I  see .   I  suspect  some of  my 
col leagues  might  want  to  do tha t ,  but  anyway Commiss ioner  Mul loy.  
 COMMISSIONER FIEDLER:  I t ' s  a  waste  of  t ime.  
 COMMISSIONER MULLOY:  Thank you,  Mr.  Chairman.  
 I  remember  reading a  book-- I  th ink i t  was  by J im Mann.   Mr.  
Mann was  our  correspondent  for  Los  Angeles  Times  in  Shanghai  for  a  
number  of  years .   He 's  wr i t ten  a  number  of  in teres t ing  books ,  but  th is  
one ,  I  th ink was  ca l led  the  The China Paradox .  
 DR.  NEWMYER:  Fantasy .  
 COMMISSIONER BARTHOLOMEW:  China Fantasy .  
 COMMISSIONER MULLOY:  China Fantasy .   I  remember  
reading tha t  when I  went  to  hear  h im speak,  he  descr ibed Washington 
th ink tanks  as  I  th ink something l ike  pecul iar  ins t i tu t ions  tha t  seem to  
ref lec t  the  v iews of  those  who pay them.  
 So when I  was  reading Dr .  Terr i l l ' s  tes t imony,  and he  was  
ta lk ing about  weal thy Americans  who made a  lo t  of  money in  China  
put t ing  money in to  a  number  of  th ink tanks ,  and then he  says  fur ther  
tha t  two Chinese  companies- - I  presume these  Chinese  companies  are  
government-owned companies  or  government  contro l led--have s tar ted  
making heal thy  donat ions  to  th ink tanks  in  Western  socie t ies .  
 So  the  i ssues  tha t  we ' re  ta lk ing about  I  th ink are  pre t ty  impor tant  
because  i f  these  th ink tanks  are  help ing shape publ ic  pol icy  in  the  
Uni ted  Sta tes ,  we a t  leas t  ought  to  know something about  the  
connect ions  and the  type  of  v iews of  whoever  i s  paying them l ikes  
espoused.    
 Dr .  Terr i l l ,  do  you want  to  respond,  and then Dr .  Newmyer .  
 DR.  TERRILL:   I ' l l  s tar t  wi th  one  point .   The way to  n ip  th is  in  
the  bud is  to  have  a  look a t  the  agenda for  the  seminars  and 
conferences  tha t  come out  of  th is  th ink tank.   Now,  we may have--we 
have had conferences  where  you have someone f rom the  NPC in  China ,  
the  Nat ional  People 's  Congress ,  and then someone f rom the  Congress  
here .  
 Wel l ,  the  NPC is  not  a  legi t imate  par l iament .   No one  has  e lec ted  
these  people ,  but  i t  looks  as  i f  you ' re  having someone f rom the  
American s ide  and someone f rom the  equivalent  funct ion on the  
Chinese  s ide .   That ' s  what 's  going to  happen i f  the  money is  coming in  
one  way or  another  f rom the  Chinese  s ide ,  and you have these  murky 
people  as  sponsors  and par t ic ipants .   Dr .  Newmyer  has  g iven examples  
of  people  who,  i t ' s  not  known are  they f rom the  Chinese  mi l i ta ry  or  
where  are  they f rom? 
 And in  America  a t  a  conference ,  i t ' s  pre t ty  t ransparent  who are  
these  people ;  they have  the i r  reputa t ions .   Something d i f ferent  i s  going 
to  happen i f  the  money comes in to  th ink tanks  f rom the  Chinese  s ide .  
 COMMISSIONER MULLOY:  Do you have anything you want  to  
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say,  Dr .  Newmyer?  There 's  jus t  one  fo l low-up.   Then,  I  want  to  ask  Dr .  
Anderson.  
 In  your  page  ten  of  your  tes t imony,  you ' re  ta lk ing about  the  
Chinese  inves tments  in  America  and they 've  got  a l l  th is  money.   As  
we 've  t racked through the  years ,  of  course ,  they 've  got  a  lo t  of  th is  
money by very  mercant i l i s t  t rade  pol ic ies  inc luding under  pr ic ing the i r  
currency,  which they then get  the  dol lars  tha t  they get  by  running a  
huge t rade  surplus  and re inves t  i t  back in  our  Treasurys ,  which we did  
a  hear ing on in  February ,  and there 's  some sugges t ion  tha t  tha t  
cont r ibuted  to  the  current  g lobal  f inancia l  c r i s i s .  
 So what  I  was  s t ruck by,  and I  know many members  of  Congress ,  
inc luding Pres ident  Obama when he  was  a  member ,  cosponsored 
legis la t ion  to  say  tha t  the  underpr iced Chinese  currency is  an  expor t  
subs idy,  and Chinese  commenta tors  a l l  would  say  tha t ' s  protec t ionis t  
legis la t ion .  
 So  I  was  very  in teres ted  tha t  you ta lk  about  there 's  a  worry  about  
protec t ionis t  legis la t ion ,  and I  jus t  wondered what  are  you ta lk ing 
about ,  and what  would  be  protec t ionis t  in  your  mind?   Would  tha t  k ind 
of  legis la t ion  be  protec t ionis t?   I s  there  something e lse  you have in  
mind?  
 DR.  ANDERSON:  From the  Chinese  perspect ive ,  the  b igges t  
concern  i s  a  res t r ic t ion  on the i r  abi l i ty  to  inves t  wi th in  th is  country  
and speci f ica l ly  a  res t r ic t ion  tha t  l imi ts  a  government  ent i ty  inves t ing  
wi th in  th is  country .   They would  ca l l  tha t  protec t ionis t  legis la t ion .  
 Your  ques t ion  on the  currency valuat ion ,  I  can  te l l  you tha t  the  
Chinese  response  i s  twofold .  One,  they go back to  the  Bret ton Woods 
agreement ,  tha t  they say  i f  you look a t  the  under ly ing pr incip les  in  
Bret ton  Woods ,  i t  was  the  idea  tha t  the  core  suppor ted  the  per iphery  
and development  wi th in  the  per iphery ,  and tha t ' s  what  they cont inued 
wi th ,  as  far  as  they ' re  concerned,  what  they d id  wi th  the i r  development  
process .  
 And then they pick  up the i r  p ieces ,  and th is  i s  something tha t ' s  
going to  be  thrown in  our  face  repeatedly  now,  and they point  to  the  
decis ion tha t  was  made dur ing the  '97-98 Asian  f inancia l  c r i s i s  where  
the  Chinese  chose  not  to  devalue  the i r  currency and thereby f ina l ly  put  
a  s top to  what  was  going to  be  runaway devaluat ion of  a l l  the  Asian  
currencies .  
 And they took i t  in  the  shor ts ,  qui te  f rankly .   They paid  much 
higher  pr ices  for  the  impor ts  tha t  were  required  in  order  to  run  the i r  
fac tor ies ,  so  tha t  in  the  shor t - term they could ,  a t  our  behes t ,  by  the  
way,  he lp  mainta in  the  value  of  the  Asian  currencies  and res tabi l ize  
tha t  marketplace .  
 They ' re  now looking a t  us  in  bewilderment  and saying here 's  
what  we have done,  and,  yes ,  we mainta in  the  s t r ic t  cont ro l  over  our  
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currency,  but ,  one ,  i t ' s  to  prevent  inf la t ion  in  our  own country;  two,  
we have a l lowed a  f loa t .   They 've  a l lowed about  a  20  percent  f loa t ,  i f  I  
remember ,  over  the  las t  year  in  the  value  of  tha t  currency.   And they ' re  
going to  mainta in  s t r ic t  cont ro l  on  i t  because  what  they ' re  te l l ing  us  
over  and over  again  i s  tha t  when required ,  we behave l ike  a  
responsib le  in ternat ional  p layer ,  and now we 're  looking a t  you and 
we 're  looking a t  the  way that  you regula ted  your  economy and te l l ing  
you i t  d idn ' t  work there  and so  why should  we fol low in  your  model?   
And so  we have a  problem on our  hands .  
 HEARING COCHAIR REINSCH:  Commiss ioner  Slane.  
 COMMISSIONER SLANE:  Thank you.  
 Dr .  Anderson,  I  jus t  wanted to  fo l low up on a  ques t ion that  
Commiss ioner  Wortze l  asked you.  I t ' s  hard  for  me to  bel ieve  tha t  when 
the  in teres t  b i l l  comes  due  on the  s t imulus  next  year ,  tha t  we ' re  not  
going to  see  s igni f icant  inf la t ion  in  our  country .   I t  seems l ike  the  
warning s igns  tha t  you ta lked about  indica te  tha t  the  Chinese  are  going 
to  s tar t  sh i f t ing  some of  the i r  inves tment  in to  the  EU.  
 Can you ta lk  about  tha t  and the  ef fec t  tha t  i t  wi l l  have  on our  
economy? 
 DR.  ANDERSON:  I  have,  I  th ink,  what  some people  would  ca l l  
the  misfor tune  of  spending a  lo t  of  t ime ta lk ing to  Nour ie l  Roubini ,  
"Dr .  Doom."   And I  a lso  moonl ight  as  an  economis t  so  you can throw 
br icks  a t  me.  
 The bas ic  problem we have in  th is  country  i s  tha t  I  th ink in  some 
senses  we 've  forgot ten  tha t  money is  a  commodi ty  and tha t  there  i s  
only  a  cer ta in  amount  of  i t  avai lable ,  and we have t remendous  
compet i t ion  for  access  to  tha t  commodi ty .   The larges t  compet i tor  
these  days  i s  the  U.S.  government ,  and the  U.S.  government  i s  t ry ing 
to  s t imula te  consumer  spending.  
 In  order  for  the  U.S.  government  to  cont inue  down that  pa th  
wi thout  crea t ing  t remendous  inf la t ion ,  we have to  get  somebody to  buy 
our  Treasury  notes .   Okay.   That  somebody has  been the  Chinese  and 
the  Japanese  pr imar i ly .   We don ' t  have  the  domest ic  savings  to  do tha t .  
 Should  our  Treasury  notes  be  no longer  of  in teres t  to  outs ide  
consumers ,  to  the  Chinese ,  to  anybody e lse  s i t t ing  off  our  shores ,  the  
cos t  of  borrowing in  th is  country  i s  going to  increase .   The 
conservat ive  models  wi l l  te l l  you tha t  the  cos t  of  tha t  increase  wi l l  be  
somewhere  around 50 bas is  points .   So ins tead of  s ix  percent ,  you ' l l  
pay 6 .5  percent  for  a  loan.  
 The  gr immer  models  tha t  s tar t  to  look a t  what 's  coming s tar t  a t  
150 bas is  points ,  and probably  the  most  popular  r ight  now wi th  the  
economics  communi ty  are  300 bas is  points .  
 So  i f  you ' re  looking a t  a  s t imulus  package tha t  has  to  survive  
over  t ime,  you need one  tha t  does  not  cause  the  cos t  of  borrowing in  
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th is  country  to  go f rom s ix  percent  for  an  auto  loan to  n ine  percent  
because  now you 're  going to  have the  same problem we have today.   
Consumers  wi l l  not  spend when they s tar t  looking a t  tha t  k ind of  cos t .  
 That ' s  the  consequence  of  the  Chinese  pul l ing  out  of  our  
economy i f  they bel ieve  tha t  i t  i s  not  a  s table  p lace  to  p lace  the i r  
currency.  
 DR.  NEWMYER:  Can I  jus t  fo l low up because  I  th ink we 're  
equal ly  pol i t ica l  sc ience  Ph.D.s  and therefore  equal ly  “economis ts”  on 
th is  panel?  
 I  ac tual ly  th ink tha t  for  the  Chinese ,  as  long as  the i r  reserves  are  
as  b ig  as  they are ,  the i r  reserve  holdings ,  there  aren ' t  tha t  many 
opt ions  for  them other  than U.S.  Treasur ies .   And they 've  t r ied  to  
d ivers i fy  a  l i t t le  and they 've  moved in to  commodi t ies ,  and i t ' s  poss ib le  
tha t  as  the i r  expor ts  go  down,  the  s ize  of  the i r  surplus  wi l l  go  down,  
a l though they 've  a lso  cut  back the i r  impor ts .   So  they ' re  s t i l l  running 
big  surpluses .  
 And they can ' t  rea l ly  shi f t  to  the  EU.   As  long as  they want  to  
t ry  to  keep the i r  currency low by buying something,  by  s ter i l iz ing  the i r  
surpluses ,  they can ' t  rea l ly  shi f t  to  the  EU because  then they ' re  k ind of  
hos tage  to ,  for  ins tance ,  the  I ta l ian  government 's  current  f inancia l  
pol ic ies .   I  mean there 's  no  equivalent  of  the  dol lar  in  the  EU.  
 Pol ic ies  are  hos tage  to  or  de termined by the  individual  member  
s ta tes .   So the  Chinese  ac tual ly ,  I  don ' t  th ink we have to  be  so  
nervous .   I  th ink th is  i s  a  l i t t le  b i t  of  a  red  herr ing ,  and I  th ink we,  
maybe you ' re  ta lk ing about  i t  too  much,  th is  idea  tha t  there 's  a  b ig  
threa t - -  the  mutual ly  f inancia l ly  assured des t ruct ion--  hanging over  us .  
 I f  they move out  of  the  U.S.  Treasur ies ,  they don ' t  have  any other  
opt ions  a t  th is  point .  
 DR.  ANDERSON:  I  would  have agreed wi th  tha t  s ta tement  r ight  
up  unt i l  the  point  where  we a l l  agreed tha t  the  IMF needed to  have  a  
t r i l l ion  dol lar  fund avai lable  for  loaning out  to  o ther  countr ies  and 
suddenly  you have di rec t  compet i t ion  to  U.S.  Treasury  notes .  
 DR.  TERRILL:   My Chinese  f r iends  g ive  another  reason why 
they ' re  not  going to  se l l  the i r  Treasur ies- -because  the  dol lar  would  go 
down and the  value  of  the i r  Chinese  expor t ing  to  the  Uni ted  Sta tes ,  
which i s  crucia l  to  the i r  economy,  would  col lapse  around them.  
 I t ' s  not  wi thout  in teres t  tha t  in  las t  October ,  which I  spent  in  
Shanghai ,  the  heads  of  two of  China 's  top  four  banks  sa id  words  to  the  
ef fec t  tha t  American economic  s t rength  i s  good for  China .  
 And there 's  a  b ig  gap between the  s tudents  a t  Harvard  or  
Berkeley ,  who are  inf luenced by thei r  American professors  on 
American decl ine ,  and the  v iews in  the  Chinese  Communis t  Par ty .   The 
Chinese  Communis t  Par ty  nei ther  wants  nor  bel ieves  in  American 
decl ine .  
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 HEARING COCHAIR REINSCH:  Commiss ioner  Cleveland.  
 COMMISSIONER CLEVELAND:  I  th ink Professor  Newmyer ' s  
comments  were  probably  most  consis tent  wi th  mine  in  terms of  
be l ieving tha t  there  are  not  a  lo t  of  o ther  opt ions ,  but  I 'd  l ike ,  i f  
poss ib le ,  Mr.  Anderson,  i f  you would  c lar i fy  or  expand upon where  
you th ink the  Chinese  ac tual ly  could  go.   And a  t r i l l ion  dol lars  a t  the  
IMF,  as  we a l l  know,  i s  not  ac tual ly  rea l  money;  i t ' s  ca l lable  capi ta l .   
And so  i t  doesn ' t  d i rec t ly  compete  wi th  U.S.  Treasur ies  in  the  shor t  
te rm.  
 I t  may af fec t  the  governance  agenda a t  these  ins t i tu t ions  and 
some of  the  pol ic ies  tha t  the  ins t i tu t ions  pursue ,  but  i t ' s  not  d i rec t  
compet i t ion  for  U.S.  Treasur ies .   So i f  you 'd  l ike  to  add to  your  
comments  about  what  the  a l ternat ives  are  in  te rms of  where  the  
Chinese  might  inves t  and,  Dr .  Newmyer ,  and Dr .  Anderson,  i f  you 
could  speak to  tha t  as  wel l .  
 DR.  ANDERSON:  Sure .   I ' l l  respect fu l ly  d isagree  wi th  you,  
ma 'am.   The problem that  we ' re  running in to ,  and i t ' s  now s tar ted  to  
receive  coverage  wi th in  the  American f inancia l  press ,  i s  the  fac t  tha t  
the  IMF fund is  going to  pay an  in teres t  ra te .   I t ' s  a  bond issuance  in  
order  to  fund that .   And because  i t ' s  a  bond issuance ,  there  wi l l  be  
in teres t  tha t ' s  associa ted .  
 And as  somebody to ld  me,  a l l  you have to  do is  pay 50 bas is  
points  above what  the  U.S.  Treasury  notes  are  offer ing,  and when 
you ' re  looking a t  $40 bi l l ion  inves tments ,  people  wi l l  be  in teres ted  in  
moving thei r  money e lsewhere .   So there  i s  an  opt ion there .  
 The Chinese  as- -and sor t  of  the  indica tor  tha t  I  use  for  people  on 
where  the  Chinese  may be  moving thei r  money otherwise  i s  to  fo l low 
the  sovere ign weal th  fund inves tments  and where  they ac tual ly  have  
oppor tuni t ies  to  go in to  fore ign countr ies  and inves t .   
 The  par t icular  case  in  point  tha t  I  l ike  to  look a t  i s  where  the  
Norwegians  have been welcomed,  and the  Norwegians  have the  most  
opaque or  the  most  t ransparent  fund s i t t ing  out  there .   The Norwegians  
now own--one of  my fr iends  wi l l  te l l  me-- f ive  percent  of  
approximate ly  every  major  corpora t ion  wi th in  Europe.   So i t ' s  not  a  
focused inves tment  wi th in  a  par t icular  country ;  i t ' s  spreading your  
weal th  out  amongst  a  la rge  number  of  o ther  oppor tuni t ies  tha t  a re  
avai lable .  
 COMMISSIONER CLEVELAND:  But  c lar i fy  what  tha t  means .   
F ive  percent  of  a  lo t  of  companies  sounds  l ike  a  s igni f icant  i ssue .   
What  does  i t  ac tual ly  mean in  te rms of  dol lars  g iven the  s ize  of  the  
reserves  the  Chinese  are  s i t t ing  on perhaps?   I t ' s  mis leading to  sugges t  
tha t  f ive  percent  i s - -wel l ,  go  ahead.   Sorry .  
 DR.  ANDERSON:  Okay.   No,  no,  no .   I  use  two examples  when 
I 'm t ry ing to  expla in  th is ,  and one  of  them is  to  look a t  where  the  
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Singaporeans  have inves ted  the i r  funds  over  the  las t  f ive  years  now.   
There 's  a  d is t inc t  inves tment  t rend there .  
 The Singaporeans  are  not  buying Treasury  notes ,  by  the  way,  
nor ,  by  the  way,  are  the  Norwegians .   They ' re  going the  opposi te  
d i rec t ion .  They 've  taken the i r  $300 bi l l ion  fore ign,  the i r  $300 bi l l ion  
sovere ign weal th  fund and used i t  to  inves t  anywhere  but  U.S.  
Treasury  notes  essent ia l ly ,  and they could  i f  they so  choose .   So could  
the  Singaporeans .  
 To use  the  models  tha t  a re  avai lable  f rom Harvard  and Yale  in  
the i r  endowment  funds ,  i t ' s  a  d ives tment ,  and you dives t  as  far  as  you 
can,  and so  the  concern  becomes what  o ther  opt ions  are  avai lable  a t  
the  t ime?   So we 're  now looking a t  a  Chinese  in teres t  in ,  for  ins tance ,  
rea l  es ta te  in  th is  country ,  which has  drawn s igni f icant  in teres t  when 
you can pay 40 cents  on  the  dol lar .  
 We 're  looking a t  s igni f icant  Chinese  in teres t  in  purchas ing 
commodi t ies  of  a l l  var ie t ies ,  not  jus t  copper .   We're  a lso  looking a t  the  
acquis i t ion  of  o i l  r ights .  
 So  there 's  an  in teres t  in  spending tha t  money e lsewhere  tha t  i s  
useful  for  China 's  long- term development ,  and as  you take  funds  away 
f rom us ,  i t ' s  not  going to  happen overnight .   I t ' s  not  one  of  these  
th ings  where  I 'm te l l ing  you tha t  tomorrow morning,  the  in teres t  ra tes  
are  going to  go through the  ce i l ing .  
 What  I 'm te l l ing  you is  tha t  those  in teres t  ra tes  are  going to  s tar t  
going up over  a  longer  t ime per iod as  those  funds  move e lsewhere .  
 COMMISSIONER CLEVELAND:  But  you jus t  ident i f ied  two 
sources  where  they ' re  moving tha t  are  both  U.S. - - I  mean for  be t ter  or  
for  worse--both  U.S.  oppor tuni t ies  in  terms of  U.S.  rea l  es ta te  and - -  
 DR.  ANDERSON:  What  they ' re  not  doing is  put t ing  the  money 
in to  our  Treasury  notes .   That ' s  the  problem.   By acquir ing  rea l  es ta te ,  
you ' re  not  put t ing  tha t  money back in to  the  government 's  hands  to  
make i t  avai lable  to  avoid  the  increased cos t  of  in teres t .  
 COMMISSIONER CLEVELAND:  Some of  us  v iew capi ta l i sm as  
a  pos i t ive  th ing,  but - -  
 DR.  NEWMYER:  Jus t  quickly ,  yes ,  they have a  lo t  of  cash  and 
they need to  f igure  out  how to  keep i t  growing,  but  they a lso  have  a  
huge problem.   Thei r  s t imulus  package was  a  b igger  share  of  the i r  GDP 
than ours  was ,  and i t ' s  l ike ly  to  be  less  ef f ic ient  and less  successful  
because  i t  was  a l located  to  s ta te-owned enterpr ises  and road 
const ruct ion  and inf ras t ructure  projec ts  which provide  temporary  
employment ,  but  they ' re  not  a  source  of  growth and inves tment  going 
forward in to  the  fu ture .  
 What  the  economis ts  prescr ibe  for  them is  a  much more  robust  
domest ic  consumpt ion economy,  which they can ' t  swi tch  to  overnight  
even i f  they wanted to .   I t ' s  not  c lear  to  me that  they want  to  because  
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i t  would  mean a  s igni f icant  loss  of  contro l  for  the  Par ty  which has  a  
lo t  of  resources  a t  i t s  d isposal  in  the  center  r ight  now,  and to  have  a  
robust  domest ic  economy would  involve  a  much more  independent  
banking infras t ructure ,  ru le  of  law for  contrac ts ,  e tc .   
 Thei r  growth so  far  has  leveraged Western  ru le  of  law because  
i t ' s  been expor t  led ,  but  to  have  a  robust  domest ic  economy that  would  
insula te  them from th is  k ind of  downturn ,  they would  need to  change a  
lo t ,  and i t ' s  not  c lear  tha t  they can or  want  to .  
 DR.  ANDERSON:  I f  I  could  for  a  minute .   A comment  on the  
Chinese  s t imulus  package because--  
 HEARING COCHAIR REINSCH:  A br ief  comment ,  p lease .  
 DR.  ANDERSON:  Yes ,  s i r .   We 've  seen a  lo t  of  popular  media  
comment  in  th is  country  on th is .   I ' l l  g ive  you the  source  I  th ink i s  
re la t ive ly  re l iable  in  the  wor ld  of  capi ta l i sm.   The Wal l  S t ree t  Journal  
be l ieves  tha t  the  Chinese  s t imulus  projec t  was  the  most  effec t ive  
passed to  date ,  and in  tha t  s t imulus  package,  we have movement  
avai lable  tha t  pushes  them towards  the  consumer  economy which is  
rea l ly  what  we want  them to  do,  and i t ' s  in  a  number  of  p laces ,  not  jus t  
inf ras t ructure  development ,  but  a lso  in  the  heal th  care  programs and 
re t i rement  programs,  and in  the  educat ion  inves tments .  
 HEARING COCHAIR REINSCH:  Commiss ioner  Bar tholomew is  
going to  have the  las t  word.  
 COMMISSIONER BARTHOLOMEW:  Jus t  to  say  that  i t ' s  a  very  
in teres t ing  d iscuss ion,  but  to  t ie  i t  d i rec t ly  back in to  the  topic  a t  hand 
that  we have been deal ing wi th ,  what  s t r ikes  me is  tha t  there 's  a  debate  
about  the  rea l i ty  of  the  threa t .   In  some ways ,  tha t ' s  bes ide  the  point .  
 One of  the  ques t ions  to  my mind is  tha t  the  leverage  tha t  the  
Chinese  government  gets  f rom the  percept ion tha t  they might  indeed 
make f inancia l  decis ions  tha t  could  have  an  impact ,  tha t  we are  see ing 
cases  where  the  Uni ted  Sta tes  government  i s  not  taking ac t ion  on 
th ings  tha t  might  be  in  the  U.S.  in teres t  because  they are  concerned 
that  the  Chinese  might  decide  tha t  they no longer  want  to  buy our  debt .  
 So the  percept ion of  how they ' re  us ing tha t  and the  leverage  tha t  
they ' re  ge t t ing  out  of  tha t  i s ,  I  th ink,  a  cr i t ica l ly  impor tant  p iece  of  
how we deal  wi th  th is  g lobal  f inancia l  c r i s i s .  
 DR.  TERRILL:   That ' s  t rue ,  Commiss ioner ,  but  doesn ' t  i t  a l so  
i l lus t ra te  tha t  we now are  in  a  cer ta in  in terdependence  wi th  the  
Chinese?  
 For  ins tance ,  they could  say ,  “What  i f  Americans  s topped going 
in to  Wal-Mart  and buying those  photo  a lbums and those  shoes?”  You 
and I  know that ' s  not  going to  happen here  because  the  pr ice  i s  good,  
the  qual i ty  i s  reasonable ,  and Americans ,  shor t  of  some major  cr is i s  in  
the  wor ld  wi th  China ,  are  not  going to  s top buying those  th ings .  
 I  th ink we 're  in  th is  in terdependence  wi th  the  Treasur ies  on  the i r  
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s ide ,  wi th  the i r  products  in  our  s tores  on our  s ide ,  and I  take  some 
hear t  f rom th is  because  there  are  good s ides  to  the  in terdependence ,  
too .  
 COMMISSIONER BARTHOLOMEW:  Dr .  Terr i l l ,  I  th ink you ' re  
absolute ly  r ight  on  tha t  in terdependence ,  and i t ' s  in teres t ing  tha t  as  
Americans  indeed did  s top buying,  a l though they have not  complete ly  
s topped buying a t  p laces  l ike  Wal-Mart ,  tha t  product ion in  China  has  
shut  down in  a  number  of  p laces .   I  th ink i t  demonst ra ted  something 
tha t  some of  us  s tar ted  ta lk ing about  ten  or  15  years  ago,  tha t  as  
Americans  were  los ing jobs  because  they were  los ing manufactur ing 
jobs  overseas ,  the i r  abi l i ty  to  purchase  was  going to  be  d iminished.   So 
there  i s  an  in terdependency in  a l l  of  tha t .  
 HEARING COCHAIR REINSCH:  Let  me thank the  panel  for  a  
very  in teres t ing  and enl ightening and occas ional ly  heated  conversa t ion  
which has  been very  useful  to  us .   We apprecia te  your  t ime wi th  us  and 
thank you very  much.  
 We're  now going to  recess  unt i l  1 :15 when we ' l l  begin  wi th  the  
f ina l  two panels  for  the  day.  
 [Whereupon,  a t  12:20 p .m. ,  the  hear ing recessed,  to  reconvene a t  
1 :20 p .m. ,  th is  same day. ]  
 

 
 
 

A F T E R N O O N   S  E S S I  O N 
 

PANEL III:   CHINA’S ESPIONAGE AND INTELLIGENCE 
OPERATIONS DIRECTED AT THE UNITED STATES 

                                     
 HEARING COCHAIR BROOKES:  Good af ternoon.  Welcome or  
welcome back.   We 're  going to  commence the  th i rd  panel  now as  soon 
as  I  f ind  the  b iographies .    
 Jo in ing us  for  today 's  th i rd  panel  on  "China 's  Espionage and 
In te l l igence  Opera t ions  Direc ted  a t  the  Uni ted  Sta tes"  i s  Mr.  I .C.  
Smith  and Dr .  James  Mulvenon.  
 Mr.  Smith  jo ined the  FBI  in  1973 and served as  a  Specia l  Agent  
unt i l  1998.   Dur ing th is  t ime,  he  saw ass ignments  in  St .  Louis ,  
Washington,  D.C. ,  Miami  and Li t t le  Rock.   He a lso  served as  Legal  
At taché  in  Canberra ,  Aust ra l ia  wi th  responsibi l i ty  for  independent  
nat ions  of  the  South  Paci f ic .  
 He was  a lso  pos ted  to  the  Sta te  Depar tment  as  Chief  of  
Inves t iga t ions ,  Counter in te l l igence  Programs.   Dur ing the  course  of  h is  
career ,  he  was  involved wi th  a  number  of  h igh prof i le  espionage cases ,  
inc luding those  of  Larry  Wu Tai  Chin  and Katr ina  Leung.  
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 Also  jo in ing Mr.  Smith  on the  panel  i s  James  Mulvenon,  no  
s t ranger  to  our  commit tee .   He is  the  Vice  Pres ident  of  Defense  Group,  
Incorpora ted 's  In te l l igence  Divis ion and Direc tor  of  i t s  Center  for  
In te l l igence  Research and Analys is .  
 A specia l i s t  on  Chinese  nat ional  secur i ty  i ssues ,  Dr .  Mulvenon 's  
research focuses  on Chinese  mi l i ta ry  development ,  defense  research 
and development  organiza t ions  and pol ic ies ;  s t ra tegic  weapons  
programs;  and the  mi l i ta ry  and c iv i l ian  impl ica t ions  of  the  informat ion 
revolut ion  in  China .  
 Thank you both  for  jo in ing us  today.   I f  you would ,  s ince  we 
have your  wri t ten  s ta tements ,  which wi l l  be  submit ted  in  fu l l  in to  the  
record ,  i f  you could  keep your  comments  to  seven to  ten  minutes ,  i t  
wi l l  a l low us  the  maximum t ime for  ques t ions  and answers .  
 Mr.  Smith ,  i f  you would  l ike  to  proceed.  
 

 
 
 
 

STATEMENT OF MR. I .C.  SMITH 
SPECIAL AGENT (RETIRED),  FEDERAL BUREAU OF 

INVESTIGATION, WASHINGTON, DC 
 

 MR.  SMITH:  Thank you,  Commiss ioner .  
 Let  me begin  by s ta t ing  the  obvious .   The People 's  Republ ic  of  
China  i s  ne i ther  the  people 's  nor  i s  i t  a  republ ic .   The PRC is  an  
oppress ive ,  to ta l i ta r ian  pol ice  s ta te  tha t ' s  governed by the  Communis t  
Par ty  tha t  a l lows less  than f ive  percent  of  i t s  popula t ion  to  become 
members .   The Chinese  Communis t  Par ty  has ,  in  ef fec t ,  become the  
new royal ty  whose  pr imary goal  i s  to  re ta in  power .  
 As  a  growing awareness  of  the  threa t  posed by China  gains ,  wel l ,  
hopeful ly ,  some momentum,  I  suspect  tha t  even th is  Commiss ion is  
d iv ided as  to  where  the  major  emphasis  of  our  a t tent ion  should  be .  
 There  i s ,  of  course ,  the  pervasive  v io la t ion  of  human r ights  and 
c iv i l  l iber t ies  of  i t s  own people .   There 's  the  oppress ive  occupat ion of  
Tibet .   There  are  the  repeated  v io la t ions  of  copyr ight  and other  t rade  
and economic  re la ted  mat ters .   Then there  i s  the  dai ly  deluge  of  cyber  
a t tacks  target ing  the  inf ras t ructure  of  our  nat ional  secur i ty .  
 The Chinese  make pol i t ica l  mischief  for  our  na t ion  a t  every  
oppor tuni ty ,  and there  i s  a  mass ive  a t tempt  to  obta in  by any means  th is  
na t ion 's  technology.   Regardless  of  one 's  emphasis ,  there  i s  enough 
reason for  worry  tha t  there  should  be  concern  for  a l l  of  us .   There  i s  
no  doubt  the  Chinese  v iew the  Uni ted  Sta tes  as  i t s  number  one  
adversary .   The to ta l i ty  of  the  threa t  by  the  Chinese  i s  the  grea tes t  
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threa t  to  our  nat ional  secur i ty  tha t  we face  today.  
 Now from the  s tandpoint  of  th is  panel ' s  por t ion  of  the  hear ings ,  
we should  note  tha t  never  has  th is  country  faced such mass ive  a t tacks  
on v i r tua l ly  a l l  f ronts  f rom a  s ingle  country  as  we see  f rom China  r ight  
now.  
 But  f rom the  s tandpoint  of  the  human aspects  of  tha t  ef for t ,  
there 's  a  c lear  d is t inc t ion  between pas t  and present  adversar ies .   That  
i s  the  Chinese  a lmost  to ta l  dependence  of  those  of  a  l ike  e thnic i ty  to  
accompl ish  the i r  goals .   Fur ther ,  not  a l l  Chinese  spies  s tea l  technology 
and not  a l l  res t r ic ted  technology acquired  by the  PRC is  s to len  by 
in te l l igence  off icers .  
 Indeed,  i f  one  looked a t  those  inves t iga t ions  tha t  have  been in  
the  publ ic  eye ,  the  two most  prominent  cases  where  there  i s  l i t t le  
doubt  there  was  a  PRC in te l l igence  service  presence ,  and tha t  would  be  
the  Larry  Wu Tai  Chin  and Katr ina  Leung mat ters ,  ne i ther  of  those  
cases  involved the  acquis i t ion  of  technology.    
 Converse ly ,  i f  one  looks  a t  a  number  of  o ther  h igh prof i le  
inves t iga t ions  such as  Wen Ho Lee,  Peter  Lee ,  Min Guo Bao,  which 
involved highly  c lass i f ied  technologies ,  there  i s  no  apparent  PRC 
in te l l igence  service  presence ,  and th is  even appl ies  to  Chi  Mak,  where  
the  government  and media  asser t ions  tha t  he  was  a  long- t ime 
in te l l igence  off icer  are  less  than c lear  to  me.  
 This  s imply  serves  to  confuse  the  whole  i ssue .   One may ask  
something of  an  academic  ques t ion:  Is  i t  t ru ly  an  in te l l igence  
opera t ion  in  the  absence  of  an  in te l l igence  service?   Wel l ,  of tent imes ,  
i t ' s  prac t ica l ly  imposs ib le  to  de termine  i f  any ac t iv i ty  i s  t ru ly  being 
run by the  PRC's  in te l l igence  services  or  i s  th is  be ing run by an  
academic  or  even bus iness  in teres t?  
 The o ld  saying tha t  i f  i t  "walks  l ike  a  duck and quacks  l ike  a  
duck and looks  l ike  a  duck,  then i t ' s  probably  a  duck"  s imply  doesn ' t  
apply  to  Chinese  opera t ions .  
 Fur ther ,  I 'm s t i l l  convinced tha t  the  Chinese  col lec t ion  ef for t  
remains  h ighly  decentra l ized ,  even wi th  the  implementa t ion  of  i t s  
h ighly  touted  863 Program,  wi th  l i t t le  coordinat ion  between the  
mi l i ta ry  and c iv i l ian  in te l l igence  agencies ,  academic  ins t i tu t ions ,  and 
increas ingly  bus iness  in teres ts  where  there  i s  as  much tendency to  
compete  as  there  i s  to  coopera te .  
 But  whi le  in  the  pas t ,  I 've  opined that  the  Chinese  have been 
much bet ter  a t  col lec t ing  informat ion than put t ing  i t  to  use ,  I  ge t  the  
impress ion tha t  they have  improved considerably  in  the i r  abi l i ty  to  
implement  the i r  i l l -got ten  technology in to  weapons  sys tems by making 
use  of  dual -use  technology as  i t  can  have  both  c iv i l ian  and mi l i ta ry  
appl ica t ions .  
 Now,  the  pr imary ro le  of  the  Chinese  in te l l igence  and secur i ty  
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services  i s  to  ensure  the  Chinese  Communis t  Par ty  remains  in  power .   
That  appl ies  to  both  the  c iv i l ian  in te l l igence  agencies ,  the  MPS and 
the  MSS,  and that ' s  one  of  the  rea l ly  endur ing character is t ics  of  
Communism in  genera l  and cer ta in ly  appl ies  to  the  Chinese .  
 As  a  resul t ,  these  services  are  g iven s ta tus  and pr iv i lege  far  
beyond the i r  counterpar ts  in  the  West .   They ' re  a lso  g iven immense  
power  and they are  the  s ingle-most  feared par t  of  Chinese  socie ty .   
Unl ike  the  PLA,  where  conscr ip ts  are  an  in tegra l  par t  of  i t s  ranks ,  the  
ranks  of  the  MPS and MSS are  much more  se lec t ,  and i t  i s  wi th in  the i r  
own se l f - in teres t  to  ensure  tha t  the  Chinese  Communis t  Par ty  remains  
in  power .  
 And i t ' s  these  services  and especia l ly  the  MSS that  a re  a t  the  
forefront  of  the  espionage and in te l l igence  opera t ions  wi th in  the  U.S. ,  
and they ' re  an  ar rogant ,  conf ident  and f reewheel ing service  which can 
have no doubt  tha t  they have the  complete  conf idence  of  the  Chinese  
Communis t  Par ty 's  leadership .  
 My exper ience  i s  tha t  there  i s  of tent imes  l i t t le  speci f ic  ta rget ing  
of  informat ion or  technology by the  Chinese ,  but  ins tead they take  the  
approach tha t  jus t  ge t  the  informat ion to  us  and we ' l l  sor t  i t  out  la ter .   
But  there 's  a lmost  a  to ta l  dependence  on Chinese  Americans  to  
accompl ish  the i r  technologica l  acquis i t ion  ef for t .   The  Chinese  don ' t  
jus t  hope tha t  Chinese  Americans--and tha t ' s  the  overseas  Chinese  
f rom thei r  s tandpoint - -wi l l  a id  in  the i r  e f for ts .   They don ' t  jus t  expect  
tha t  th is  wi l l  occur ;  they s imply  assume that  a l l  e thnic  Chinese  wi l l  be  
of  service  to  mother  China .  
 The Chinese  s imply  can ' t  envis ion tha t  an  e thnic  Chinese  could  
have  loyal t ies  to  any other  country  but  the i r  own.   They are ,  a f ter  a l l ,  
Chinese .  
 But  the i r  considerable  successes  have  largely  centered  around 
f i rs t  genera t ion  Chinese  Americans  who were  born  in  China ,  made 
the i r  way to  the  Uni ted  Sta tes ,  but  have  re ta ined a  s t rong cul tura l  
ident i ty  and family  t ies  to  the i r  homeland.  
 The Chinese  have been largely  unsuccessful  in  gain ing the  
suppor t  of  second genera t ion and beyond Chinese  Americans  who many 
t imes  even re jec t  the  Chinese  language and cul ture  and are  more  
in teres ted  in  becoming Americanized than having div ided loyal t ies .  
 But  we as  a  country  make i t  re la t ive ly  easy  for  the  Chinese .   We 
a l low them to  purchase  our  companies ;  to  send l i te ra l ly  thousands  of  
s tudents  to  s tudy in  th is  country  in  a l l  d isc ip l ines .   Delegat ions  have  
a lmost  a  f ree  re in  in  t ravel ing  about  the  country ,  and pol i t ica l ly  we 
haven ' t  shown any pol i t ica l  wi l l  to  punish  the  Chinese  for  the i r  
f requent  v io la t ions ,  ac t iv i t ies  such as  the  Hainan Is land inc ident ,  the  
harassment  of  our  sh ips  in  in ternat ional  waters ,  and such.  
 Our  approach seems to  be ,  even including Tiananmen Square ,  
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was to  get  the  inc ident  out  of  the  news as  quickly  as  poss ib le .   I  
be l ieve ,  in  my view,  tha t  i t ' s  t ime for  th is  country  to  prac t ice  a  s t r ic ter  
rec iproci ty  in  deal ing wi th  the  PRC,  and whi le  we,  as  a  country ,  look 
a t  long- term goals  as  the  next  e lect ion  cycle ,  the  Chinese  have no such 
obstac les  in  p lanning for  the  fu ture .  
 They wi l l  s imply  s tay  the  course ,  gr ind away,  eventual ly  
expect ing to  wear  you down unt i l  they obta in  whatever  goal  they ' re  
seeking,  and r ight  before  I  le f t ,  I  remembered a  quote  by Sun Tzu so  I  
went  back in- -and that  should  be  required  reading,  by  the  way,  for  
everybody deal ing wi th  China  and counter in te l l igence  and what  have  
you--but  he  made th is  comment  wri t ten  2 ,500 years  ago:  
 "For  to  win  100 vic tor ies  and 100 bat t les  i s  not  the  acme of  
sk i l l ;  to  subdue the  enemy wi thout  f ight ing  i s  the  acme of  sk i l l . "  
 I  f i rmly  bel ieve  the  Chinese  are  s t i l l  prac t ic ing  tha t  advice  f rom 
Sun Tzu of  over  2 ,500 years  ago.   
 Thank you.  
[The s ta tement  fo l lows:]  
 

PREPARED STATEMENT OF MR. I .C.  SMITH 
SPECIAL AGENT (RETIRED),  FEDERAL BUREAU OF 

INVESTIGATION, WASHINGTON, DC 
 

Let me begin by stating the obvious.  The People’s Republic of China is neither the people’s nor is it a 
republic.  The PRC is an oppressive totalitarian police state that is governed by the Communist Party that 
allows less than five percent of the population to become members.  The Chinese Communist Party has 
become, in effect, China’s new royalty whose primary goal is to retain power. 
 As the growing awareness of the threat posed by China gains, hopefully, some momentum, I 
suspect, even this Commission is divided as to where the major emphasis of our attentions should be.  
There is the pervasive violation of human rights and civil liberties of its own people, there is the oppressive 
occupation of Tibet, there are the repeated violations of copyright and other trade and economic related 
matters and there is the daily deluge of cyber attacks targeting the infrastructure of our national security.  
The Chinese make political mischief for our nation at every opportunity and there is the massive attempt to 
obtain, by any means, this nations technology.  Regardless of one’s emphasis, there is enough reason for 
worry that should be of concern for all of us.  There is no doubt the Chinese view the United States as its 
number one adversary.  The totality of the threat by the Chinese is the greatest threat to our national 
security that we face today. 

From the standpoint of this panel’s portion of these hearings, “China’s Espionage and Intelligence 
Operations Directed at the United States,” we should note that never has this country faced such massive 
attacks, on virtually all fronts, from a single country as China does right now.  But, from the standpoint of 
the human aspects of that effort, there is a clear distinction from past and present adversaries, that is, the 
Chinese almost total dependence on those of a like ethnicity to accomplish their goals.  Further, not all 
Chinese spies steal technology and not all restricted technology acquired by the PRC is stolen by 
intelligence officers.   Indeed, if one looks those investigations that have been in the public eye, the two 
most prominent cases where there is little doubt there was a PRC intelligence service presence, Larry Wu 
Tai Chin and Katrina Leung, neither of those cases involved the acquisition of technology.  Conversely, if 
one looks at a number of other high profile investigations such as Wen Ho Lee, Peter Lee, Min Guo Bao, 
etc., which involved highly classified technologies, there is no apparent PRC intelligence service presence. 
 And this even applies to Chi Mak, where government and media assertions that he was a long-time 
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intelligence operative are less than clear to me.    

This simply serves to confuse the whole issue.  One may ask something of an academic question, 
“Is it truly an intelligence operation in the absence of the presence of an intelligence service?”   Often times 
it is practically impossible to determine if an activity is truly being run by the PRC’s intelligence services, 
or is this being run by academic or even, business interests.  The old saying that if it “…walks like a duck, 
quacks like a duck and looks like a duck, then its probably a duck,” doesn’t apply to Chinese operations.   
Further, I’m still convinced that the Chinese collection effort remains largely decentralized, even after the 
implementation of its highly touted“863 Program,” with little coordination between the military and 
civilian intelligence agencies, academic institutions and increasingly, business interests where there is as 
much a tendency to compete as there is to cooperate.  But while in the past I’ve opined that the Chinese 
have been much better at collecting information than putting it to use, I get the impression that they have 
improved considerably in their ability to implement their ill-gotten technology into weapons systems by 
making use, for instance, of dual use technologies that can have both civilian and military applications.   

The primary goal of the Chinese intelligence and security services is to ensure the Chinese 
Communist Party remains in power.  That applies to both the civilian intelligence agencies, the Ministry of 
Public Security, the Gonganbu as well as the Ministry of State Security, the Guojia Anquanbu.  This is one 
of the enduring characteristics of Communism in general and certainly applies to the Chinese.  As a result, 
these services are given status and privileges, far beyond their counterparts in the West.  They are also 
given immense power and they are the single most feared part of Chinese society.  Unlike the People’s 
Liberation Army, where conscripts are an integral part of its ranks, the ranks of the MPS and the MSS are 
much more select and it is within their own self interest to ensure that the CCP remains in power.  It is 
these services, and especially the MSS, that are at the forefront of the espionage and intelligence operations 
within the US, an arrogant, confident and freewheeling service which can have no doubt that they have the 
complete confidence of the CCP’s leadership.  

My experience is that there is, often times, little specific targeting of information or technology by 
the Chinese, but instead, they take the approach that just get the information to us and we will sort it out 
later. But there is an almost total dependence on Chinese-Americans to accomplish their technological 
acquisition effort.  The Chinese don’t just hope that Chinese-Americans, the “Overseas Chinese” from their 
standpoint, will aid in their effort, they don’t just expect that this will occur, they simply assume that all 
ethnic Chinese will be of service to mother China.  The Chinese can’t envision that an ethnic Chinese could 
have loyalties to any other country but their own.  They are, after all, Chinese! 

Their considerable successes have largely centered about first generation Chinese-Americans who 
were born in China, made their way to the United States, but who have retained a strong cultural identity 
and family ties to their homeland.  The Chinese have been largely un-successful in gaining the support of 
second generation, and beyond, Chinese-Americans, many of whom even reject their Chinese language and 
culture and are more interested in becoming fully Americanized without divided loyalties. 

But we, as a country, make it relatively easy for the Chinese.  We allow them to purchase our 
companies, to send literally thousands of their students to study in this country in all disciplines, 
delegations have almost a free rein in traveling about the country and politically, we haven’t shown any 
political will to punish the Chinese for their frequent violations and activities, i.e. the Hainan Island 
incident, undervaluation of their currency, the harassment of our ships in international waters, the sudden 
cancellation of ship visits to Hong Kong, etc.  Our approach, even including Tiananmen Square, was to get 
the incident out of the news as quickly as possible.  I believe it’s time for this country to practice a stricter 
reciprocity in dealing with the PRC.   And while we, as a country, look at long term goals as the next 
election cycle, the Chinese have no such obstacles in planning for the future.   They will simply stay the 
course and grind away, eventually expecting to wear you down until they obtain whatever goal they were 
seeking. 

I look forward to our discussion.   
 

 HEARING COCHAIR BROOKES:   Thank you,  Mr.  Smith .  
 Dr .  Mulvenon.  
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DR. JAMES MULVENON, DIRECTOR 
CENTER FOR INTELLIGENCE RESEARCH AND ANALYSIS 

DEFENSE GROUP, INC. ,  WASHINGTON, DC  
 
 DR.  MULVENON:  Thank you,  Mr.  Chairman.   As  a  way of  
in t roduct ion  and disc la imer ,  g iven my current  responsibi l i t ies ,  I  have  
c lear ly  prepared my comments  very careful ly ,  and I  wi l l  answer  your  
ques t ions  careful ly .   I ' l l  t ry  not  to  parse  too  much.   But  I  cer ta in ly  
don ' t  want  my comments  in  any way to  ref lec t  on  any of  my wise  and 
generous  sponsors  in  the  U.S.  government  or  any of  the  work that  we 
do for  them.  
 The good news is  tha t  there 's  p lenty  of  mater ia l  avai lable  on th is  
subjec t  in  the  publ ic  rea lm,  and I  be l ieve  tha t  analyt ica l  judgments  can  
be  made based on tha t  as  wel l  as  o ther  exper ience  analyzing th is  type  
of  mater ia l .  
 I  have  three  points .   I  th ink,  Mr.  Chairman,  tha t  even open 
source  mater ia l  reveals  tha t  China  i s  one ,  i f  not  the  larges t ,  perpet ra tor  
of  economic  espionage agains t  the  Uni ted  Sta tes  r ight  now.   I  
personal ly  mainta in  a  spreadsheet  of  re levant  economic  espionage 
cases ,  not  a lways  easy  to  assemble .   Often  these  ar t ic les  are  only  in  
obscure  s ta te  and county  level  newspapers  across  the  Uni ted  Sta tes .  
 There 's  no  cent ra l ized  reposi tory  of  them,  but  I  count  a t  leas t  25  
cases  s ince  2004 that  f i t  the  rough pat tern  of  what  we would  descr ibe  
as  Chinese  economic  and technologica l  espionage agains t  the  Uni ted  
Sta tes .  
 I  know of  no other  fore ign power  wi th  a  s imi lar  record .   I t  may 
be  symptomat ic  of  a  lack  of  profess ional ism on the  Chinese  s ide ,  or  i t  
s imply  may be  ref lec t ive  of  what  i t  i s ,  which i s  the  sca le  of  the  
ac t iv i ty .  
 There  are  cer ta in  pat terns  in  these  cases  tha t  I  f ind  analyt ica l ly  
in teres t ing .   I  echo the  comments  of  my col league here  on the  panel  
a l though I  would  note  the  surpr is ing  presence  of  a  la rge  number  of  
Taiwanese  Americans  as  wel l  as  na tura l ized c i t izens  of  Taiwan 
background involved in  these  economic  espionage cases  tha t  a re  
c lear ly  meant  to  benef i t  China ,  and so I  th ink tha t  we need to  take  a  
more  expansive  def in i t ion  of  the  ca tegor ies  of  people  we 're  looking a t  
because  the  Chinese  sys tem has  shown a  propensi ty ,  in  my view,  to  tap  
in to  networks  of  overseas  Chinese  broadly  def ined.  
 Second,  I  would  note  tha t  in  many of  these  cases  what  we 're  
descr ib ing are  mom and pop opera t ions ,  of ten  being run out  of  
individual ' s  homes.   They have se t  up  companies  c lear ly  for  the  
conduct  of  th is  behavior ,  but  i t  i s  a  company in  name only .   I t ' s  a  
mai lbox;  i t ' s  s imply  opera t ing  out  of  the i r  apar tment .  
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 Thi rd ly ,  I  would  note  tha t  in  te rms of  the  technology acquis i t ion  
tha t  we f ind  t roubl ing,  more  of ten  than not  our  defense  contrac tors ,  
our  c lass i f ied  defense  contrac tors ,  and other  manufacturers  of  
sens i t ive  equipment  are  of ten  not  d i rec t ly  involved.  
 My exper ience  has  been tha t  those  companies  have  excel lent  
secur i ty  prac t ices  in  te rms of  ITAR controls  and the  physica l  cont ro l  
of  the i r  technologies ,  but  ins tead tha t  we of ten  see  in  these  cases  
Chinese  taking advantage  of  a  secondary  market  of  d is t r ibutors .   You 
can even on a  dai ly  bas is  f ind  th ings  on eBay f rankly  tha t  whi le  may 
not  be  s ta te-of- the-ar t  s imply  would  benef i t  the  Chinese  sys tem.  
 Of ten  in  these  cases ,  we f ind  them obfuscat ing the  end user ,  and 
there  are  layers  here  tha t  I  th ink are  impor tant  about  how easy  i t  i s  for  
them to  obfuscate  the  end user ,  and tha t  has  a  lo t  to  do wi th  our  own 
weaknesses ,  par t icular ly  in  the  area  of  Chinese  language issues ,  and 
I ' l l  come to  tha t  a t  the  end when I  ta lk  about  some of  the  remedia t ion  
tha t  I  th ink we could  make.  
 But  the  s t ra tegic  goals  f rom the  Chinese  s ide  for  th is  economic  
espionage I  th ink are  fa i r ly  c lear .   Thei r  s ta te  innovat ion p lanning 
documents  speci f ica l ly  d iscuss  the  extent  to  which they need to  
acquire  technology f rom abroad,  both  l ic i t ly  and i l l ic i t ly ,  in  order  to  
fund thei r  innovat ion process .  
 China ,  in  my view,  i s  on  the  fu lcrum point  of  a  s t ra tegic  
t rans i t ion  in  te rms of  i t s  in ternal  economy as  wel l  as  i t s  sc ience  and 
technology prowess .   For  20 years ,  as  you know,  Mr.  Chairman,  China  
has  been largely  an  expor t  process ing zone for  o ther  country  and other  
mul t ina t ional  companies  to  then expor t  technology and equipment  and 
goods  out  of  China .   But  the  Chinese  leadership  has  made i t  very  c lear  
for  as  long as  you can go back that  they res is t  th is  dependency a t  a  
s t ra tegic  level ;  they bel ieve  tha t  China  i s  poised  to  become a  s t ra tegic  
innovator  in  a  wide  var ie ty  of  sec tors .  
 But  tha t  innovat ion requires  inputs  of  h igh-end and s ta te-of- the-
ar t  technology and know-how that  mul t ina t ional  companies  I  th ink to  a  
la rge  extent  have  wise ly  decided to  not  expor t  to  China ,  and so ,  we 
could  ta lk  about  semiconductors  and t rends  there  of  th ings  tha t  have  
been wi thheld  and technologies  tha t  have  been wi thheld  and 
capabi l i t ies  tha t  have  been wi thheld ,  but  China  c lear ly  wants  to  push 
tha t  wi th  the  u l t imate  goal  of  import  subs t i tu t ion ,  of  crea t ing  a  c lass  of  
na t ional  champion Chinese  companies  tha t  can  then supplant  those  
mul t ina t ional  companies ,  both  in  the  Chinese  market  as  wel l  as  
g lobal ly .  
 We can highl ight  companies  l ike  Huawei  and others  tha t  have  
a l ready successful ly  done tha t .  
 My second point  would  be  tha t  the  open source  evidence  c lear ly  
sugges ts  tha t  most  of  these  cases  tha t  the  individuals  involved are  not  
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t ra ined espionage agents  as  we would  def ine  them wi th  t radecraf t  
t ra in ing and other  profess ional  t ra in ing,  but  ins tead are  what  I  would  
term espionage ent repreneurs .  
 In  o ther  words ,  these  are  people ,  these  are  individuals  who by 
hook and crook have e i ther  through networks  and connect ions  come 
across  access  to  var ious  technologies  or  have  developed re la t ionships  
wi th  Chinese  government  or  non-government  individuals  tha t  have  
expressed in teres t ,  and then for  pr imar i ly  f inancia l  reasons  have  gone 
out  to  t ry  and acquire  the  very  technologies  tha t  a re  des i red .  
 And I  make th is  point - - I  would  te l l  one  s tory .   There  was  a  case  
in  the  Stanford  Univers i ty  area  of  a  woman who had been a  s tudent ,  
who had been,  because  she  was  a  PRC nat ional  had been charged wi th  
helping escor t  PRC delegat ions  when they vis i ted  Stanford .   In  the  
course  of  those  dut ies ,  had escor ted  and hosted  a  delegat ion f rom 
NORINCO, the  Chinese  ordnance manufacturer ,  and then on her  
in i t ia t ive  or  perhaps  a  l i t t le  b i t  of  coaxing,  she  and her  husband then 
began a t tending defense  indust r ia l  equipment  auct ions  in  the  
Cal i fornia  area ,  were  able  to  acquire  15,000 ar t i l le ry  b lade  fuse  
cut ters ,  and then based on tha t  acquis i t ion  then contac ted  some of  the  
people  tha t  they had been hos t ing  as  s tudents  dur ing those  delegat ion  
t r ips  to  Stanford  Univers i ty .  
 That  to  me is  a  more  accura te  model  for  unders tanding what 's  
going on wi th  Chinese  economic  espionage than one in  which we have 
es tabl ished f ront  companies ,  t ra ined agents  us ing profess ional  
t radecraf t  to  t ry  and acquire ,  the  k ind of  model  we may have seen 
previously  wi th  the  Russ ians  and others .  
 Now,  on the  one  hand,  we see  mul t ip le  redundant  tasking in  th is  
model ,  and so  th is  i s  both  good news and bad news,  to  be  c lear .   The 
good news is  tha t  they are  not  profess ionals ;  the  bad news is  tha t  I  
would  argue  tha t  the  nature  of  tha t  type  of  economic  espionage and 
those  pat terns  are  very ,  very  d i f f icul t  for  our  sys tem to  t rack,  which i s  
t ra ined to  observe  pat terns  of  more  profess ional  t radecraf t ,  and tha t  a  
lo t  of  what 's  going on wi th  the  Chinese  s ide ,  in  fac t ,  goes  underneath  
tha t  radar ,  and I ' l l  ta lk  about  tha t  in  a  minute .  
 One th ing that  I  would  l ike  to  debunk i f  you wi l l  based on my 
personal  observat ion  i s  a  monol i th ic  model  in  which we envis ion the  
Chinese  sys tem as  sor t  of  some faceless  person s t roking a  whi te  
Pers ian  ca t  in  the i r  lap  in  the i r  f loa t ing  volcano is land headquar ters .  
 In  my view,  we projec t  tha t  monol i th  onto  the  Chinese  sys tem to  
cogni t ive ly  cover  our  own lack of  data .   Ins tead,  when you rea l ly  get  
under  the  hood of  many of  these  cases ,  you see  b i t te r  r iva l ry ,  you see  
mul t ip le  redundant  tasking,  you see  individuals  and companies  being 
tasked to  compete  wi th  one  another  to  acquire  the  same technology.  
 In  o ther  words ,  ineff ic iencies  in  the  way they do tha t  potent ia l ly  
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ra ise  the i r  opera t ional  secur i ty  prof i le  to  the  point  where  you might  
ac tual ly  not ice  what 's  going on.   So when you get  under  the  hood,  you 
even f ind  Chinese  ins t i tu tes  and Chinese  government  ent i t ies  
compet ing wi th  one  another  to  acquire  the  same technologies ,  and so  I  
would  submit  for  your  review that  we shouldn ' t  projec t  tha t  monol i th  
onto  the  Chinese  sys tem.   
 But  tha t  what  I 'm descr ib ing i s  ac tual ly  a  more  d i f f icul t  
s i tua t ion .   I t ' s  eas ier  to  unders tand a  monol i th .   I t ' s  eas ier  to  t rack  a  
monol i th .   I t ' s  eas ier  to  ascr ibe  in ternal  ra t ional i ty  to  a  monol i th  than 
the  s i tua t ion  I 'm descr ib ing.  
 And so  we see  a  pat tern  of  smal l  companies ,  mom and pop 
companies ,  overseas  Chinese  organiza t ions ,  dedica ted  to  sc ience  and 
technology coopera t ion .   This  i s  la rgely  the  mi l ieu  of  the  U.S.  sc ient is t  
invi ted  to  China  to  speak a t  a  conference  and then gets  h i t  a t  mul t ip le  
levels  by  in ter locutors  seeking the  answers  to  speci f ic  ques t ions .  
 And f inal ly ,  because  of  our  open socie ty ,  a  fa i r ly  in tense  open 
source  in te l l igence  gather ing ef for t  d i rec ted  a t  the  defense  technology 
informat ion sys tem,  the  nat ional  technology informat ion centers ,  and 
so  on and so  for th .  
 My f ina l  point  would  be  tha t  I  would  a t t r ibute  the  success  of  
Chinese  economic  espionage to  date  therefore  as  a t t r ibutable  not  to  
the i r  prowess  but  to  our  own in ternal  problems.   The  pr imary  chal lenge  
tha t  I  of ten  see ,  and as  a  Chinese  l inguis t  and as  someone who runs  a  
team of  Chinese  l inguis ts ,  i t ' s  the  chal lenges  of  the  Chinese  language 
as  China 's  f i r s t  l ine  of  na t ional  defense ,  i t s  f i r s t  layer  of  encrypt ion,  
thwar t ing  our  abi l i ty  as  a  sys tem to  even get  in  and unders tand a  lo t  of  
the  ac t iv i ty  tha t ' s  going on.  
 Second are  the  wel l -known weaknesses  of  our  expor t  contro l  
sys tem.   In  par t icular ,  th is  pressure  f rom the  Chinese  s ide  b laming the  
t rade  def ic i t  on  our  h igh tech expor t  contro ls ,  but  a lso  the  weaknesses  
in  tha t  expor t  cont ro l  sys tem in  terms of  be ing agi le  and nimble  
enough to  keep up wi th  the  pace  of  technologica l  change and to  rea l ly  
correc t ly  ident i fy  what  i s  the  s ta te  of  the  ar t .  
 I  would  a lso  submit  to  you tha t  our  expor t  cont ro l  sys tem is  
over ly  focused on the  s ta te  of  the  ar t  and doesn ' t  apply  a  means-ends  
tes t  to  why the  Chinese  are  requir ing  a  speci f ic  p iece  of  technology.   
There  are  p ieces  of  technology,  I  would  argue  in  the  record ,  tha t  the  
Chinese  are  t ry ing to  acquire  tha t  a re  20,  25  years  o ld  tha t  a re  
mains tays  of  exis t ing  U.S.  defense  sys tems,  but  come nowhere  c lose  to  
being considered s ta te-of- the-ar t ,  and yet  a  means-ends  tes t  would  
correc t ly  ident i fy  those  as  cr i t ica l  gaps  in  the  Chinese  sys tem.  
 Our  legal  sys tem unfor tunate ly  in  th is  area  gets  bound up very  
much on issues  of  in tent ,  which means  i f  you have a  s ingle  p iece  of  
paper ,  a  s ingle  e-mai l ,  a  s ingle  phone ca l l  f rom a  Chinese  ac tor ,  in  
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which they say,  hey,  we can ' t  do  th is ,  tha t ' s  i l legal ,  tha t ' s  exculpatory  
and therefore  undermines  the  in tent  and therefore  reduces  the  incent ive  
for  the  AUSA in  the  case  to  want  to  pursue  i t .  
 In  addi t ion ,  we have the  problem with  Hong Kong,  which was  
es tabl ished as  a  separa te  cus toms ent i ty  dur ing the  handover  for  the  
Chinese  for  very  sor t  of  noble  and pure  reasons ,  but  has  now become a  
very  t roubl ing t ransshipment  point  for  Chinese  economic  espionage,  
and because  of  i t s  na ture  as  a  separa te  cus toms ent i ty  i s  not  governed 
by the  res t r ic t ions  tha t  we have on expor ts  to  China .  
 And then f ina l ly ,  as  Mr.  Smith  ment ioned,  the  comprehensive  
nat ional  secur i ty  chal lenges  we face  in  terms of  cyber  espionage,  and 
here  I  th ink the  problems are  very known,  both  cyber  espionage as  a  
vehic le  for  espionage in  and of  i t se l f  but  a lso  as  a  vehic le  for  
obta in ing sens i t ive  technology.   And le t  me s top there .  
 Thank you.  
 

PANEL III:   Discuss ion,  Quest ions  and Answers  
 

 HEARING COCHAIR BROOKES:   Thank you very  much.  
 Commiss ioner  Wortze l  has  to  leave  a  l i t t le  ear ly  so  I 'm going to  
turn  to  h im f i rs t .  
 VICE CHAIRMAN WORTZEL:  I  want  to  thank both  of  you for  
your  tes t imony.   
 I  th ink you ' re  r ight .   Both  of  you ta lked about  economic  
espionage and rea l ly  there  have  been few espionage prosecut ions ,  but  a  
lo t  more  for  economic  espionage or  act ing  as  a  fore ign agent .   So I 'd  
l ike  both  of  you,  i f  you could ,  to  d iscuss  what  Congress  might  do to  
make i t  eas ier  to  pursue  Chinese  espionage here .  
 I 'd  a lso  l ike  your  thoughts  on  whether  we can infer  s ta te  
involvement  by  in te l l igence  services  f rom the  type  of  cyber  or  human 
penet ra t ion  and the  informat ion ext rac ted?  
 Mr.  Smith ,  you ta lked about  rec iproci ty .   I t ' s  been a  long t ime 
s ince  a  d ip lomat  or  a  mi l i ta ry  a t taché  was  expel led  f rom ei ther  
country ,  but  i f  we rea l ly  s t ick  to  rec iproci ty ,  then we 're  going to  lose  
some pre t ty  good opera tors  out  in  China  because  they ' l l  do  the  same,  
and I  would  welcome your  thoughts  on that .  
 MR.  SMITH:  Thank you.  
 Let  me s tar t  wi th  the  rec iproci ty  i ssue .   At  th is  g iven t ime,  we 
don ' t  know,  the  Sta te  Depar tment  doesn ' t  know,  Chinese  don ' t  know,  
how many s tudents  they got  in  th is  country .  
 Now one of  the  lessons  tha t  you learn  i s - -  there 's  an  
inves t iga t ion  tha t  k ind of  demonst ra tes  th is  to  some degree-- the  Wu 
Bin  inves t iga t ion  involved the  fe l low who was  get t ing  the  n ight  
goggles  down in  Norfolk  area .   But  what  they d id  wi th  h im is  tha t  he  
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was something of  an  academic  in  the  l ibera l  a r t s  area ,  but  because  of  
h is  s tance  on Tiananmen Square ,  something l ike  th is ,  essent ia l ly  the  
MSS leaned on him and sa id ,  okay,  they sa id  what  we ' re  going to  do is  
you have a  choice :  you can e i ther  go  to  the  Uni ted  Sta tes  and se t  up  a  
f ront  company or  you can go to  ja i l .  
 And by the  way,  we ' re  going to  le t  your  g i r l f r iend go wi th  you,  
and so  they sweetened the  pot ,  and sure  enough--he  sa id ,  wel l ,  I  don ' t  
know anything about  technology.   They sa id  tha t ' s  not  impor tant .   Go 
there .   Al l  r ight .   And so  essent ia l ly  th is  i s  what  I  see  happening wi th  
a  lo t  of  these  Chinese  s tudents .   This  i s  where  I  ta lk  about  the  
rec iproci ty .  
 I  th ink a  lo t  of  these  Chinese  s tudents ,  and i t  goes  back to  my 
t ime when I  used to  run tha t  program for  the  FBI ,  i s  tha t  they were  
wi l l ing  to  se l l  the i r  soul  to  the  devi l  jus t  to  come to  s tudy in  th is  
country .   So what  you have,  these  are  not  t ra ined in te l l igence  off icers .  
 But  they are- -and what  ac tual ly  the  Chinese  do,  they kind of  f lood the  
market .   They know that  every  one  of  these  Chinese  s tudents ,  and 
tha t ' s  both  J -1s  and F-1s ,  because  you got  to  remember  the  Chinese  
complete ly  contro l  the  v isa  process  coming out  of  the  embass ies  and 
the  consula tes  there .  
 You have a  harr ied  consular  off icer  who the  only  ro le  tha t  rea l ly  
a  fore ign service  off icer  p lays  in  tha t  process  i s  he  s igns  the  okay af ter  
the  Fore ign Service  Nat ional  te l l s  h im where  to  s ign .  
 These  people  are  normal ly  very  junior ,  probably  the  f i rs t  or  
second ass ignment  overseas .   They probably  don ' t  even speak the  
language so  they become to ta l ly  dependent  on  these  Fore ign Service  
Nat ionals ,  and these  Fore ign Service  Nat ionals  wouldn ' t  be  working 
for  the  American Embassy i f  they didn ' t  have  some sor t  of  
accommodat ion wi th  the  in te l l igence  service .  
 So what  you end up wi th ,  these  s tudents ,  they ac tual ly  contro l  
who comes out  of  China ,  and I  wi l l  guarantee  you tha t  they,  a  la rge  
percentage  of  these  people  have  reached some sor t  of  accommodat ion 
wi th  the  Minis t ry  of  Sta te  Secur i ty .  Wel l ,  what  happens  i s  not  a l l  of  
them are  going to  end up providing informat ion.   The Chinese  know 
that ,  but  a  subs tant ia l  number  of  them wi l l .  
 One of  the  th ings  tha t  we discovered when I  was  s t i l l  wi th  the  
FBI ,  when the  Chinese  s tudents  f i rs t  s tar ted  coming over  here ,  i s  tha t  
the  Xerox paper  b i l l s  for  academic  ins t i tu t ions  went  up  dramat ica l ly  
when the  s tudents  s tar ted  showing up.   Wel l ,  you can kind of  t ie  two 
and two together  and that  sor t  of  th ing.  
 This  i s  the  rec iproci ty ,  though,  Larry ,  tha t  I 'm th inking about .   
What  do we have?   5 ,000 s tudents  s tudying in  China?   Wel l ,  maybe we 
ought  to  have,  say ,  okay,  we ought  to  work out  some arrangement  here .  
 Wel l ,  i f  you have 100,000 over  here  and we have 5 ,000 over  there ,  
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and by the  way,  they jus t  can ' t  go  anywhere  and s tudy anything in  
China ,  maybe we should  take  a  s tance  tha t  we would  make i t  a  l i t t le  b i t  
c loser .   Maybe ins tead of  having 100,000,  maybe they should  only  
have 50,000 here ,  come up wi th  some number  or  something of  tha t  
sor t .  
 Same th ing wi th  t ravel ing  delegat ions .   I f  you t ravel  to  China  as  
a  de legat ion  or  something l ike  tha t ,  you ' re  t ight ly  contro l led .   Here  
they wander  around the  country  a lmost  wi thout  any escor t  a t  a l l  f rom 
the  U.S.  government .  
 Another  good example  i s  you can ' t  even--a  Chinese  nat ional  can ' t  
even walk  up to  an  American Embassy  in  Bei j ing  or  the  consula tes  in  
Shanghai  or  Shenyang,  any place  l ike  th is ,  because  they have Chinese  
guards  there .   So even access  to  the  American Embassy or  something 
l ike  tha t  i s  t ight ly  contro l led .  
 Now I  rea l ize  th is  would  be  ra ther  draconian,  but  th ink what  
would  happen i f  we suddenly  put  up  a  fence  around the  Chinese  
Embassy here  on Connect icut  Avenue,  and we s tar ted  taking names of  
who would  go in  there .   This  i s  the  sor t  of  th ing tha t  I 'm ta lk ing about  
f rom rec iproci ty  in  i t  as  wel l .  
 But  there  were  some other  areas ,  too ,  tha t - -  
 VICE CHAIRMAN WORTZEL:  Whether  there ' s  any bet ter  tools  
or  more  ef fec t ive  tools  tha t  Congress  could  legis la te  tha t  would  help  
pursue  economic  or  o ther  forms of  espionage?  
 MR.  SMITH:  Okay.   The espionage i ssue  i s  te r r ib ly  d i f f icul t  
because  of  the  way the  Chinese  operate .   They aren ' t  going to  be  doing 
the  dead drops  under  the  br idges  as  you saw in  the  Rober t  Hanssen 
case  or  something l ike  tha t .   Most  of  the  informat ion tha t  goes  out  of  
there  i s  ac tual ly  del ivered  by some other  means  in to  China  i t se l f .  
 For  example ,  even i f  you go back and look a t  the  Larry  Chin  
case ,  and th is  i s  publ ic  knowledge,  i s  tha t  h is  handler  never  met  h im in  
the  Uni ted  Sta tes .   He t raveled  to  Toronto ,  there  was  a  brush pass ,  he  
passed off  the  f i lm,  and th is  sor t  of  th ing l ike  tha t  as  wel l .  
 So  i t ' s  te r r ib ly  d i f f icul t  to  make an  espionage case ,  and f rom a  
t radi t ional  s tandpoint  because  you jus t  don ' t  have  tha t  p iece  of  
evidence ,  tha t  document  or  something l ike  th is .   Even in  the  Larry  
Chin  case ,  the  government  d idn ' t  have  i t .   I t  depended on a  very  
crucia l  in terview,  and probably  had he  kept  h is  mouth  shut  for  another  
ten  minutes ,  he 'd  have been home f ree .   When he  f ina l ly  made the  
confess ion,  he  was  not  convic ted  because  of  the  tangible  evidence .   He 
was  convic ted  because  of  h is  own s ta tements ,  tha t  sor t  of  th ing.  
 So I  th ink in  many respects ,  Larry ,  i t ' s  going to  be  ter r ib ly  
d i f f icul t  to  prosecute  t rue  espionage cases  wi th  the  Chinese .   So tha t ' s  
why I  th ink prosecutors ,  and correc t ly  so ,  a re  resor t ing  to  o ther  th ings  
l ike  Fore ign Agents  Regis t ra t ion  Act ,  the  economic  espionage re la ted  
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i ssues  and s tuff  l ike  th is .  
 DR.  MULVENON:  Commiss ioner  Wortze l ,  I  would  only  offer  a  
couple  of  points  to  your  ques t ions .   One on the  congress ional  s ide .   I  
th ink tha t  the  FBI  in  i t s  China  campaign,  i t s  dramat ic  and aggress ive  
recrui t ing  of  more  specia l  agents  on  the  China  counter in te l l igence  
miss ion is  def in i te ly  a  s tep  in  the  r ight  d i rec t ion .   I  would  encourage  
Congress  in  tha t  respect  to  cont inue  to  suppor t  the  FBI 's  ef for ts  in  tha t  
a rea .   That ' s  a  tough recrui t ,  par t icular ly  i f  you ' re  looking for  people  
who are  both  c learable  and who potent ia l ly  have  Chinese  language 
capabi l i ty .   I  know that  f rom personal  exper ience .  
 But  in  para l le l  a lso ,  the  somewhat  mal igned in te l  analys t  
program wi th in  the  Bureau is  ac tual ly  the  p lace  where  you ' re  more  
l ike ly  to  f ind  people  wi th  Chinese  language capabi l i t ies  who are  
bui ld ing up an  e lement  of  ins t i tu t ional  memory and exper t i se  and are  
not  subjec t  to  the  vagar ies  of  the  promot ion pat terns  of  be ing a  specia l  
agent  in  the  FBI  where  you may not  s tay  on tha t  miss ion for  your  
ent i re  career ,  and so  those  two programs in  para l le l  have ,  in  my view,  
got ten  off  to  a  good s top but  require  cont inued congress ional  suppor t .  
 On the  cyber  s ide ,  you 've  asked,  of  course ,  the  most  d i f f icul t  
ques t ion ,  which is  infer r ing  s ta te  involvement  which,  of  course ,  ge ts  
back to  th is  i ssue  of  the  cyber  a t t r ibut ion  problem,  which is  incredibly  
di f f icul t .  
 I  would  say  tha t  not  only  i s  the  a t t r ibut ion  problem his tor ica l ly  
and technical ly  d i f f icul t ,  but  i s  now made probably  worse  by the  
publ ic i ty  surrounding China  or ig in  in t rus ions  in  the  U.S.  sys tems 
because  now every  o ther  adversary  tha t  we face  unders tands  tha t  i t ' s  
probably  in  the i r  in teres ts  to  route  the i r  computer  ne twork exploi ta t ion  
ac t iv i t ies  through the  legions  of  unsecured Chinese  servers  in  order  to  
p in  the  ta i l  on  the  Chinese  donkey.  
 And so  a t  the  end of  the  day,  I  usual ly  apply  a  who benef i t s  "cui  
bono"  cr i te r ia ,  which i s  I  l ike  to  look a t  the  speci f ic  mater ia l  i t se l f  
tha t  was  pur lo ined and then ask  mysel f  who would  benef i t  f rom 
acquis i t ion  to  tha t  mater ia l ,  and then come to  a  rough conclus ion 
because  I  th ink i f  we cont inue  to  t ry  and f ind  some sor t  of  a  s i lver  
bul le t  on  the  technica l  s ide  tha t  wi l l  improve a t t r ibut ion ,  we ' l l  jus t  be  
bas ica l ly  spinning our  wheels  forever .  
 VICE CHAIRMAN WORTZEL:   Thank you very  much.  
 HEARING COCHAIR BROOKES:   Thank you.  
 I  have  a  couple  ques t ions  here .   I  guess  I ' l l  ge t  some of  them and 
then perhaps  some in  the  next  round as  wel l .   I  open th is  up  to  the  
panel .  
 So a  reasonable  ques t ion  to  ask  i s  how many Chinese  asse ts  are  
current ly  in  the  Uni ted  Sta tes?   I  rea l ize  i t ' s  going to  be  d i f f icul t  to  
come up wi th  a  very  speci f ic  number ,  but  i t ' s  a  reasonable  ques t ion  for  
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a  congress ional  panel  or  Congress  to  ask .   What  are  we ta lk ing about  
here?  
 MR.  SMITH:  Wel l ,  there  was  a  defector  in  Aust ra l ia ,  and he  
made a  publ ic  s ta tement  tha t  the  MSS and the  o ther  in te l l igence  
agencies  for  China  had a  thousand people  there .  
 Wel l ,  I  don ' t  th ink he  was  ta lk ing about  a  thousand badge-
carrying MSS or  MID/PLA off icers ,  something l ike  th is .   I  th ink he ,  
what  he  was  th inking about  was  probably  a  lo t  of  these  s tudents  who 
were  compromised in to  coopera t ing  and the  f ront  companies  and th ings  
of  tha t  na ture .  
 I  wouldn ' t  have  a  c lue .   I  don ' t ,  probably  of  the  badge-carrying 
types ,  the  t rue  MSS off icers  and s tuff  l ike  tha t ,  I  don ' t  know.   
Probably  no more  than 50 or  so ,  and tha t ' s  jus t  a  guess ,  and I  haven ' t  
seen any numbers  in  years .  
 But  on  the  o ther  hand,  I  would  think tha t  you ' re  ta lk ing about  
hundreds  of  people  who potent ia l ly  came over  here  who had reached 
some sor t  of  accommodat ion wi th  the  MSS,  in  par t icular ,  before  they 
were  a l lowed to  come out  of  there .  
 Now,  you got  to  remember  something.   A lo t  of  these  people ,  
they aren ' t  ac t iva ted  r ight  away.  They come here  and they say  we wi l l  
ca l l  you when we need you,  and they do ca l l  them,  and some of  the  
people  are  here  l i te ra l ly  for  years  before  they get  the  ca l l .  
 This  was  one  of  the  secondary  revela t ions  of  the  Chin  
inves t iga t ion .   We were  somewhat  surpr ised ,  and the  o ther  th ing i s  tha t  
the i r  s ta t ion  in  l i fe  was  not  a lways  what  we expected.   You would  
expect  tha t  people  coming here  would  be  academic  or  they have 
mi l i ta ry  exper t i se  or  something l ike  tha t .   Not  the  case  a t  a l l .   They 
may be  a  taxi  dr iver ,  but  they wi l l  have  reached tha t  sor t  of  
accommodat ion wi th  the  Chinese .   I t  would  have to  be  thousands  
probably  to ta l  a t  th is  point .  
 HEARING COCHAIR BROOKES:  Or ig inal ly  you sa id  hundreds ;  
now you 're  saying thousands .   I  rea l ize  you don ' t  have  a  speci f ic  
number .  
 MR.  SMITH:  Wel l ,  in  sum.   When you ta lk  about  a  hundred,  you 
can say a  thousand,  but  2 ,000 would  be  thousands  or  something of  th is  
amount .  
 HEARING COCHAIR BROOKES:  Okay.  
 MR.  SMITH:  I  rea l ize  th is  i s  a  p lay  on words ,  but  i f  you th ink 
about  tha t ,  how many s tudents  we 've  had come over  here ,  how many 
have remained here  s ince  normal iza t ion--what- -30 years  or  so  of  
normal iza t ion  now-- is  tha t  a  lo t  of  these  never  go back.   So they are  a t  
leas t  potent ia l ly ,  they wi l l  have  reached some sor t  of  agreement  wi th  
th is .   So I  th ink i t  probably  i s  in  the  low thousands .  
 HEARING COCHAIR BROOKES:  Okay.   Dr .  Mulvenon,  do you 
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have any thoughts  on  tha t  a t  a l l?  
 DR.  MULVENON:  I  th ink,  Commiss ioner ,  i t ' s  imposs ib le  to  
know.   I  remember  dur ing the  context  of  the  Cox Commiss ion going 
around the  mulberry  bush about  3 ,000 f ront  companies ;  5 ,000 f ront  
companies .  
 As  someone who is  looking pre t ty  careful ly ,  as  Commiss ioner  
Fiedler  was ,  a t  th is  i ssue ,  my ins t inc ts  to ld  me tha t  the  numbers  were  
ac tual ly  much,  much lower .   I t  was  a  useful  heur is t ic  to  th ink about  the  
to ta l  number  of  Chinese  regis tered  companies  in  the  Uni ted  Sta tes  and 
then look for  pa t terns  among those  companies ,  and that ' s  what  we were  
doing,  t ry ing to  f ind  common off icers  of  those  companies  wi th  
companies  in  Hong Kong that  we knew were  associa ted  wi th  bad 
behavior  and th ings  l ike  tha t .  
 But  I  th ink,  I  th ink,  in  a  sense ,  we ' re  sor t  of  on  a  wi ld  goose  
chase  by t ry ing to  nai l  down those  numbers .   I  would  be  much more  
content  to  have  a  be t ter  process  p ic ture  of  how th is  ac t iv i ty  i s  car r ied  
out ,  to  know what  those  pat terns  look l ike ,  to  be  able  to  spot  those  
pat terns ,  to  t ra in  people  on a  sys temat ic  bas is  to  look for  those  
pat terns ,  because  I  th ink the  k inds  of  numbers  we 'd  be  ta lk ing about ,  
even wi th  Chinese  regis tered  companies  in  the  Uni ted  Sta tes ,  would  
s imply  overwhelm our  abi l i ty  f rom a  resource  perspect ive  to  even go 
af ter  i t .   I  th ink there  are  more  eff ic ient  ways  to  do  i t .  
 HEARING COCHAIR BROOKES:   Wel l ,  the  reason I  ask  because  
obviously  i t ' s  t ry ing to  f igure  out  what  sor t  of  resources  we should  put  
towards  i t .  
 DR.  MULVENON:  Right .   I  mean I  th ink--  
 HEARING COCHAIR BROOKES:  I f  we ' re  deal ing wi th  very  
smal l ,  l imi ted  number  of  asse ts ,  then that  would  help  you to  scope the  
type  of  resources  you should  put  af ter  th is ,  but  i f  we don ' t  rea l ly  
know,  tha t ' s  something we probably  should  be  t ry ing to  f ind  out .  
 DR.  MULVENON:  I  th ink,  for  ins tance ,  i f  you took the  numbers  
f rom my tes t imony and sa id  f ind  me another  country  where  you have 
25 prosecuted  cases  involving somewhere  between 50 to  100 people ,  
f ind  me another  country  in  the  las t  f ive  years  where  we have those  
k inds  of  levels ,  I  th ink i t ' s  fa i r ly  easy  to  pr ior i t ize  where  the  resources  
should  go for  the  Bureau.  
 HEARING COCHAIR BROOKES:  Or  the  s ize  of  the  resource ,  of  
course :  i s  tha t  the  t ip  of  the  iceberg  or  i s  tha t  the  iceberg?  
 DR.  MULVENON:  Right .  
 HEARING COCHAIR BROOKES:  That ' s  the  b ig  ques t ion.  
 Commiss ioner  Fiedler .  
 COMMISSIONER FIEDLER:  Thank you.  
 Dr .  Mulvenon,  s ince  you ra ised  i t  and s ince  none of  us  ac tual ly  
want  to  go back to  the  er rors  of  the  Cox repor t ,  i s  there  any source  in  
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the  government- - th is  i s  for  e i ther  of  you-- tha t  has  a  l i s t  of  Chinese  
companies  opera t ing  in  the  Uni ted  Sta tes?  
 DR.  MULVENON:  I  don ' t  know of  one ,  but  I  would  say  tha t  the  
bas is  of  my data  and probably  the  smar t ,  market -based base  of  the  data  
for  the  government  would  be  s imply to  use  Dun & Bradst ree t  or  
LexisNexis  because  tha t  i s  a  da ta  f ie ld  in  those  databases .   I  th ink i t  
would  be  a  waste  of  our  taxpayer  money to  reproduce what  Dun & 
Bradst ree t  and LexisNexis  have  a l ready done for  commercia l  purposes .  
 COMMISSIONER FIEDLER:  I  might  take  i ssue  wi th  you on the  
c i ta t ion  on that .   So,  f rom a  counter in te l l igence  point  of  v iew,  we 
don ' t  even know what  the  universe  i s  wi th in  the  government?  
 MR.  SMITH:  At  one  point ,  the  FBI  had rough s ta t i s t ics  on  those  
sor ts  of  th ings ,  as  does  Customs.   I 'm assuming that  someone s t i l l  has  
a  l i s t  of  those  companies .   I 'm assuming.  
 COMMISSIONER FIEDLER:  You are  assuming.  
 MR.  SMITH:  Because ,  l ike  I  say ,  I 've  been re t i red  for  a  number  
of  years .  
 COMMISSIONER FIEDLER:  I  haven ' t  found i t  ye t  ac tual ly ,  and 
I 've  asked a  lo t  of  wi tnesses  th is ,  and I  don ' t  th ink i t ' s  a  c lass i f ied  
i ssue .   I  jus t  don ' t  th ink i t  exis ts .  
 Secondar i ly ,  i f  you were  to  make a  judgment ,  e i ther  of  you,  what  
produces  the  larges t  take  for  the  Chinese?   Cyber  in t rus ions  or  human 
in te l l igence  gather ing  opera t ions?   The most  impor tant  take ,  forget  
la rges t .  
 MR.  SMITH:  I ,  and I 'm not  as  famil iar  wi th  cyber  ac t iv i t ies  as  
perhaps  the  good doctor  i s ,  but  my impress ion is  i f  you look a t  the  
technology,  tha t ' s  pre t ty  c lear ly  been t ied  to  HUMINT opera t ions ,  tha t  
those  have been very ,  very  successful  for  them.  
 I f  you look a t  th ings  l ike  the  neut ron issue  involving the  Tiger  
Trap case  involving Min Guo Bao and th ings  of  th is  na ture ,  tha t  as  
wel l ,  I  th ink that ' s  been very ,  very  good,  good for  them.  
 DR.  MULVENON:  Commiss ioner  Fiedler ,  could  I  beg your  
indulgence  and answer  the  ques t ion  perhaps  a  s l ight ly  d i f ferent  way?  
 COMMISSIONER FIEDLER:  Yes .  
 DR.  MULVENON:  Which is  to  say  that  wi thout  knowledge about  
the  sca le  of  e i ther ,  a l though I  would  point  out  tha t  the  prosecuted  
cases  usual ly  involve  a  fa i r ly  f in i te  number  of  chips  or  n ight  v is ion  
goggles  or  cameras  or  th ings  a long those  l ines ,  I 'm more  t roubled  by 
the  cyber  in t rus ions  because  they are  acquir ing  p lans ,  know-how,  o ther  
b luepr in ts ,  o ther  k inds  of  informat ion that  would  a l low them to  then 
develop the  product ion capaci ty  to  produce  the i r  own equipment .  
 I  th ink in  many ways  what  we see  f rom the  Chinese  s ide ,  
par t icular ly  in  defense  e lec t ronics ,  i s  the  i l l ic i t  acquis i t ion  of  the  
h igh-end mi l i ta ry-speci f ic  technologies  and components  tha t  the  
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Chinese  informat ion revolut ion is  not  capable  of  producing.  
 I f  the  Chinese  mi l i ta ry  needs  advanced swi tches  and routers  for  
the i r  f iber  opt ic  ne tworks ,  they buy i t  f rom Huawei .   But  i f  they need a  
t ravel ing  wave tube  or  an  analog to  d ig i ta l  conver ter  wi th  a  h igh 
tempera ture  range or  something l ike  tha t ,  there  i s  no  commercia l  
analog for  tha t  componentry  in  the  Chinese  economic  revolut ion ,  and 
in  my view,  tha t ' s  why they 've  been dr iven to  t ry  and s tea l  tha t .  
 But  when you s tea l  i t ,  then i t  re l ies  on  your  abi l i ty  to  do  reverse  
engineer ing as  to  whether  you have any long- term benef i t  f rom i t .   
Now,  you could  drop that  in to  an  exis t ing  sys tem,  you might  even 
bui ld  i t  in to  your  product ion of  those  sys tems,  but  in  the  back of  your  
mind,  you ' re  a lways  going to  know there 's  a  dependency there .  
 But  i f  there  i s  cyber ,  you ' re  s tea l ing  in  fac t  the  abi l i ty  and the  
know-how to  be  able  to  produce  s imi lar  types  of  equipment  ad  nauseam 
and to  innovate .   To me,  tha t ' s  the  more  t roubl ing acquis i t ion .  
 COMMISSIONER FIEDLER:  One other  ques t ion .  Are  our  
counter in te l l igence  resources ,  genera l ly  speaking,  up  to  the  task  tha t  
we face?  
 MR.  SMITH:  I 'm t roubled  a t  t imes by th is  i ssue ,  and le t  me give  
you a  very  br ief  example .   Two or  three  years  ago,  I  was  up in  New 
York,  and I  was  ac tual ly  involved in  a  cour t  case ,  and I  ta lked to  the  
Chinese  squad supervisor  in  New York,  and I  sa id  something about  the  
Larry  Chin  case ,  and she  wasn ' t  famil iar  wi th  i t .   That  bothered me.  
 One of  the  o ther  th ings  tha t  I 've  seen i s  tha t  there  doesn ' t  seem 
to  be  the  same emphasis  on  the  t ra in ing of  th ings  l ike  the  language or  
the  cul ture ,  the  h is tory  of  China ,  and th ings  of  tha t  na ture  tha t  I  saw,  
tha t  happened to  me when I  was  get t ing  involved wi th  the  bus iness  and 
s tuff  l ike  th is .  
 We took every  course  tha t  we could .   We went  to  Sta te  
Depar tment .   We went  to  the  Smithsonian,  DIA,  anything,  any course  
tha t  we could  come up wi th  to  help  us  know more  about  China .   I  don ' t  
see  tha t  same commitment  by  the  agent  personnel  tha t  has  been--or  
even the  emphasis  by  the  FBI  on tha t  th ing,  and I  th ink th is  i s - -you 
have to  unders tand the  o ther  s ide  before  you can rea l ly  successful ly  
a t tack  i t .  
 DR.  MULVENON:  I  would  largely  agree .   The people  I 've  deal t  
wi th  in  the  China  counter in te l l igence  wor ld  in  the  U.S.  government ,  
they unders tand the  threa t .   They ' re  aggress ively  pursuing i t  as  bes t  
they can.   I t ' s  uni formly been a  pos i t ive  exper ience  for  me deal ing  
wi th  them.   
 But  the  s t ructura l  weakness  in  the  sys tem,  and I  keep coming 
back to  th is ,  and admit tedly  th is  i s  my bias  as  a  Chinese  l inguis t ,  i s  
the  language because  so  much of  the  in terpre ta t ion  of  what 's  going on 
in  a  g iven s i tua t ion  i s  l inguis t ica l ly  based.  
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 There 's  a  lo t  of  ambigui ty ,  par t icular ly  in  the  t radecraf t ,  about  
communicat ions  and th ings  l ike  tha t ,  tha t  someone who has  had two,  
three  years  of  Chinese  i s  s imply  not  going to  be  able  to  p ick  up the  
nuances  tha t  go  in  there .  
 At  the  same t ime,  I  of fer  the  fo l lowing caut ion because  I  have  
been involved in  some of  the  l imi ted  t ra in ing tha t ' s  gone on,  and I  
refer  to  one  of  Mulvenon 's  i ron  laws,  which is  an  exper ience  I 've  had 
f rom the  Depar tment  of  Defense ,  which is  the  value  of  any br ief ing on 
China  i s  inverse ly  propor t ional  to  the  number  of  Sun Tzu quotes  in  the  
br ief ing.  
 So whi le  I  admit  tha t  Sun Tzu is  an  impor tant  cul tura l  backdrop 
for  unders tanding the  Chinese ,  there  i s  an  extent  to  which because  of  
the  gaps  in  our  unders tanding,  tha t  ins tead we use  these  cul tura l  
except ional is t  sor t  of  s tand- in  models  for  a  lack  of  da ta  about  what 's  
ac tual ly  going on in  ac tual  t radecraf t  and behavior  and pat terns ,  and so  
we can get  a  l i t t le  too  wrapped around the  Sun Tzu axle ,  i f  you wi l l ,  
but  i t  was  ins t ruct ive  for  me to  read i t ,  and I  would  point  out  tha t  
every  Chinese  univers i ty  I  ever  s tudied  in ,  every  mi l i ta ry  off icer  I 've  
ever  spoken wi th ,  those  sources ,  the  36 St ra tagems in  Sun Tzu are  the  
l ingua f ranca  of  tha t  communi ty .  
 I t ' s  the  base  s t ra tegic  sor t  of  canon for  tha t  communi ty ,  and so  
much of  how they ta lk  to  one  another  and th ink about  problems is  bui l t  
out  of  tha t  canon.   So i t ' s  impor tant  for  us  to  unders tand.   I t ' s  jus t  i t  
shouldn ' t  be  the  only  th ing.  
 COMMISSIONER FIEDLER:  In teres t ing  answer ,  but  you didn ' t  
answer  my ques t ion .   Are  we up to  i t  or  are  we not?  
 DR.  MULVENON:  I  would  say we could  s t i l l  do  more .  
 HEARING COCHAIR BROOKES:   Thank you.  
 Commiss ioner  Wessel .  
 COMMISSIONER WESSEL:   Thank you,  gent lemen,  for  being 
here .    
 Dr .  Mulvenon,  i t ' s  good to  see  you again  here ,  and I  unders tand 
the  impediments  for  our  analys is  f rom lack of  Chinese  language ski l l s  
s ince  I  have  none,  but  I 'd  a lso  say  tha t  there  i s  so  much open source  
tha t  the  dots  are  not  be ing connected .  
 I ' l l  g ive  you an  example ,  tha t  in  a  recent  meet ing,  some of  our  
cyber  secur i ty  specia l i s t s  were  unaware  tha t  Huawei  and Symantec  had 
a  jo in t  venture  in  Hong Kong where  we were  being able  to  share  
cer ta in  network secur i ty  i ssues ,  which should  never  have  been a l lowed 
to  happen,  and our  exper ts  should  have known about  tha t  to  be  able  to  
use  tha t  informat ion to  enhance  our  secur i ty .  
 Let  me ask  two somewhat  d is t inc t  ques t ions .   F i rs t  i s  we heard  
ear l ie r  today in  panels  about  the  benef i t s  of  Chinese  s tudents  coming 
here  in  the  sense  of  unders tanding a  f ree  press ,  unders tanding tha t  
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the i r  access  to  informat ion a t  home is  not  as  robust  as  maybe they 
would  l ike  or  we would  l ike .  
 And,  Mr.  Smith ,  you pointed  out  the  converse  s ide  of  tha t ,  which 
i s  there  are  a  la rge  number  of  s tudents  here  who may be  ac t ing  adverse  
to  our  in teres ts .  
 What 's  the  proper  ba lance?   I  unders tand you sa id  tha t  
rec iproci ty ,  but  are  we bet ter  of f  wi th  having the  s tudents  here  in  
terms of  what  they br ing back home in  terms of  U.S.  va lues ,  
democracy,  f reedom of  the  press ,  e t  ce tera ,  a re  we los ing more  v is -a-
vis  the  espionage issues?   That ' s  number  one .    
 Number  two and separa te  i s  we 've  seen a  lo t  of  very  senior  U.S.  
of f ic ia ls  who when they leave  government  go  in to  the  pr iva te  sec tor  
and advise  through var ious  ent i t ies .   What  r i sks  do you th ink there  are  
for  those  tha t  have  gone on to  the  payrol l  of  the  Chinese  d i rec t ly  or  
indi rec t ly?   What  k ind of  leakage do you th ink there  i s  in  te rms of  the  
benef i t  of  the  knowledge they 've  gained and how that  may ass is t?   I  
don ' t  say  they ' re  shar ing speci f ic  documents ,  but  the i r  overa l l  
knowledge base  cer ta in ly  has  t remendous  value .  
 Both  ques t ions  i f  poss ib le .  
 MR.  SMITH:  On the  f i rs t  i ssue  involving Chinese  s tudents ,  and 
I  cer ta in ly  apprecia te  the  benef i t s ,  and th is  i s  one  of  the  th ings  we 
discussed very  ear ly  on when Chinese  s tudents  were  a l lowed to  come 
to  the  Uni ted  Sta tes ,  perhaps  i t ' s  the  d isc ip l ines  themselves  tha t  should  
be  scrut in ized more  c lose ly .   As  of  now,  most  of  the  people  tha t  are  
involved,  c iv i l  r ights  i ssues  and s tuff  l ike  tha t ,  these  are  the  people  in  
the  l ibera l  a r t s  d isc ip l ines  and s tuff  l ike  th is  so  you could  say,  yes ,  
you could  have a l l  the  s tudents  you want  to  come to  the  Uni ted  Sta tes  
to  s tudy journal ism you want  to ,  but  you aren ' t  going to  be  able  to  
s tudy some hard  sc ience .  
 Perhaps  tha t ' s  something tha t  they should  look a t  and f rom that  
s tandpoint .   I  would  ac tual ly  cut  the  number  of  them frankly ,  and by 
the  way,  I  don ' t ,  I  th ink tha t ,  I  don ' t  th ink tha t  China  has  got  the  
h ighes t  number  of  Chinese  s tudents  here  anymore .   I  th ink i t ' s  India  or  
one  of  the  o ther  countr ies  now.  
 COMMISSIONER WESSEL:   Yes .  
 MR.  SMITH:  And cer ta in ly  there 's  a  very  large  number  of  
Taiwanese  in  the  country  as  wel l .  
 COMMISSIONER WESSEL:   Jus t  as  a  re la ted  ques t ion ,  f rom 
your  exper ience ,  how much abi l i ty  i s  there  for  our  of f ic ia ls  to  t rack 
these  s tudents?  Many,  as  I  unders tand,  come here  and then change 
disc ip l ines .   Because  you sa id  we should  have a  d isc ip l ine-or iented  
approach potent ia l ly .   Wil l  tha t  sys tem work?  
 MR.  SMITH:  Pract ica l ly  imposs ib le .   You can ' t  keep up wi th  a l l  
of  them.   F i rs t  of  a l l ,  there 's  a  lot  of  the  academic  ins t i tu t ions  res is t  
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any sor t  of  a  FBI  presence  or  anything l ike  tha t  deal ing  wi th  those  
s tudents .   They ta lk  about  academic  f reedoms and cer ta in ly  those  are  
legi t imate  in  tha t  regard .   So i t ' s  ext raordinar i ly  d i f f icul t .    
 One t ime,  and I  th ink I  can  safe ly  say  th is ,  the  to ta l  Chinese  
program,  the  number  of  agents  tha t  were  ass igned,  and th is  was  before  
we s tar ted  having a  larger  inf lux of  analys ts ,  the  to ta l  Chinese  program 
probably  consis ted  less ,  no  more  than 50 or  60  people  for  the  FBI .   
 And that ' s  when you had severa l  hundred,  i f  you look a t  a l l  of  
the  off ic ia ls  tha t  were  here  on dip lomat ic  passpor ts ,  you look a t  the  
consula tes  and the  U.N.  miss ion and U.N. ,  and what  have you,  not  
count ing the  s tudents ,  de legat ions ,  s tuf f  l ike  th is ,  you were  absolute ly  
overwhelmed wi th  them.   So i t ' s  prac t ica l ly  imposs ib le .   You can ' t  
have  a- - l ike  even a  20- to-one  ra t io  between an  agent  and 20 
individuals  to  look a t .   I t  goes  much,  much higher  than tha t .  
 COMMISSIONER WESSEL:   And as  to  the  ques t ion  of  leakage,  
both  your  v iews and Dr .  Mulvenon,  leakage in  terms of  former  senior  
U.S.  of f ic ia ls  who have informat ion that  might  be  valuable?  
 MR.  SMITH:  Any t ime that  you ' re  ta lk ing to  someone,  i f  you 
ask  a  ques t ion ,  you ' re  providing informat ion,  and any t ime that  there  i s  
a  re la t ionship  of  tha t  sor t ,  par t icular ly  i f  i t ' s  a  pa id  re la t ionship ,  there  
i s  going to  be  leakage and i t ' s  going to  depend on the  individual .  
 Frankly ,  I 'm t roubled by i t ,  and I - -not  only  involved wi th  China  
but  the  whole  government  in  general .   I  th ink there  should  be  a  
morator ium of  severa l  years  before  you are  a l lowed to  go back and 
work in  the  area  tha t  you worked for  in  the  government  or  something 
l ike  tha t ,  not  only  a  couple  a  years ,  what  i t  i s  now,  tha t  sor t  of  th ing.  
 But  there  i s  no  doubt  tha t  there  wi l l  be  leakage,  and f rankly  I  
f ind  i t  t roublesome that  you had former  government  employees  who,  
they l ive  good l ives  and good pensions  and s tuff  l ike  th is  f rom the  
government ,  and a l l  of  a  sudden they go back and they are  on the  
payrol l  of  someone i f  they ' re  not  something tha t  has  an  adversar ia l  
re la t ionship .   I  f ind  tha t  t roublesome.  
 COMMISSIONER WESSEL:   Dr .  Mulvenon.  
 DR.  MULVENON:  On the  Chinese  s tudent  i ssue ,  again ,  I 'm 
going to  dodge and obl ique  away f rom you.   I t ' s  a  t ru ism,  and the  
Nat ional  Academy of  Sciences  and other  people  have  noted  th is ,  tha t  i f  
we were  s imply  to  uni la tera l ly  res t r ic t  the  access  of  fore ign s tudents  to  
our  hard  sc iences  programs,  most  of  them in  the  Uni ted  Sta tes  would  
col lapse ,  and f rankly  tha t  says  more  about  us  than i t  does  about  them 
in  the  sense  tha t  I 've  a lways  decr ied  the  lack  of  resources  and 
innovat ion tha t  was  going on in  terms of  our  nat ional  innovat ion 
sys tem.  
 I  mean we are  ent i re ly  dependent  a t  th is  point  in  the  hard  
sc iences  on fore ign graduate  s tudents ,  fore ign-born  graduate  s tudents ,  
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and I  don ' t  know what  we need to  do a t  the  educat ion  level  to  change 
tha t  pa t tern ,  but  tha t  does  not  bode wel l  for  the  fu ture  innovat ion of  
the  American economy and our  inf ras t ructure .  
 That  sa id ,  I  do  agree  tha t  we could  have  bet ter  contro ls  on  tha t  
f ront .   I  am reminded,  though,  of  the  outcry  f rom the  univers i ty  sec tor  
when the  Pat r io t  Act  res t r ic t ions  came out  on  moni tor ing fore ign 
s tudents  in  univers i t ies ,  and th is  was ,  f rom a  univers i ty  perspect ive ,  a t  
the  leas t  defens ib le  t ime in  U.S.  h is tory  to  throw up roadblocks ,  and 
yet  they did .  
 I 'm a lso  reminded of  the  ac t iv i t ies  in  the  Federa l  Regis ter  a  
number  of  years  ago about  deemed expor ts ,  about  t ry ing to  change the  
deemed expor t  regula t ions  to  ref lec t  tha t  i f  an  individual  was  working 
in  a  graduate  lab  on a  p iece  of  technology that  would  have required  a  
deemed expor t  l icense  i f  i t  was  shipped abroad,  tha t  the  same rules  
should  apply  wi th in  a  graduate  lab  in  a  univers i ty  in  the  Uni ted  Sta tes ,  
and of  course  Commerce  was  deluged by hundreds  of  le t ters  f rom 
univers i ty  pres idents  descr ib ing how th is  would  cr ipple  the i r  
programs.  
 I  unders tand thei r  point  of  v iew,  but  my point  would  be  tha t  the  
programs would  not  have  been cr ippled  i f  we had had a  s imi lar  inf lux 
of  U.S.  c i t izen  graduate  s tudents  in  those  hard  sc ience  programs.   The 
univers i ty  pres idents  were  wri t ing  pr imar i ly  f rom a  perspect ive  of  
the i r  dependency on fore ign s tudents ,  and I  th ink tha t  tha t ' s  the  core  
root  of  the  problem ra ther  than f rom an enforcement  perspect ive .  
 On the  leakage issue ,  I  have  no opinion.  
 COMMISSIONER WESSEL:   Thank you.  
 HEARING COCHAIR BROOKES:   Thank you.  
 Chairman Bar tholomew.  
 COMMISSIONER BARTHOLOMEW:  Thank you very  much.   
Thank you,  gent lemen,  for  your  tes t imony,  and both  of  you for  the  
service  tha t  you have provided in  your  d i f ferent  capaci t ies .  
 Fol lowing up jus t  very  br ief ly  on Commiss ioner  Fiedler ' s  
ques t ion  about  cyber ,  I  was  th inking about  how cyber  could  be  
changing the  very  nature  and extent  of  t radi t ional  espionage in  terms 
of  informat ion gather ing so  we 're  having one level  of  d iscuss ion about  
what  i s  going on on the  ground a t  the  same t ime that  what 's  going on 
on the  ground could  very  wel l  of ten  be  made obsole te  by the  fac t  tha t  
you don ' t  need people  in  a  p lace  in  order  to  gather  the  informat ion,  but  
t ime wi l l  te l l  on  tha t .  
 I  wondered i f  you could ,  par t icular ly  Dr .  Mulvenon,  you 
ment ioned how on economic  espionage,  i t ' s  not  profess ionals  doing the  
espionage.   I t ' s  of ten  mom and pop opera t ions ,  both  tha t  and U.S.  
sc ient is t s  who are  invi ted  to  speak a t  conferences ,  as  a  way to  get  
access  to  informat ion.  
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 Can you ta lk  a  l i t t le  b i t  about  the  tasking?   Who is  i t?   Who is  
de termining what  these  mom and pop opera t ions  should  be  looking for?  
 How are  those  ass ignments  being given out?   This  Stanford  s tudent  
tha t  you ment ioned,  the  Stanford  area  s tudent  tha t  you ment ioned,  I  
mean I  suspect  tha t  they did  not  know that  going to  these  auct ions  and 
buying these  b lades  was  something that  they would  jus t  th ink up on 
thei r  own.   So where  are  the  marching orders  coming f rom? 
 DR.  MULVENON:  Wel l ,  and here  there ' s  an  in teres t ing  change 
in  the  Chinese  sys tem wi th  regard  to  defense  indust r ia l  product ion and 
research fac i l i t ies .   In  1998,  the  cent ra l  government  in  China  largely  
cut  these  ins t i tu tes  and fac tor ies  loose  f rom s ta te  subs id ies ,  and they 
were  to ld  you need to  go and develop spinoff  commercia l  th ings  to  be  
able  to  cover  more  of  your  cos ts .   I t  was  par t  of  a  genera l  reform 
movement  in  1998.  
 As  a  resul t ,  many of  the  numbered defense  indust r ia l  ins t i tu tes  
and fac tor ies  associa ted  wi th  the  main  defense  indust r ia l  sec tors  in  
China  began prol i fera t ing  a  se t  of  commercia l  companies  associa ted  
wi th  those  ins t i tu tes .   Now,  these  are  not  f ront  companies .   There  are  a  
separa te  c lass  of  companies  tha t  I  would  correc t ly  label  f ront  
companies .   These  are  genuine  commercia l  concerns  tha t  a re  der iva t ive  
of  these .   They are  col located  wi th them.   Of ten  the  way we f ind them 
is  because  we t rans la te  the i r  s t ree t  address  and then we a l l ,  lo  and 
behold ,  we discover  tha t  they ' re  in  the  same wal led  compound as  the i r  
ins t i tu te  or  fac tory  sponsor .  
 But  those  commercia l  companies ,  which have anodynely  
sounding names,  tha t  don ' t  say  No.  23 ordnance  fac tory ,  a re  of ten  the  
venue for  contact ing these  companies  for  RFQs or ,  you know,  for  
reques t  for  quote  or  reques t  for  b id  on var ious  th ings .  
 And in  the  Br idey [ph]  case ,  for  ins tance ,  the  Stanford  case ,  i t  
was  in terac t ions  wi th  a  commercia l  company associa ted  wi th  
NORINCO, and so  whi le  nobody-- they would  have been horr ib ly  naive  
to  not  unders tand tha t  they were  deal ing  wi th  the  ordnance  minis t ry ,  
but  they were  c lear ly  being contac ted  by ent i t ies  tha t  were  associa ted  
wi th  the  delegat ions  they had hosted .  
 And so ,  but  the  ac tual  commercia l  t ransact ions  themselves  are  
of ten  as  mundane as  s imply  receiving a  fax  saying here  i s  the  shopping 
l i s t  of  th ings  tha t  we ' re  in teres ted in  wi th  no c lear  d i rec t ion  as  to  
where  they ' re  going to  f ind  them,  and then re ly ing on the  natura l  
ent repreneurship  and aggress iveness  of  the  people  tha t  they 've  
contac ted .  
 What  I  would  h ighl ight ,  however ,  Commiss ioner ,  i s  tha t  of ten  
they ' re  not  the  only  people  wi th in  the  network tha t  are  being given th is  
s imi lar  tasking,  and tha t  th is  i s  a  d is t r ibuted  network in  which there  i s  
redundant  mul t ip le  tasking,  and of ten  i t ' s  who in  the  words  of  
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Stonewal l  Jackson--"get  there  f i rs tes t  wi th  the  mostes t . "  
 And so  that ' s  very  d i f ferent  than a  model  in  which you have a  
d i rec ted  f ront  company in  which you 've  expended s igni f icant  asse ts  
se t t ing  up cover  for  and then br inging in  people  under  fa lse  pre tenses  
who have profess ional  t radecraf t  to  run tha t ,  to  run tha t .  
 COMMISSIONER BARTHOLOMEW:  Dr .  Mulvenon,  that  fax  
or ig inates  somewhere ,  and what  I 'm t ry ing to  unders tand is  who is  i t  
who has  the i r  eye  on the  p ic ture  of  what  i t  i s  tha t  needs  to  be  
acquired?   I  mean are  these  individual  companies  in  China  tha t  a re  
able  to  d i rec t  asse ts?   We' l l  use  "asse ts ,"  for  want  of  a  be t ter  word 
here .   Or  where  i s  th is  in i t ia ted?  
 DR.  MULVENON:  I  th ink i t ' s  both  bot tom up and top down.   I  
mean we know from open sources  tha t  there  i s  a  level  of  h igh- level  
s ta te  coordinat ion  on S&T procurement  tha t  goes  on a t  the  Bei j ing  
level ,  whether  i t ' s  in  the  Minis t ry  of  Science  and Technology,  whether  
i t ' s  in  the  former  COSTIND, which is  now cal led  SASTIND, under  the  
Minis t ry  of  Indust ry  and Informat iza t ion ,  whether  i t  i s  der ivat ive  of  
the  863 Program,  which i t se l f  was  the  resul t  of  h igh- level  s ta te  
coordinat ion to  ident i fy  key fu ture  technology gaps  tha t  China  needed 
to  push.  
 There  i s  tha t  cent ra l ized  sys tem that  i s  very  focused on 
ident i fy ing those  k inds  of  gaps  and di rec t ing  resources  towards  them 
including the  i l legal  technology acquis i t ion  f rom abroad,  and we 've  
acquired  sources  over  the  years  tha t  have  been t rans la ted  tha t  
descr ibed th is  process  in  some deta i l .  
 At  the  same t ime,  there  i s  innovat ion going on a t  the  bot tom 
level  where  people  are  for  the i r  own mater ia l i s t  in teres ts  t ry ing to  
acquire  th ings  tha t  they know would  be  valuable  and then going to  f ind  
cus tomers  for  i t  a t  h igher  level ,  a t  h igher  echelon,  and so  I  th ink both  
of  those  processes  working a t  the  same t ime,  but  in  a  much more  
d is t r ibuted ,  d i f fuse  way in  execut ion than we would  probably  ascr ibe  
i f  we were  s imply  descr ib ing a  Chinese  monol i th .  
 COMMISSIONER BARTHOLOMEW:  Thank you.  
 HEARING COCHAIR BROOKES:  Commiss ioner  Videnieks .  
 COMMISSIONER VIDENIEKS:   My ques t ion  was  bas ica l ly  
asked by Chairman Bar tholomew.   I t  was  an  ident i ty  ques t ion .   
Frequent ly ,  the  government  puts  out  a  reques t  for  informat ion,  and 
then the  resul ts  a re  used to  put  together  the  sol ic i ta t ions  or  o ther  
documents .  
 The ques t ion  bas ica l ly  i s  who,  which organiza t ional  component  
in  PRC,  accumulates  th is  sca t tered  or  gra in-of-sand type  of  
technologica l  informat ion?   I s  there  a  speci f ic  cent ra l ized  out f i t?  
 DR.  MULVENON:  I f  you ' re  ta lk ing about  unclass i f ied  U.S.  
defense  informat ion,  there  are  a  number  of  organiza t ions  tha t  a re  
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eas i ly  ident i f iable ,  some of  whom have off ices  here  in  the  nat ional  
capi ta l  region.   Such,  for  ins tance ,  i s  the  China  Defense  Science  and 
Technology Informat ion Center ,  which is  subordinate  to  COSTIND and 
a lso  to  the  Genera l  Armaments  Depar tment  in  var ious  ways .  
 This  i s  an  organiza t ion  whose  sole  organiza t ional  purview is  the  
vacuuming up of  large  volumes of  fore ign unclass i f ied  defense  
informat ion,  and for  an  open socie ty  l ike  ours  wi th  large  numbers  of  
technica l  publ ica t ions  and th ings  l ike  tha t ,  a l l  you need to  do i s  look 
f rankly  a t  the  cus tomer  informat ion of  who is  reques t ing microf iche  
f rom DTIC and NTIS and other  organiza t ions  in  the  U.S.  government  
tha t  a re  charged wi th  d isseminat ing  large  volumes of  microf iche  of  
unclass i f ied  informat ion to  see  those  pat terns ,  to  see  those  f lows.  
 Each of  the  defense  indust r ia l  sec tors  in  China ,  ordnance ,  
avia t ion ,  aerospace ,  sh ipbui ld ing-- I 'm going to  forget  one--each of  
those  have  ins t i tu tes  and centers  devoted towards  the  same kind of  
sc ience  and technology informat ion centers ,  i s  what  they ' re  of ten  
ca l led ,  and the i r  ro le  i s  to  sys temat ica l ly  subscr ibe  to  and col lec t  the  
technical  R&D journals  in  Engl ish  tha t  are  associa ted  wi th  th is ,  and we 
know th is  f rom a  var ie ty  of  sources ,  not  the  leas t  of  which i s  tha t  when 
you look a t  Chinese  language technical  R&D journals  in  the  defense  
area ,  very  robust  footnotes  of  U.S.  technical  R&D journals .  
 Now,  I  would  submit  to  you tha t  individual  Chinese  sc ient is t s  
who don ' t  speak Engl ish  are  not  themselves  independent ly  acquir ing  
subscr ip t ions  to  a l l  these  journals .   That  may be  t rue ,  but  much l ike  
our  own sys tem,  i t ' s  much more  ef f ic ient  to  have  c lear inghouses  of  
these  k inds  of  journals ,  and then there  are  journals  tha t  we have seen 
in  the  Chinese  language journals  in  the  footnotes  tha t  a re  c lear ly  
summaries  of  fore ign technical  R&D journals .   In  o ther  words--  
 COMMISSIONER VIDENIEKS:   May I?   Your  answer  then i s  
tha t  there  are  severa l  of  these  c lear inghouses?  
 DR.  MULVENON:  Right .  
 COMMISSIONER VIDENIEKS:   And they ac t  more  or  less  in  a  
coordinated  fashion or  independent ly?  That  would  be  a  quick  ques t ion .  
 The other  ques t ion  to  Mr.  Smith  i s  what  should  we recommend to  
Congress  tha t  we do in  a  f ree  socie ty?  
 MR.  SMITH:  I 'm not  as  conf ident  tha t  there  i s  tha t  grea t  a  
coordinat ion  back there .  I  jus t  can ' t  imagine  tha t  a  professor  f rom the  
Harbin  Ins t i tu te  of  Technology is  coordinat ing  a t  the  same level  as  
NORINCO or  some business  in  Guangzhou.   I  th ink i t ' s  pre t ty  
f ragmented.  
 Now they have a  mechanism se t  up  to  coordinate  th is ,  but  le t  me 
te l l  a  quick  s tory ,  and then le t  me get  the  answer  to  tha t  as  wel l ,  and i t  
involves  the  f ront  companies .   I  spent  severa l  days ,  two or  three  years  
ago,  wi th  an  MSS off icer  who-- th is  i s  a f ter  I  re t i red--who is  charged 
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with  se t t ing  up a  f ront  company.  
 I t  was  in teres t ing  about  what  one  of  the  in teres t ing  
character is t ics  of  the  f ront  company is .   The  Chinese  expect  them to  be  
se l f -sus ta in ing.  They pay thei r  own way.   I t ' s  unl ike  those  tha t  maybe 
the  FBI ,  the  CIA se ts  up  where  we jus t  keep funnel ing money to  them,  
and i t ' s  grea t  d i f f icul ty  a t  t imes  somet imes  showing tha t  these  are  
ac tual ly  legi t imate  companies  when they aren ' t  rea l ly  making any 
money.  
 The Chinese  f ront  companies  have to  pay thei r  own way,  and 
what’s  in teres t ing  about  tha t ,  i s  tha t  the  Chinese  rea l ly  don ' t  care  how 
much money the  individuals  running that  f ront  company make 
themselves .   This  i s  one  of  the  th ings  tha t ,  for  example ,  tha t  happened 
in  the  Wu Bin  case ,  and i t  happened wi th  th is  MSS off icer  tha t  I  was  
spending th is  t ime wi th .  
 They don ' t  rea l ly  care  how much money they make individual ly  
as  long as  they s tar t  funnel ing th is  informat ion back to  China .   The 
o ther  th ing was  tha t  I  found somewhat  s t r ik ing is  the  fac t  tha t  they 
didn ' t  rea l ly  have  speci f ic  ta rget ing .  
 Now go back again  to  the  Wu Bin case ,  he  was  g iven a  l i s t  of  
technologies  tha t  they wanted.  They to ld  h im to  memorize  them,  and 
then they took the  l i s t  back away f rom him.   Wel l ,  i t  had 30 pieces  of  
technology on the  l i s t ,  and the  only  th ing he  remembered is  something 
l ike  buy radar  or  something e lse ,  and he  ended up get t ing  in  t rouble  
for  n ight  v is ion goggles ,  tha t  as  wel l .  
 Same th ing happened wi th  my f r iend,  the  MSS off icer .   I  sa id ,  
“What  d id  they te l l  you speci f ica l ly?”  He says ,  “Anything to  do wi th  
the  U.S.  mi l i ta ry .”   “What  d id  you do?”   He sa id ,  “ I  went  to  junkyards .  
 I  bought  anything to  do wi th  U.S.  mi l i ta ry  on i t .   I  bundled i t  up  and 
shipped i t  back there .”   I  sa id ,  “Wel l ,  what  happened back there?”   He 
says ,  “Wel l ,”  he  says--and you got  to  remember  the  sys tem in  China  i s  
absolute ly  corrupt .  So i t  goes  back there ,  he  gets  th is  sh ipment  of  
junk,  and they say-- I ' l l  use  th is  name—“Wang,  i s  doing good.”   Wel l ,  
see ,  Wang made his  boss  look good.  
 So he  then repor ts  i t  up  to  a  h igher  level ,  and they say  Wang 's  
boss  i s  looking good because  Wang is  rea l ly  producing th is  th ing,  and 
i t  goes  a l l  the  way up through the  sys tem.   Everybody--and i t ' s  corrupt .  
 I t ' s  junk,  a l l  they ' re  ge t t ing ,  but  the  point  was  tha t  they are  sending 
th is  s tuff  back there  to  them.  So tha t  as  wel l .  
 So  th is  i s ,  I  th ink,  how a  lo t  of  these  f ront  companies  ac tual ly  
opera te ,  and the  Chinese ,  there  again ,  they f lood the  market  and 
eventual ly  somebody is  going to  come up wi th  tha t  good piece  of  
informat ion,  tha t  good piece  of  technology.  
 COMMISSIONER VIDENIEKS:   So a t  which point  i s  i t  
espionage?   At  which point  i s  th is  informat ion gather ing for  market ing  
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purposes?   Would  tha t  depend on the  organiza t ion  which receives  i t ,  
the  informat ion?  
 MR.  SMITH:  Is  i t  espionage a t  tha t  point?  No.  
 COMMISSIONER VIDENIEKS:   Whether  i t  i s  or  i s  not  
espionage?  
 MR.  SMITH:  I t ' s  probably  not ,  a lmost  cer ta in ly  not ,  especia l ly  
i f  they ' re  ge t t ing  i t  f rom junkyards .   One of  the  in teres t ing  th ings  
about  China  in  the  language s tandpoint  i s  the  o ld  bus iness- -and the  
doctor  can  speak to  th is  much bet ter  than I - -but  there 's  no  rea l  phrase  
in  Chinese  involving in te l l igence  gather ing.   The word "qing bao sou" ,  
k ind of  l ike  informat ion gather ing,  something l ike  th is ,  tha t  i s  rea l ly  
what  you see  them doing more  so  than ac tual ly  in te l l igence  
informat ion.   I t ' s  informat ion gather ing.  
 DR.  MULVENON:  In  fac t ,  Commiss ioner ,  when I 'm in  China ,  I  
of ten  t rans la te  the  t i t le  of  my organiza t ion  as  the  Center  for  
Informat ion Research and Analys is .  
 COMMISSIONER VIDENIEKS:   Thank you.  
 HEARING COCHAIR BROOKES:   Thank you.  
 Cochai rman Reinsch.  
 HEARING COCHAIR REINSCH:  Thank you.  
 I  can ' t  res is t  a  comment  or  two,  which wi l l  not  surpr ise  Dr .  
Mulvenon.   I  th ink your  point  on  the  s tudents  i s  wel l - taken.   I  jus t  
would  comment  tha t  looking a t  the  s ta te  of  our  current  educat ion  
sys tem,  which is  something you a l luded to ,  we cannot  s imul taneously  
be  a  wor ld  innovat ion leader  and th ink tha t  we ' re  going to  do i t  so le ly  
on the  bas is  of  American s tudents .  
 Looking a t  i t  h is tor ica l ly ,  the  great  s t rength  of  th is  country  for  
200 years  has  been immigra t ion .   I t ' s  been bui l t  on  immigrants ,  
cer ta in ly  in  my family ,  and I  th ink that  of  most  everybody here .   I  
th ink tha t ' s  where  our  fu ture  l ies  too .  
 I  th ink people  wi l l  te l l  you,  most  people  wi l l  say ,  tha t  i f  you 
look par t icular ly  a t  the  s tudents  tha t  a re  coming here  to  get  advanced 
degrees  or  even undergraduate  degrees ,  the  benef i t s  we accrue  f rom 
them whether  they s tay  here  or  they go back vas t ly  outweigh the  cos ts ,  
which i s  not  to  say  the  cos ts  are  zero ,  which Mr.  Smith  a l luded to ,  but  
I  don ' t  th ink there 's  anywhere  near  a  ba lance  here .  
 On the  deemed expor t  i ssue ,  Dr .  Mulvenon,  I  remember  and have 
heard  very  wel l  the  comments  of  the  academics  on tha t  subjec t .   What  
you haven ' t  rea l ly  noted  I  th ink f rom the  o ther  s tandpoint  i s  the  rea l  
problem wi th  tha t  has  a lways  been the  cos t /benef i t  ra t io .   The  
government  was  pour ing a  large  amount  of  t ime and energy and 
resources  in to  a  process  tha t  re jec ted  maybe one or  two people  a  year ,  
because  they didn ' t  have  informat ion rea l ly  tha t  was  much more  
extens ive  than the  informat ion tha t  was  avai lable  when the  v isa  was  
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granted  in  the  f i rs t  p lace ,  and these  were  most ly  people  who had visas  
and were  t ry ing to  conver t  because  they were  leaving academia  and 
get t ing  a  job .  
 There  are  be t ter  ways  to  deal  wi th  th is  problem and cer ta in ly  
more  cos t  e f fec t ive  ones  than to  crea te  th is  enormous  process  tha t  ends  
up ident i fy ing maybe one person in  a  year .    
 So  one  of  the  th ings  tha t  I  th ink has  been lacking in  th is  
d iscourse  in  the  pas t ,  and is  s t i l l  lacking,  i s  any sense  tha t  th is  i s  a  
r i sk  management  problem.   Most  people  approach th is  as  a  zero  r i sk  
problem,  and i f  you approach i t  as  a  zero  r i sk  problem,  you can ' t  
poss ib ly  win .  
 I f  you approach i t  as  a  r i sk  management  problem,  then you ' re  
going to  put  your  resources  where  they ' l l  do  the  most  good,  and you ' l l  
be  able  to  accompl ish  something.   This  has  been f rankly  one  of  my 
complain ts  about  the  FBI  over  the  years .   They never  unders tood that .  
 Now le t  me ask  a  ques t ion  having f in ished wi th  the  rant .   For  Dr .  
Mulvenon,  you sa id  an  in teres t ing  th ing way back.   You a l luded to  
Hong Kong,  and I 'd  l ike  to  pursue  that  wi th  you for  jus t  a  moment .   I  
cer ta in ly  would  agree  tha t  there  i s  a  theore t ica l  r i sk  wi th  respect  to  
Hong Kong.   I t ' s  obvious ,  and you s ta ted  i t .  
 I 'm not  aware  of  a  lo t  of  prac t ica l  problems,  and I 'm wel l  aware  
of  the  extent  to  which the  Hong Kong government  has  gone to  t ry  to  
make sure  tha t  there  aren ' t  any problems.   Has  something happened in  
the  las t  year  tha t  I  don ' t  know about?  
 DR.  MULVENON:  Si r ,  I  would  submit  tha t  i t  i s  a  s igni f icant  
problem,  and that  i t  may not  be  ref lec ted  in  the  data  you ' re  see ing,  but  
when the  equipment  i s  t ransfer red  to  Hong Kong,  there  are  therefore  
no res t r ic t ions  on i t s  t ransshipment  to  the  mainland,  and tha t  a  la rge  
percentage  of  the  expor t  cont ro l  cases  tha t  I  have  seen have involved 
Hong Kong t ransshipment .  
 HEARING COCHAIR REINSCH:  Okay.   That ' s  useful .   I  th ink 
I 'd  l ike  to  get  more  informat ion about  tha t .   We ' l l  do  i t  of f l ine .  
 DR.  MULVENON:  Maybe we could  ta lk  about  tha t  of f l ine .  
 HEARING COCHAIR REINSCH:  We ' l l  do  i t .   Yes ,  we ' l l  do  i t  as  
a  s idebar .    
 Thank you.  
 HEARING COCHAIR BROOKES:   Thank you.  
 Commiss ioner  Shea .  
 COMMISSIONER SHEA:  Thank you both .  
 I  jus t  want  to  fo l low up on a  ques t ion  tha t  Chairman 
Bar tholomew asked,  and I  th ink you,  Dr .  Mulvenon,  responded to  what  
I  was  th inking of  asking you.  
 In  a  smal l  way,  I 'd  l ike  you to  sor t  of  ampl i fy ,  both  of  you,  on  i t ,  
th is  not ion  of  ent repreneur ia l  espionage.   I t  seems l ike  the  not ion  of  
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people  in  the  Uni ted  Sta tes  t ry ing to  get  access  to  informat ion tha t  
they th ink some sponsor  in  China  might  be  in teres ted  in ,  i t  seems very  
s imi lar  to  the  pat r io t ic  hacker  associa t ions  wi th in  China  tha t  jus t  hack 
in to  U.S.  s i tes ,  perhaps  not  s ta te-sponsored in  any way,  but  th inking 
tha t  the  informat ion tha t  they might  ga ther  would  be  useful  to  
somebody.  
 Could  you quant i fy  th is  ent repreneur ia l  espionage?   Is  i t  ha l f  of  
what 's  going on or  to  what  degree  are  we ta lk ing here?  
 DR.  MULVENON:  I  would  jus t  say ,  for  ins tance ,  s ince  2004,  as  
an  example ,  we have a  handful  of  what  I  would  descr ibe  as  pure  
espionage,  d i rec ted  a t  U.S.  secre ts  wi th  t radecraf t  and everything e lse ,  
but  25  cases  of  th is  ent repreneur ia l  espionage.   And so  there 's  
bas ica l ly  a  seven or  e ight  to  one  ra t io .  
 So  I  th ink i t ' s  the  dominant  form wi th  the  fo l lowing caveat ,  
which i s  we don ' t  know what  we don ' t  know,  in  a  "Rumsfeldian"  sor t  of  
way,  which i s  tha t  I  fear  tha t  most  of  the  people  tha t  we have ensnared 
in  these  inves t iga t ions  are  ones  who are  jus t  too  damn s tupid  to  begin  
wi th ,  and my ques t ion is  what  have  the  smar t  people  got ten  away wi th  
tha t  we don ' t  know about?   Because g iven the  language barr iers  and 
everything e lse ,  i t  would  be  fa i r ly  easy  to  f ly  under  the  radar .  
 COMMISSIONER SHEA:  Mr.  Smith ,  do  you have anything to  
add?  
 MR.  SMITH:  One of  the  th ings  tha t  60  years  of  communism 
hasn ' t  done for  the  Chinese  people  and tha t ' s  dampened thei r  
ent repreneur ia l  sp i r i t .   They ' re  s t i l l  in teres ted  in  making money jus t  
l ike  they ' re  s t i l l  in teres ted  in  gambl ing.   Some of  these  th ings  tha t  the  
communis ts  say  they ' re  going to  get  r id  of ,  wel l ,  they haven ' t .  
 From the  s tandpoint  of  prosecut ion ,  th is  i s  where  I  th ink tha t - -
and perhaps  i t ' s  not  so  much i t ' s  a  legis la t ive  i ssue-- i s  tha t  f rom the  
s tandpoint  tha t  there  should  be  a  grea t  deal  of  d iscuss ion on how they 
should  approach these .   I  don ' t  th ink i t ' s  necessary  for  the  government  
to  t ry  to  prove,  for  example ,  as  they did  in  the  Chi  Mak case ,  tha t  he  
was  an  in te l l igence  opera t ive .  
 The point  was  tha t  he  had s tuff  tha t  shouldn ' t  be  leaving the  
country  and he  was  leaving the  country wi th  i t .   Leave i t  a t  tha t .   And 
I  th ink there  should  be  a  grea ter  emphasis ,  not  only  f rom the  
s tandpoint  of  prosecut ion,  but  a lso  f rom the  s tandpoint  of  the  
inves t iga t ions  themselves ,  to- -par t icular ly  deal ing  wi th  the  Chinese ,  
tha t  espionage is  a  te r r ib ly  d i f f icul t  s ta tu te  to  prosecute ,  and i t ' s  a  
te r r ib ly  d i f f icul t  s ta tu te  to  inves t iga te- - take  a  s tep  back and go wi th  
what  you got .  
 And that ' s  what  I  th ink you see  i s  happening to  a  la rge  degree  
wi th  these  25 or  so  inves t iga t ions .   They would  prefer  to  have 
espionage cases ,  but  they jus t  a ren ' t  there .   And I 'm not  even sure  tha t  
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they  are  there ,  much less  the  fac t  tha t  i t ' s  a  mat ter  they jus t  can ' t  prove  
them.  
 COMMISSIONER SHEA:  Okay.   Thank you.  
 HEARING COCHAIR BROOKES:   Commiss ioner  Mul loy.  
 COMMISSIONER MULLOY:  Thank you,  Mr.  Chairman.   I  want  
to  thank the  wi tnesses ,  both  of  you,  for  be ing here .   Mr.  Smith ,  I  want  
to  say  specia l  thanks  to  you for  your  service  to  our  country  in  the  FBI  
for  many years .  
 MR.  SMITH:  Thank you.  
 COMMISSIONER MULLOY:  I  see  we 've  ta lked about  espionage 
here ,  and tha t  they targeted  technology.   The Chinese  have targeted  
technology as  par t  of  the  espionage.   That ' s  what  we 've  been ta lk ing 
about .   But  I  see  two ways  in  which the  technology is  moving out  of  
th is  country  wi thout  espionage a t  a  very  rapid  pace .  
 Our  abi l i ty ,  so  much of  our  R&D is  t ied  to  the  manufactur ing 
sector  of  our  economy.   And the  manufactur ing sector  of  our  economy 
is  be ing outsourced due  to ,  I  th ink,  some pre t ty  sophis t ica ted  t rade  
s t ra tegies  being used,  and when the  manufactur ing leaves ,  now the  
R&D is  moving.  
 I  went  to  a  b ig  research  park  r ight  outs ide  of  Bei j ing  and saw the  
ser iousness  of  purpose  wi th  which the  Chinese  are  t ry ing to  move up 
the  technology ladder ,  and I  th ink,  Dr .  Mulvenon,  you ta lked about  
tha t ,  tha t  they want  to  be  an  innovat ion socie ty .   They c lear ly  ta lk  
about  i t .  
 So  I  see  the  t rade  s t ra tegy as  being par t  of  moving technology as  
an  i ssue ,  and then the  o ther  th ing I  see  i s  years  ago,  many of  these  
Chinese  s tudents  tha t  came here  s tayed here .   More  and more  they 
offer  incent ives  to  br ing those  s tudents  back,  and because  the  Chinese  
economy is  growing so  rapidly ,  and ours  i s  not ,  they ' re  more  inc l ined 
to  do tha t .  
 I  don ' t  th ink Americans  are  s tupid ,  and I  th ink they can do 
sc ience  and technology.   We used to  do i t  back in  the  '50s .   I  remember  
when Sputnik  went  up,  we were  a l l  going to  school  on  Saturdays  to  
learn  math  and sc ience .   Many of  my f r iends  went  on  to  grea t  careers  
in  math  and sc ience .  
 They weren ' t  e thnic  people ;  they were  American born ,  and they 
d id  a l l  r ight .   But  I  th ink so  much has  gone on in  our  s ta te  univers i t ies  
tha t  i t ' s  eas ier  to  br ing these  fore ign s tudents  in  for  some reason.   
Maybe they have people  f rom the  fore ign country  in  charge  of  the  
research and then they br ing in  the i r  own people .   I  don ' t  know.  
 But  I  th ink there  i s  something going on wi th  regard  to  tha t ,  and 
jus t  would  you both  comment  on those  two aspects  of  moving 
technology out  of  the  country  because  our  whole  s tandard  of  l iv ing and 
our  abi l i ty  to  have  super ior  mi l i ta ry i s  based on the  fac t  tha t  we ' re  
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more advanced in  technology and sc ience  than other  people?  
 Anyway,  Mr.  Smith  and then Mr.  Mulvenon.  
 MR.  SMITH:  One of  the  great  d i f f icul t ies  in  doing a  damage 
assessment  in  an  espionage inves t iga t ion  i s  what  I  l ike  to  ta lk  about ,  
the  indi rec t  access .   Now,  for  example ,  in  the  Katr ina  Leung case ,  we 
can come up wi th  a  pre t ty  good idea  of  what  type  of  informat ion she  
had access  to  by ident i fy ing tha t  informat ion tha t  the  agent  handler  
had.   I t ' s  in i t ia ls  on  documents ,  case  ass ignments ,  th is  sor t  of  th ing.  
 But  what 's  ext raordinar i ly  d i f f icul t  to  come up wi th  i s  the  
indi rec t  access ,  the  casual  conversa t ion  he  had wi th  a  col league a t  a  
meet ing,  a  f i le  tha t  he  looked a t  on  someone 's  desk  tha t  he  wasn ' t  
supposed to ,  tha t  wasn ' t  rea l ly  ass igned to  h im,  th is  sor t  of  th ing.    
 Same th ing happens  in  the  bus inesses .   You know--what  was  i t - -
three  or  four  years  ago-- that  the  Chinese  were  a l lowed to  purchase  the  
te lecommunicat ions  f i rm down in  Carol ina .   Wel l ,  i f  they get  access  to  
tha t  f i rm,  they get  access  to  not  only  the  technologies  there  then but  
a lso  the  minds  and the  thoughts  of  the  engineers  and s tuff  l ike  th is .   So 
there ,  again ,  i t ' s  hard  to  come up wi th  exact ly  what  they ' re  coming up 
wi th .  
 I  can  te l l  you tha t  i f  there 's  a  fac tory  bui l t  in  China ,  regardless  
of  the  safeguards  tha t  you th ink are  there ,  i f  you ' re  going to  have 
Chinese  nat ionals  in  tha t  fac tory ,  you ' re  going to  lose  something.   
Without  any hes i ta t ion ,  you ' re  going to  lose  something,  and tha t ' s  jus t  
the  pr ice  of  doing business ,  I  guess ,  and I  th ink most  U.S.  bus inesses  
a t  th is  point  have  made the  decis ion,  wel l ,  i t  may be  wor th  i t .   I 'm not  
as  convinced now as  I  was  perhaps  a  few years  ago that  th is  i s  correc t .  
 DR.  MULVENON:  Mr.  Commiss ioner ,  I 'm s t ruggl ing to  
remember  the  exact  c i ta t ion ,  but  someone sent  me a  s tudy that  was  
recent ly  publ ished tha t  shows that  75  percent  of  the  Chinese  s tudents  
tha t  come to  the  U.S.  are  s t i l l  s taying here ,  and i f  I  f ind  i t ,  I  can  send 
i t  to  you.  
 COMMISSIONER MULLOY:  Thank you.   That  would  be  
helpful .  
 DR.  MULVENON:  I  th ink the  t roubl ing dynamic  tha t  I 've  
not iced  in  the  t rade  re la t ionship  i s  tha t  because  of  the  demands  of  
market  access ,  because  of  the  des i re  of  so  many mul t ina t ionals  f rom so  
many di f ferent  countr ies  to  get  in to  China ,  tha t  tha t  g ives  the  Chinese  
government  incredible  amount  of  leverage .   That  many of  the  
minis t r ies  tha t  a re  now the  regula tors  of  individual  sec tors  had 
spawned previous ly  commercia l  companies  which are  now compet i tors  
and JV par tners  for  those  mul t ina t ional  companies  coming in .  
 But  what 's  been c lear  over  the  las t  f ive  years  i s  the  coin  of  the  
rea lm to  get  in to  China ,  to  ge t  tha t  market  access ,  to  ge t  tha t  JV 
re la t ionship ,  has  been to  es tabl ish  an  R&D lab wi th in  China ,  and the  
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numbers  vary ,  somewhere  between 750 and 1 ,500 of  these  R&D labs .  
 In  my exper ience  ta lk ing to  people  who run these  R&D labs ,  
again  as  Agent  Smith  sa id ,  a  cos t  of  doing bus iness ,  i s  tha t  in  a lmost  
a l l  cases  the  s tudents  are  routed  through these  labs  and through these  
t ra in ing courses ,  and tha t  a  very ,  very  smal l  percentage ,  i f  any,  of  
those  individuals  ac tual ly  are  re ta ined by the  company that  se t  up  the  
R&D lab.  
 And so  they ' re  bas ica l ly  t ra in ing areas  for  people  to  usual ly  then 
go back to  indigenous  Chinese  companies ,  and there  i s  some 
f rus t ra t ion  among mul t ina t ional  execut ives  who have to  deal  wi th  th is  
s i tua t ion  because  they know they ' re  t ra in ing people  for  the i r  
compet i t ion ,  but  they a lso  know that  the  es tabl ishment  of  tha t  lab  was  
a  quid  pro  quo to  get  in to  the  market ,  and tha t  i s  a l l  par t  of  th is ,  in  my 
view,  nat ional  innovat ion s t ra tegy on the  Chinese  s ide  which says  tha t  
there  has  to  be  th is  per iod where  they aggress ively  and sys temat ica l ly  
t ry  and acquire  tha t  k ind of  technology.  
 COMMISSIONER MULLOY:  Thank you both .   That  was  ter r i f ic  
to  get  tha t  informat ion on the  record .   Thank you.  
 HEARING COCHAIR BROOKES:   Okay.   Thank you.  
 I  have  another  ques t ion .   We' l l  be  f in ishing up here  in  the  next  
f ive  minutes  or  so ,  but  Mr.  Smith ,  a re  potent ia l  asse ts  developed in  the  
Uni ted  Sta tes?  
 MR.  SMITH:  Oh,  of  course .  
 HEARING COCHAIR BROOKES:  Okay.  
 MR.  SMITH:  When you had a  large  inf lux of  Chinese  s tudents ,  
for  example ,  I  v iewed them as  a  counter in te l l igence  poss ib i l i ty  and not  
so  much as  a  counter in te l l igence  problem.  
 HEARING COCHAIR BROOKES:   So not  a l l  of  them are  
recrui ted  before  being sent  overseas?  
 MR.  SMITH:  Oh,  yes ,  but  what  you do is  you t ry  to  recrui t  those  
tha t  have  been reached through some sor t  of  accommodat ion.   That ' s  
rea l ly  the  idea  behind--  
 HEARING COCHAIR BROOKES:   But  are  there  o ther  asse ts  tha t  
a re  recrui ted  here  in  the  Uni ted  Sta tes  for  Chinese  in te l l igence?  
  Who was  doing that  and how,  what  methods  are  they us ing to  recrui t  
people?  
 MR.  SMITH:  You mean f rom the  U.S.  s ide  or  f rom the  o ther  
s ide?  
 HEARING COCHAIR BROOKES:  Oh,  whoever .   Even i f  they 
were  Chinese  nat ionals  or  Americans ,  who is  recrui t ing  them and how 
are  they recrui t ing  them? 
 MR.  SMITH:  I 'm a  l i t t le  b i t  unclear .   Are  you ta lk ing about- -  
 HEARING COCHAIR BROOKES:  I 'm ta lk ing about  the  Chinese  
government .  
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 MR.  SMITH:  The Chinese  government .   I t  seems to  me tha t  most  
of  the  cases  where  there  were  non-e thnic  Chinese  involved-- the  Ronald  
Montaper to  case ,  for  example ,  he  was  a  volunteer .   He became  so  
enamored wi th  them or  something l ike  th is  tha t  he  began to  provide  
informat ion and something of  tha t  sor t  as  wel l .  
 But  what  I  th ink they do,  and what  I  know they do,  i s  tha t  they 
wi l l  f ind  those  people  tha t  have  for  whatever  reason a  s t rong cul tura l  
ident i ty ,  the  family  t ies  back there  or  something l ike  th is ,  and you got  
to  remember ,  th is  i s  not  a  hard  p i tch  recrui tment  type  th ing.   These  
people  are  never  g iven the  t radecraf t  and th ings  l ike  tha t .   The only  
th ing they want  for  them is  to  jus t  es tabl ish  a  re la t ionship .  
 I t  goes  back to  th is  bus iness  I  ta lked about  very  ear ly  in  th is  
hear ing,  i s  tha t  they don ' t  look a t  i t  as  a  four-year  cycle  and th is  sor t  
of  th ing.   They lay  the  groundwork for  years  and years  in  advance  for  
some sor t  of  coopera t ion .   At  some point ,  they wi l l  expedi te  a  v isa ,  
they wi l l  do  something,  they wi l l  do  these  favors .   They ' l l  invi te  them 
to  the  consula te ,  Chinese  New Year  par ty ,  but  a t  some point ,  they may 
ask  a  favor .  
 They escala te  tha t  favor ,  th is  sor t  of  th ing,  and that ' s  how that  
process  takes  p lace .   Real ly  speaking,  people  don ' t  even rea l ize  they ' re  
be ing recrui ted .  
 HEARING COCHAIR BROOKES:   Thank you.  
 Chairman Bar tholomew.  
 COMMISSIONER BARTHOLOMEW:  Thank you.  
 I  want  to  go back again ,  Dr .  Mulvenon,  in  par t icular ,  the  i ssue  of  
economic  espionage,  and my ques t ion  might  not  be  as  c lear  as  i t  
should  be  because  my bra in  i s  not  as  c lear  as  i t  should  be  on these  
th ings ,  but  there  has  been a  debate  on and off  or  some discuss ion on 
and off  wi th in  our  own in te l l igence  communi ty  about- -we don ' t  use  our  
in te l l igence  asse ts  for  economic  espionage,  in  par t ,  of  course ,  because  
who would  decide  which companies  would  be  the  benef ic iar ies  of  
whatever  informat ion was  gathered and how would  tha t  de terminat ion 
happen.  
 You ment ioned s ta te-owned companies  and spinoffs  of  s ta te-
owned companies ,  some of  whom are  compet i tors  wi th  each other .   
Who is  i t  who is  de termining who gets  access  or  what  the  economic  
espionage ac t iv i t ies  are ,  these  c lear inghouses ,  for  example?   I f  
mass ive  amounts  of  informat ion is  be ing sucked up,  i s  the  informat ion 
in  those  c lear inghouses  avai lable  to  anybody in  the  Chinese  bus iness  
wor ld  who is  in teres ted  in  get t ing  access  to  what 's  been gathered?  
 DR.  MULVENON:  Wel l ,  Commiss ioner ,  I  would  say i t  depends  
on the  source ,  but ,  for  ins tance ,  jus t  to  g ive  you a  speci f ic  example ,  an  
organiza t ion  l ike  the  Chinese  Defense  Science  and Technology 
Informat ion Center ,  which publ ishes  a  la rge  amount  of  mater ia l  in  
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Chinese  tha t  i s  der iva t ive  of  the  mater ia l  tha t  they col lec t  f rom abroad,  
some of  those  journals  tha t  they publ ish  are  openly  avai lable .   You can 
go to  a  mi l i ta ry  bookstore  in  Bei j ing  and walk  in  and buy the i r  journal  
or  th ings  a long those  l ines .  
 But  they a lso  then for  a  var ie ty  of  reasons ,  somet imes  not  pushed 
by espionage,  but  a lso  by a  des i re  to  obfuscate  the  fac t  tha t  they 've  
commit ted  some sor t  of  in te l lec tual  proper ty  r ights  v io la t ion ,  the  
ca tegory ,  for  ins tance ,  of  neibu  publ ica t ions  in  China .   A s igni f icant  
number  of  publ ica t ions  tha t  a re  neibu ,  in  o ther  words ,  in ternal  
d is t r ibut ion  only ,  to  Chinese  c i t izens ,  a re  d isguis ing the  fac t  tha t  they 
are ,  in  fac t ,  i l legal  copies  of  copyrighted  Western  and U.S.  mater ia l ,  
and so ,  for  ins tance ,  you can walk  in to  a  Chinese  mi l i ta ry  bookstore  
and see  the  t rans la t ion  ser ies  of  a l l  of  our  jo in t  doct r ine  publ ica t ions .  
 Al l  of  those  were  i l legal ly  copied .   Al l  of  those  were  t rans la ted  
in  ways  where  they should  have got ten  royal t ies  or  books  tha t  a re  
publ ished by people  a t  NDU and other  p laces ,  where  they ' re  jus t  
s imply  v io la t ing  the  in te l lec tual  proper ty .  
 So there 's  a  cer ta in  c lass i f ica t ion  tha t  those  th ings  are  
d is t r ibuted  through,  but  those  k inds  of  organiza t ions  are  the  ones  tha t  
acquire  and t rans la te  them,  and i t ' s  qui te  obvious  to  me f rom 
harves t ing  a  lo t  of  th is  mater ia l  tha t  the  numbers  of  t rans la tors  tha t  
they have working on doing th is  compared wi th  the  numbers  of  books  
tha t  our  own sys tem t rans la tes  every  year  i s  jus t  orders  of  magni tude  
di f ferent .  
 I t  jus t  g ives  you a  sense  of  the  sca le  of  the  opera t ion .   So there  
i s  genera l ized  access ,  I  th ink,  to  a  lo t  of  th is  mater ia l ,  par t icular ly  the  
open source  based mater ia l ,  and i f  you go to  specia l ized bookstores ,  
S&T bookstores ,  o ther  th ings ,  you ' l l  f ind  an  awful  lo t  of  th is  mater ia l  
tha t ' s  openly  avai lable  for  d is t r ibut ion,  and there 's  a  whole  gray 
economy,  i f  you wi l l ,  very  s imi lar  to  the  DVD pira t ing and the  CD 
pi ra t ing  and everything e lse ,  but  in  th is  case  i t ' s  S&T pi ra t ing ,  i f  you 
wi l l ,  of  th is  k ind of  mater ia l .  
 COMMISSIONER BARTHOLOMEW:  Could  a  company l ike  
Huawei ,  jus t  hypothet ica l ,  decide  tha t  i t  wants  access  to  a  cer ta in  k ind 
of  research  tha t  i t  be l ieves  i s  be ing done by an  American compet i tor ,  
an  American company,  could  somebody a t  Huawei  go somewhere  
wi th in  the  Chinese  government  to  reques t  ass is tance  in  get t ing  access  
to  cer ta in  k inds  of  informat ion?  
 DR.  MULVENON:  A company l ike  Huawei ,  which I 've  spent  a  
lo t  of  years  s tudying,  i s  a  very  specia l  organism,  but  they work very  
c lose ly ,  for  ins tance ,  in  col labora t ive  research,  and there  i s  open 
source  evidence  of  col labora ted  co-wri t ten  ar t ic les  be tween Huawei  
researchers  and researchers  f rom numbered defense  indust ry  research 
ins t i tu tes ,  for  ins tance .  
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 So  they ' re  c lear ly  opera t ing  in  tha t  wor ld  in  which they would  be  
able  to  tap  in to  the  k ind of  open source  der ived in te l l igence  of  U.S.  
and other  S&T research as  par t  of  be ing in  tha t  wor ld .  
 COMMISSIONER BARTHOLOMEW:  I 'm asking you to  go 
beyond the  open source  der ived informat ion and go other  sources .  
 DR.  MULVENON:  Huawei  may not  be  the  bes t  example  for  tha t  
then because  most  of ,  i f  not  a l l  of ,  what  they produce  i s  commercia l ly  
analogous  routers  and swi tches .   Huawei  does  not  produce  equipment  
tha t  we would  regard  as  governed under  muni t ions  l i s t s  or  expor t  
regula t ions ,  and so  there  would  be  no reason for  Huawei  researchers  in  
tha t  context  to  want  to  acquire  tha t  k ind of  informat ion.  
 Now,  you could  ins tead look a t  an  organiza t ion  tha t  i s  involved 
in  miss i le  product ion  or  th ings  a long those  l ines  where  they would  
want  to  have  informat ion about  speci f ic  seekers  or  something l ike  tha t .  
 Because  they are  in  the  defense  indust r ia l  sys tem;  therefore ,  they have  
a l l  the  purview in  the  wor ld ,  par t icular ly  i f  they ' re  working on a  
program that  i s  des ignated  by the  Genera l  Armaments  Depar tment  or  
someone e lse  as  par t  of  those  programs.  
 We know from thei r  RDT&E process  tha t  fore ign in te l l igence  
col lec t ion  of  defense  S&T informat ion is  a  key component  of  tha t  
process ,  and so  i t ' s  in tegra ted  in  tha t  sense ,  much bet ter  in tegra ted  
than,  I  would  argue,  than even in  our  own sys tem,  where  my personal  
exper ience  has  been U.S.  defense  indust r ia l  companies  not  having a  
ter r ib ly  good unders tanding of  even what  our  own in te l l igence  record  
i s  about  fore ign S&T developments .  
 COMMISSIONER BARTHOLOMEW:  Okay.   Thank you.  
 HEARING COCHAIR BROOKES:  Thank you.   Thank you,  Mr.  
Smith ,  Dr .  Mulvenon.    
 I ' l l  conclude  th is  panel .   We ' l l  begin  again  a t  3 :00 p .m.  
 [Whereupon,  a  shor t  recess  was  taken. ]  
 
PANEL IV:  CHINA’S CYBER ESPIONAGE DIRECTED AGAINST 

THE UNITED STAETS 
 

 HEARING COCHAIR BROOKES:  Good af ternoon.  Welcome.   
Welcome back.   We 're  going to  convene Panel  IV today,  which is  
"China 's  Cyber  Espionage Direc ted  Agains t  the  Uni ted  Sta tes ."  
 We're  p leased to  be  jo ined by two panel is ts :  Mr.  Coleman;  M.  
Rohozinski .   Mr .  Coleman is  a  long- t ime secur i ty  technology execut ive  
wi th  an  extens ive  background in  bus iness  opera t ion  technology.   He 
has  f requent ly  been in terviewed and quoted in  d iverse  publ ica t ions  
such as  Business  Week,  Washington Technology Review,  USA Today.  
 He a lso  mainta ins  a  b log a t  the  Web s i te  DefenseTech.org  tha t  
focuses  on cover ing inc idents  and developments  re la ted  to  cyber  
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warfare .  
 Mr.  Rohozinski  i s  a  Pr incipal  wi th  the  SecDev Group and the  
former  Direc tor  of  the  Advanced Network Research Group,  Cambridge 
Secur i ty  Programme.  
 He is  a lso  a  founder  and Pr incipal  Inves t iga tor  of  the  OpenNet  
In i t ia t ive  where  he  d i rec ts  the  works  of  ONI researchers  in  the  Middle  
Eas t  and former  Sovie t  Union.   He 's  a lso  co-edi tor  of  ONI 's  g lobal  
comparat ive  s tudy of  ne twork survei l lance  and censorship  in  45 
countr ies .  
 In  coopera t ion  wi th  the  researchers  f rom ONI and the  Univers i ty  
of  Toronto  Ci t izens  Lab,  Mr.  Rohozinski  was  the  author  of  the  March 
2009 repor t  "Tracking GhostNet :  Inves t iga t ing  a  Cyber  Espionage 
Network."   This  repor t  de ta i l s  a  vas t  e lec t ronic  spying opera t ion  tha t  
has  inf i l t ra ted  hundreds  of  government  and pr ivate  off ices  around the  
wor ld  inc luding those  of  the  Dala i  Lama.  
 Mr.  Coleman,  i f  you 'd  s tar t .   I f  you 'd  keep your  tes t imony to  
seven to  ten  minutes ,  tha t  wi l l  a l low a  maximum t ime for  ques t ions  and 
answers .  
 P lease  proceed.  
 

 
STATEMENT OF KEVIN G.  COLEMAN, SENIOR FELLOW 

TECHNOLYTICS,  MCMURRAY, PENNSYLVANIA 
   

  
 
 MR.  COLEMAN:  Thank you.  
 F i rs t  of  a l l ,  I  rea l ly  apprecia te  the  oppor tuni ty  to  address  the  
Commiss ion on such a  cr i t ica l  i ssue  to  our  nat ional  economy and our  
na t ional  secur i ty .    
 Every  computer  tha t  i s  out  there  i s  a  potent ia l  cyber  weapon,  
wai t ing  to  be  loaded and used by cr iminals ,  by  ter ror is ts  or  by  rogue 
nat ion  s ta tes ,  and unt i l  we accept  tha t  preface ,  we wi l l  not  have  the  
secur i ty  necessary  to  defend our  nat ion  or  our  bus inesses .  
 In  our  repor t ,  we ta lked about  a  s tudy that  was  jus t  done.   In  
prepara t ion  for  th is ,  I  asked Solut ionary ,  an  organiza t ion  tha t  we deal  
wi th  for  a  number  of  years  to  pul l  some numbers  for  us ,  and whi le  
cyber  a t tacks  i s  probably  the  most  i l l -def ined term you 're  going to  
f ind ,  we opened i t  up  and sa id  jus t  te l l  us  about  ac ts  of  cyber  
aggress ion,  somebody doing something to  the  sys tem they shouldn ' t  be  
doing,  such as  reconnaissance .  
 They were  able  to  go back for  the  ent i re  f i r s t  quar ter  and pul l  the  
numbers  for  us ,  and in  the  month  of  March,  the i r  cus tomer  base ,  which 
i s  nonmil i ta ry ,  non-major  government  ent i t ies  tha t  they work wi th  on 
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secur i ty  and moni tor  the i r  f i rewal ls  and such,  exper ienced 128 ac ts  of  
cyber  aggress ion per  minute  f rom China .   That ' s  4 .6  t imes  h igher  than 
the  next  c loses t  na t ion .  
 Those  a t tacks  a l l  came f rom IP addresses  in  China .   Now who 's  
behind that?   We don ' t  know.   And we wi l l  be  very  lucky to  ever  ge t  to  
a  point  where  we can ac tual ly  do tha t  inves t iga t ion  because ,  qui te  
f rankly ,  i t  requi res  in ternat ional  coopera t ion  and some type  of  
legis la t ion  or  regula t ions  tha t  mandate  t ransparency and openness  to  
conduct  these  inves t iga t ions ,  to  f ind  out  who the  par t ies  are  behind 
these .  
 I t  could  be  a  rogue nat ion  s ta te .   I t  could  be  a  te r ror is t  group.   
What 's  in teres t ing  i s - -we ac tual ly  covered th is  on  the  Cyber  Warfare  
b log a t  DefenseTech.org--Hezbol lah  issued a  press  re lease  about  the  
format ion of  the i r  cyber  uni t .   Now,  I 'm not  in  the  in te l l igence  and 
defense  communi ty ,  but  I  missed the  whole  t rans i t ion  when ter ror is t  
groups  s tar t  doing press  re leases  about   expansions .  
 This  i s  jus t  unprecedented,  the  amount  of  organiza t ions  tha t  a re  
f locking to  cyber .   Does  anybody know what  a  B-1 Stea l th  bomber  
cos ts?   I t ' s  about  $1.5  b i l l ion .   Anybody know what  a  cyber  weapon 
cos ts?   You can get  i t  on  eBay for  about  $30.  
 There  was  an  in teres t ing  e-mai l  I  got  tha t  sa id  there  wi l l  be  an  
organiza t ional  DDOS,  a  d is t r ibuted  denia l  of  service ,  a t tack  agains t  
any web s i te  you want  for  $500.   
 This  i s  a  commercia l  enterpr ise ,  a  cr iminal  enterpr ise ,  tha t ' s  
working on th is  s tuff  as  wel l  as  rogue nat ion  s ta tes  and mi l i ta r ies .    
You can’ t  d is t inguish  between them.  There 's  a  b lur  be tween the  
commercia l  s ide  and the  bus iness  s ide  and the  individual  and the  
defense  s ide .   We can ' t  separa te  tha t  out .  
 In  fac t ,  there 's  a  graphic  tha t  we use  in  our  presenta t ions  and 
br ief ings  tha t  show al l  these  culminat ing  in  what 's  ca l led  a  cyber  
threa t ,  and you can ' t  analyze  who 's  behind i t  and where  the  threa t  
rea l ly  l ies  unt i l  we get  to  tha t  next  level  of  coopera t ion  and 
inves t iga t ion .  
 In  prepar ing for  th is ,  I  t r ied  to  look a t  th is  and f igure  out  how 
we could  present  e ight  to  ten  years  of  analys is  tha t  we 've  been working 
on s ince  my days  a t  Netscape  wi thout  coming across  as  an  a larmis t ,  
but  the  numbers  speak for  themselves .  
 How many of  us  would  accept  a t  our  home,  somebody walking 
around t ry ing to  open a  window to  our  house?   That  keeps  going on 
day af ter  day af ter  day and t ry ing each door  to  make sure  i t ' s  c losed 
and i t ' s  locked.   That ' s  cyber  reconnaissance .   That ' s  the  scans  and the  
probes .  
 How many organizat ions  do you th ink tha t  would  accept  day 
af ter  day af ter  day somebody walking in to  the i r  of f ices ,  opening up a  
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f i le  cabinet  and taking hundreds  of  f i les  and walking out  the  door?   
Af ter  about  the  second one,  you probably  have  guards  there  and pol ice  
and there  would  be  some offens ive  ac t ion  taken to  s top tha t .  
 Why is  i t  tha t  we turn  a  b l ind  eye  when i t ' s  e lec t ronic  but ,  boy,  
i f  i t ' s  a  physica l  f i le  tha t  ge ts  s to len ,  tha t ' s  a  whole  d i f ferent  i ssue?  
 I  th ink I ' l l  end there  and I  look forward to  your  ques t ions .    
 Thank you.  
[The s ta tement  fo l lows:]  
 

 
 
 

PREPARED STATEMENT OF MR. KEVIN G.  COLEMAN, SENIOR 
FELLOW, TECHNOLYTICS,  MCMURRAY, PENNSYLVANIA 
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The Technolytics Institute (TTI) has an international reputation for excellence in cyber security, 

cyber warfare and cyber terrorism that extends over the last decade.  This program has included 

past and present thought leaders within the fields of computer hardware, computer software, 

networking and internet technology and supportive disciplines.  TTI has sponsored and funded 

ground breaking research that has helped define the field of cyber aggression and continues to be at 

the forefront of investigation with our proprietary sources and methodologies.  
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U.S.-China Economic and Security Review Commission 

 

About: The Commission was created on October 30, 2000 by the Floyd D. Spence National 

Defense Authorization Act for 2001 § 1238, Pub. L. No. 106-398, 114 STAT. 1654A-

334 (2000) (codified at 22 U.S.C.§ 7002 (2001), as amended by the Consolidated 

Appropriations Act, 2008 (regarding changing the annual report due date from June 

to December), the Treasury and General Government Appropriations Act for 2002 § 

645 (regarding employment status of staff) & § 648 Pub.L. No. 107-67, 115 STAT. 

514 (Nov. 12, 2001); as amended by Division P of the "Consolidated Appropriations 

Resolution, 2003," Pub L. No. 108-7 (Feb. 20, 2003) (regarding Commission name 

change, terms of Commissioners, and responsibilities of Commission); as amended 

by Pub.L. No. 109-108 (enacted Nov. 22, 2005) (regarding responsibilities of 

Commission and applicability of FACA). 

 

Purpose: To monitor, investigate, and submit to Congress an annual report on the national 

security implications of the bilateral trade and economic relationship between the 

United States and the People’s Republic of China, and to provide recommendations, 

where appropriate, to Congress for legislative and administrative action. 

Public Law 109-108 directs the Commission to focus its work and study on the 

following eight areas: proliferation practices, economic transfers, energy, U.S. capital 

markets, regional economic and security impacts, U.S.-China bilateral programs, 

WTO compliance, and the implications of restrictions on speech and access to 

information in the People’s Republic of China.  

 

Hearing: “China’s Propaganda and Influence Operations, Its Intelligence Activities that Target 

the United States and the Resulting Impacts on U.S. National Security” 

 

Co-Chairs:   Commissioner William Reinsch and Commissioner Peter Brookes 

 

Date:  Thursday, April 30th, 2009  

Location: Room 485, Russell Senate Office Building 

Delaware and Constitution Avenues, NE 

Washington, DC  20510 

 

Panel V: China’s Cyber Espionage Directed against the United States  

 

 

This document provides a discussion of the employment of computer network exploitation by PRC 

state or state-affiliated entities to obtain information from the U.S. government, contractors, and 

industrial computer networks. 
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OPENING STATEMENT 

It is both an honor and a privilege to be here today and address such a critical issue that is central 

to the national security interests of the United States.  During the later stages of my tenure as Chief 

Strategist of Netscape, the company that pioneered the commercialization of the Internet, I became 

awakened to the darker side of what we were creating.  From that point on I began my research and 

analysis efforts in the areas of cyber security, cyber espionage, cyber terrorism and cyber warfare 

which continues to this day.  China’s military strategists view our dependence on space assets and 

information technology as “soft ribs” and a strategic weakness.  That begs the question –what are 

they basing their view on? 

 

Less than a week ago I was to be face to face with my Chinese counterparts or cyber adversaries if 

you will, that I have researched and analyzed for years.  The Chinese representatives included Mr. 

Hou Yinming, Delegation Leader and Former Director of the prestigious Zhang Ya Da Electronic 

Research Center, Major General Wang Baocun, PLA (ret), Professor Wang Xiangsui, Director of the 

Beijing University of Aeronautics & Astronautics Center for Strategic Studies and co-author of 

“Unrestricted Warfare” and finally Mr. Shen Weiguang, referred to as “the father of China’s 

information warfare.”  At the last minute, only one Chinese panelist was allowed.  The others were 

denied permission to attend by their government bosses.  Clearly, they were concerned about the 

opposing panelists and there may have been other considerations as well.  I might add timing was 

bad for them – given the disclosure of their scanning of the power grid and the discovery of a cyber 

spying network in 103 countries. 

 

I’d like to start by discussing current observations before moving to ongoing initiatives.  For far too 

long, cyber attacks, cyber terrorism and cyber warfare have been perceived as too complex an issue 

and a risk that could not be managed.  Many others believe that until we experience the massive 

disruption that will surely follow a successful cyber attack, we do not possess the intestinal 

fortitude to take the actions necessary to help mitigate this risk.  Another contingent believes 

reports of these threats are overblown and need not be addressed.  It is my belief that this threat is 

real and we must take a proactive posture on acts of cyber aggression and espionage.  For over two 

decades, China has been attempting to do what the Soviet Union never accomplished; covertly 

acquire western technology, then use it to move ahead of the west.  I offer the following three 

observations that I feel are critical when discussing acts of cyber aggression and espionage. 

 

1. Cyber espionage is a serious and evolving threat that demands immediate attention.  In a 

report authored by Cambridge University it said that sophisticated computer attacks have been 

"devastatingly effective" and that "few organizations, outside the defense and intelligence sector, 

could withstand such an attack."  We have all heard the comments and warnings from Dennis C. 

Blair - Director of National Intelligence, General Kevin Chilton - Commander of U.S. Strategic 

Command, MI5 – the Intelligence Service in the United Kingdom and many others throughout the 

world have even warned of successful cyber espionage activities against hardened systems that are 

said to have been traced to China.  Perhaps the most troubling acknowledgement came when the 
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Wall Street Journal broke the story about the Chinese and Russians conducting cyber intelligence 

reconnaissance and mapping the nation’s electrical power grid.   

 

There are other reports of malicious code being found in the computer systems of oil and gas 

distributors, telecommunications companies, financial services industries and other pieces of our 

infrastructure.  In February of this year I warned of acts of cyber terrorism against our water 

treatment and distribution systems in my presentation at the United Nations.  Former CIA operative 

Robert Baer has publically stated that the “foreign intelligence service has been probing our 

computers, our defense computers, our defense contractors, our power grids, and the telephone 

system. ... I just came from a speech at the National Defense University and they were hit by the 

Chinese trying to get into their systems."  What will it take before we realize the serious nature of 

these acts of espionage and again I must ask – What constitutes an act of cyber war?  I asked that 

question a long time ago, former DHS Secretary Chertoff asked that question again in November of 

2008 and we still do not have an answer!  

 

2. At the 10th National People's Congress in 2003, the Chinese army announced the creation of 

"information warfare units." General Dai Qingmin said internet attacks would run in advance of any 

military operation to cripple enemies.  Clearly cyber intelligence is a critical component of China’s 

military arsenal.  Cyber espionage officially arrived on Capitol Hill when two Republican 

congressmen, Rep. Frank Wolf of Virginia and Rep. Christopher Smith of New Jersey, went public 

with the news that in 2006 and 2007 their office computer networks had been breached by Chinese 

hackers.  And also when Commerce Secretary Carlos Gutierrez, who was in China on a trip with a 

U.S. trade delegation last December, had his laptop slurped by Chinese cyber operatives.  Not much 

happened after those two events.  It was seen as just two of the many covert acts that take place in 

networks that connect the billions of computers and related devices globally.  Perhaps the recent 

discovery of a vast Chinese cyber espionage network (code named GhostNet) that penetrated 103 

countries, infected nearly 1,300 computers, and continued to infect at least a dozen new computers 

every week, will provide the wake-up call.   I ask Solutionary, a security advisory client of ours and 

top ranked managed security services provider (MSSP) to pull some data about acts of cyber 

aggression that were tied to China.  In March of this year, their security operations center (SOC) 

identified 128 acts of cyber aggression against their clients every minute that were tracked back to 

IP addresses in China.  These acts should serve as a warning that clearly indicates just how far along 

China’s cyber intelligence collection capabilities are.   

 

3. Hardware is just as susceptible as software is to hackers through the inclusion of malicious 

logic; and the consequences of such an attack could be serious!  One year ago this month, I wrote on 

a blog site (DefenseTech’s Cyber-Warfare) about the growing number of concerns over backdoors 

and malicious code or circuitry hidden inside of counterfeit hardware and software -- all the way 

down to the BIOS and instruction set inside of integrated circuit chips.  Last month we saw a flurry 

of articles about vulnerability in the BIOS of microprocessors that could be exploited to gain control 

over the computer.  Hidden malicious circuits provide an attacker with a stealthy attack vector.  
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Commercial suppliers are increasingly moving the design, manufacturing, and testing stages of 

Integrated Circuit (IC) production to a diverse set of countries, which is making the securing of the 

IC supply chain infeasible.  Together, commercial off-the-shelf (COTS) procurement and global 

production lead to an increasing risk of covert hardware/firmware based cyber attacks.   

 

The extraordinary effort required to uncover such high-tech covert acts combined with the massive 

number of chips we would have to test and validate from a circuitry and microcode perspective, as 

well as the need to scan through tens of millions of lines of code and validate each software instance 

on billions of devices come together to make ensuring the integrity of our systems nearly 

impossible.  Security must be designed and built in, not tested for after the fact.  In support of that 

statement, researchers at the University of Illinois at Urbana-Champaign demonstrated how they 

altered a computer chip to grant attackers backdoor access to a computer.  This is not the casual 

attacker!  The level of effort would make this a tool for intelligence services of nation states.   

 

If we are to ensure the integrity of our critical systems and information infrastructure, status quo is 

not good enough.  Many organizations do not have the technical capabilities to evaluate the threat 

of cyber espionage or the budget to implement the advanced defensive measures needed to protect 

their information assets.  You would think that the fact that IP and data theft cost businesses an 

estimated $1 trillion in 2008 would be a call to action.  However, at this point the call to action has 

been unanswered.  Based on the sum of my experience, research and our analysis I would offer the 

following three suggestions to help mitigate the risks associated with acts of cyber aggression and 

espionage.  Given this is a public hearing, I will leave my recommendations vague as not to risk any 

compromise to the security these measures could provide. 

 

1. We need to examine in detail and further quantify the risk that the global supply of 

components, sub-assemblies, assemblies, sub-systems and systems pose to the integrity of our 

critical information infrastructure and our highly computerized military.  It would be extremely 

difficult for the United States to create the computer and related equipment necessary to build and 

support our critical information infrastructure and our technologically advanced military.  If we are 

not going to build everything we need here at home, then we need to advance the current testing 

and validation tools and techniques as well as our system covert compromise monitoring and 

detection capabilities.  Refer to our report - Cyber Threat Analysis Report on the Global Supply 

Chain National Security Issues. 

 

2. We need to take any and all actions necessary to ensure our military has access to a 

continuing supply of new offensive and defensive cyber capabilities that are required and will 

continue to be required to defend our nation.  This is not a one-time investment.  Continuous 

investment will be necessary to respond to the ever changing global supply of computer technology.  

Chinese authors believe the United States already is carrying out offensive cyber espionage and 

exploitation against China.  China therefore must protect its own assets first in order to preserve 

the capability to go on the offensive.  While this is a highly unpopular statement, WE ARE IN THE 

EARLY STAGES OF A CYBER ARMS RACE AND NEED TO RESPOND ACCORDINGLY!   
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This race was intensified when China created Kylin, their own hardened server operating system 

and began to convert their systems back in 2007.  This action also made our offensive cyber 

capabilities ineffective against them given the cyber weapons were designed to be used against 

Linux, UNIX and Windows.  Refer to our report - RED SOS. 

 

3. Cloaking capabilities, pass-through servers, compromise web sites and remotely controlled 

zombie computers make tracking and identifying the source of attacks and those behind them an 

extremely difficult task.  We need to develop and advance the concept of Digital DNA.  This concept 

catalogs the characteristic signatures associated with the cyber attack artifacts (code).  In addition 

to these technical capabilities, we need to establish a framework for international cooperation for 

the investigation of cyber attack.   

 

In Conclusion 

We top the global chart of military spending, with China and Russia ranking second and third. 

China’s strategists believe the United States is dependent on information technology and that this 

dependency constitutes an exploitable weakness.  There are reasons to believe that China and 

Russia’s militaries are collaborating and cyber warfare is one area that not only lends itself to 

remote collaboration, but there is soft and medium intelligence that this has and is occurring.  Last 

year Col. Gary McAlum, chief of staff of the command's Joint Task Force for Global Network 

Operations at U.S, Strategic Command, quoted approvingly from a new report Technolytics had 

produced saying, “China aims to achieve global electronic dominance by 2050.”  This conclusion 

was drawn prior to the massive decline in the U.S. economy.    As the U.S. funding for research and 

development has slowed substantially, China’s has increased.  We are in the process of updating the 

report referenced by Col. McAlum and at this time it appears the new projected date for China’s goal 

of electronic dominance is in the late 2020s or early 2030s.  They will simply be able to outspend 

the United States and the rest of the world much as we outspent the Soviet Union in the cold war.    

 

At this time, the United States is the most technologically sophisticated country in the world.  It is 

that distinction that makes acts of cyber aggression so dangerous.  It is critical to our nation’s future 

to take any and all actions necessary to ensure the integrity of our critical information 

infrastructure and our sensitive systems.  I struggled with the best way to summarize over a decade 

of learning and the best way to communicate how real the threat of cyber aggression is, as well as 

the severity of these types of threats without sounding like an alarmist.  The nature of this threat is 

such that this is not a one-time fix.  The continued advancements of cyber attack techniques 

coupled with the rapid evolution of cyber weaponry requires continuous vigilance and the real-

time creation of innovative defensive mechanisms. China is laser-focused on dual-use technology 

that caters to military and public use at the same time.  President Hu Jintao has promised to "blaze a 

path of development with Chinese characteristics featuring military and civilian integration."   The 

USCC 2008 report stated that “The U.S. government has not established any effective policies or 

mechanisms at the federal level to retain research and development facilities within its borders.”  I 

believe what I have presented here is the result of that shortcoming.  The issue that China is behind 

152



     

8 

 

acts of cyber aggression against the United States is not the most concerning.  It is the fact that we 

currently do not know how extensive the problem of cyber espionage is today and where this will 

lead to tomorrow! 

 

Thank you for the opportunity to provide my perspective on the many challenges facing our nation 

from acts of cyber aggression.   In doing so, I tried to be mindful that this administration has only 

been in place for a few months and new or changing policies surrounding cyber security will likely 

arise in coming months.   I look forward to answering your questions and working with you in the 

future. 

 

Appendix A   Question from USCC 

 
Q. As best as can be determined from unclassified sources, what is the extent of computer hacking and 

computer network exploitation (CNE) that originates in China and is directed against the systems of the U.S. 

government and/or U.S. firms? Do you have personal experience of cyber espionage activity that you could 

discuss? 

 

The accurate response to this question is WE DON’T REALLY KNOW!  While there have been reports, some 

highly publicized, a vast quantity of these are not officially reported.  A former US special agent with over 20 

years of service stated he saw over 100,000 systems completely compromised and hundreds of thousands of 

files infiltrated.”  One study suggests that open acknowledgement of a breach results in between 1% and 5% 

decline in stock price for a corporation.  That in and of itself is one reason why many of these events are not 

reported.  One troubling attack was when hackers were able to glean the sensitive information of up to 

12,000 visitors to the Oak Ridge National Laboratory.  In a recent conversation about this and other cyber 

attacks with Gary Clayton, CEO of Privacy Compliance Group, he stated “Recent reports from Australia, 

Canada and the United States regarding the coordinated efforts of the Chinese to target key infrastructure, 

throw into sharp focus the necessity for better coordination among the government, industry and individuals 

to protect our infrastructure and our personally identifiable information.  Today, the Chinese are targeting 

the Pentagon and the Dalai Lama.  Tomorrow, the targets will be ordinary citizens, their personal data and the 

businesses upon which we rely.  Unfortunately, most Americans are simply unprepared for the chaos and 

financial disaster that such attacks will cause.”   We need to address security awareness! 

 

 

Q. Who/what are the entities in China involved in cyber espionage?  What evidence, if any, exists to link 

such activity to Chinese state and/or state-sponsored entities?  What are the major Chinese institutions 

involved in the development of Chinese cyber espionage capabilities? 

 

The PLA has cyber warfare capabilities that in my opinion equal that of the United States and Russia.  This is a 

three horse race (U.S. plus China plus Russia) and it is a dead heat.  While at Netscape I became aware that 

China had a group that reviewed, monitored and filtered content based on guidelines set by the Chinese 

government.  I have posted on my cyber warfare blog that this group has possibly been redeployed as a cyber 

militia.  I also worked with U.S. Strategic Command’s working group on cyber militias.  In addition, the 

National University of China has Defense Technology advanced programs in place and is the strategic advisor 

to the PLA on Cyber Warfare.  The Ministry of Science and Technology (MOST) is the lead organization in 
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defining science and technology plans and policies, drafting related laws, regulations and department rules, 

and guaranteeing the implementation for China.  Part of their initiatives deal directly with cyber capabilities.   

 

Q. What are the primary targets of such hacking and CNE activities?  What government, infrastructure, 

economic, and scientific institutions and/or interests are being targeted by such activity?  What are the 

implications for U.S. national security and economic competitiveness resulting from the loss of data and 

intellectual property in these areas? 

 

I struggle to identify any computer that is not a target or potential target for cyber attack.  Individuals are 

attacked for personal information and their computers become an unwilling participant in a botnet.  A bot is a 

type of malicious software which allows an attacker to gain control over the affected computer.  The affected 

computer is then referred to as a zombie because it is not under the complete control of the owner/user.  A 

botnet is a collection of zombie computers under the control of the attacker.  Corporate computers are 

attacked for Intellectual Property and customer lists.  One study I saw suggests that around 80 percent of an 

organization’s value now rests in its information.  The Director of National Intelligence reported before 

Congress that Intellectual Property and data theft in 2008 totaled $1 Trillion Dollars.  It is all tied together.   

 

The ability for foreign companies to advantageously compete against U.S. companies through cyber espionage 

impact our economy and our ability to support research and development and investment in defending our 

nation.  Critical infrastructure control computers are compromised and mapped for possible attacks by 

terrorist groups or rogue nation states.  A computer is a cyber weapon waiting to be loaded and used.  Based 

on over a decade of work in their area without legislative standards for computer and systems security, our 

national security is at great risk and will remain so!   

 

Q. Can you identify and explicate past case studies of PRC cyber espionage that would serve to 

illuminate Chinese intelligence operations within the United States? 

 

Just look in the recent press and you will find plenty of examples.  I was contacted by a security consulting 

company for advice when they uncovered a bot attached to an Oracle data base of a U.S. Company.  Based on 

the information I was provided, the bot was said to have collected what I would categorize as competitive 

information and send it to an IP address in China. I ask Solutionary, a top ranked managed security services 

provider (MSSP) to pull some data about acts of cyber aggression against their clients that were tied to China.  

Their security operations center (SOC) on average, identified 128 acts of cyber aggression per minute that 

were traced back to IP addresses in China. 

 

Q. Are you able to identify particular U.S. vulnerabilities (networks, infrastructure, etc.) that you believe 

need to be addressed?  Are there any practices or policies that you could recommend to the U.S. Government 

to improve cyber security? 

 

With the continuous discovery of vulnerabilities, the opportunity to compromise systems is always present. 

April 14, 2009 (Computerworld) Microsoft today released eight security updates that patch 23 vulnerabilities 

in Windows, Internet Explorer, Excel and other software in the company's portfolio -- a collection of fixes one 

researcher called "insane."  You can prove a computer has been hacked and compromised.  It is nearly 

impossible to prove a computer has not been compromised.  We do not know how bad the problem is 

because many organizations do not disclose these security events.  Mandatory reporting along with a 

classification of event type is required to properly track these malicious attacks and see if our preventative 

measures are working.   
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About Technolytics 

The Technolytics Institute (TTI) was established in 2000 as an independent executive think tank.  Our 

primary purpose is to undertake original research and develop substantive points of view on strategic 

issues facing executives in businesses and industries around the world.  Our strategic goals focus on 

improving business performance, creating sustainable competitive advantage, delivering innovation and 

technology, and managing security and risk.  

Technolytics helps guide business executives, industry leaders and government policy makers in shaping 

the economic, regulatory and risk environment of tomorrow.  One of the hallmarks of our service 

offering is our security and risk scenario planning.  Our approach is called Trans-disciplinary Intelligence 

Engineering (TIE). This approach has been used to develop scenarios for Homeland Security, Corporate 

Event Planning, Corporate Espionage and Security and for other entities. This technique has been 

applied to strategic planning, product strategy, competitive strategy and marketing strategy as well as 

security and risk management.  

Our technology framework methodology is based upon 1997 Malcolm Baldrige strategic planning and 

reporting guidelines.  We believe these guidelines (as implemented in the Technolytics models and 

tools) represent some of the best strategy and management models available anywhere in the world. 

The knowledge repository, benchmark data, and best practices used to create these Technolytics 

models have evolved from detailed research and analysis and are updated regularly to reflect changes in 

the global market.  

CONTACT INFORMATION    

The Technolytics Institute 

4017 Washington Road 

Mail Stop #348 

McMurray, PA 15317 

P   888-650-0800 

F   412-291-1193 

I   www.technolytics.com 

E   info@technolytics.com 

 

The following is a list of research that will be published in the near future. 

1. International Policy on Cyber Aggression 

2. Advanced Cyber Counter Intelligence 

3. Advanced Cyber Counter Measures 

4. Cyber Intelligence Acquisition Infrastructure    

5. Cyber Threat Assessment 2009 
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HEARING COCHAIR BROOKES:   Thank you.  
 P lease  proceed.  
 
STATEMENT OF MR. RAFAL A.  ROHOZINSKI,  PRINCIPAL AND 

CEO, THE SECDEV GROUP AND ADVISORY BOARD MEMBER 
AT THE CITIZEN LAB, MUNK CENTER FOR INTERNATIONAL 

STUDIES,  UNIVERSITY OF TORONTO, ONTARIO, CANADA 
   

 MR.  ROHOZINSKI:   F i rs t  of  a l l ,  thank you very  much for  the  
honor  of  appear ing before  your  commit tee .    
 This  i s  the  f i r s t  t ime tha t  I 'm appear ing,  but  not  the  f i rs t  t ime 
tha t  my par tners  and I  f rom the  OpenNet  In i t ia t ive  or  f rom the  
Informat ion Warfare  Moni tor  have  had the  p leasure  to  come before  you 
to  ta lk  about  Chinese  prac t ices  in  cyberspace .  
 Most  recent ly  las t  year  we ta lked about  Chinese  pract ices  of  
survei l lance  agains t  the  TOM- Skype pla t form as  wel l  as  censorship  
and compl ic i ty  of  U.S.  companies  in  censorship  in  China  i t se l f .  
 We are  an  evidence-based organiza t ion ,  and I  wi l l  t ry  to  keep my 
remarks  down to  the  fac ts  der ived f rom the  recent  GhostNet  s tudy 
i t se l f .  
 The GhostNet  s tudy for  most  of  you,  for  those  of  you who have 
not  fo l lowed the  news or  seen the  repor t ,  was  a  culminat ion of  a  ten-
month  inves t iga t ion  which uncovered a  computer  network of  1 ,200 
computers  around the  wor ld ,  103 countr ies ,  a l l  of  which belonged to  
minis t r ies  of  fore ign af fa i rs ,  embass ies ,  in ternat ional  organiza t ions  
and media  organiza t ions .  
 The network i t se l f  was  speci f ic  and targeted ,  focusing on these  
targets  in  par t icular .  The main  command and control  servers  for  the  
network were  located  in  mainland China  and the  contro l  in ter face  to  
the  network i t se l f  was  in  Chinese .   Note ,  I  d id  not  say  tha t  th is  was  a  
Chinese  run network;  however ,  a l l  the  c i rcumstant ia l  evidence  does  
point  to  a  network which,  in  ef fec t ,  i s  Chinese  opera ted .  
 Why we under took th is  inves t iga t ion--and I  th ink th is  i s  
impor tant  to  unders tand--we looked a t  pers is tent  a l legat ions  of  
Chinese  cyber  espionage agains t  non-governmenta l  groups .   However ,  
many of  these  a l legat ions ,  a t  leas t  in  the  informat ion tha t ' s  avai lable  in  
open sources ,  do  not  const ruct  a  proper  a t t r ibut ion  or  evident iary  
chain .   They are  a l legat ions  wi thout  evidence  which in  my mind is  
conspi racy.   
 So  we se t  out  wi th  th is  inves t iga t ion  to  t ry  to  crea te  tha t  
evidence  chain  and tha t  k ind of  a t t r ibut ion .   We had a  hypothes is  in  
our  ac t ion  which is  somewhat  per iphera l  to  th is  Commiss ion but  
impor tant  to  unders tand.   The hypothes is  was  th is :  tha t  the  
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sophis t ica t ion  of  cyber  a t tacks  agains t  ta rgets  which had a  lower  
abi l i ty  to  defend themselves  would  themselves  be  less  sophis t ica ted  
and therefore  bet ter  and eas ier  for  us  to  be  able  to  d iscover .  
 In  o ther  words ,  we did  not  focus  on cyber  a t tacks  agains t  U.S.  
in teres ts  or  Canadian  in teres ts ,  but  ra ther  we looked a t  a t tacks  agains t  
th i rd  par t ies ,  in  th is  case ,  the  Tibetan  communi ty  and India  i t se l f .  
 We were  a lso  af forded a  h igh level  of  access  to  the  Tibetan  
communi ty  which led  us  to  run a  very  careful  forens ic  inves t iga t ion .   
That  forens ic  inves t iga t ion  inc luded both  being able  to  unders tand how 
the  Tibetans  were  handl ing the i r  documents ,  in  o ther  words  to  exclude  
the  poss ib i l i ty  tha t  the  documents  tha t  were  leaking in  a  manner  o ther  
than through cyber ,  and a lso  to  be  able  to  capture  in  rea l  t ime 
technical  da ta  tha t  would  ver i fy  whether  or  not  documents  were  
moving.  
 We were  able  through our  inves t iga t ion  on the  f ie ld ,  in  the  f ie ld ,  
in  the  Tibetan  communi t ies ,  in  India ,  not  only  to  ver i fy  the  fac t  tha t  
the i r  computers  had been mal ic ious ly  infec ted  by a  var ie ty  of  vectors ,  
but  we were  a lso  able  to  observe  documents  being moved off  those  
computers  of  a  sens i t ive  nature .  
 Now,  when I  say  that ,  I  would  say  tha t  wi th  a  very  s t rong 
qual i f ica t ion ,  and tha t  qual i f ica t ion  i s  tha t  those  documents  tha t  were  
being moved were  not  random documents  tha t  were  s imply  s t r ipped out  
of  those  computers  because  a  v i rus  happened to  be  downloading 
anything.  
 They were  targeted  documents ,  and in  the  case  of  one  par t icular  
document  tha t  we ' re  able  to  ident i fy ,  i t  conta ined a  confident ia l  
negot ia t ing   pos i t ion  tha t  the  Dalai  Lama was  prepar ing for  wi th  
negot ia t ions  wi th  China  i t se l f .  
 I  would  say  jus t  very  br ief ly  tha t  the  inves t iga t ion  had three  
phases .   One was  the  f ie ld  col lec t ion  core  component  which I 've  
a l ready ment ioned.   There  was  another  component  where  we ac tual ly  
analyzed the  technical  da ta  f rom the  f ie ld  in  our  labora tor ies .  
 From that ,  we were  able  to  d iscover  th is  much broader  ne twork 
which encompassed not  jus t  the  Tibetan  communi ty  but  1 ,200 other  
ent i t ies .   Some of  those  ent i t ies  were  located  in  the  Uni ted  Sta tes .   
They mainly  focused on Sol idar i ty  networks  tha t  worked wi th  the  
Tibetan  communi ty  but  d id  a lso  inc lude  some commercia l  ent i t ies  wi th  
government  t ies .  
 Our  inves t iga t ion  of  those  par t icular  cases  seems to  indica te  tha t  
those  were  dr ive-by exploi ts  ra ther  than in tended exploi ts .   Other  
targets  in  the  U.S.  inc luded fore ign miss ions .   The embass ies  of  India ,  
for  example ,  the  Pakis tani  miss ion to  the  U.N. ,  were  a l l  ta rgeted  
successful ly  and penet ra ted .   However ,  whether  we consider  those  to  
be  U.S.  in teres ts  or  in teres ts  located  on U.S.  so i l  I  th ink is  a  ques t ion  
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tha t  we have to  look a t .  
 What  are  the  f indings  of  our  inves t iga t ion?   And I 'm wi l l ing  to  
ta lk  about  these  in  grea ter  de ta i l  dur ing open sess ion.   Number  one ,  
the  network tha t  we discovered does  not  f i t  the  prof i le  of  a  cyber  cr ime 
network,  but  ra ther  seems to  be  targeted  to  the  gather ing of  sens i t ive  
pol i t ica l  in te l l igence .  
 In  o ther  words ,  there  was  not  enough informat ion which would  
have been readi ly  exploi table  by cyber  cr iminals  to  make i t  wor thwhi le  
to  go through the  t rouble  of  both  infec t ing  these  machines  and then 
reducing the  target  se t  down to  a  target  se t  tha t  ac tual ly  could  y ie ld  
what  usual ly  cyber  cr iminals  look for ,  which is  personal  da ta  or  
b lackmai l  da ta .  
 Secondly ,  the  sys tems that  were  penet ra ted  were  of  a  sens i t ive  
but  unclass i f ied  nature .   We have no indica t ion  tha t  c lass i f ied  
networks  wi th in  these  ins t i tu t ions  were  penet ra ted .   However ,  the  
machines  tha t  were  penet ra ted  conta ined,  for  example ,  v isa  appl icants  
to  one  of  the  countr ies  in  ques t ion;  the  main  f inancia l  da tabase  of  a  
par t icular  embassy;  the  computer  be longing to  the  mi l i ta ry  a t tache ,  the  
senior  consulary  off ic ia l .  
 So th is  was  data  which could  be  combined or  penet ra t ions  which 
could  be  combined and used for  o ther  in te l l igence  purposes .  
 The pr imary vector  of  infect ion  was  a  socia l ly-engineered e-
mai l ,  which i s  ext remely  d i f f icul t  to  defend agains t  in  technica l  te rms.  
 Now,  I ' l l  devia te  for  one  quick  second here .   Because  a t tackers  were  
able  to  take  fu l l  cont ro l  of  an  affec ted  computer ,  ra ther  than having to  
fake  an  e-mai l  message wi th  which to  infec t  someone,  they could  
ac tual ly  resend a  legi t imate  e-mai l  message  between two t rus ted  
par t ies  us ing a  secure  connect ion ,  and tha t ' s  why th is  par t icular  
ne twork opera ted  so  wel l ,  i s  tha t  i t  essent ia l ly  used an  exis t ing  sys tem 
of  t rus t  to  propagate  i t se l f  in  a  ra ther  low-tech method.  
 The network was  located  in  China  and on a  var ie ty  of  servers  in  
China ,  none of  which were  password protec ted .   Now some people  have 
cr i t ic ized th is  and saying,  wel l ,  why was  i t  h id ing in  p la in  s ight ;  why 
was  i t  not  more  cover t?   The s imple  answer  i s  th is :  th is  was  a  
d isposable ,  bui l t - to-purpose  col lec t ion  network,  one  of  perhaps  
hundreds  tha t  exis t .  
 In  o ther  words ,  the  resources  to  bui ld  i t  weren ' t  inves ted  in  the  
technology;  they were  inves ted  in  the  exploi ta t ion  s ide  of  i t .  
 This  las t  conclus ion leads  us  to  bel ieve  tha t  the  sys tem was  
ac tual ly  purpose-bui l t  to  ta rget  a  cer ta in  prof i le  of  ac tors ,  tha t  i s  those  
possess ing a  low level  of  forens ic  abi l i ty  and mediocre  prac t ices  in  
informat ion secur i ty .  
 This  was  h i l lb i l ly  SIGINT,  but  i t  was  targeted  agains t  a  
communi ty  tha t  rea l ly  couldn ' t  defend i t se l f  agains t  i t  very  wel l .  
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 We a lso  have a  h igh degree  of  conf idence  tha t  the  a t tackers  were  
located  in  Hainan Is land in  China .   This  i s  because  as  par t  of  our  
inves t iga t ion ,  we ac tual ly  infec ted  ourse lves .   We se t  up  something 
known as  a  honeypot  computer  and were  therefore  able  to  observe  the  
behavior  of  the  a t tacker  for  an  extended per iod of  t ime.  
 Of  the  sample  se t  of  what 's  known as  ent ry  IP  addresses ,  100 
percent  of  them corresponded to  Hainan Is land,  China .   Moreover ,  the  
poss ib i l i ty ,  because  i f  an  a t tacker  was  us ing something ca l led  a  proxy,  
the  v ic t im would  have to  be  onl ine ,  the  in termediary  v ic t im would  be  
onl ine ,  and the  a t tacker  would  have to  be  onl ine .   Coordinat ing  a l l  
three  ac t iv i t ies  a t  the  same t ime is  very ,  very  d i f f icul t ,  and in  our  
es t imat ion h ighly  improbable .  
 Our  inves t iga t ion  was  unable  to  conclus ively  prove whether  or  
not  the  government  in teres ts  or  cr iminal  in teres ts  were  behind the  
network.   However ,  our  suspic ion is  tha t  th is  was  a  opera t ion  which 
was  essent ia l ly  outsourced to  th i rd  par t ies ,  essent ia l ly  th i rd-par ty  
ac tors  possess ing the  equivalent  of  a  le t ter  of  mark,  legal  p i ra tes  of  the  
s ta te ,  which had e i ther  some cont rac tual  a r rangements  or  had some 
assurance  of  f inancia l  remunera t ion  or  reward in  re turn  for  
mainta in ing a  speci f ic  k ind of  ne twork such as  th is .  
 A caveat :  i s  there  an  a l ternat ive  explanat ion  for  th is  par t icular  
ne twork,  one  perhaps  tha t  doesn ' t  fa l l  so  convenient ly  in to  a  cyber  
espionage theory?   Yes ,  there  i s .   I t  i s  poss ib le  tha t  a  par t icular ly  
c lever ly  const ructed  vector  moved among the  d ip lomat ic  communi ty  
because  the  d ip lomat ic  communi ty  does  ta lk  to  themselves .   They do 
use  e-mai l .  
 Topics  of  common in teres t  such as  the  s i tua t ion  of  Tibet  or  the  
Bei j ing  Olympics  would  be  probable  cause  for  a  message  to  move that  
way.   However ,  the  pat tern  of  infect ions  i s  over  a  per iod of  two years .  
 The target  se t  tha t  was  harves ted  a t  the  beginning of  the  network is  
not  what  the  network looks  a t  i t s  conclus ion.   The a t tacker  essent ia l ly  
pared down and se lec ted  h is  ta rgets  in to  speci f ic  baskets .   That  
conscious  process  of  doing i t  a rgues  agains t  a  coincidenta l  infec t ion .    
 Some tenta t ive  conclus ions ,  and on th is  I ' l l  end.   This  
inves t iga t ion  leads  us  to  the  conclus ion tha t  do- i t -yourse l f  s ignals  
in te l l igence  i s  now very  much a  real i ty .   I t  does  not  cos t  a  lo t  of  
money;  you can essent ia l ly  launch an  a t tack  of  the  ants  and get  an  
awful  lo t  of  re turn  for  a  very  low cos t .  
 The fac t  tha t  the  a t tackers  were  able  to  use  th is  low-tech 
technology means  tha t  th is  ne twork exploi ta t ion  technique i s  avai lable  
to  anyone.   However ,  i t ' s  impor tant  to  say  tha t  whi le  the  col lec t ion  
network was  low tech,  was  uncomplex,  the  requirements  tha t  would  be  
needed to  be  put  in  p lace  to  exploi t  the  informat ion gathered through 
that  do  require  a  sca le  larger  than a  smal l  NGO. 
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 Why?   Linguis t ica l ly ,  103 di f ferent  ta rgets ,  inc luding the  Pr ime 
Minis ter ' s  Off ice  of  Laos ,  the  Is rae l i  Consula te  in  Hong Kong,  the  
Russ ian  Embassy in  Bei j ing ,  the  I ranian  Fore ign Minis t ry ,  requires  
both  l inguis t ic  sk i l l s  as  wel l  as  domain  exper t i se  in  te rms of  be ing 
able  to  know what  to  look for  and what  to  make out  of  i t .  
 And on tha t ,  I  wi l l  end my remarks .  
 Thank you.  
 

Panel  IV:   Discuss ion,  Quest ions  and Answers  
 

 HEARING COCHAIR BROOKES:   Thank you very  much.  
 Commiss ioner  Wessel .   Chai rman,  Commiss ioner .  
 COMMISSIONER WESSEL:   Thank you,  gent lemen,  for  being 
her  today,  and unfor tunate ly  I  guess  we 're  not  going to  be  able  to  get  
in to  a l l  the  depth  of  informat ion that  both  of  you possess  because  th is  
i s  a  fasc inat ing  and t imely  subjec t .  
 I  want  to  unders tand f rom both  of  you,  i f  I  can ,  you refer red  to  i t  
somewhat  as  h i l lb i l ly  techniques ,  but  indica ted  tha t  the  techniques  are  
matching the  target ,  meaning tha t  i t - -correc t  me i f  I 'm wrong-- tha t  for  
more  secure  ins ta l la t ions  tha t  there 's  c lear ly  the  oppor tuni ty  to  have  
more  aggress ive  and technologica l ly  prof ic ient  techniques .  
 Do you bel ieve  tha t  any,  tha t  a l l  of  our  commercia l  in teres ts ,  
s ince  we 've  now seen defense  contrac tors ,  the  e lec t r ic  gr id ,  e t  ce tera ,  
do  you bel ieve  tha t  everything here  i s  a t  r i sk?    
 MR.  COLEMAN:  Absolute ly .   The percentage  of  dol lars  tha t  are  
spent  on  informat ion secur i ty  i s  minuscule  compared to  the  overa l l  IT 
budget  and r i sk  management  budget  in  most  organiza t ions .  
 We looked a t  th is  awhi le  back,  and we have what 's  ca l led  "s tupid  
metr ics ,"  and we came up wi th  one .   The physica l  a larm indust ry  was  
s ix  t imes  the  s ize  of  the  informat ion secur i ty  indust ry .   So once  again  
we 're  more  in teres ted  in  protec t ing  our  physica l  asse ts ,  not  th inking 
about  the  d ig i ta l  asse ts .  
 MR.  ROHOZINSKI:   I  th ink there 's  a  ques t ion  of  poss ib i l i ty  and 
probabi l i ty .   I f  you ' re  asking me about  the  poss ib i l i ty  of  exploi ta t ion  
and more  sophis t ica ted  fashions ,  absolute ly .   Take a  look a t  how much 
of  our  hardware  i s  present ly  prepared abroad.   Take a  look a t  the  sa les  
pa t terns  of  companies  l ike  Huawei  tha t  we ta lked about  in  the  las t  
sess ion and the  oppor tuni ty  to  imbed mal ic ious  code a t  the  sor t  of  
hardware  level  in to  cr i t ica l  infras t ructure  cer ta in ly  exis ts .  
 The ques t ion  i s  how probable  i s  tha t?   And I  th ink tha t ' s  
something that  we don ' t  have  a  very  good data  on a t  the  moment .  
 COMMISSIONER WESSEL:   How do we get  a t  tha t  ques t ion 
s ince ,  again ,  you know,  the  publ ic  has  become a larmed,  as  
pol icymakers  have ,  wi th  a l l  the i r  recent  revela t ions ,  which 
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unfor tunate ly  are  somewhat  o ld  and a  l i t t le  da ted  in  te rms of  ge t t ing  
in to  the  publ ic  domain?  
 We seem to  have  a  problem between DHS,  FBI ,  NSA and others  
jur isd ic t ional ly  in  te rms of  de termining what 's  the  bes t  way of  
address ing th is  problem.   Unders tanding tha t  China  i s  a  locat ion  for  a  
lo t  of  th is ,  i t ' s  a  la rger  problem of  course .  What  do  you see  the  
chal lenge?   Do you see  tha t  there 's - -what 's  the  bes t  approach for  
resolu t ion  i f  there  i s  one?  
 MR.  ROHOZINSKI:   Wel l ,  I  th ink there  are  two th ings  tha t  need 
to  be  addressed qui te  independent ly .   One is  s tandards  wi th in  the  
indust ry  for  ac tual ly  being able  to  vet  whether  or  not  imbedded code 
exis ts  on  equipment  tha t ' s  brought  in  f rom abroad.   At  the  moment ,  i t ' s  
done ra ther  ad  hoc  and on an  ins t i tu t ional  bas is  or  ins t i tu t ion  by 
ins t i tu t ion  bas is .  
 Some are  be t ter  a t  i t ;  some are  worse  a t  i t .   And I  don ' t  th ink 
there 's  an  across- the-board  se t  of  s tandards  tha t  can  be  fo l lowed.  
 Secondly ,  I  th ink there 's  the  whole  i ssue  of  s imply  opening up 
informat ion secur i ty ,  in  effec t ,  declass i fy ing a  lo t  of  the  s i los  tha t  
current ly  exis t  a round i t .   Had we not  publ ished the  GhostNet  repor t ,  i t  
would  be  h ighly  unl ikely  tha t  i t  would  ever  see  the  l ight  of  day i f  i t  
was  passed through one of  the  formal  ins t i tu t ions ,  s imply  because  
there 's  a  grea t  deal  of  concern  and sens i t iv i ty  around the  sor t  of  ways ,  
means ,  techniques  tha t  i t  may reveal ,  and I  th ink tha t ' s  a  b ig  problem 
as  you consider  as  legis la tors  th is  i ssue .  
 COMMISSIONER WESSEL:   Mr.  Coleman.  
 MR.  COLEMAN:  Actual ly  I 've  wri t ten  about  th is  par t icular  
topic .   I t ' s  my opinion tha t  DHS owns nat ional  secur i ty  ins ide  the  
Uni ted  Sta tes  in  cyber ,  not  the  mi l i ta ry .   In  fac t ,  there 's  a  p iece  of  
const i tu t ional  law cal led  the  Posse  Comita tus  Act  tha t  forbids  mi l i ta ry ,  
uni formed mi l i ta ry ,  be ing used against  our  own c i t izens ,  and tha t  could  
be  ac tual ly  appl ied  to  the  computer  asse ts  of  bus inesses  and 
individuals .  
 So i t ' s  going to  be  a  combined ef for t ,  and that ' s  why I  was  very  
in teres ted  in  reading Senator  Rockefe l ler ' s  proposal  tha t  he  put  out  as  
to  the  organiza t ional  s t ruc ture  and what  they were  going to  be  
char tered  wi th .  
 COMMISSIONER WESSEL:   But  are  we a t  a  point  now where  
you th ink we 're  up to  the  task  of  address ing th is  or  are  we way behind 
the  curve?  
 MR.  COLEMAN:  We are  way behind the  curve .  
 COMMISSIONER WESSEL:   Thank you.  
 HEARING COCHAIR BROOKES:   Commiss ioner  Shea.  
 COMMISSIONER SHEA:  Thank you,  both ,  for  your  tes t imony.  
 I  jus t  have  a  ques t ion  d i rec ted  to  Mr.  Coleman.   Reading your  
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wri t ten  tes t imony before  the  hear ing,  you wri te  tha t  there  are  reasons  
to  bel ieve  tha t  the  Chinese  and Russ ian  mi l i ta r ies  are  col labora t ing  
and cyber  warfare  i s  one  area  tha t  not  only  lends  i t se l f  to  remote  
col labora t ion ,  but  you suspect  tha t  th is  i s  and has  occurred ,  and I  was  
jus t  wonder ing i f  you could  ampl i fy  tha t  a  b i t  in  a  publ ic  forum? 
 MR.  COLEMAN:  Sure .   There  i s  no  secre t  tha t  China  and Russ ia  
have  been playing kind of  l ike  war  games going back and for th .   This  
i s  jus t  another  aspect  of  mi l i ta ry  opera t ions  for  Russ ia  and a lso  for  
China .    
 The more  concerning point  about  the  Russ ian  and China  
col labora t ion  i s  there 's  an  organizat ion  ca l led  RBN,  the  Russ ian  
Business  Network.   Bas ica l ly  i t ' s  organized cr ime.   There  was  a  t ime,  
and we received severa l  communicat ions  f rom people  who were  
looking a t  th is ,  tha t  indica ted  tha t  a  cont ingent  of  RBN,  which is  
supposedly  contro l l ing  the  larges t  botnet  in  the  wor ld  r ight  now,  
moved some of  i t s  opera t ions  over  to  China .  
 Now that  could  be  const rued as  saying,  okay,  maybe they ' re  
learning f rom RBN on how to  manage and create  these  botnets .    
 There  was  another  p iece  of  concerning informat ion tha t  came out  
a long the  same l ines ,  and tha t ' s  70  percent  of  the  computers  in  China  
have a l ready been compromised,  and i f  you jus t  run the  numbers  of  
what  they ' re  expect ing the  number  of  computers  to  be ,  a t  the  end of  
th is  year ,  they wi l l  now have the  poss ib i l i ty  of  having over  200 
mi l l ion  computers  compromised wi th in  the i r  country  tha t  could  be  used 
in  t ime of  conf l ic t  agains t  an  adversary .  
 So I  th ink wi th  the  organized cr ime component  p lus  the  jo in t  
mi l i ta ry  exerc ises  tha t  a re  going on,  i t ' s  a  reasonable  conclus ion tha t  
they ' re  a t  leas t  ta lk ing.  
 MR.  ROHOZINSKI:   I 'd  l ike  to  add to  tha t ,  and jus t  fu l l  
d isc losure ,  for  the  las t  f ive  years ,  I 've  been running a  NATO-Russia  
contac t  ac t iv i ty  wi th  the  Russ ian  Nat ional  Secur i ty  Counci l  a round the  
i ssue  of  informat ion secur i ty  and ac tual ly  working wi th  those  par ts  of  
the  Russ ian  government  tha t  a re  involved in  both  the  doct r ina l  
development  of  cyber  war  as  wel l  as  the  doct r ine  of  informat ion 
secur i ty ,  the  Russ ian  Federa t ion  i t se l f .  
 I ' l l  make a  couple  of  observat ions  tha t  may be  sa l ient  to  your  
par t icular  ques t ion .   F i rs t  of  a l l ,  yes ,  there  i s  Russ ia-China  
col labora t ion ,  but  i t  happens  in  fa i r ly  s t r ic t  and fa i r ly  wel l -def ined 
a l leys ,  especia l ly  on  the  s ta te  to  s ta te  level .  
 There  i s  a  Russ ia-China  cryptographic  t rea ty  tha t  has  bas ica l ly  
a l lowed both  of  them to  develop in teroperable  s tandards  in  
cryptography as  wel l  as  to  develop cryptography as  a  sc ience  and as  an  
ar t  for  na t ional  secur i ty  purposes ,  which i s  separa te  than tha t  which 
occurs  e lsewhere .   That  has  both  commercia l  impl ica t ions  as  wel l  as  
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nat ional  secur i ty  impl ica t ions .  
 Yes ,  there  i s  a  lo t  of  col labora t ion  on informat ion secur i ty  
through the  Shanghai  Coopera t ion  Organiza t ion ,  cer ta in ly  in  te rms of  
harmonizat ion .   At  the  same t ime,  there 's  a  grea t  deal  of  compet i t ion .   
Let ' s  not  forget  tha t  Russ ia  i s  cont iguous  ter r i tor ia l ly  wi th  China .   
There 's  an  awful  lo t  of  worry  about  Chinese  encroachment ,  par t icular ly  
in  the  Far  Eas t .  
 There  i s  a lso  in tense  compet i t ion  over  the  energy markets  of  
Kazakhstan ,  the  water  resources  of  Taj ik is tan ,  and in  a  sense  of  
s t ra tegic  compet i t ion  over  Afghanis tan  and other  cr i t ica l  a reas  wi th in  
tha t .  
 So the  Russ ians ,  my fee l ing,  and having met  wi th  them jus t  las t  
week a t  a  re t rea t  where  we were  ta lk ing about  exact ly  th is  par t icular  
i ssue ,  i s  tha t  they  fee l  tha t  they ' re  be ing pushed towards  China  because  
they cannot  ge t  a  d ia logue around issues  which they see  as  being 
cr i t ica l  in  the  cybersphere  wi th  the  U.S.  
 There 's  a  grea t  deal  of  concern  about  the  U.S. ,  about  the  U.S. -
cent r ic i ty  of  the  In ternet ,  and a  grea t  deal  of  fear  tha t  the  whole  
ques t ion of  ICANN, r ight  now as  i t ' s  be ing discussed,  wi l l  somehow 
br ing the  whole  In ternet  much c loser  in to  the  U.S.  orbi t  than i t  a l ready 
is  r ight  now.  
 Thei r  major  d ip lomat ic  push,  which you ' l l  probably  see  in  the  
next  few months ,  wi l l  be  to  in ternat ional ize  governance  of  the  
In ternet ,  bas ica l ly  to  t ry  to  push i t  towards  the  ITU and other  such 
mechanisms where  they fee l  they have a  much more  equi table  voice  on 
tha t .  
 That ' s  what 's  happening on the  s ta te  level .   On the  sub-s ta te  
level ,  in  te rms of  col labora t ion of  cr iminal  gangs ,  you know,  the  
In ternet  i s - -and the  In ternet  or  cyberspace-- is  a  domain  which is  open 
to  coloniza t ion ,  and very  of ten  cyber  cr iminals  wi l l  move to  a  
jur isd ic t ion  where  they have the  most  protec t ion  through the  absence  
of  exis t ing  laws or  the  abi l i ty  to  prosecute  cr imes .  
 So what  my es teemed col league was  ment ioning to  me is  less  an  
ac t ive  coopera t ion  of  China  and Russ ia ,  wr i t  la rge ,  capi ta l  le t te rs  wi th  
an  exclamat ion mark,  than i t  i s  the  fac t  tha t  Russ ian  cr iminals  have  
found i t  convenient  to  opera te  f rom Chinese  domain  space  s imply  
because  of  the  fac t  tha t  they are  much less  subjec t  to  de tec t ion  and 
prosecut ion than they are  in  Russ ia  a t  the  present .  
 COMMISSIONER SHEA:  Okay.   Thank you very  much.  
 HEARING COCHAIR BROOKES:  I  open th is  up  to  the  panel .   
Obviously ,  our  in teres t  i s  China  as  the  U.S. -China  Commiss ion,  but  i s  
China  our  la rges t  cyber  problem?  Or  i s  there  another  country  tha t ' s - -  
 MR.  COLEMAN:  The data  tha t  we had,  4 .6  t imes  the  number  of  
a t tacks  more  than the  next  c loses t  country ,  c lear ly  indica tes  tha t  China  
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i s  a  problem.   But  I  would  submit  tha t  we bet ter  be  looking much 
broader  than tha t  and looking a t  the  whole  i ssue  around the  governance  
of  cyber  secur i ty  and the  inves t iga t ion .  
 I t ' s  a  three-headed,  I  guess ,  who 's  number  one  i s  anybody 's  guess  
a t  any point  in  t ime.   The U.S. ,  China  and Russ ia  are  in  the  top  three  
spots  in  the  cyber  arms race  i s  the  way we assess  them.  
 HEARING COCHAIR BROOKES:  We of ten  hear  tha t  i t ' s  very  
d i f f icul t  to  t rack  these  a t tacks  or  aggress ion back to  the i r  or ig ins ,  and 
that  many of  them seem to  end in  China .   Do we have any sense  of  how 
many,  what  percentage  of  th is  sor t  of  aggress ion may go beyond China  
tha t  do  not  or ig inate  in  China  in  terms of- -  
 MR.  ROHOZINSKI:   Wel l ,  I  can  give  you a  s ta t i s t ic .  
 HEARING COCHAIR BROOKES:  Okay.  
 MR.  ROHOZINSKI:   Because  a t  present ,  51  percent  of  a l l  
malware  i s  ac tual ly  or ig inat ing  f rom China ,  which means  tha t  49  
percent  i s  not ,  but  you have to  put  tha t  in to  perspect ive .   The 
perspect ive  i s  th is :  China  i s  becoming the  most  populous  In ternet  
na t ion  in  the  wor ld .   17  percent  of  the  current  In ternet  i s  Chinese .   The  
vas t  major i ty  of  tha t  i s  young.   The vas t  major i ty  of  tha t  fa l l s  wi th in  
the  20 mi l l ion  man army which is  fas t  becoming unemployed because  
of  the  g lobal  recess ion.  
 They are  d ig i ta l ly  promiscuous .   They are  exper iment ing.   So 
much of  what  they do isn ' t  so  much cr iminal  in  in tent  as  i t  i s  s imply  a  
k ind of  sca t ter ing  around to  see  what  they can do on the  In ternet  which 
is  not  descr ibed by law.  
 HEARING COCHAIR BROOKES:  How would  th is  sor t  of  
t roubl ing Chinese  cyber  ac t iv i ty ,  how would  we break that  down in  
terms of  percentages?   I  don ' t  know i f  anybody has  looked a t  th is  in  
te rms of  cr iminal ,  o ther  sor t  of - - I  don ' t  know how you would  
character ize  the  sor t  of  th ing,  the  mischief  tha t  people  are  involved in ,  
espionage,  mi l i ta ry  re la ted?   I  mean has  anybody looked a t  th is  in  
te rms of  how al l  th is  cyber  ac t iv i ty  breaks  down categor ica l ly?  
 MR.  COLEMAN:  Absolute ly  not .   Unt i l  we get  to  tha t  next  level  
of  inves t iga t ion  beyond the  s imple  IP address  tha t  could  be  one  of  a  
compromised server ,  we won ' t  know that .   So once  again ,  tha t ' s  why 
I 'm saying tha t  we have  to  t rea t  th is ,  whether  i t ' s  organized cr ime,  
whether  i t ' s  s ta te  sponsored,  whether  te r ror is t  sponsored,  we have to  
t rea t  i t  a l l  under  one  governing se t  of  ru les  and regula t ions  and 
coopera t ion  to  f ind  those  numbers  out .  
 MR.  ROHOZINSKI:   Yes .   Commiss ioner ,  you put  your  f inger  on 
I  th ink the  holy  gra i l  tha t  exis ts  r ight  now,  and tha t ' s  ca l led  how do we 
a t ta in  s i tua t ional  awareness  in  cyberspace  so  tha t  we can ac tual ly  
know what 's  going on in  order  to  take  in te l l igent  decis ions ,  and I  don ' t  
th ink we 're  there  yet  by  any means .  
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 HEARING COCHAIR BROOKES:   Is  anybody even outs ide  of  
Nor th  America  looking a t  these  sor t  of  i ssues  because  o thers  have  
problems as  wel l  c lear ly?  
 MR.  COLEMAN:  I  do  know Germany is  looking a t  i t .   I 've  
received some indica t ion  Br i ta in  i s  as  wel l .   
 HEARING COCHAIR BROOKES:   Anybody looking a t  i t  
aggress ively  or  t ry ing to  get  the i r  a rms around th is  in  te rms of  these  
metr ics  and s i tua t ional  awareness?  
 MR.  COLEMAN:  In  my opinion,  the  most  aggress ive  i s  U.S.  
St ra tegic  Command.   They ' re  looking a t  i t .   I  have  the  u tmost  respect  
for  the  work that  they ' re  doing.   I  was  jus t  out  there  in  January  and I ' l l  
be  there  again  la ter  next  month .   They ' re  working on th is  d i l igent ly .  
 MR.  ROHOZINSKI:   I  would  say tha t  most  advanced economies  
are  taking th is  on  very  aggress ively .   Again ,  I  can ' t  speak to  China  
d i rec t ly ,  but  I  can  speak to  Russ ia ,  and I  know that  th is  has  become 
pr ior i ty  i tem number  one ,  and there 's  a  grea t  deal  of  in teragency 
coordinat ion  around i t .  
 HEARING COCHAIR BROOKES:  I  read  your  repor t ,  and I  
applaud you for  i t ,  not  be ing a  person of  complete ly  unders tanding 
cyber  wor ld ,  but  to  me i t  made qui te  a  b i t  of  sense .  
 Are  there  any other  ne tworks  or  o ther  sor t  of  schemes a long 
these  l ines  tha t  you 've  come across  bes ides  th is  one  you 've  publ ished 
about?  
 MR.  ROHOZINSKI:   We cont inuously  do inves t igat ions  of  th is  
sor t  so  I  can  say  there  are  a t  leas t  ha l f  a  dozen tha t  we 've  looked a t  
personal ly .   One th ing tha t  I  would  say  tha t  emanates  f rom th is  repor t  
i t se l f  i s  the  GhostNet  Network tha t  we wrote  up was  only  one of  seven 
mal ignant  infec t ions  tha t  we discovered.   I t  jus t  so  happened tha t  th is  
i s  the  inves t iga t ion  t ra i l  tha t  we could  repor t  on  as  opposed to  the  
o thers  which were  dead ends .  
 That ' s  why in  my remarks ,  I  sa id  th is  i s  the  a t tack  of  the  ants .   
These  are  essent ia l ly  d isposable  networks  tha t  can  be  rapidly  
const ructed ,  and I  th ink tha t ' s  the  t rend that  we have to  be  aware  of .  
 HEARING COCHAIR BROOKES:  Could  you descr ibe  to  a  
cer ta in  extent  the  o ther  ne tworks ,  o ther  mal ic ious  code tha t  you came 
across  bes ides  GhostNet?   Were  they a l l  re la ted  to  Tibet  or  were  there  
o ther  i ssues  here  as  wel l?   Were  they a l l  Chinese  or  c i rcumstant ia l ly  
Chinese?  
 MR.  ROHOZINSKI:   In  th is  case ,  we were  looking a t  Chinese  
ones  and they had a  very  s imi lar  modus  operandi .   I t ' s  jus t  tha t  we 
could  not  fo l low the  a t t r ibut ion chain .   But  there  i s  a  complete ly  
separa te  ac t iv i ty ,  which a lso  I  th ink baff les  us  a t  t imes ,  but  which is  
very  prevalent  outs ide  of  Nor th  America  where  both  Chinese  and 
Russ ian  in teres ts  are  involved,  and that  i s  in  the  use  of  denia l  of  
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service  a t tacks  as  a  way of  s i lencing opera t ion  and/or  o ther  pol i t ica l ly  
ac t ive  groups .  
 We have seen th is  repeatedly  occur  in  Centra l  Asia  and other  
countr ies ,  and when we have looked a t  t rack  back inves t iga t ions  in  
terms of  who was  involved,  genera l ly  speaking,  there  was  one  common 
point  of  in teres t ,  and tha t  i s  the  individuals  tha t  were  behind i t  a l l  had 
some exper ience  or  some educat ion in  Russ ia ,  p icking up essent ia l ly  
techniques  f rom a  communi ty  tha t ' s  there .  
 But  what 's  in teres t ing  about  i t  wi th  re la t ion  to  China  i s  tha t  
we 've  seen those  techniques  essent ia l ly  being taken up now by Chinese  
hacking gangs ,  a  Burmese ,  Vie tnamese  and others .   So there  i s  a  
propagat ion of  technique.  
 HEARING COCHAIR BROOKES:   Chairman Bar tholomew.  
 COMMISSIONER BARTHOLOMEW:  Thank you.   Thank you to  
both  of  our  wi tnesses ,  and Mr.  Rohozinski ,  we a lways  apprecia te  
hear ing f rom the  OpenNet  In i t ia t ive  and what  you guys  are  doing.  
 I  th ink I  agree  wi th  Peter  on  the  ques t ion  of  a t t r ibut ion .   I  th ink 
tha t  we ' re  f requent ly  to ld  tha t  one  of  the  concerns  in  the  event  of  a  
cyber  a t tack  i s  tha t  i t ' s  not  going to  be  easy  to  f igure  out  who i t  i s ,  
who 's  launched the  a t tack ,  and tha t  i t ' s  poss ib le  tha t  the  p lace  tha t  
launched the  a t tack launched i t  through somebody e lse ,  and how we 
deal  wi th  tha t  in  the  context  of  a  wor ld  where  cyber  warfare  i s  
increas ingly  l ike ly  to  be  a  rea l  chal lenge.  
 But  I  want  to  get  to  two th ings .   Can you ta lk  a  l i t t le  b i t  more  
about  what  you ' re  ta lk ing about  on denia l  of  service  a t tacks  tha t  
people  or  na t ion  s ta tes  are  somehow,  they ' re  learning how i t  works  in  
order  to  be  able  to  use  i t  to  s i lence  the i r  own opposi t ion?   Where  i s  
tha t  k ind of  knowledge coming f rom?  Is  i t  people  onl ine  watching i t  
take  p lace  and f igur ing out  how to  do the  same th ing?   I s  there  some 
sor t  of  ac t ive  shar ing of  exper t i se?  
 MR.  ROHOZINSKI:   I t ' s  an  underground economy.   You could  go 
onl ine ,  and you could  in  a  sense  order  cr imeware  tha t  a l lows you to ,  
f i r s t  of  a l l ,  se t  up  your  own botnet  and then a lso  target  i t  and se l l  i t  to  
o thers ,  and tha t  economy exis ts  because  of  the  fac t  tha t  there 's  a  
market  for  i t .  
 You know we in  Nor th  America  are  used to  a  cul ture  where  you 
t ry  to  out -communicate  your  opponent .   In  many other  par ts  of  the  
wor ld  i t ' s  a l l  about  s i lencing your  opponent .   So there 's  a  market  for  
tha t  k ind of  technology,  and i t ' s  not  jus t  in  pol i t ics ;  i t ' s  a lso  in  media .  
 I f  you want  to  be  the  most  popular  onl ine  source ,  wel l ,  you can 
e i ther  have  the  bes t  content  or  you can make sure  your  compet i tor  
doesn ' t  ge t  i t  out .   Up to  a  few years  ago,  in  severa l  countr ies  where  
we s tudied,  you ac tual ly  saw newspaper  ar t ic les  or  newspaper  
adver t i sements  saying buy yourse l f  a  botnet .   $20 wi l l  ge t  you th is  
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kind of  a t tack;  $500 wi l l  ge t  you that  k ind of  a t tack .  
 COMMISSIONER BARTHOLOMEW:  Then I  want  to  take  tha t  
in to  th is  comment  tha t  had been made about  Russ ian  organized cr ime 
opera t ing  in  Chinese  domain  space .   I  th ink the  percept ion of  a  number  
of  us  has  been that  the  Chinese  have  t ighter  cont ro l  over  the i r  
computer  ne tworks  over  there ,  over  the i r  content  cer ta in ly ,  tha t ' s  
taking place ,  and we know that  they have the  abi l i ty  to  shut  down 
when Chinese  c i t izens  are  communicat ing  th ings  tha t  they don ' t  want  
communicated  f rom person to  person over  the  computer .  
 I s  i t  rea l ly  poss ib le  tha t  Russ ian  organized cr ime could  be  ac t ing  
through Chinese  space  wi thout  the  Chinese  government  being aware  of  
i t  and/or  a l lowing i t  to  happen?  
 MR.  ROHOZINSKI:   I  th ink you ident i f ied  a  very  impor tant  
character is t ic  of  the  Chinese  concern .   They are  very  concerned about  
the  content  space .   They ' re  not  so  concerned about  moni tor ing the  
behavior  on  the i r  ne tworks  f rom a  cyber  cr ime point  of  v iew.  
 My impress ion f rom having spoken to  my Russ ian  in ter locutors  
i s  tha t  they 've  spent  an  awful  lo t  of  t ime developing capaci ty  for  be ing 
able  to  survei l  the i r  in ternal  network,  speci f ica l ly  for  ac t iv i t ies ,  not  
the  content  level .  I t ' s  not  what  they care  about .   There 's  no  great  
f i rewal l  of  Russ ia .  
 Whereas ,  the  Chinese  have inves ted  an  enormous amount  of  
exper t i se ,  t ime and effor t  in to  moni tor ing what  i s  ac tual ly  exchanged 
on the  In ternet  in  te rms of  the  content  level  whi le  they have  not  rea l ly  
exploi ted  what  i s  ac tual ly  done on the  In ternet  a t  the  protocol  level .   
So I  th ink tha t ' s  the  d i f ference .  
 COMMISSIONER BARTHOLOMEW:  So the  exploi ta t ion by 
Russ ian  organized cr ime or  the  use  tha t  they ' re  doing is  of - -  
 MR.  ROHOZINSKI:   Of  the  ac tual  hardware  and servers  
themselves .  
 COMMISSIONER BARTHOLOMEW:  Of  the  hardware ,  okay.  
 MR.  ROHOZINSKI:   So,  for  example ,  you know,  one  of  the  
command and contro l  servers  for  the  GhostNet  was  located  on a  gov.cn  
server .   When we looked a t  tha t  server  and we used a  technique ca l led  
" technical  scout ing,"  which means  we didn ' t  hack i t ,  we s imply  took a  
look what 's  on  i t ,  we a lso  found i t  serving a l l  sor ts  of  o ther  malware  
tha t  I 'm sure  the  sys tem adminis t ra tor  was  never  aware  of .  
 You don ' t  rea l ly  see  tha t  k ind of  th ing in  Russ ia .   I  th ink i f  the  
Russ ian  Mafia  decided to  b log in  China ,  they would  probably  be  
p icked up quicker  than i f  they used an  in termediary  node to  a t tack  the  
Uni ted  Sta tes .  
 COMMISSIONER BARTHOLOMEW:  Very in teres t ing.   
 Thank you very  much.  
 HEARING COCHAIR BROOKES:  Commiss ioner  Videnieks .  
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 COMMISSIONER VIDENIEKS:   Good af ternoon.   I 'm not  a  
computer- type  guy so  my ques t ions  may be  a  l i t t le  b i t  of f  the  wal l .   
What  would  the  overhead cos ts  be?   I  rea l ize  there 's  a  problem,  a  
secur i ty  problem.   In  order  to  f ix  i t  sof tware-wise ,  what  would  roughly  
the  overhead fac tor  be  to  a  smal l  of f ice  versus  a  b ig  off ice?  
 MR.  COLEMAN:  I  don ' t  th ink they can f ix  i t .   And le t  me te l l  
you why.   I  would  ac tual ly  look a t  what  China  has  done so  tha t  they 
are  not  suscept ib le  to  a t tacks  f rom the  Uni ted  Sta tes  or  any other  
adversary .  
 They 've  done two th ings  tha t  are  very  s t ra tegic ,  and when you 
look a t  them,  i t ' s  a lso  an  economic  i ssue  for  us .   The f i rs t  i s  the  
Chinese  Government  developed thei r  own secur i ty  hardened server  
opera t ing  sys tem (Kyl in)  under  very  s t r ic t  cont ro ls  to  e l iminate  the  
threa t  of  preprogrammed back doors .    Second,  they developed thei r  
own microprocessor  for  the  same assurances .   That  would  be  very  
d i f f icul t  to  do in  the  U.S.  
 COMMISSIONER VIDENIEKS:   I  th ink i t  would  be  a  huge 
economic  i ssue  the  way i t  sounds .   I f  you 've  got  a  b ig  problem,  i t ' s  got  
to  be  f ixed,  the  in i t ia l  ent ry  level  for  the  cr iminal  i s  minor ,  or  the  spy,  
whoever ,  you know.  
 MR.  COLEMAN:  Sure .   China  crea ted  the i r  own opera t ing  
sys tem,  and i t ' s  ca l led  Kyl in ,  K-Y-L-I-N.   I t  was  a  long- term 
in i t ia t ive ,  s tar ted  back in  I  bel ieve  2000 or  2001.   They 've  announced 
tha t  they ' re  going to  s tar t  migra t ing  the i r  bus iness  and cr i t ica l  
inf ras t ructure  in  government  sys tems over  to  tha t  opera t ing  sys tem.  
 I t  was  100 percent  developed in  China  under  very  s t r ic t  cont ro ls  
and i t ' s  hardened.   We don ' t  have  tha t .    
 The  second th ing they did  was  to  e l iminate  the  hardware  
poss ib i l i ty  of  a  compromise .   They ' re  developing the i r  own nat ional  
microprocessor  chip  tha t  Kyl in  wi l l  ac tual ly  run on top  of .   So they 
wi l l  have  hardened hardware  and hardened sof tware  so  tha t  they would  
be  able  to  address  i t .  
 Now,  i f  you take  a  look a t  the  open source  l ike  Linux 
environment ,  i t ' s  very  d i f f icul t  to  pol ice  mi l l ions  upon mi l l ions  of  
l ines  of  code.   We don ' t  have  what  I  would  ca l l  a  known,  sol id ,  good 
base  to  go f rom.  
 We a l ready know that  there 's  been mass ive  compromises  in  terms 
of  I  th ink the  to ta l  number  was  700,000 counterfe i t  processors  came 
in to  the  Uni ted  Sta tes  and were  se ized by U.S.  and Customs las t  year .  
 We know that  $76 mi l l ion  worth  of  conf isca ted  counterfe i t  Cisco 
networking hardware  was  coming in to  the  Uni ted  Sta tes  and ac tual ly  
was  d is t r ibuted ,  and some of  tha t  made i t  in to  the  Defense  Depar tment  
and Washington,  D.C.  organizat ions  because  they were  se t  up  as  a  
smal l  bus iness  in  the  Uni ted  Sta tes  and they resold  tha t .  
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 We a lso  know that  we 've  got  counterfe i t  chips  in  space .   So we 
don ' t  have  that  so l id  foot ing that  we can bui ld  f rom.   We would  have to  
s tar t  over .  
 COMMISSIONER VIDENIEKS:   We don ' t  have  a  cent ra l ized  
secur i ty  safeguard  sys tem? 
 MR.  COLEMAN:  Yes .   We do not  have  a  cent ra l ized secur i ty  
safeguard  sys tem.  
 COMMISSIONER VIDENIEKS:   Si r ,  you want  to  comment ,  
p lease?  
 MR.  ROHOZINSKI:   Yes ,  I 'd  jus t  l ike  to  comment ,  wi th  severa l  
observat ions  perhaps .  
 COMMISSIONER VIDENIEKS:   Yes .  
 MR.  ROHOZINSKI:   F i rs t  of  a l l ,  we cannot  see  secur i ty  as  a  
solut ion .   You have to  see  i t  as  a  process ,  as  a  way of  th inking.   So 
there  i s  no  technology f ix  tha t  can  be  appl ied  across  the  board  in  order  
to  solve  the  problem that  we have here .  
 However ,  tha t  be ing sa id ,  I  th ink the  f ie ld  of  informat ion 
secur i ty  r ight  now is  far  too  focused on engineers  and far  too  focused 
in  the  hands  of  engineers .   We are  a  technophi l iac  socie ty .  
 COMMISSIONER VIDENIEKS:   Are  we playing the i r  game?   My 
ques t ion  would  be:   i s  c rea t ive  des t ruct ion  the  answer?  
 MR.  ROHOZINSKI:   I  th ink so .   The answer  I  would  g ive  to  your  
ques t ion ,  which is  somewhat  indi rec t ,  i s  to  say  tha t  we have to  see  
network secur i ty  as  separa te  f rom cyber  secur i ty ,  and cyber  secur i ty  
rea l ly  needs  to  be  broadened to  inc lude  not  jus t  the  technology 
aspects ,  but  a lso  an  apprecia t ion  tha t  the  most  successful  exploi t s  tha t  
we 've  seen are  ones  tha t  employ socia l  means ,  not  pure ly  technologica l  
means ,  and unt i l  we get  a  good sense  of  tha t ,  and tha t  may take  a  
DARPA-l ike  in i t ia t ive ,  i f  you l ike ,  to  bui ld  a  new f ie ld  of  
cybersecur i ty ,  we ' re  going to  be  miss ing the  boat  and bas ica l ly  wast ing  
b i l l ions  of  dol lars  looking for  the  next  bes t  widget  tha t  wi l l  so lve  our  
problem.  
 COMMISSIONER VIDENIEKS:   Thank you,  s i r .  
 MR.  COLEMAN:  I f  I  could  add something?  
 COMMISSIONER VIDENIEKS:   Yes .  
 MR.  COLEMAN:  You brought  up the  socia l  engineer ing aspect  
of  th is .   The number  one  topic  r ight  now is  H1N1,  the  swine  f lu .   
We 've  a l ready s tar ted  to  see  phishing and mal ic ious  e-mai ls  and Web 
s i tes  to  infec t  people  us ing tha t  type  of  content  draw them in .   That ' s  
the  socia l  engineer ing tha t  i s  so  d i f f icul t  to  guard  agains t .  
 COMMISSIONER VIDENIEKS:   I f  we were  an  autocra t ic  country  
and we were  to  say ,  okay,  we increase  the  penal t ies  by  ten  and we 
make everyone buy new hardware  and do something wi th  the  sof tware ,  
okay,  would  tha t  k ind of  a  process ,  i s  i t  feas ib le  to  some countr ies ,  
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maybe not  here  but  someplace  e lse?  
 MR.  COLEMAN:  I  don ' t  th ink i t ' s  feas ib le  here .   I t  might  be  
feas ib le  in  a  very  smal l  country ,  but  the  inf ras t ructure  requirements  to  
bui ld  the  manufactur ing of  microprocessors  and a lso  the  infras t ructure  
around networks  as  wel l  as  jus t  the  technica l  capabi l i t ies  of  wr i t ing  a l l  
the  sof tware  would  go beyond the  means  of  most  countr ies .  
 MR.  ROHOZINSKI:   I  would  only  add to  tha t  tha t  I  th ink tha t  
cyberspace  i s  a  s ingle-most  va luable  asse t  tha t  the  U.S.  has  as  par t  of  
i t s  publ ic  d ip lomacy and global  engagement ,  and you cer ta in ly  don ' t  
want  to  throw the  baby out  wi th  the  bath  water  by  crea t ing  an  i so la ted ,  
super-secure  network tha t  doesn ' t  serve  tha t  purpose .  
 COMMISSIONER VIDENIEKS:   So we 're  s t ruck wi th  t ry ing to  
crea te  a  counter  process ,  a  secur i ty  process ,  to  t ry  to  protec t  what  we 
have?  
 MR.  COLEMAN:  Yes .  
 MR.  ROHOZINSKI:   Correct .  
 COMMISSIONER VIDENIEKS:   Thank you,  s i r .   Thank you.  
 HEARING COCHAIR BROOKES:   Commiss ioner  Mul loy.  
 COMMISSIONER MULLOY:  Thank you,  both ,  for  being here .    
 Mr .  Coleman,  in  your  tes t imony on page seven,  you ta lk  about  
we need to ,  you say,  you know,  about  d ig i ta l  DNA and some technical  
f ixes  to  th is  problem,  but  then you say  in  addi t ion  to  these  technica l  
capabi l i t ies ,  we need to  es tabl ish  a  f ramework for  in ternat ional  
coopera t ion  for  the  inves t iga t ion  of  cyber  a t tack .  
 Would  i t  make sense--and I  remember  we ra ised  th is  in  another  
hear ing--would  i t  make sense  to  t ry  and get  a  convent ion?   I  mean in  
my youth  I  was  in  the  Fore ign Service ,  and I  remember  working on the  
f i rs t  U.N.  Conference  on the  Human Environment  in  Stockholm.   And 
so  you rea l ized  there  was  a  problem,  so  you se t  a  meet ing,  and then 
you get  everybody th inking for  a  couple  years  what  do  you want  to  get  
out  of  tha t  meet ing,  and somet imes  then you force  people  to  ident i fy  
the  i ssues  and then maybe even develop an  outcome,  a  convent ion,  tha t  
could  t ry  to  head off  the  problem? 
 Is  there  any th inking about  tha t  out  there  as  far  as  you know,  or  
does  tha t  sound l ike  a  sound idea  or  a  fool ish  idea  or  something tha t  
maybe we could  even th ink of  recommending to  the  Congress?  
 MR.  COLEMAN:  Actual ly ,  I  th ink tha t ' s  an  excel lent  idea ,  and 
to  the  point ,  las t  month  when I  presented  before  the  Uni ted  Nat ions  on 
cyber  te r ror ism,  I  ca l led  on the  Uni ted  Nat ions  to  take  th is  on  because  
we 're  going to  need a l l  the  countr ies  tha t  a re  current ly  a t tached to  the  
In ternet  to  rea l ly  unders tand th is  and crea te  th is  g lobal  reposi tory  of  
known threa ts  as  wel l  as  regula t ions  tha t  we can apply  and coopera t ion  
so  we can do the  inves t iga t ion  so  I  can  answer  your  ques t ion ,  what  
percentage  was  organized cr ime;  what  percentage  was  mi l i ta ry  
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funct ion?  
 MR.  ROHOZINSKI:   This  i sn ' t  a  new ques t ion.   In  fac t ,  over  the  
pas t  ten  years ,  there  have  been severa l  a t tempts  to  t ry  to  crea te  a  
g lobal  normat ive  regime around cyber  cr ime,  cyber  te r ror  and the  
governance  of  cyberspace .  
 The European Convent ion on Cyber  Cr ime was  one  such 
in i t ia t ive  by European countr ies .   There  have  been severa l  such 
in i t ia t ives  tha t  have  been s tar ted  by the  U.N. ,  inc luding the  Technical  
Working Group.   The ITU has  a lso  taken i t  on .  
 In  fac t ,  the  absence  of  be ing able  to  come to  a  consensus  has  
meant  tha t  some of  these  in ternat ional  organiza t ions  have  taken i t  onto  
themselves  to  crea te  appropr ia te  mechanisms for  harmonizat ion .  
 ITU created ,  for  example ,  something ITU cal led  Impact  Al l iance ,  
which i s  a  federa ted  in te l l igence  shar ing network for  cyber  cr ime.   The 
problem is  tha t  the  convent ion i t se l f  has  been s tymied for  the  las t  
seven years  by a  lack of  engagement  by the  U.S.  in  i ssues  which many 
countr ies  have  seen as  be ing cr i t ica l  to  d iscuss .  
 So,  whereas ,  for  example ,  some lower  level  i ssues  of  cyber  cr ime 
have been discussed,  when these  countr ies  have  wanted to  ta lk  about  
broader  i ssues  of  In ternet  governance  or  na t ional  secur i ty  in  
cyberspace ,  the  answer  has  been we don ' t  d iscuss  those  i ssues  because  
we don ' t  have  any capaci ty  in  cyberspace  which,  of  course ,  you know 
is  not  the  case .  
 The  o ther  problem that  exis ts  here  i s  tha t  i t ' s  not  jus t  the  
convent ion tha t  needs  to  happen,  but  there  has  to  be  a  harmonizat ion  
of  local  na t ional  laws tha t  ac tual ly  descr ibe  what  a  cyber  cr ime is .   
 In  Russ ia ,  for  example ,  there 's  a  law on IT cr ime,  not  cyber  
cr ime,  which encompasses  copyr ight ,  which inc ludes  t rademark,  e t  
ce tera ,  but  which excludes  some of  the  th ings  tha t  the  U.S.  codecs  
concerns  as  be ing cr ime,  which means  they run in to  a  problem,  tha t  
even i f  the  FBI  passes  a  reques t  through a  th i rd-par ty  saying,  hey,  we 
suspect  tha t  a  cyber  cr ime was  commit ted  jur isd ic t ional ly  in  your  
ter r i tory ,  very  of ten  the  country  comes back and says ,  wel l ,  I 'm sorry ,  
th is  i s  not  cons idered  to  be  a  cr ime or  we haven ' t  descr ibed i t  ye t  in  
legal  te rms;  therefore ,  we cannot  coopera te  wi th  you.  
 Mul t ip ly  tha t  problem 140 t imes  and you see  the  sca le  tha t  we ' re  
deal ing  wi th .   We're  in  very  ear ly  days .  
 COMMISSIONER MULLOY:  Thank you,  both .  
 HEARING COCHAIR BROOKES:   Commiss ioner  Wessel .  
 COMMISSIONER WESSEL:   Thank you.  
 Let  me fol low up on that  ques t ion ,  i f  I  can ,  and go back a  b i t  to  
the  chip  and Kyl in  sof tware ,  e t  ce tera ,  hardened sof tware ,  which qui te  
f rankly  I  hadn ' t  heard  about  before .   What  you were  jus t  ta lk ing,  
though,  about  i s  rea l ly  a  voluntary  f ramework.   I f  the  ques t ion  i s  about  
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government-sponsored espionage,  about  asymmetr ic  warfare ,  e t  ce tera ,  
no  convent ion is  going to  rea l ly  s top  tha t .  
 The ques t ion  i s  we have a  g lobal ized supply  chain  now.   Whether  
i t ' s  the  Chinese  chip  and Kyl in  sof tware  or  whether  i t ' s  the  fac t  tha t  I  
don ' t  th ink we make many,  i f  any,  hard dr ives  or  anything e lse  here ,  
the  fac t  i s  tha t  wi th  a  g lobal ized supply  chain ,  i t  can  be  e i ther  done 
through hardware  or  sof tware ,  and we have a  fa i r ly  porous  sys tem.  
 So whi le  we may be  able  to  get  to  the  a t t r ibut ion  i ssues  or  the  
prosecut ion  i ssues  on a  level  as  i t  re la tes  to  commercia l  c r imes ,  e t  
ce tera ,  i f  we ' re  ta lk ing about  governmenta l  espionage or  asymmetr ic  
warfare ,  i s  there  an  answer?   You know what  I  hear  i s  there 's  no  
answer .  There  i s ,  you know,  i f  we t ry  and do what  TI  and others  have 
done wi th  hardened chips ,  you know,  e t  ce tera ,  e t  ce tera ,  we ' re  going 
to  be  severa l  genera t ions  behind what  i s ,  in  fac t ,  the  leading-  edge 
technology.  
 So we can do something that ' s  very  myopic  around our  defense  
needs ,  but  as  we look a t  the  commercia l  sec tor ,  whether  i t ' s  banks ,  
e lec t r ic i ty  gr id ,  or  e t  ce tera ,  what  I 'm hear ing today is  there 's  no  way 
to  protec t  ourse lves .   Am I  r ight  or  am I  wrong?  
 MR.  COLEMAN:  Fi rs t  of  a l l ,  the  threa t  tha t  we ' re  see ing 
evolves  and changes  I  would  say dai ly .   You know what  was  
in teres t ing  a  few years  back is ,  oh ,  we 've  seen that ,  done that ,  moved 
on to  something e lse .   The way the  In ternet  works ,  and the  whole  
preface  around the  In ternet ,  was  th is  open shar ing of  informat ion.  
 I  don ' t  th ink anybody who was  a t  the  or ig inal  ARPANET des ign 
meet ings  ever  thought  we 'd  be  doing f inancia l  t ransact ions  going over  
th is .   Therefore ,  the  protocols  and everything e lse  tha t  we ' re  bas ing 
th is  on  were  not  developed wi th  secur i ty  in  mind.  
 Secur i ty  has  to  be  bui l t  in ,  not  bol ted  on a t  the  end,  and that ' s  
where  we are  today.   We keep t ry ing to  bol t  th is  th ing on a t  the  end,  
and,  you know,  l ike  I  sa id ,  in  about  2002 to  2004,  we saw such a  
s igni f icant  change in  the  level  of  sophis t ica t ion  and profess ional ism 
around these  a t tacks ,  we ac tual ly  saw QE comments  in  some of  the  
code f ragments  tha t  were  lef t  behind f rom one a t tack,  and an  
in teres t ing  note ,  we were  able  to  ident i fy  the  hacker  because  he  had a  
common misspel l ing  in  h is  notes ,  and we ac tual ly  Googled the  
misspel led  word,  and we found him on a  b log.   So--hey,  whatever  gets  
you there  a t  th is  point  in  t ime.   But  the  bot tom l ine  here  i s  I  th ink 
unt i l  we recognize  tha t  a l l  the  inves tment  in  the  In ternet  has  been a  
grea t  learning exper ience ,  and we 've  a l l  benef i ted  f rom i t ,  we need to  
take  the  next  s tep  and come up wi th  a  protocol  tha t  replaces  the  one  
tha t ' s  in  p lace  so  we have secur i ty  bui l t  in .  
 MR.  ROHOZINSKI:   I ' l l  take  a  s l ight ly  d i f ferent  tac t  on  th is  one .  
 I 'm a  grea t  fan  of  Genera l  Mat t i s ,  who I  heard  speak a  couple  weeks  
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ago,  and his  content ion i s  there 's  no  such th ing as  asymmetr ic  warfare .  
 Warfare  i s  the  h is tory  of  adapta t ion .   When Hannibal  marched his  
e lephants  across  the  Alps ,  when the  Br i t i sh  deployed the  machine  gun 
agains t  the  Zulus ,  or  when the  f i rs t  tanks  ro l led  across  the  t renches ,  
these  were  asymmetr ic  because  they changed the  nature  of  the  two 
actors  tha t  were  engaged in  a  contes t  over  pol i t ica l  means  and other  
th ings .  
 So I  th ink we need to  do away wi th  tha t .   The  fac t  i s  tha t  
cyberspace  i s  an  asymmetr ic  advantage  because  i t  levels  the  p laying 
f ie ld  for  ac tors  tha t  o therwise  would  be  faced wi th  a  grea t  deal  of  
economic ,  pol i t ica l  and mi l i ta ry  dominance  f rom a  par t icular  ac tor ,  
which in  th is  case  i s  the  Uni ted  Sta tes .   They 've  correc t ly  ident i f ied;  
they correc t ly  targeted .   We should  not  be  surpr ised .  
 I  th ink the  problem that  we have i s  how do we separa te  wi th in  
th is  new environment  tha t ' s  emerged s ignal  f rom noise .   What  should  
we concentra te  on  which i s  a  cr i t ica l  secur i ty  i ssue?  What  should  we 
jus t  le t  go  because  i t ' s  par t  of  the  background,  par t  of  the  f r ic t ion  tha t  
we exper ience  in  rea l  l i fe  and which should  be  par t  of  cyberspace  to  
begin  wi th?  
 That  s ignal  to  noise  f i l te r  i s  dependent  upon s i tua t ional  
awareness .   That ' s  where  we don ' t  have  a  capaci ty  and tha t ' s  where  we 
do need a  DARPA-l ike  in i t ia t ive  to  help  bui ld  tha t  capaci ty  across  the  
technica l  sc iences ,  across  the  regula tory  f rameworks ,  across  the  
technical  means  tha t  we need to  have .  
 What  I  would  caut ion agains t  i s  th is  focus  on secure  f i rs t ,  bui ld  
the  wal l ,  rea l ly  s tar t s  to  push us  towards  throwing out  the  baby wi th  
the  bath  water ,  and I  th ink we have to  rea l ly  be  very  careful  about  
tha t .  
 COMMISSIONER WESSEL:   Yes ,  I  unders tand.   But  do you 
th ink STRATCOM is  looking a t  i t  tha t  way in  terms of  the  s ignal  to  
noise  ra t io ,  how they address  the  informat ional ized warfare  i ssues  tha t  
they ' re  concerned wi th ,  but  not  throw the  baby out  wi th  the  bath  water  
for  the  non-- for  the  externals ,  i f  you wi l l?   
 MR.  ROHOZINSKI:   I  th ink Genera l  Car twright  and his  
col leagues  do an  awful  lo t  of  th inking about  these  th ings ,  and I  th ink 
they work wi th in  the  same kind of  const ra in ts ,  technica l  and otherwise ,  
as  we a l l  do .   But  they are ,  yes .   I  wouldn ' t  presume to  speak on the i r  
behal f ,  but  I  do  know that  these  are  i ssues  tha t  a re  foremost  in  the  
minds  of  people  who are  on the  sharp  end of  the  s t ick  wi th  th is .  
 COMMISSIONER WESSEL:   Thank you.  
 HEARING COCHAIR BROOKES:   Chairman Bar tholomew.  
 COMMISSIONER BARTHOLOMEW:  Thanks .    
 You ment ioned what  we need is  a  DARPA-l ike  in i t ia t ive  on these  
i ssues .   I s  the  Chinese  government  running thei r  own vers ion of  a  
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DARPA-l ike  in i t ia t ive?   I  mean there  can be  an  asymmetry ,  not  
necessar i ly  in  how th ings  are  p laying out ,  but  there  can cer ta in ly  be  an  
asymmetry  in  terms of  how aggress ive  a  government  i s  be ing in  
developing i t s  own capabi l i t ies  to  under take  cer ta in  ac t iv i t ies .  
 MR.  ROHOZINSKI:   I  would  make two observat ions  on that .   
One,  in  terms of  the  amount  of  R&D dol lar  and a t tent ion  tha t  has  been 
played by a l l  levels  of  Chinese  government ,  indust ry ,  mi l i ta ry  and 
others  on  what  they ca l l  the  " informat iza t ion  space"  has  been 
considerable .    
 That  wi l l  not  necessar i ly  take  the  form of  a  DARPA simply 
because  the  ins t i tu t ions  are  d i f ferent ,  but  cer ta in ly  they have  correc t ly  
ident i f ied  th is  domain  as  the  domain  in  which China  must  master  to  
become a  wor ld  power  in  the  21s t  century .    
 My other  observat ion,  however ,  i s  as  fo l lows:  having been a  
s tudent  of  author i tar ian  bureaucra t ic  sys tems,  they are  genera l ly  much 
less  f lexible ,  much less  adaptable ,  in  te rms of  taking an  advantage  of  
resources  tha t  they put  in to  a  par t icular  area .  
 I  th ink there  i s  where  a  U.S. - type  approach,  or  our  approach,  
which i s  much more  f lexible ,  maybe more  chaot ic ,  rea l ly  does  have  an  
advantage .  
 COMMISSIONER BARTHOLOMEW:  But  how do we deal  wi th  
the  fac t  tha t  what  you ident i f ied  wi th  GhostNet  was  qui te  a  low-tech 
in i t ia t ive  you 've  sa id?   In  o ther  words ,  i t  d idn ' t  need to  have  a  lo t  of  
money thrown a t  i t .   I t  perhaps  needed some sor t  of  focused a t tent ion 
on how to  crea te  i t  or  a  smar t  c lever  group of  people  who were  tasked 
wi th  doing something.  
 I  guess  I 'm t ry ing to  unders tand tha t  or  to  hypothes ize  i t ' s  not  
necessar i ly  about  throwing resources  a t  something,  but  i t  i s  how to  
th ink crea t ive ly  about  how to  do th is ,  and i t ' s  in teres t ing  to  me tha t  i t  
i s  an  author i tar ian  government  tha t  seems to  have  been more  
successful  a t  th inking crea t ive ly  about  th is  low-tech way to  t ry  to  get  
away wi th  something.  
 MR.  ROHOZINSKI:   I ' l l  g ive  you a  two-par t  answer  on that .   The 
f i rs t  one  i s  maybe the  h igh- level  academic  answer ,  and tha t  the  
Chinese  a t  leas t  on  the i r  s t ra tegic  level  are  a l l  chi ldren  of  Confucius  
and Sun Tzu.   They th ink in  terms of  s t ra tagems and s t ra tegies .   I f  you 
look a t  mi l i ta ry  doct r ine  and s ta te  doct r ine ,  i t ' s  very  much f ramed in  
tha t  par t icular  context .  
 That  i s  very  much about  taking and looking three  s teps  ahead.   I  
th ink we have a  tendency of  focusing on tac t ics ,  techniques  and means ,  
and not  rea l ly  th inking s t ra tegica l ly  beyond the  four-year  cycle ,  no  
mat ter  what  tha t  four-year  cycle  may be .  
 The more  pract ica l  level  answer  i s  tha t  look who is  doing th is  
k ind of  s tuff  in  China .   I t ' s  the  25-year-olds .   Those  25-year-olds  or  
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17-year-olds  have 40-year-old  fa thers  who happen to  be  working 
wi th in  ins t i tu t ions .   Very  of ten  the  oppor tunis t ic  exploi ta t ion  of  a  
par t icular  low-tech approach is  der ived through that  chain ,  complete ly  
informal ly ,  ra ther  than through somebody s i t t ing  in  commit tee  and 
deciding le t ' s  bui ld  500 botnets  tha t  we ' re  going to  use  to  a t tack  the  
Tibetan  communi ty .  
 COMMISSIONER BARTHOLOMEW:  But  i f  you can a t t r ibute  
back to ,  say ,  Hainan Is land but  not  necessar i ly  a t t r ibute  back to  who i t  
i s  who might  have  been working on Hainan Is land and doing th is ,  i t ' s  
d i f f icul t  to  know where  the  t ra in ing was ,  who was  t ra ined and where  
they got  the i r  t ra in ing,  those  25-year-olds  even.  
 MR.  ROHOZINSKI:   What  I  was  very  careful  in  my ora l  remarks  
to  d is t inguish  between was  the  col lec t ion  network and the  exploi ta t ion  
network.   The col lec t ion  network could  have  been outsourced.   In  o ther  
words ,  the  person providing what  I  ca l led  "hi l lb i l ly"  SIGINT may be  
complete ly  unaware  the  purposes  to  which tha t  ne twork is  be ing put .  
 The exploi ta t ion  par t  of  i t ,  in  o ther  words ,  knowing what  
documents  to  reques t ,  how to  exploi t  those  documents  fur ther ,  how to  
grow the  network out ,  tha t ,  in  my es t imat ion,  requires  an  awful  lo t  
more  th inking,  resources  and del ibera t ive  ac t ion .  
 COMMISSIONER BARTHOLOMEW:  Okay.   Thank you.  
 MR.  COLEMAN:  To answer  your  ques t ion about  the  DARPA 
program in  China ,  i t ' s  refer red  to  as  Program 973,  and we 've  g iven Mr.  
Dotson a  copy of  the  Kyl in  repor t  tha t  we did ,  and we l i s t  severa l  
a reas  of  technology that  we ' re  concerned about  tha t  they ' re  developing 
advances  too .   So you may want  to  get  tha t  and take  a  look a t  tha t .  
 COMMISSIONER BARTHOLOMEW:  Thank you.  
 HEARING COCHAIR BROOKES:  This  has  been very  
informat ive ,  but  one  of  the  purposes  of  th is  panel  i s  cyber  espionage 
out  of  China .   So to  what  extent  do  you th ink that  we have a  problem 
wi th  th is  and to  what  extent  do  you th ink tha t  pr iva te  bus inesses  are  
address ing i t  based on the  Chinese  threa t?  
 MR.  COLEMAN:  I  th ink we have a  ser ious  problem wi th  the  
amount  of  what  we ca l l  da ta  exf i l t ra t ion .   We 've  heard  tha t  some 
es t imates  be tween 20 and 27 terabytes  of  data  went  out  of  the  Pentagon 
back in  2007.   That ' s  not  the  recent  a t tacks  tha t  we 've  heard  about .   We 
know that  the  Minis t ry  of  Defense  over  in  the  UK had a  mass ive  a t tack 
wi th  a  lo t  of  da ta  loss .   In  fac t ,  the  s ta ts  I  saw a  repor t  tha t  showed 75 
percent  of  the  Royal  Navy was  compromised.   So a  lo t  of  in te l l igence  
about  the i r  sys tems and everything e lse  went  out .  
 DISA,  the  Defense  Informat ion Services  Agency,  I  be l ieve  i t  i s ,  
publ ished a  repor t  tha t  ta lked about  so l ic i ta t ion  techniques ,  and they 
ac tual ly  ident i fy  in  order  what  the  pr imary and secondary  and th i rd  
and four th  and f i f th  ta rgets  are  in  te rms of  technologies  tha t  these  
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organiza t ions  are  going af ter .  
 I f  you look a t  i t ,  and my col league here  pointed  i t  out ,  we do 
s tupid  th ings .   We 've  got  people  tha t  rea l ly  jus t  don ' t  unders tand the  
fundamenta ls  of  informat ion secur i ty  and because  of  tha t  they c l ick  on 
the  wrong l inks  and compromise  the i r  sys tems.  
 Unt i l  we f ix  the  people  problem,  which is  a  much harder  and 
bigger  problem,  the  espionage against  our  corpora t ions  i s  going to  
cont inue  and i t ' s  going to  get  worse .  
 MR.  ROHOZINSKI:   I ' l l  speak only  to  the  evidence  to  which I  
have  d i rec t  access  ra ther  than t ry ing to  specula te  what  the  NSA may or  
may not  know.  
 In  the  GhostNet  inves t iga t ion ,  the  average  length  of  infec t ion  for  
any of  the  sys tems that  we saw was  between 140 and 600 days ,  and 
these  were  not  undefended networks ,  which means  tha t  even wi th  
considerable  resources  being put  agains t  defending these  k inds  of  
a t tacks ,  never theless ,  the  a t tacker  was  able  to  mainta in  contro l  over  
these  computers  for  a  s igni f icant  amount  of  t ime.  
 We a lso  noted  tha t  in  the  computers  or  in  the  sys tems tha t  we 
had access  to ,  there  were  mul t ip le  infec t ions ,  which means  tha t  i t  
wasn ' t  jus t  one  GhostNet ,  i t  was  a  mul t ip le  of  GhostNets .  So I 'd  leave  
you to  tha t  as  a  way of  ext rapola t ing  the  poss ib le  sca le  of  the  problem.  
 HEARING COCHAIR BROOKES:   Thank you.  
 Anyone e lse?   Al l  r ight .   With  tha t ,  I  wi l l  c lose  the  panel  and 
thank our  panel is ts  today for  jo in ing us .  
 MR.  COLEMAN:  Thank you.    
 HEARING COCHAIR BROOKES:   With  that ,  the  Commiss ion is  
adjourned.  
 [Whereupon,  a t  4 :00 p .m. ,  the  hear ing was  adjourned. ]  
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