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U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

OCTOBER 28, 2009
The Honorable Robert C. Byrd,
President Pro Tempore of the U.S. Senate, Washington, DC 20510
The Honorable Nancy Pelosi,
Speaker of the U.S. House of Representatives, Washington, DC 20510

DEAR SENATOR BYRD AND SPEAKER PELOSI:

On behalf of the U.S.-China Economic and Security Review Com-
mission, we are pleased to transmit the Commission’s 2009 Annual
Report to the Congress—the seventh major Report presented to
Congress by the Commission—pursuant to Public Law 106-398
(October 30, 2000), as amended by Public Law 109-108 (November
22, 2005). This report responds to the mandate for the Commission
“to monitor, investigate, and report to Congress on the national se-
curity implications of the bilateral trade and economic relationship
between the United States and the People’s Republic of China.” In
this Report, the Commission reached a broad and bipartisan con-
sensus; it approved the Report unanimously, with all 12 members
voting to approve and submit it.

In accordance with our mandate, this Report, which is current as
of October 28, includes detailed treatment of our investigations of
the areas identified by Congress for our examination and recom-
mendation. These areas are:

¢ PROLIFERATION PRACTICES—The role of the People’s Re-
public of China in the proliferation of weapons of mass destruc-
tion and other weapons (including dual-use technologies), includ-
ing actions the United States might take to encourage the Peo-
ple’s Republic of China to cease such practices;

e ECONOMIC TRANSFERS—The qualitative and quantitative
nature of the transfer of United States production activities to
the People’s Republic of China, including the relocation of high
technology, manufacturing, and research and development facili-
ties, the impact of such transfers on United States national secu-
rity, the adequacy of United States export control laws, and the
effect of such transfers on United States economic security and
employment;

e ENERGY—The effect of the large and growing economy of the
People’s Republic of China on world energy supplies and the role
the United States can play (including joint research and develop-
ment efforts and technological assistance), in influencing the en-
ergy policy of the People’s Republic of China;

e UNITED STATES CAPITAL MARKETS—The extent of access
to and use of United States capital markets by the People’s Re-
public of China, including whether or not existing disclosure and
transparency rules are adequate to identify People’s Republic of
China companies engaged in harmful activities;

e REGIONAL ECONOMIC AND SECURITY IMPACTS—The
triangular economic and security relationship among the United
States, [Taiwan] and the People’s Republic of China (including
the military modernization and force deployments of the People’s
Republic of China aimed at [Taiwan]), the national budget of the
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People’s Republic of China, and the fiscal strength of the People’s
Republic of China in relation to internal instability in the Peo-
ple’s Republic of China and the likelihood of the externalization
of problems arising from such internal instability;

e UNITED STATES-CHINA BILATERAL PROGRAMS—Sci-
ence and technology programs, the degree of noncompliance by
the People’s Republic of China with agreements between the
United States and the People’s Republic of China on prison labor
imports and intellectual property rights, and United States en-
forcement policies with respect to such agreements;

e WORLD TRADE ORGANIZATION COMPLIANCE—The com-
pliance of the People’s Republic of China with its accession agree-
ment to the World Trade Organization (WTO); and

e FREEDOM OF EXPRESSION—The implications of restrictions
on speech and access to information in the People’s Republic of
China for its relations with the United States in the areas of eco-
nomic and security policy.

The Commission conducted its work through a comprehensive set
of eight public hearings, taking testimony from over 80 witnesses
from the Congress, the executive branch, industry, academia, policy
groups, and other experts. It conducted seven of these hearings in
Washington, DC, and conducted one field hearing in Rochester,
New York. For each of its hearings, the Commission produced a
transcript (posted on its Web site—www.uscc.gov). The Commission
also received a number of briefings by officials of executive branch
agencies, intelligence community agencies, and the armed services,
including classified briefings on China’s cyber operations and espio-
nage. (The Commission is preparing a classified report to Congress
on those topics.)

Commissioners also made an official delegation visit to China
and Hong Kong to hear and discuss perspectives on China and its
global and regional activities. In these visits, the Commission dele-
gations met with U.S. diplomats, host government officials, rep-
resentatives of the U.S. and foreign business communities, and
local experts.

The Commission also relied substantially on the work of its ex-
cellent professional staff, and supported outside research in accord-
ance with our mandate.

The Report includes 42 recommendations for Congressional ac-
tion. Our 10 most important recommendations appear on page 12
at the conclusion of the Executive Summary.

We offer this Report to the Congress in the hope that it will be
useful as an updated baseline for assessing progress and challenges
in U.S.-China relations.

Thank you for the opportunity to serve. We look forward to con-
tinuing to work with you in the upcoming year to address issues
of concern in the U.S.-China relationship.

Yours truly,

c{#@ﬁ¥ ey 4 U~

Carolyn Bartholomew Larry M. Wortzel
Chairman Vice Chairman
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EXECUTIVE SUMMARY

The 2009 Annual Report to Congress of the U.S.-China Economic
and Security Review Commission sets forth the Commission’s anal-
ysis of the U.S.-China relationship in the topical areas designated
by the Commission’s Congressional mandate. These areas are Chi-
na’s proliferation practices, the qualitative and quantitative nature
of economic transfers of U.S. production activities to China, the ef-
fect of China’s development on world energy supplies, the access to
and use of U.S. capital markets by China, China’s regional eco-
nomic and security impacts, U.S.-China bilateral programs and
agreements, China’s compliance with its accession agreement to
the World Trade Organization (WTO), and the implications of Chi-
na’s restrictions on freedom of expression. The Commission’s anal-
ysis, along with recommendations to the Congress for addressing
Ldentiﬁed concerns, is chronicled in the Report and summarized

erein.

COMMISSION ASSESSMENT OF U.S.-CHINA ECONOMIC AND
SECURITY RELATIONS

Congress gave the Commission the mission of evaluating “the na-
tional security implications of the bilateral trade and economic re-
lationship between the United States and the People’s Republic of
China” and reporting its evaluation to Congress annually together
with its findings. The Commission adopts a broad interpretation of
“national security” in evaluating how the U.S.-China relationship
affects the economic health and industrial base of the United
States and the state of U.S. economic and security interests and in-
fluence in Asia.

As in its previous six Annual Reports, the Commission sees
progress on some issues but the continuation of a number of trou-
bling trends. The Commission also notes that it continues to stand
behind both its conclusions as enunciated in the previous Reports
to Congress and its recommendations to Congress contained in
those Reports, and it does not routinely repeat either its conclu-
sions or recommendations contained in prior Reports.

COMMISSION CONCLUSIONS

The Report presents its conclusions, analyses, and recommenda-
tions to Congress in 13 segments organized in four chapters. How-
ever, the Commission has attempted to take an integrated ap-
proach to its assessments, believing that economic, security, and
other issues are interrelated. The intersections of U.S. geopolitical,
economic, security, diplomatic, and cultural interests form a com-
plex web of concerns that are connected to the overall relationship
between the United States of America and the People’s Republic of
China.
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The Commission’s conclusions are included in this Executive
Summary. At the end of this summary, the Commission’s 10 key
recommendations are listed. The Commission makes a total of 42
recommendations to the Congress in this Report. Those pertaining
to each of the four Report chapters appear at the conclusion of the
chapter, and a comprehensive list is provided beginning on page
325.

The U.S.-China Trade and Economic Relationship

The current global economic crisis poses unique challenges for
the United States and China. Starting in 2008 and continuing into
2009, global trade and investment flows have been severely im-
pacted, and China, whose economy is very dependent on exports,
seemed particularly vulnerable. However, in November 2008, China
launched an ambitious stimulus package, 4 trillion renminbi (RMB)
($586 billion) over two years, to help its economy. The Chinese gov-
ernment is using the money to pursue specific policy initiatives, in-
cluding infrastructure investment, strengthening of the social safe-
ty net, and increasing domestic consumption. The international
community has welcomed China’s swift response, but doubts re-
main about the eventual effect that China’s stimulus will have. The
fact that the government in Beijing is still pursuing an export-led
strategy based on a wide variety of subsidies to export industries,
including an RMB that remains substantially undervalued, is a
cause for concern. If China continues to pursue huge trade and in-
vestment surpluses and to accumulate vast financial claims, it will
hinder the necessary global economic adjustment, create excess
manufacturing capacity, and lay the groundwork for the next crisis.

Despite international calls for more market reforms and greater
market access, China continues to employ an industrial policy that
risks expanding the trade imbalance. China encourages foreign
manufacturing to relocate to China and uses strict capital controls
to keep the value of the RMB artificially low. China’s industrial
policy is also aimed at promoting the manufacture of higher-tech-
nology products, replacing lower valued-added and labor-intensive
products. Indeed, Beijing’s industrial policy was a contributing fac-
tor to the imbalances that led to the global financial crisis that af-
fected the economies of rich and poor nations alike. Pursuit of ex-
port-promoting policies has contributed to China’s massive trade
surplus and its accumulation of more than $2.27 trillion in foreign
exchange reserves by September 2009, the world’s largest cache,
most of which is in dollar-denominated bonds. The United States
today no longer is the world’s biggest creditor; it is the world’s big-
gest debtor, with China as the largest overseas holder of U.S. debt
instruments.

Conclusions

The U.S.-China Trade and Economic Relationship’s Current Status
and Significant Changes During 2009

e China’s trade surplus with the United States remains near
record levels, despite the global economic slowdown that has re-
duced imports from other nations. While the U.S. trade deficit in
goods with China through August 2009 was $143.7 billion, rep-
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resenting a decline of 17.6 percent over the same period in 2008,
China now accounts for an increasing share of the U.S. global
deficit in goods. By September 2009, China had accumulated
more than $2.27 trillion in foreign currency reserves.

e China’s currency has strengthened against the U.S. dollar by
about 21 percent since the government announced in July 2005
it was transitioning from a hard peg to the dollar to a “managed
float” against a basket of currencies. Starting in July 2008, how-
ever, the RMB’s appreciation was halted by Chinese government
policy as Beijing reimposed strict controls in order to support
China’s export industries. China’s RMB remains significantly un-
dervalued.

e China’s growing cache of dollar reserves, a consequence of a de-
liberate Chinese government policy, is a continuing source of ten-
sion between the two countries. Chinese leaders profess alarm
that the value of their dollar cache depends on the health of the
U.S. economy and the willingness of the U.S. Federal Reserve
system to hold down inflation. On the other hand, the size of
China’s dollar reserves makes it unlikely that China could divest
its dollars without reducing the value of its dollar holdings.

e The Chinese leadership has become critical of the reserve cur-
rency status of the dollar, recommending a greater role for the
International Monetary Fund’s (IMF) accounting unit, special
drawing rights, and perhaps even preparing the RMB for inter-
nationalization. For now, the RMB remains nonconvertible.
China is also seeking more influence within the IMF.

e China continues to use trade-distorting measures in violation of
its WTO commitments. The WTO found that China failed to com-
ply with its obligations in terms of enforcement of intellectual
property rights laws and to provide sufficient market access to
intellectual property rights-related products.

China’s Role in the Origins of the Global Financial Crisis and
China’s Response

e The current economic crisis, which started in the United States
but has now shifted to encompass the entire world, has its roots
in the massive global economic imbalances. The responsibility for
these imbalances can be placed partially on the United States as
the world’s biggest spender and borrower and partially on China
as the world’s biggest saver and lender.

e China pursues policies that have the effect of increasing Chinese
savings, restraining consumption, and keeping the RMB under-
valued. These actions boost investment in manufacturing capac-
ity and help to promote Chinese exports. Combined with other
export incentives and subsidies, the boom in China’s exports
helped China accumulate the world’s largest foreign exchange re-
serves, valued at more than $2.27 trillion by the end of Sep-
tember 2009, most of which is invested in U.S. Treasury bonds
and other dollar-denominated assets.
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e The policies that China adopted generated a huge flow of liquid-
ity—or money that can be easily lent to borrowers—into U.S.
markets. This excess liquidity created perverse incentives in the
United States that encouraged banks to make risky loans to U.S.
households, which in turn grew ever more indebted. High U.S.
demand for imports allowed China to save even more, creating
a vicious cycle and laying the foundation for the current crisis.

e In response to the crisis, China introduced a fiscal stimulus
package, raised rebates to exporters, and introduced other meas-
ures supporting the manufacturers in the export sector. This will
only exacerbate overcapacity, aggravating the overall problem.
China has also taken some steps to increase domestic consump-
tion, but they are far outweighed by measures supporting exports.

China’s Industrial Policy and its Impact on U.S. Companies, Work-
ers, and the American Economy

e China’s economic reforms were not based on traditional free mar-
ket principles. China’s policy during the past 30 years has in-
stead relied on a government-directed industrial policy to pro-
mote certain segments of the economy over others and to bolster
export-led growth.

e China’s more recent Five-Year Plans have shifted the emphasis
away from labor-intensive operations and toward increasing the
production of high-technology goods. China has matured as a
manufacturer and assembler of advanced technology products
and as a consumer of electronics and information technology
products. The low cost of labor along with government invest-
ment in high-tech industrial parks—and a variety of direct and
indirect subsidies—created an attractive environment for foreign
companies to invest in China, particularly after China joined the
WTO in 2001.

e China provides subsidized land, energy, and water to many for-
eign manufacturers who relocate their operations in China. By
providing these benefits, along with a cheap labor force without
the ability to bargain collectively or join independent unions, the
Chinese government has created a low-cost haven for foreign
manufacturers. China’s subsidies have grown over the years and
now include tax incentives and preferential loans, which further
reduce the cost of investing in China.

e China has consistently used a 17 percent value added tax (VAT)
as an instrument of industrial policy. China selectively rebates
the VAT when a domestic manufacturer exports but imposes it
on imports. The United States, on the other hand, does not use
the VAT and is not allowed by WTO rules to rebate income taxes
on exports. China’s VAT policy therefore places U.S. exports at
a distinct disadvantage.

e The U.S. government has filed a variety of WTO cases against
China’s barriers to trade. These WTO cases, while important, are
very industry specific, time consuming, and fail to have an im-
pact on the trade-distorting aspects of China’s industrial policy
or to deal with the underlying causes of the U.S.-China trade def-
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icit. Tackling the systemic trade imbalances between China and
the United States through WTO mechanisms will not address
broader issues such as environmental pollution, or workers’
rights abuses. The U.S. government will have to find alternative
venues in which to address such matters.

China’s Industrial Policy and its Impact on Upstate New York

e China’s industrial policy targets and supports strategic indus-
tries identified as important to its economy in the 11th Five-Year
Plan. This industrial policy promotes and subsidizes many of the
same industries that comprise the industrial cluster of upstate
New York. These industries include auto parts, machine tools, in-
formation technology, optics, photonics, and, more recently, clean
renewable energy.

e China’s industrial policy has contributed to the loss of manufac-
turing in the region and presents a challenge to New York as it
seeks to become a global leader in the renewable energy field.

e The relocation of manufacturing from upstate New York has
weakened the industrial cluster, which in turn has greatly im-
pacted the ability of remaining firms to be innovative. Advanced
technology companies in the region that have been moving their
manufacturing operations to China are now relocating their re-
search, development, and innovation operations there as well.

China’s Activities Directly Affecting U.S. Security Interests

As China’s economy continues to grow, its military also is experi-
encing dramatic modernization and changes in its approach to na-
tional security. Beijing has mandated the People’s Liberation Army
(PLA) to change from a territorially focused military that counters
traditional military threats to a more globally focused force that, in
addition to maintaining its traditional competencies, can handle
nontraditional security threats. In order to support the PLA’s ex-
panded activities abroad, China has rapidly modernized its naval
forces. Since the mid-1990s, China has embarked on its largest
naval modernization since the People’s Republic of China (PRC)
was founded in 1949, quantitatively and qualitatively improving its
modern naval platforms. In addition to giving the PLA a greater
reach, these improved naval forces have bolstered China’s ability
successfully to conduct a more diverse set of naval missions. These
improvements could impede the U.S. military’s access to the region
in the event of a crisis.

As a means of enhancing its military modernization and eco-
nomic development, China has been heavily involved in conducting
human and cyber espionage against the United States. U.S. coun-
terintelligence officials have concluded that Chinese intelligence
collection efforts are growing in scale, intensity, and sophistication.
In addition, there has been a marked increase in cyber intrusions
originating in China and targeting U.S. government and defense-
related computer systems. This malicious activity has the potential
to destroy critical infrastructure, disrupt commerce and banking
systems, and compromise sensitive defense and military data.



Conclusions

China’s Military and Security Activities Abroad

Beijing has begun to broaden its national security concerns be-
yond a potential contingency across the Taiwan Strait and issues
around its immediate periphery.

Chinese leaders place a growing emphasis on militarily safe-
guarding China’s expanding national interests. Hu Jintao codi-
fied this trend in 2004 when he declared a new set of guiding
principles for the armed forces called the Historic Missions.

China’s leadership has a growing appreciation for the seriousness
of overseas, nontraditional threats that could adversely affect
China’s economic and other interests, as evidenced by the mili-
tary’s increasing allocation of resources toward missions such as
peacekeeping, counterpiracy, and disaster relief.

These geographical and functional changes in China’s military
missions correlate with an increase in China’s military, security,
and economic activities abroad.

China’s expanded claim over freedom of navigation in what it
considers to be its exclusive economic zone could lead to further
incidents involving the U.S. military.

At the same time, however, the expansion of China’s military
and security activities abroad are more evolutionary than revolu-
tionary in nature. Although the PLA is operating more frequently
abroad, it should not yet be considered a global military or a
military with a global reach.

PLA activities abroad will improve the PLA’s military capabili-
ties—such as command, control, communications, and logistics—
in ways that will contribute to PLA competence in a broad range
of operations.

The Chinese military’s more international orientation is not a
fundamentally negative development. A more activist PLA could
in some circumstances provide a “public good” by contributing
more to global stability. Other nations, including the United
States, may benefit from Chinese peacekeeping operations and
counterpiracy efforts.

The Chinese military’s more international orientation—combined
with its improved military capacity—could, however, adversely
affect U.S. national security. Of particular import will be wheth-
er a militarily confident China will take a more confrontational
stance toward the United States or its allies.

China’s Naval Modernization

Since the mid-1990s, China, enabled by its growing economy, has
embarked on its largest naval modernization effort since the
founding of the PRC in 1949. This modernization process in-
cludes foreign purchases and indigenous production of naval
platforms, weapons, and equipment. In addition, institutional
changes such as organizational, personnel, and logistics reforms
have improved the PLA Navy’s capacity to conduct operations.
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Deterring Taiwan from declaring independence is the near-term
goal of this modernization process. A key component is the neces-
sity to impede other nations—including the United States—from
intervening on Taiwan’s behalf.

Other reasons driving China’s naval modernization include the
need to protect China’s economic-intense coastal regions from
maritime attacks, assert its maritime sovereignty and regional
economic interests, safeguard its access to international sea
lanes, provide a credible at-sea nuclear deterrent, and satisfy a
national desire for a powerful navy.

As China’s naval modernization efforts progress, China increas-
ingly will be able to project power in East Asia and interfere
with U.S. freedom of access to the region. China’s antiaccess
strategy hinges upon deploying a powerful navy on, above, and
below the surface, supported by its air and missile forces.

Concern about China’s naval modernization is beginning to fuel
a maritime arms race in the region. Several nations, including
close U.S. allies, have recently officially questioned PLA Navy
modernization efforts. Already a few nations have even begun to
augment their own navies by purchasing naval platforms and
weapons.

China’s Human Espionage Activities that Target the United States,
and the Resulting Impacts on U.S. National Security

The intelligence services of the Chinese government are actively
involved in operations directed against the United States and
against U.S. interests. China is the most aggressive country con-
ducting espionage against the United States, focusing on obtain-
ing U.S. information and technologies beneficial to China’s mili-
tary modernization and economic development.

Some of the espionage carried out on behalf of China is con-
ducted by nonprofessional collectors. These nonprofessional col-
lectors may be motivated by profit, patriotism, feelings of ethnic
kinship, or coercion. Even in many cases where there is no obvi-
ous direct state involvement in the theft or illegal export of con-
trolled technology, the Chinese government encourages such ef-
forts and has benefited from them.

Recent cases of espionage involving China show evidence of more
focused efforts at information collection employing sources out-
side of the Chinese-American community.

Chinese operatives and consular officials are actively engaged in
the surveillance and harassment of Chinese dissident groups on
U.S. soil.

China’s Cyber Activities that Target the United States, and the Re-
sulting Impacts on U.S. Security Interests

e The quantity of malicious computer activities against the United
States increased in 2008 and is rising sharply in 2009; much of
this activity appears to originate in China.
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e The direct attribution of such activities targeting the United
States presents challenges due to hackers’ ability to conceal their
locations. Nonetheless, a significant and increasing body of cir-
cumstantial and forensic evidence strongly indicates the involve-
ment of Chinese state or state-supported entities.

e The Chinese government has institutionalized many of its capa-
bilities for computer network operations within elements of the
People’s Liberation Army. The PRC is also recruiting from its
growing population of technically skilled people, including those
from the private sector, to increase its cyber capabilities. It is re-
cruiting skilled cyber operators from information technology
firms and computer science programs into the ranks of numerous
Information Warfare Militia units.

e China’s peacetime computer exploitation efforts are primarily fo-
cused on intelligence collection against U.S. targets and Chinese
dissident groups abroad.

e In the early stages of a conflict, the PLA would employ computer
network operations against opposition government and military
information systems.

e Critical infrastructure in the United States is vulnerable to mali-
cious cyber activity. Chinese military doctrine calls for exploiting
these vulnerabilities in the case of a conflict.

China in Asia

In recent years, Beijing has enhanced its political, security, and
economic relationships with Afghanistan, Pakistan, and Central
Asia. The object has been to bolster stability in China’s Xinjiang
Province and to promote China’s economic growth through greater
trade and access to natural resources in the region. China has been
reluctant to intercede directly in Afghanistan and Pakistan; rather,
it depends on U.S. and North Atlantic Treaty Organization (NATO)
military forces and influence in the two countries to help secure
China’s investments.

Beijing’s engagement in Taiwan also has increased significantly.
Beijing and Taipei have taken numerous steps in the past year to
increase political and economic cooperation, notably easing cross-
Strait tensions. However, despite the warming of ties, Beijing’s
military modernization continues to pose a threat to the island, and
China has offered no indication that it plans to downsize its mili-
tary buildup vis-a-vis Taiwan.

During the Commission’s May 2009 fact-finding trip to Hong
Kong, meetings with Hong Kong government officials, U.S. govern-
ment officials, and private business leaders revealed that Beijing’s
political and economic influence over Hong Kong is growing. Be-
cause of the effects of the global financial crisis on the island and
Hong Kong’s increasing economic dependence on the mainland, Bei-
jing has gained leverage over Hong Kong’s much smaller economy.

Conclusions
China in Afghanistan, Pakistan, and Central Asia

¢ Beijing’s primary interests in Afghanistan, Pakistan, and Central
Asia concern isolating Chinese Muslim separatist groups from
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fundamentalist influences in Central Asia, maintaining stability
along China’s borders, diversifying its energy supplies, and in-
creasing economic investments in the region.

¢ China continues to exercise a great deal of influence over Paki-
stan, stemming from the historic military and political ties be-
tween the two countries and their mutual desire to balance In-
dia’s power.

e In Afghanistan, China also is increasing its influence due to its
ability to offer economic aid and invest in large-scale infrastruc-
ture projects. However, China’s influence in Afghanistan is still
less than that of the United States.

e While China has not provided any direct military support to U.S.
and coalition forces in Afghanistan, Chinese investments in Af-
ghanistan and Pakistan are contributing to those countries’ eco-
nomic development. China contributes no forces of its own, rely-
ing on U.S. and NATO forces to protect these investments.

¢ China is increasing its economic, security, and political influence
in Central Asia, possibly to the detriment of the United States.
However, China’s influence over the region is still limited be-
cause of historical mistrust, cultural barriers, and traditional
Russian influence.

e The Shanghai Cooperation Organization has provided a forum
for China to negotiate bilateral trade and energy deals with Cen-
tral Asian states. It is not yet a genuine security alliance.

¢ In the wake of the June 2009 riots in Xinjiang, China will likely
devote even more attention to developing political, security, and
economic ties with Central Asia in order to ensure the security
of its border and bolster stability in Xinjiang Province.

e China’s energy investments in Central Asia are large. As Beijing
seeks a means of importing oil and gas over land to ensure its
energy security, Chinese investments in the Central Asian en-
ergy sector will continue to expand.

Taiwan

e Since the May 2008 inauguration of President Ma Ying-jeou,
cross-Strait relations between China and Taiwan have improved
on some fronts. Although noticeable political and economic im-
provements in the relationship have occurred, these improve-
ments are not matched in the military arena. Instead, the PLA’s
capabilities continue to grow, increasing the military threat con-
fronting Taiwan.

e One area of improvement entails the resumption of semiregular,
high-level meetings between the two sides. In particular, the
cross-Strait dialogue between Taiwan’s Straits Exchange Foun-
dation and mainland China’s Association for Relations Across the
Taiwan Strait has occurred three times, with a fourth tentatively
scheduled for late in 2009.
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¢ As a result of improving cross-Strait relations, a growing number
of agreements have been signed between Taiwan and China since
May 2008. These agreements include the resumption of the
Three Direct Links, the signing of a financial cooperation agree-
ment, the commencement of cooperation on combating cross-
Strait crime, and the establishment of a food safety agreement.
In addition, there has been substantial progress toward the es-
tablishment of a free trade agreement.

Hong Kong

e The influence of China’s central government in Hong Kong is in-
creasing, including in the political and economic spheres.

e As a very export-dependent economy, Hong Kong has been se-
verely impacted by the current economic crisis, both in its own
right and as result of a fall in demand for Chinese exports.

¢ Beijing has been very active in offering economic support to Hong
Kong, but democratic activists are worried about Hong Kong’s
growing economic dependence on the mainland, which they see
as undermining Hong Kong’s autonomy and international com-
petitive edge.

¢ Beijing appears to be increasing its influence over the Hong Kong
Special Administrative Region (SAR) government by strength-
ening the position of its official representative organization, the
Central Government Liaison Office, and promoting pro-Beijing
political parties within the Hong Kong Legislative Committee.

e A crucial component of Beijing’s strategy of reining in Hong Kong
appears to be its policy of chipping away incrementally at the
legal support for Hong Kong’s autonomy in domestic affairs. Evi-
dence exists that Beijing already may be interfering in Hong
Kong’s domestic issues.

e Due to its geographic convenience as a transshipment point, as
well as the long-standing presence of Chinese government-affili-
ated intelligence and commercial interests, Hong Kong could
emerge as a significant transshipment point for transfers of ex-
port-controlled technologies into China in violation of U.S. law.

China’s Media and Information Controls—The Impact in
China and the United States

China’s propaganda and information control apparatus continue
to support the authoritarian rule of the Chinese Communist Party
(CCP). Journalists reporting on sensitive subjects or loosely defined
“state secrets” are routinely harassed, intimidated, and/or impris-
oned. Although the Internet has provided a freer venue for discus-
sion of sensitive issues than traditional news media, the Chinese
government has employed new techniques for controlling or “guid-
ing” flows of publicly available information over the Internet.

The Chinese government also has taken steps to improve its abil-
ity to shape international perceptions of China through the exten-
sive use of propaganda and the dissemination of selective informa-
tion. Motivated by a belief that western governments manipulate
the press unfairly to portray China in a negative light, the Chinese
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government is increasing resources devoted to China’s state-spon-
sored foreign language media outlets. Beijing has also employed
western public relations and lobbying firms to help improve its
international image, as well as to advocate for its preferred poli-
cies. Additionally, the Chinese government seeks to shape opinion
in elite policy-making circles by influencing the commentary about
China and U.S.-China relations that emerges from U.S. academics
and think tanks.

Conclusions

Freedom of Expression in China

e The January 2007 media reforms instituted in response to inter-
national pressure leading up to the Summer Olympics Games in
Beijing and extended indefinitely in October 2008 have resulted
in modest improvements in the working conditions for foreign
journalists in China, but their effect has been limited because of
the Chinese government’s selective implementation and adoption
of new strategies for restricting the flow of information.

e The January 2007 reforms have not improved working conditions
for Chinese journalists, who remain subject to intimidation, har-
assment, violence, and imprisonment, often on vaguely defined
“state secrets” charges.

e The Chinese government is employing a diverse array of strate-
gies for silencing or guiding discussion about issues it considers
politically sensitive.

e The Internet has emerged as a contested space in China. It pro-
vides a venue for discussion that is more open than traditional
media but is also subject to the world’s most sophisticated Web
filtering system. The Chinese government’s insecurity about
Internet-enabled protests and the increased scrutiny of govern-
ment officials on the Web has prompted the government to add
additional elements to its already advanced Internet control sys-
tem.

e The case of Green Dam demonstrates that even if the Chinese
government had the technological capability to assert complete
control over the Internet, it would not necessarily have the polit-
ical clout to achieve this end. Furthermore, the case of Green
Dam demonstrates that the Chinese government is not immune
to pressure on information control issues from the international
community.

China’s External Propaganda and Influence Operations, and the
Resulting Impacts on the United States

e The Chinese government is directly engaged in promoting its
preferred propaganda narratives to foreign audiences and has an
extensive bureaucracy dedicated to work in this area. The inter-
national propaganda messages of the government are similar in
most respects to those for a Chinese audience—emphasizing Chi-
na’s economic growth, China’s desire for a peaceful international
system, and China’s “stability” under CCP leadership.
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To its domestic audience, the Chinese government promotes the
message that China is under attack from hostile forces abroad.
Many figures within both the Chinese government and the public
express a sense of frustration that the western media presents
unfair portrayals of China and state that China therefore needs
more effective international communication tools to counter such
“attacks.”

The Chinese government views effective foreign propaganda as
an essential tool of state power and is significantly increasing the
level of effort and resources devoted to China’s state-sponsored
foreign language media outlets. Some of these efforts may also
assume the form of nominally “independent” news outlets in
which the Chinese government or Chinese state-owned firms ex-
ercise considerable influence behind the scenes.

The Chinese government actively seeks to influence the com-
mentary about China and U.S.-China relations that comes from
U.S. academics and think tanks. This takes the form of providing
both positive rewards to “friendly” scholars—such as preferred
access to interviews and documents—as well as taking punitive
actions such as denying visas for academics who anger Beijing.
These rewards and punishments offer the Chinese government
leverage over the careers of foreign scholars and thereby encour-
age a culture of academic self-censorship.

In recent years, U.S. public relations and lobbying firms have
played a more prominent role in Beijing’s efforts to improve its
image and advocate for its preferred policies. The advice of west-
ern public relations firms has helped to shape the messages that
the Chinese government presents to international audiences.
However, China’s use of direct lobbying in the United States is
still limited in scale compared to the efforts of many other coun-
tries.

THE COMMISSION’S KEY RECOMMENDATIONS

The Commission believes that 10 of its 42 recommendations to

Congress are of particular significance. These are presented below
in the order in which they appear in the Report. The complete list
of 42 recommendations appears at the Report’s conclusion on page
325.

Employing World Trade Organization trade remedies
more aggressively. The Commission recommends that Con-
gress urge the administration to employ more aggressively all
trade remedies authorized by World Trade Organization rules to
counteract the Chinese government’s practices. The Commission
further recommends that Congress urge the administration to
ensure that U.S. trade remedy laws are preserved and effectively
implemented to respond to China’s unfair or predatory trade ac-
tivities.

Responding effectively to China’s currency manipulation.
The Commission recommends that Congress urge the adminis-
tration to press China to allow the RMB to become flexible and
responsive to market forces, thereby contributing to the correc-
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tion of global economic imbalances. The Commission further rec-
ommends that Congress consider legislation that has the effect
of offsetting the impact on the U.S. economy of China’s currency
manipulation.

Evaluating the impact of China’s value added tax. The
Commission recommends that Congress urge the United States
Trade Representative to evaluate the use of selective value added
tax rebates by China and their trade-distorting effect and deter-
mine what steps, if any, should be taken to address the issue.

Reporting on the implications of Chinese subsidies to the
U.S. clean energy sector. The Commission recommends that
Congress urge the Department of Energy, in consultation with
other appropriate agencies, to report to Congress on the impact
of Chinese subsidies and other elements of China’s industrial pol-
icy on U.S.-based companies manufacturing clean energy prod-
ucts.

Ensuring adequate funding to limit China’s antiaccess ca-
pabilities. The Commission recommends that Congress assess
the adequacy of planning and resourcing of Department of De-
fense programs that would limit China’s antiaccess capabilities.
In particular, Congress should focus on antisubmarine warfare
and ballistic missile defense programs. Congress should also as-
sess the adequacy of funding and resources for the Department
of Defense’s Pacific Command.

Meeting the rising challenge of Chinese espionage. The
Commission recommends that Congress assess the adequacy of
resources available for intelligence, counterintelligence, and ex-
port control enforcement programs to ensure that U.S. govern-
ment agencies are able to meet the rising challenge of Chinese
human intelligence and illicit technology collection.

Ensuring adequate funding to respond to computer ex-
ploitation and computer attacks. The Commission rec-
ommends that Congress assess the effectiveness of and
resourcing for law enforcement, defense, and intelligence commu-
nity initiatives that aim to develop effective and reliable attribu-
tion techniques for computer exploitation and computer attacks.

Encouraging China to draw down the number of forces
opposite Taiwan. The Commission recommends that Congress
urge the administration to take additional steps to encourage the
People’s Republic of China to demonstrate the sincerity of its de-
sire for improved cross-Strait relations by drawing down the
number of forces, including missiles, opposite Taiwan.

Assessing the adequacy of U.S. export control policy in
Hong Kong. The Commission recommends that Congress exam-
ine and assess the adequacy of U.S. export control policy for
dual-use technology as it relates to the treatment of Hong Kong
and the PRC as separate customs entities. The Commission fur-
ther recommends that Congress urge the administration to con-
sider ways to collaborate more closely with the authorities in
Hong Kong in order to prevent the transshipment of controlled
technologies from Hong Kong into the PRC.
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e Monitoring the role of U.S. companies in Internet censor-
ship. The Commission recommends that Congress continue to
monitor and assess the development and progress of industry
and other efforts to create and implement an effective code of
ethics and best practices related to the operations of U.S. high-
tech firms in China and other authoritarian countries where
Internet content and activity are controlled and monitored by the
government.



INTRODUCTION

Early indicators suggest China is quickly emerging from the
global recession and resuming its recent economic growth path.
While many countries have been struggling with falling income and
employment throughout the year, China’s gross domestic product is
on track to achieve an 8.5 percent gain, according to the Inter-
national Monetary Fund (IMF).* This relatively rapid recovery,
combined with comprehensive industrial policies, also has helped
China capture market share from its competitors and add to its for-
eign currency reserves. China is now the world’s largest exporter
as well as the largest exporter to the United States. As a result,
China’s leaders are now proclaiming that their economic model—
a blend of subsidies, government control of the market, export-led
growth, and selective privatization—is superior.

Buoyed by its continued economic success, China also has grown
more confident on the world stage and is seeking to expand its in-
fluence. Its leaders have sought a larger voice in international or-
ganizations ranging from the International Monetary Fund and the
G-20 group of industrialized nations to the United Nations. To its
credit, China has also begun to expand its international peace-
keeping efforts, most notably by sending several warships to join
an international effort to reduce piracy along the east African coast.

This year’s report reflects the Commission’s concern that despite
its accomplishments and growing sense of confidence, China may
be moving in the wrong direction and that this affects the U.S.-
China relationship. China has yet to embrace the challenge first
issued in 2005 by the United States that it become a “responsible
stakeholder” in world affairs.t Many of its recent global efforts ap-
pear more focused on enhancing China’s access to raw materials
than on promoting economic or political development, and China
has not demonstrated leadership in working to solve difficult prob-
lems such as the civil war in Sudan or halting Iran’s nuclear weap-
ons program.

Regarding China’s economy, the Commission notes a disturbing
trend away from the evolution toward a full market system and in-
stead sees steps backward to greater government control. China
continues to employ a wide range of subsidies to favored companies
and industries within China and to control the value of its currency
and provide massive loans from state-owned banks to industries
producing over capacity. This approach gives Chinese exporters a
substantial price advantage in international markets and disadvan-
tages U.S. companies hoping to export to China. China also con-
tinues to lag in enforcing international laws protecting intellectual

*The IMF predicted in October that the U.S. economy would decline by 2.75 percent for the
year.

TRobert B. Zoellick, “Whither China: From Membership to Responsibility” (remarks to the Na-
tional Committee on U.S.-China Relations, New York, NY, September 21, 2005).

(15)
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property and continues to be identified by the U.S. government and
private organizations as the world’s largest source of such thefts.

In addition, China’s role as the largest purchaser of U.S. govern-
ment securities has altered the economic relationship between the
two countries. China’s central bankers have joined a chorus of
other officials in Beijing who point to the declining value of the
American dollar against internationally traded currencies and sug-
gest that it be replaced as the world’s unofficial reserve currency.
China’s holdings have aroused fears in the United States of in-
creased economic vulnerability to Chinese government decisions.

The Commission has been given the responsibility by Congress
to advise it on economic and security policy toward China. The
Commission’s findings are contained in this, its seventh major Re-
port to Congress. To complete its work, the Commission held seven
hearings in Washington, DC, and one field hearing in Rochester,
New York. Commissioners attended six classified briefings with
five intelligence agencies. Commissioners visited the Chinese cities
of Beijing, Xiamen, Nanjing, and Hong Kong. The Commission also
contracted for independent research on topics the Commissioners
viewed as important to U.S. policy toward China.

China’s growing assertiveness is also reflected in its naval mod-
ernization. China added two nuclear-powered ballistic missile sub-
marines to its fleet. Even more significant is the navy’s adoption
of a “show the flag” strategy that includes support for China’s ac-
quisition of assets and resources from abroad. China also used its
growing naval capabilities to assert a controversial theory of a 200-
mile exclusive economic zone where foreign military vessels might
be excluded. In March 2009, five Chinese vessels surrounded and
stopped the USNS Impeccable, an intelligence and surveillance
ship operating about 75 miles from Hainan Island, site of a large
Chinese submarine base under construction. One other U.S. naval
surveillance ship was similarly confronted in 2009 amid demands
from China that the United States cease air and sea surveillance
inside the 200-mile exclusive economic zone.

China also continues to expand its capability to wage cyber war-
fare against other nations, to employ more sophisticated methods
of espionage, and to increase its ability to obtain military tech-
nology surreptitiously from Europe and the United States. China’s
espionage activities in 2009 continued to evolve into a more tar-
geted collection effort for specific information, much of it directed
at obtaining specific western technologies useful in developing ad-
vanced weapons.

Cyber intrusions, including the exfiltration of large amounts of
information, particularly data from America’s largest defense con-
tractors, were on the rise in 2009. Anecdotal and forensic evidence
strongly implicates the Chinese government in many of the activi-
ties, either directly or through third-party surrogates sponsored by
Beijing. Malicious activities directed against Defense Department
computers in 2009 were running at a rate of 240 every day, costing
as much as $200 million to repair the damage.

Managing these rapid changes and China’s increased expecta-
tions will be a continuing challenge for Beijing and Washington.
Despite China’s success in emerging from the recession, China can-
not continue to build its export sector and to direct investment into
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strategic industries that are already at overcapacity—without
doing grave harm to its trading partners, particularly the United
States. Unfortunately, the same imbalances among China, the
United States, and Europe that caused so much trouble in the glob-
al financial sector are continuing to threaten the global economy.
This will lead to further tensions.






CHAPTER 1

THE U.S.-CHINA TRADE
AND ECONOMIC RELATIONSHIP

SECTION 1: THE U.S.-CHINA TRADE AND
ECONOMIC RELATIONSHIP’S CURRENT STATUS
AND SIGNIFICANT CHANGES DURING 2009

The legislation passed by Congress in 2000 to establish the Com-
mission sets forth specific topical areas of concern with respect
to the People’s Republic of China and associated issues, and
requires the Commission to investigate and report to Congress
on those topics. Congress has modified those topical areas in
the intervening years. Today there are eight mandated topics.
(They can be found at 22 U.S.C. 7002 and at the Commission’s
Web site—www.uscc.gov. They also are printed in full in ap-
pendix I of this Report, beginning on page 335.) At the begin-
ning of each section of this Report, the mandated topical area
(or areas) that section addresses is identified.

“The Commission shall investigate and report exclusively on—

“ECONOMIC TRANSFERS—The qualitative and quantitative
nature of the transfer of United States production activities to
the People’s Republic of China, including the relocation of high
technology, manufacturing, and research and development fa-
cilities, the impact of such transfers on United States national
security, the adequacy of United States export control laws,
and the effect of such transfers on United States economic se-
curity and employment.

“WORLD TRADE ORGANIZATION COMPLIANCE—The com-
pliance of the People’s Republic of China with its accession
agreement to the World Trade Organization. ...”

Introduction

During a momentous 12 months, with the world experiencing a
deep recession, the economic relationship between the People’s Re-
public of China (PRC) and the United States changed in ways large
and small. Few aspects of the relationship remained untouched.
Trade disputes over such sectoral issues as tires, chicken, auto
parts, and intellectual property rights occurred alongside major

(19)



20

shifts: China has floated the idea that the world find a new reserve
currency to replace the dollar that China hitherto had been only
too happy to accumulate in record amounts. The U.S. government
responded by promising to avoid the inflation that would harm Chi-
nese investments in U.S. Treasury securities. China blamed the
United States, its model of free market capitalism, and its lack of
effective regulatory oversight for precipitating the credit crisis of
September 2008 that threatened global trade. And the U.S. govern-
ment reassured China and other global borrowers that their large
investments in dollar-denominated bonds issued by the ailing mort-
gage giants Fannie Mae and Freddie Mac would be guaranteed by
the U.S. government.

The United States and China approached the crisis in different
ways. The United States experienced a sharp reduction in economic
activity in the final quarter of 2008 (the gross domestic product
[GDP] fell by 5.4 percent) and the first half of 2009 (down 6.4 per-
cent). Meanwhile, according to Chinese government sources, Chi-
na’s economy grew 6.1 percent in the first quarter of 2009, 7.9 per-
cent in the second, and is expected to grow even faster in the final
two quarters, allowing Beijing to reach at least its target of 8 per-
cent GDP growth for 2009.1 American consumers reduced retail
spending by 11 percent in the first half of 2009, year over year, as
unemployment rose.2 By contrast, retail sales in China were up by
17 percent in the 12 months ending in June 2009.3 China’s out-
bound foreign investment is set to exceed inbound investment for
the first time.# The International Monetary Fund’s (IMF) World
Economic Outlook update in July 2009 forecast that China and
India will be the engines of global growth, as they are the only
major economies projected actually to grow in 2009.5

China’s fast pace of growth, exceeding World Bank forecasts, is
driven by the government’s $586 billion in proposed stimulus
spending, loose fiscal and monetary policies, record lending by state
banks, and export-led growth policies. But the enviable statistics
hide a darker side.* Economists in China and across the world
have warned that the flood of bank lending in China may generate
dangerous bubbles in the property and stock markets, squander fi-
nancial resources, cause a rise in nonperforming bank loans, and
further exacerbate the economic imbalances that have led to the
present crisis. China’s commitment to global rebalancing appears
half-hearted, with aggressive efforts aimed at boosting exports and
maintaining robust growth.

Indeed, a newly assertive China has used the global slowdown as
an opportunity to seize the center stage and proclaim the superi-
ority of its economic system over that of the United States. While
Chinese Prime Minister Wen dJiabao never named the United

*Considerable skepticism exists in regard to China’s statistical reporting. China compiles its
gross domestic product growth figures even faster than the United States despite having more
than four times the population, far fewer computers, and less sophisticated sampling method-
ology. In addition, Beijing relies on provincial government officials to supply many of the
details—the same officials who are assigned production quotas by the central government. For
example, see Derek Scissors, “The Truth about China’s Growth,” The Heritage Foundation
WebMemo #2238, January 22 2009. http://lwww.heritage. org/Research/ASLaandthePaczﬁc/
wm?2238.cfm; Michael F. Martin, “What’s the Difference?—Comparing U.S. and Chinese Trade
Data,” Congressional Research Service (CRS) Report to Congress RS22640 (Washington, DC:
March 27, 2009); and “The Art of Chinese Massage,” Economist, May 21, 2009. hitp://
www.economist.com/businessfinance/displayStory.cfm?story id=13692907.
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States directly, his criticism at the January 2009 World Economic
Forum in Davos of the “unsustainable model of development char-
acterized by prolonged low savings and high consumption” was
clearly aimed at the United States.® Chinese Central Bank Gov-
ernor Zhou Xiaochuan, stressing the superiority of China’s eco-
nomic model, noted at the G-20 meeting in March 2009 that China
“demonstrat[ed] its superior system advantage when it comes to
making vital policy decisions.”?

China has initiated two new World Trade Organization (WTO)
cases against the United States and has sought a larger role in the
affairs of the IMF and the World Bank. China has also introduced
some programs, such as currency swaps with some of its smaller
trading partners, that may eventually lead to the internationaliza-
tion of China’s currency.

The U.S.-China Trade Relationship

Despite the global economic crisis, China seems on track to
achieve at least 8 percent growth this year, after reaching 7.9 per-
cent growth in the second quarter of 2009.8 Aggressive stimulus
measures, including massive expansion of bank lending, export re-
bates, subsidies for consumption, and continuing manipulation of
its currency have helped the Chinese economy to continue expand-
ing throughout the global downturn (see chap. 1, sec. 2, for a de-
tailed discussion of China’s role in and response to the global eco-
nomic crisis). The U.S. GDP, by contrast, decreased at an annual
rate of 1.0 percent in the second quarter of 2009.°

Despite the economic downturn and dramatic drop-off in U.S.
consumption in the last quarter of 2008, China’s exports to the
United States were almost five times the amount of its imports:
China exported $337.8 billion worth of goods to the United States
and imported just $69.73 billion in goods from the United States,
which left the United States with a bilateral trade deficit of
$268.04 billion. There are some signs that the size of the U.S. trade
deficit with China may grow at a slower pace due to the U.S. eco-
nomic slowdown and higher transportation costs, among other fac-
tors. For the first eight months of 2009, China’s goods exports to
the United States were $184.9 billion, while U.S. exports to China
were $41.2 billion, with China’s trade surplus standing at $143.7
billion, a decrease of 17.8 percent over the same period last year
($169.2 billion).

Figure 1: U.S.-China Trade in Goods ($ billion), 2000-2008

2000 | 2001 | 2002 | 2003 | 2004 | 2005 | 2006 | 2007 | 2008

U.S. Exports $16.3 | $19.2 | $22.1 | $28.4 | $34.7 | $41.8 | $55.2 | $65.2 | $69.73
U.S. Imports 100.0 | 102.3 | 125.2 | 152.4 | 196.7 | 243.5 | 287.8 | 321.5 | 337.8
Balance -83.7 | -83.1|-103.1|-124.1|-162.1 | -201.6 | -232.5 | -256.3 | -268.04

Source: U.S. Department of Commerce, Bureau of Economic Analysis, 2009.

U.S. exports to China were down 16.7 percent in the first eight
months of 2009 compared with the same period in 2008, while im-
ports from China were down about 17.5 percent.
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As the global recession reduced U.S. demand for imports, the
U.S. trade deficit with the world and with China started to decline
in late 2008. But the U.S.’s relative trade deficit with China, com-
pared with the rest of the world, grew. The U.S. manufacturing
trade balance with China continued to deteriorate and is far larger
than that with any country or region. In 2008, the U.S. deficit with
China accounted for 68.6 percent ($267.5 billion) of the total $389.8
billion U.S. trade deficit in manufactured goods, compared with
56.7 percent ($255.6 billion) of the total $450.8 billion in 2007.10
The U.S. trade balance with China in advanced technology prod-
ucts is also deteriorating: the U.S. deficit has soared from $6.1 bil-
lion in 2001 to $72.7 billion in 2008.1! In the first half of 2009, the
United States exported $7.6 billion in advanced technology prod-
ucts to China and imported $38.1 billion, for a six-month deficit of
$30.5 billion.12

The issue of the U.S.-China bilateral trade imbalance is one of
the major points of contention between the two countries. The
United States continues to push for improved access for U.S. manu-
facturers and service providers to the Chinese market and for bet-
ter intellectual property protection for U.S. business software and
entertainment products. China, however, prefers that the United
States reduce its restrictions on exporting dual-use high-technology
products to China.13 (High-technology civilian goods that could also
serve a military purpose are under a broad array of U.S. govern-
ment export restrictions. Europe also maintains restrictions.) Dur-
ing the Commission’s May 2009 trip to China, such arguments
cropped up repeatedly in conversations with senior Chinese policy-
makers and academics. Assistant Minister of Finance Zhu
Guangyao recommended liberalizing the U.S.’s high-tech goods ex-
port policy to correct the trade imbalance, while Zheng Xinli, dep-
uty director of the Policy Research Office of the Chinese Com-
munist Party’s (CCP) Central Committee and permanent vice
president of the China Centre for International Economic Ex-
changes, also suggested relaxing restrictions on nuclear power tech-
nology.

Washington has restricted sales of some dual-use technologies
with possible military applications and crime-control items. Though
the July 27-28 Strategic and Economic Dialogue produced an
agreement to “accelerate” the easing of restrictions, critics in the
United States have objected to such a move, pointing to numerous
instances of Chinese violations of current rules against weapons-re-
lated proliferation activities.'4 In 2008, U.S. exports to China of ad-
vanced technology goods such as semiconductors and electronics
amounted to $18.7 billion, or 26 percent of all U.S. sales to China,
despite the restrictions.'®> China maintains that the relaxation in
U.S. export controls will help reduce the U.S.’s trade deficit, but
this is a spurious argument. In 2008, the U.S. Bureau of Industry
and Security approved exports to China valued at around $2.7 bil-
lion, while the total value of denied license applications was only
$142.6 million.1¢ (This figure does not account for license requests
that are never made, so it does not represent fully the magnitude
of possible sales of controlled exports.)
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China’s Exchange Rate Regime and Investment in U.S. Gov-
ernment Assets

The current economic crisis has brought into stark relief many
contributing factors, such as the global saving and spending imbal-
ances, which are addressed in chapter 1, section 2, of this Annual
Report. The issue of currency valuation—specifically the under-
valuation of the renminbi (RMB)—attracts attention whenever the
U.S.-China trade imbalance is discussed, and the Commission has
addressed this topic in detail in previous Reports. China’s delib-
erately undervalued RMB has unfairly conferred substantial eco-
nomic advantages on China, to the detriment of major trading part-
ners, including the United States and Europe, by making China’s
exports cheaper and imports more expensive and encouraging for-
eign direct investment into China. The refusal by China to allow
its currency to be traded on international markets has contributed
to China’s massive trade surplus and its accumulation of more
than $2.27 trillion in foreign exchange reserves by September 2009,
the world’s largest cache of foreign currency and other foreign lig-
uid assets.1?

The Chinese Central Bank has maintained its strict control of
the value of the RMB by buying dollars entering the country
through export earnings or investment and swapping them for
newly printed RMB. Consequently, the exchange rate between the
RMB and the dollar stayed within a narrow trading band deter-
mined by Beijing despite an announcement in July 2005 that the
RMPB’s value would become “adjustable, based on market supply
and demand with reference to exchange rate movements of cur-
rencies in a basket” of currencies. The composition of this basket
still has not been revealed.l® Between 2005 and the summer of
2008, the RMB appreciated by about 21 percent, at which point
Beijing set its value at around 6.8 to the dollar. The RMB remains
undervalued. The extent of the RMB’s undervaluation is hard to es-
timate, because it has never been freely traded, but economists
suggest anything from 12 percent to 40 percent.1?

China’s foreign exchange reserves, accumulated as a partial re-
sult of China’s manipulation of the value of the RMB, are largely
invested in U.S. dollar-denominated assets. As of July 2009, China
owned $800.5 billion of U.S. Treasury bonds and is the biggest
holder of U.S. Treasuries in the world.20 Although much has been
made in China’s state-run media over the $25 billion sell-off of
Treasury securities from May to June 2009, the message appears
aimed at domestic critics of China’s economic dependence on the
United States. When the U.S. subprime mortgage market col-
lapsed, China responded by selling some dollar-denominated assets,
in particular debt issued by mortgage giants Fannie Mae and
Freddie Mac, but its purchases of U.S. Treasury debt continued
while stock and commodity markets were fluctuating wildly.21 As
a result, total Chinese holdings of U.S. Treasury debt grew by more
than 45 percent between July 2008 and July 2009.

The perceived dependence of the United States on China’s lend-
ing has overshadowed the debate about China’s trade practices in
general and China’s manipulation of its currency in particular.
When U.S. and Chinese officials met for the revamped Strategic



24

and Economic Dialogue on July 27-28, 2009, the American nego-
tiators did not raise the issue of China’s currency manipulation, in-
stead relegating the issue to a subset of its push for broader eco-
nomic reforms in China.22 Beijing has taken to lecturing Wash-
ington on the need to safeguard its $2.27 trillion in reserves, the
bulk of which are parked in U.S. dollar-denominated assets. “The
[United States] has for now given up on pushing China on currency
issues, partly because Washington has less leverage over Beijing
than at any other point in recent history,” said Eswar Prasad of
The Brookings Institution.23 Premier Wen Jiabao said in March
2009 that he was “worried” the dollar would weaken as U.S. Presi-
dent Barack Obama sells record amounts of debt to fund his $787
billion economic stimulus plan. Yet since June 2008, the RMB has
been strictly pegged to the dollar in order to help support exports
during the global recession.24

For all the concern that the dollar’s role is waning and that it
may be a risky investment, China has continued to lead in the pur-
chase of U.S. government assets. (China does not disclose the cur-
rency composition of its reserves, but the dollar is thought to make
up around 65 percent of the portfolio).2> The reason that China
continues to buy dollars is simple: China’s policy of strictly control-
ling the value of the RMB depends upon it. China’s commitment
to a pegged currency means that under its current approach China
must swap the dollars flowing into the country for RMB.26

Analysts, including David Pilling, the Asia editor of the Finan-
cial Times, and Brad Setser, an economist formerly at the Council
on Foreign Relations and now at the National Economic Council,
argue that far from a sign of strength, “Beijing’s accumulation of
vast foreign reserves is the side-effect of an economic model too re-
liant on exports.” 27 Writes Pilling:

The enormous trade surplus is the product of an under-
valued [RMB] that has allowed others to consume Chinese
goods at the expense of the Chinese people themselves. Bei-
Jing cannot dream of selling down its Treasury holdings
without triggering the very dollar collapse it purports to
dread. Nor are its shrill calls for the U.S. to close its twin
deficits—which would inevitably involve buying fewer Chi-
nese goods—entirely convincing. Rather than exposing the
superiority of China’s state-led model, the global financial
crisis has laid bare the compromising embrace in which the
U.S. and China find themselves.28

Dr. Setser further suggests that although China still matters for
financing the U.S.’s external and fiscal deficit (it controls a $1.5
trillion portfolio), U.S. reliance on borrowing to support the trade
deficit has diminished as the U.S.’s trade deficit has shrunk.2® The
latest official U.S. statistics show that while U.S. government bor-
rowing to support the federal budget deficit has been growing rap-
idly, U.S. households have purchased 86 percent of all new Treas-
ury issues in the first quarter of 2009. American households held
about $643.9 billion by the end of the same period, while the Fed-
eral Reserve held about $704 billion by the end of July 2009.3° The
diminished role of foreign financing is only natural, since U.S. bor-
rowing to finance imports is down, with the U.S.’s current account
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deficit actually halved—from $829 billion in 2005 to an annualized
$409.5 billion in the first quarter of 2009.31

China’s exchange rate regime appears to have created a policy di-
lemma for the Chinese government. An undervalued RMB sub-
sidizes China’s exports, but it also compels China to keep buying
up U.S. dollars. Chinese officials have expressed concern that the
growing U.S. debt will eventually spark inflation in the United
States and a depreciation of the dollar, which would reduce the
value of China’s holdings of U.S. securities. But if China stopped
purchasing U.S. dollars, it would seriously impact the RMB’s peg
to the dollar. As Michael Pettis, professor at Peking University’s
Guanghua School of Management, writes, as long as China remains
dependent on boosting the value of the dollar to support its own ex-
port-driven growth, it “will have to recycle the surplus into the dol-
lar pool that ultimately funds the U.S. fiscal deficit.” 32 There is an
irreconcilable conflict between China’s words and actions: Despite
high-level criticism of the growing U.S. debt, China continues to
buy Treasury bonds and to buy up dollars flowing into the Chinese
economy. As economist Paul Krugman notes, China remains cap-
tive in a “dollar trap” of its own making.33

China’s Criticism of the U.S. Dollar’s Reserve Currency
Status

During the July 26-27 Strategic and Economic Dialogue in
Washington, Chinese Vice Premier Wang Qishan said at an event
with Treasury Secretary Tim Geithner that “[als a major reserve
currency-issuing country, the U.S. should properly balance and
properly handle the impact of the dollar supply on the domestic
economy and the world economy as a whole.” He later pronounced
himself content with Washington’s assurances that the United
States would meet its financial commitments.?4 Chinese concerns
over China’s large dollar holdings also have been reflected in a
paper issued by the governor of the People’s Bank of China, Zhou
Xiaochuan, on March 24, 2009. The paper called for replacing the
U.S. dollar as the international reserve currency with a new global
system based on special drawing rights, an international reserve
asset developed by the IMF, whose exchange rate is calculated by
a mix of dollars, euros, pound sterling, and yen.35

The Dollar as a Reserve Currency and
Special Drawing Rights

A reserve currency is held by governments, businesses, and in-
dividuals as an asset whose value is market based and, when in
the form of bonds issued in the reserve currency, an investment
that will pay interest. Parties hold reserves for a variety of rea-
sons: as a medium of exchange to pay for imports, as a hedge
against inflation, and as a guard against the effects of a run on a
country’s own currency. Central banks hold a reserve currency in
lieu of gold or other precious metal deposits.
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The Dollar as a Reserve Currency and
Special Drawing Rights—Continued

The U.S. dollar became the world’s official reserve currency
following World War II and was used to establish a fixed rate of
exchange among currencies. The dollar assumed an even larger,
though unofficial, role in 1971 after the United States and most
nations abandoned the gold standard, and currencies of industri-
alized countries came to be freely traded on international mar-
kets. Dollars make up about two-thirds of the world’s currency
reserves, followed by the euro and the Japanese yen. The dollar
has been favored as a reserve currency because the United
States has the world’s largest economy and is its largest trading
country, the global market for dollars is large and highly liquid,
and the U.S. economy and its political system have proved to be
stable. The choice of the dollar constitutes a vote of confidence in
the U.S. political system and the U.S. economy.

The International Monetary Fund, which was founded after
World War II to oversee the international payments system, cre-
ated in 1969 a unit of account and a partial substitute for gold
and the dollar called “special drawing rights.” 36 This essentially
established a medium of exchange whose value is linked to the
dollar, as gold once was, but is not freely traded. The IMF deter-
mines the value of the special drawing rights daily by calculating
the worth, in dollars, of four currencies traded on the London ex-
change (a trade-weighted dollar, euro, yen, and pound sterling).
The special drawing rights can be exchanged for currencies of
some IMF member countries, and holders of special drawing
rights receive interest payments from the IMF. In March 2009,
Zhou Xiaochuan, a governor of the People’s Bank of China, pro-
posed substituting special drawing rights as the reserve currency
in place of the dollar.37 However, only 204 billion special draw-
ing rights are in existence, worth about $317 billion, far too few
to constitute a reserve currency.?® China alone is thought to
have some 65 percent of its $2.27 trillion in foreign currency re-
serves in dollar-denominated investments, or a total of some $1.5
trillion.

The United States derives several advantages from the world’s
acceptance of the dollar as the reserve currency. The United
States can issue bonds denominated in dollars, allowing it to bor-
row without fear that a fall in the dollar’s value will increase its
debt. Conversely, the United States can choose to inflate its cur-
rency and reduce the burden of its debt—a practice known as
monetizing the debt. Also, U.S. currency held by foreigners con-
stitutes an interest-free loan to the U.S. government, known as
seigniorage. (There is $870 billion in currency outstanding. Of
that, $646 billion is in $100 bills, most of which are thought to
be held by foreigners).39

China’s growing focus on the special drawing rights has coincided
with China’s reconciliation with the IMF. For the past three years,
China has blocked IMF reviews of its economy, called an Article IV
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Consultation, because it objected to public criticism of its controlled
exchange-rate regime.4? In the latest report issued in July 2009,
the IMF board concluded that the RMB “remains substantially un-
dervalued.” This change is a step-down from previous statements
and reports labeling China’s exchange rate as “fundamentally mis-
aligned.” 41 Speaking at the opening of the World Bank and IMF
annual meetings in October 2009, Dominique Strauss-Kahn, the
head of the IMF, reiterated his criticism of the Chinese currency,
saying that the IMF “view still is the [RMB] is undervalued.” 42

As its activism on the special drawing rights issue shows, China
is becoming more engaged with the IMF and other international or-
ganizations as it tries to boost its global influence. China is the
world’s third largest economy and wants greater recognition but
has fewer IMF votes in proportion to the size of its economy (its
share is roughly the same as Belgium and the Netherlands com-
bined).43 Instead of making a direct contribution, China signed an
agreement to purchase $50 billion in special drawmg rights-de-
nominated bonds issued by the IMF.#4 China is hoping that buying
bonds from the IMF will help increase China’s say in the organiza-
tion’s governance, even though IMF allocations are determined by
each country’s financial contribution to the IMF—not the country’s
economic size or population.45

During the Commission’s May 2009 Asia trip, the Commissioners
met with Zhu Guangyao, China’s assistant minister of Finance,
who said that as the IMF is undergoing changes as a consequence
of the global crisis, China’s role in the IMF is changing, too. Echo-
ing comments made by other prominent Chinese policymakers and
scholars, he called for a more balanced representation in the IMF,
with a bigger role for other developing countries. (China claims
that it is a developing country.) Mr. Zhu said the goal was not to
overthrow the system but rather to bring it into accordance with
the global economy—for example, since the United States accounts
for more than 15 percent of the global economy, its quota should
reflect a similar allocation. (The United States currently holds
16.77 percent).#6 Mr. Zhu has also said that China would like to
see the voting shares split equally between the developed and the
developing countries.4” In the joint communiqué from the G—20
Summit in Pittsburgh in September 2009, the leaders called for a
shift in IMF voting by at least 5 percentage points from developed
to underrepresented developing countries, which is certain to affect
China’s voting power.4® In a statement to the IMF’s steering com-
mittee in October 2009, Yi Gang, vice governor of the People’s
Bank of China, said Beijing wanted the IMF to “establish a system
to automatically adjust [voting] quotas and to reflect changes in
countries’ economic status.” 49

Lending weight to its call for an alternative to the U.S. dollar,
Beijing is trying to diversify its investments by investing in com-
modities and overseas companies and gradually atttempting to
internationalize the RMB by allowing it to be used for some re-
gional trade transactions.’© For example, in the 10 months after
Lehman Brothers collapsed in September 2008, Chinese bidders
announced 50 outbound offers worth over $50 billion, with more
than two-thirds of the offers in buying mining or energy assets.5!
Chinese Premier Wen Jiabao announced in July 2009 that Beijing
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will use its massive foreign exchange reserves to “hasten the imple-
mentation of [the] ‘going out’ strategy,” which translates into sup-
porting the overseas expansion of and acquisitions by Chinese com-
panies.52 Taking advantage of falling commodity prices, China’s
State Reserve Bureau and other importers went on a buying spree
to replenish China’s strategic reserves, to insulate domestic pro-
ducers of these goods from falling global prices, and to reallocate
a portion of its foreign exchange reserves away from the dollar.53
China has been stockpiling oil, iron, copper, and other metals, and
canola and soybeans since the end of last year.54 Despite its spend-
ing on such initiatives, China’s reserves continue to accumulate.5>

In its annual report on financial stability, issued in June 2009,
the People’s Bank of China formalized the call for a new reserve
currency, saying that China will push reform of the international
currency system to make it more diversified and will aim to reduce
reliance on the current reserve currencies.’® Though the report
does not explicitly mention the U.S. dollar, the dollar is the domi-
nant reserve currency in the world. The People’s Bank of China
said in the report that under the proposal, the IMF “should man-
age part of the reserves of its members” and be reformed to in-
crease the rights of emerging markets and developing countries.57
That would be a significant change, since China currently does not
even disclose to the IMF the composition of its reserves, let alone
allow the IMF to manage them.58 China also urged stronger moni-
toring of countries that issue reserve currencies.??

Many economists in China believe that the economic crisis has
laid bare defects in the dollar-led global economy, and develop-
ments this year indicate that China is laying the groundwork for
a long-term strategy to increase the international role for the RMB,
perhaps even as a reserve currency. For example, Li Lianzhong, an
academic at a key think tank under the Communist Party, said
China’s RMB should become the fifth currency in the special draw-
ing rights basket, with an equal weighting of 20 percent according
to each currency.°

But as Swaminathan Aiyar of the Cato Institute and Arvind
Subramanian of the Peterson Institute for International Economics
argue, political considerations may be as important as economic
self-interest in the formulation of China’s strategy. By calling for
a greater role for special drawing rights, China may be seeking to
reduce the political and financial power of the United States: Chi-
na’s move has been backed by Russia, Brazil, India, and other de-
veloping countries that “have long chafed at the de facto dollar
standard.” 61

RMB Swaps and Cross-border Trade Settlement Agreements

In addition to calling for special drawing rights to replace the
dollar as the world’s reserve currency, China has signed currency
swap agreements totaling 650 billion RMB (or about $95 billion)
with Hong Kong, Argentina, Indonesia, South Korea, Malaysia, and
Belarus, which would allow those partners to settle accounts with
China using the RMB rather than the dollar in order to facilitate
bilateral trade and investment.62
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Limited use of the RMB has been allowed since 2003 in border
trade with Vietnam and Laos to the south and Mongolia and Rus-
sia in the north, according to a book published by the State Admin-
istration of Foreign Exchange.63 But now trade settlement is mov-
ing from border zones to China’s largest financial centers, including
Shanghai, Guangzhou, and Hong Kong. Starting in July 2009, the
central bank extended settlement by offering companies in Shang-
hai and four southern cities—Shenzhen, Guangzhou, Dongguan,
and Zhuhai—tax breaks to start conducting trade in the currency
with Hong Kong and Macao and allowing certain banks in Hong
Kong to issue bonds denominated in RMB.64 (See chap. 3, sec. 3,
for more details on China’s currency swap and trade settlement
agreements with Hong Kong.) The State Council has also specified
that the pilot program will apply to cross-border trade transactions
with the 10 members of the Association of Southeast Asian Nations
countries on a tentative basis, though details remain forthcoming.65
There have also been some indications that trade-settlement deals
are in the works with other countries, including reports that Bra-
zilian President Luiz Inacio Lula da Silva and his Chinese counter-
part Hu Jintao discussed the plan to settle trade in local currency
during Lula’s three-day state visit to China in May 2009.66

The Chinese government has ambitions to give its currency a
wider regional and international presence, though the currency
now is almost impossible to use outside of China’s borders. Chinese
firms are unlikely to convince their foreign business partners to
settle transactions in RMB—not least because there are very lim-
ited opportunities for using the RMB.

HSBC, one of the world’s largest banks, suggested that China’s
plans to internationalize the RMB, if successful, could lead to near-
ly $2 trillion in annual trade flows (as much as 50 percent of Chi-
na’s total) being settled in RMB as early as 2012. Many analysts,
however, remain very skeptical.6? Philip Bowring, Asia columnist
for the International Herald Tribune and former editor of the Far
Eastern Economic Review, wrote on the obstacles to international-
izing the RMB:

China’s expressions of desire to reduce the role of the dollar
are ... contradicted by its actual policy of maintaining a de
facto peg to the U.S. currency, meanwhile continuing to ac-
cumulate dollars in reserves now totaling $2 trillion. The
modest [RMB] appreciation after 2005 came to a halt more
than a year ago as China has sought to sustain exports in
the face of the global slump. There is conflict between
macro-economic stabilization goals and pressures from in-
dustries and employment creation not to put more pressure
on exporters. China is still wedded to high growth and a
cheap currency. ... Nor has there been any significant move
towards full convertibility as the financial crisis has, with
good reason, made the authorities nervous of liberaliza-
tion.68

While Arthur Kroeber, managing director of Dragonomics Re-
search & Advisory, an independent research firm based in Beijing,
wrote that for the RMB to become a reserve currency,
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foreigners must be able to invest freely in onshore [RMB]
financial assets (stocks, bonds, and bank deposits) and free-
ly repatriate both their earnings and their capital. For for-
eign investors to want to hold [RMB] assets on a large
scale, they must be convinced that China’s financial mar-
kets are trustworthy and not rigged.

For the [RMB] to become even a secondary reserve currency,
it must therefore fully liberalize its capital account and set
up reliable financial markets that are reasonably free of
government interference. Technical difficulties aside, this
will require a significant retreat from the current state-
dominated model of credit allocation—and this cannot hap-
pen quickly.69

Even Chinese officials seem to have equivocated on the idea of
moving to the special drawing rights. China’s Vice Foreign Minister
He Yafei said that the creation of a supranational reserve currency
has been discussed “among academic circles” but that any proposal
outlined “is not the position of the Chinese government,” according
to China’s state-run Xinhua news agency.”’? Li Yang, a former ad-
viser to the People’s Bank of China and a prominent academic, said
at the July 2009 Global Think Tank Summit in Beijing that the
transition to a multireserve currency system could take 20-30
years or longer.”! Making the RMB a reserve currency would also
carry some dangers. Chancellor Lawrence Lau of the Chinese Uni-
versity of Hong Kong said that if the RMB becomes “a reserve cur-
rency held by multiple countries,” then shifts in confidence in the
RMB could destabilize the exchange rate, which in turn “may trig-
ger an economic crisis in China.” 72

Still, China’s proposals for changes in the international financial
architecture have to be taken seriously. China’s leaders plan
ahead. For example, China’s recently announced goal to turn
Shanghai into an international financial center by 2020 may sug-
gest that China wants a fully convertible RMB by then.”3 Chinese
regulators have taken steps to broaden the international appeal of
China’s capital markets and establish an offshore bond market for
the RMB. Plans have been announced to allow qualified foreign-in-
vested firms to list on the Shanghai exchange next year, to approve
foreign banks’ issuance of RMB-denominated corporate bonds, and
to raise individual quotas for foreign investment in stocks from
$800 million to $1 billion.74 The Ministry of Finance also an-
nounced in September that in order to “improve the international
status of the [RMB] [and] promote development of the [RMB] bond
market,” 6 billion RMB ($879 million) of government bonds will be
sold in Hong Kong to foreign and retail investors—the first time
RMB sovereign debt will be sold outside mainland China.”® Accord-
ing to a report in the official China Securities Journal, in July 2009
China’s State Council put Hu Xiaolian, the current head of the
State Administration of Foreign Exchange, which administers Chi-
na’s foreign exchange reserves, in charge of a soon-to-be-formed
special monetary policy office under the People’s Bank of China to
promote internationalization of the RMB.76 This new office will be
responsible for drafting RMB exchange rate policy and execution,
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monitoring foreign currency supply and demand, and developing an
RMB offshore market.”?

U.S.-China Bilateral Dialogues

In 2009, the Obama Administration adopted the basics of the
Bush Administration’s bi-annual Strategic Economic Dialogue and
gave it a slightly new name: the Strategic and Economic Dialogue.
Instead of twice a year, the group will meet once a year. Leader-
ship on the U.S. side is now shared by Treasury Secretary Timothy
Geithner and Secretary of State Hillary Clinton. The new Strategic
and Economic Dialogue’s broader agenda will include broader for-
eign policy issues such as climate change and North Korea. Assist-
ant Minister of Finance Zhu Guangyao, with whom the Commis-
sion met during its May 2009 trip to China, said the Strategic Eco-
nomic Dialogue process was particularly helpful in cultivating stra-
tegic trust. While both sides hailed the importance of consulting
with each other, the July 27-28 Strategic and Economic Dialogue
failed to produce any new agreements. In fact, much of the final
communiqué was repeated verbatim from the previous Strategic
Economic Dialogue statements, including China’s commitment to
open its financial services market to foreign investors and to treat
foreign investment the same as domestic investment when granting
government contracts.”® The latter item has long been a point of
contention between the two countries, since China is not a signa-
tory to the World Trade Organization’s Government Procurement
Agreement despite a 2001 promise by Beijing to do so “as soon as
possible.” Instead, the two sides compromised by agreeing that by
October 2009 China will submit a report to the Government Pro-
curement Committee “that sets out the improvements that China
will make in its revised offer.” 7 In October 2009, China submitted
to WTO members a promise to deliver an improved offer for joining
the Government Procurement Agreement sometime in 2010 but in-
dicated that the new offer may exempt state-owned enterprises and
subcentral government entities.80

The discussion of the Strategic and Economic Dialogue focused
on the 2008-09 economic crisis and U.S.-China trade in the global
economy. As the biggest holder of U.S. Treasury bonds, China ex-
pressed concern over the U.S. budget deficit and the safety of Chi-
na’s investment in billions of dollars. China expressed fears that
the accumulating American budget deficit could weaken the dollar
and put at risk China’s vast holdings of Treasury securities and
other dollar-denominated assets. (A fall in the value of the dollar
relative to the RMB also would make China’s exports more expen-
sive.) China holds an estimated $1.5 trillion such securities, mak-
ing it the U.S.’s largest foreign creditor.81 China’s Finance Minister
Xie Xuren said the delegation wished to “express the view that
credible steps should be taken to prevent fiscal risks and to ensure
sustainability” and that “high attention should be given to fiscal
deficits.” 82

Many commentators saw the exchange of rebukes on the Chinese
side and assurances on the American side as a sign of a power shift
between the two countries, in which an assertive China seeks to
protect its investment while the United States mutes its criticism
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because it depends on China’s purchases of the Treasuries to fi-
nance the economic recovery.83 And indeed, during the Strategic
and Economic Dialogue, the U.S. side was “quiet on human rights
and muted on the [RMB],” according to news accounts.84

Now that the Strategic and Economic Dialogue will convene only
once a year, discussion of sectoral U.S.-China trade issues will de-
pend on the U.S.-China Joint Commission on Commerce and Trade,
which will hold its next meeting on October 28-29, 2009, in Hang-
zhou, China. The United States promised to “earnestly consider
China’s concerns” and work through the joint commission “toward
China’s Market Economy Status in an expeditious manner” (the
United States made similar pronouncements in the past, but there
has been no change in China’s status as a nonmarket economy).85

This issue has long been a sore point for China: 97 members of
the WTO officially recognize China as a market economy, but its
biggest trading partners—the United States, the European Union,
and India—do not.8¢ Under its WTO accession agreement, China
will automatically attain market economy status by 2016, but for
now, the U.S. Department of Commerce treats China as a non-
market economy when determining antidumping penalties, which
can frequently result in higher fees. The United States has a statu-
tory test for determining whether an economy can be classified as
a market economy.87 The factors to be considered under U.S. law
in granting market economy status include the extent to which the
country’s currency is convertible, the extent to which wage rates
are freely determined by negotiations between labor and manage-
ment, and the extent to which the government owns or controls the
means and decisions of production.88

In what could prove to be a significant development in the impo-
sition of trade remedies on Chinese imports, in September 2009 the
U.S. Court of International Trade ordered the U.S. Department of
Commerce to develop methodologies to prevent double-counting of
subsidies if it applies antidumping and countervailing duties simul-
taneously on imports of the same product from nonmarket econo-
mies. If the Commerce Department cannot develop such methodolo-
gies, then it must refrain from imposing simultaneous antidumping
and countervailing duties.8® China initiated a WTO case against
the United States on its concurrent use of antidumping and coun-
tervailing measures against certain Chinese-made products, which
is currently pending.

The WTO Cases
Cases Brought by the United States against China
Export Restrictions

The United States and the European Union have cited China’s
export restrictions (such as export quotas and taxes) on raw mate-
rials (bauxite, coke, fluorspar, magnesium, manganese, silicon
metal, silicon carbide, yellow phosphorus, and zinc) in their June
2009 request to convene a dispute settlement panel. The United
States charged that such policies are intended to discriminate
against foreign firms by lowering prices for Chinese companies in
the steel, aluminum, and chemical sectors. China ranks as either
the top or a dominant producer of all the restricted materials. U.S.
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Trade Representative (USTR) Ron Kirk called China’s export re-
straints a “conscious policy to create unfair advantages.” 90

This problem had been first raised six years ago as part of Chi-
na’s WTO transition review, and the formal complaint came after
more than two years of unsuccessful talks between China and the
United States to resolve this issue.?! Beijing responded that its ex-
port restrictions are legitimate under WTO regulations and in-
sisted that the “main purpose of certain export measures is to pro-
tect the environment and precious resources ... .in line with WTO
rules.” 92 Perhaps not coincidentally, on the same day the United
States filed its complaint, China asked the WTO to investigate a
U.S. ban on imports of Chinese poultry (see below for more details
on the poultry case).

Export Subsidies

In December 2008, the U.S. Trade Representative requested
WTO dispute settlement consultations with China over China’s
support for “Famous Brands” programs, charging that such pro-
grams use export subsidies (including cash grant rewards, pref-
erential loans, research and development funding to develop new
products, and payments to lower the cost of export credit insur-
ance) at the central and local government level to promote the rec-
ognition and sale of Chinese brand products overseas, unfairly
disadvantaging foreign competition as part of a “protectionist in-
dustrial policy.”?3 China’s use of preferential policies and stand-
ards to promote domestic industries over foreign competitors has a
long history. The “Famous Brands” program is just one of the many
ways in which China tries to give its indigenous businesses a leg
up in domestic and international markets.?¢ (For China’s use of
technological standards as a tool for supporting domestic producers,
see chap. 1, sec. 3, of this Report.)

Resolved U.S. Cases against China

China’s government has long tolerated rampant violations of in-
tellectual property rights. China also has imposed stringent censor-
ship and performance and distribution restrictions on imported
movies, books, and other intellectual content, often arguing that its
regulation of such materials was intended to foster “a high level of
protection of public morals.” 95 In April 2007, the USTR filed two
related cases against China: The first case charged that China
failed to comply with the WTO agreement on intellectual property
protection, and the second case charged that China failed to pro-
vide sufficient market access to intellectual property rights-related
products, in terms of trading rights and distribution services. The
United States initiated these cases after China failed to comply
with five separate memoranda of understanding it had signed with
the United States. Both of these cases have now been resolved,
with the panel ruling largely in favor of the U.S. position, although
China is appealing the latter case.

Intellectual Property Rights

In the first case, on “Measures Affecting the Protection and En-
forcement of Intellectual Property Rights,” the United States ar-
gued that the thresholds for criminal prosecutions of intellectual
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property rights violations in China were too high, creating a loop-
hole for smaller producers or violators. In addition, China’s copy-
right laws fail to protect imported works (such as movies) that are
under review by Chinese censorship authorities (and must be ap-
proved before the works can be distributed in China). As a result,
pirated copies of the works can be widely distributed without vio-
lating copyright law and thus do not face prosecution. Finally, the
U.S. side also argued that China often allowed seized pirated goods
to reenter the market rather than destroying them, after removing
the infringing label or trademark. In January 2009, the WTO ruled
that many of China’s intellectual property rights enforcement poli-
cies did not comply with WTO obligations, finding that China failed
to protect intellectual property rights works under review by the
government for content and mishandled the disposal of seized, pi-
rated products. However, the panel determined that it needed more
evidence on the issue of thresholds for criminal prosecutions of in-
tellectual property rights piracy. The USTR, while admitting dis-
appointment on the WTO findings on thresholds, noted that, right
before it filed the WTO case on China’s intellectual property rights
enforcement, China lowered its criminal copyright threshold from
1,000 to 500 infringing copies.?6 China said in June 2009 that it
will implement the recommendations and rulings of the dispute
settlement body by May 20, 2010.97

Market Access

In the second case, on “Measures Affecting Trading Rights and
Distribution Services for Certain Publications and Audiovisual En-
tertainment Products,” the United States sought to address three
significant market access concerns. The United States claimed that
the measures violated China’s WTO obligations. First, the WTO
panel examined prohibitions on the rights of foreign companies and
individuals to import products, including reading material, audio-
visual home entertainment products, sound recordings, and films
for theatrical release into China. Second, the WTO panel addressed
prohibitions and restrictions on the rights of foreign suppliers to
distribute most of these products in China. Third, the WTO panel
reviewed discriminatory treatment of imports of most of these prod-
ucts in China’s market.?8 Like the ruling on the intellectual prop-
erty rights protection case, the panel’s decision, handed down in
August 2009, was not an unqualified success for the United States,
though the panel largely backed U.S. claims. For example, the
panel found that China was breaking WTO rules by forcing U.S.-
made magazines and videogames and other media to be sold
through government-owned monopolies but that the United States
had failed to prove that China’s distribution of U.S. films (which
made U.S. films go through one of two designated distributors) vio-
lated China’s WTO obligations. The WTO also ruled that it was il-
legal to give one government-owned company the monopoly to im-
port films and books and that China must let foreign companies
sell music over the Internet. China appealed the panel’s decision on
September 22, 2009, citing the need to protect “public morals” as
a justification for restricting access for U.S. products.?? On October
6, the United States issued a cross appeal, seeking review by the
Appellate Body of the panel’s conclusion that the Chinese state
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plan mandating the number, structure, and geographic distribution
of importers could efficiently allow imports while maintaining Chi-
na’s stated objective of protecting public morals.100

It is too early to tell what effect these two rulings will have on
copyright protection and piracy in China. China announced its in-
tention to appeal the ruling in the second case. Even if the appeal
is lost, it is unlikely that better distribution of copyrighted U.S.
media will guarantee better treatment for U.S. businesses as long
as there is money to be made in China by manufacturing and sell-
ing counterfeit movies, CDs, and videogames.101 In what may prove
to be a first promising step toward better intellectual property pro-
tection, four men were imprisoned and heavily fined by a district
court in Suzhou for distributing a counterfeit version of Microsoft
Windows XP and other computer programs over the Internet.102

Trading Rights Authorization

In March 2008, the USTR requested WTO dispute resolution con-
sultations with China regarding its discriminatory treatment of
U.S. suppliers of financial information services in China. The
United States claimed that China violates global trade rules by giv-
ing the Xinhua news agency the right to issue annual licenses for
overseas media organizations, barring them from directly distrib-
uting information and soliciting subscribers in China. Xinhua was
given sole power in September 2006 to regulate news services that
distribute financial information in China, such as Bloomberg and
Reuters—while it also is a direct competitor of such services. In re-
sponse to the U.S. complaint, in November 2008 the USTR an-
nounced that China had agreed to eliminate discriminatory restric-
tions on how U.S. and other foreign suppliers of financial informa-
tion services do business in China. The two sides signed an con-
tract in which China agreed to have the State Council Information
Office serve as a regulator. However, in April 2009 China raised
the possibility of renewed information controls when the govern-
ment said financial information providers must not engage in
news-gathering in China.193 The State Council Information Office
published the regulations that formalized the agreement but also
said in Article XIX that “foreign financial information providers set
up in China ... must not undertake news-gathering activities.” 104
At the time of this Report’s writing, it is unclear whether there will
be any follow-up or requests for clarification from the U.S. side.

Chinese WTO Cases against the United States

In July 2009, China brought a WTO case against the United
States over a provision in the Omnibus Appropriations Act of 2009
that in effect prohibits the establishment or implementation of any
measures that would allow poultry products to be imported from
China. At the center of the case is the 2006 rule issued by U.S. De-
partment of Agriculture (USDA) that allowed China to export
cooked poultry products to the United States as long as the raw
poultry meat originated in the United States or Canada. In 2007,
however, the U.S. Congress stopped the USDA from implementing
the rule by inserting a provision in the 2008 fiscal year spending
bill that prohibited the USDA from allowing chicken processed in
China to be imported.195 The same prohibition was included in the
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spending bill in the next two fiscal years. The Omnibus Appropria-
tions Act of 2009, signed into law on March 11, 2009, includes a
section that bans any funding from being used to “establish or im-
plement a rule” allowing the import of poultry products from
China. China’s Ministry of Commerce said that U.S. restrictions on
Chinese chicken imports were “totally unfair and of a bad nature”
and in violation of WTQO’s most-favored-nation principle.106

In response to China’s second request, after the first had been
blocked by the United States, the WTO dispute settlement body es-
tablished a panel. USDA and the USTR announced on September
25 that House and Senate lawmakers have agreed to a provision
in the fiscal year 2010 agriculture appropriations bill that would
allow imports of processed poultry or poultry products from China
if certain conditions are met. The agreement mandates U.S. inspec-
tions of Chinese facilities before any cooked chickens could be im-
ported, and more port-of-entry reinspections. The proposal also re-
quires the Agriculture Department to report frequently to Congress
on the implementation of any rule authorizing China to export
poultry products to the United States.197 The law that created the
ban lacks health or safety rationale language that might justify it.
U.S. poultry and other meat industries also argue that the law pre-
vents the United States from using science-based arguments to ef-
fectively open markets overseas for U.S. meat exports.108

China has one other case pending against the United States. In
September 2008, China initiated a WTO case against the United
States on its concurrent use of antidumping and countervailing
measures against certain Chinese-made steel pipes, tires, and lami-
nated woven sacks. As of the date of this Report, no panel has been
convened for the first case, while a panel was established but no
report issued for the second case.

The Chinese Tire Case

When China joined the WTO, it agreed to the so-called “China-
specific safeguard” that permits China’s trading partners to impose
tariffs on surges of Chinese imports if these imports harm domestic
producers. This provision was codified in U.S. law in Section 421
of the 1974 Trade Act. On September 11, 2009, the White House
announced its decision to impose remedies under Section 421 to
stop a surge of imports into the United States of Chinese tires for
passenger cars and light trucks.199 Imports of Chinese tires have
grown from 4.7 percent of the U.S. market in 2004 to 16.7 percent
in 2008. The International Trade Commission determined that the
surge of imports of Chinese tires has disrupted the U.S. market.110
The duty will be 35 percent in the first year, 30 percent in the sec-
ond, and 25 percent in the third (the International Trade Commis-
sion recommended 55 percent in the first year, 45 percent in the
second year, and 35 percent in the third year). This “safeguard”
provision was made part of China’s accession agreement to the
WTO in 2001 and allows American companies or workers to ask
the government for protection simply by demonstrating a surge of
Chinese imports.

Within hours of President Obama’s announcement, the Chinese
Ministry of Commerce accused the United States of protectionism
and violation of international trade laws. Commerce Minister Chen
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Deming, for example, called the imposition of tariffs a “serious pro-
tectionist act” that has “seriously damaged” the U.S.-China eco-
nomic relationship.11! This was followed by an announcement on
September 14 that China’s Ministry of Commerce has launched an
investigation into whether “certain imported automotive products
and certain imported chicken meat products originating from the
United States” were being subsidized or “dumped” in the Chinese
markets, although the Chinese government made no announce-
ments linking the investigations to U.S. tire tariffs.112 China has
also requested formal consultation at the WTO regarding U.S. tar-
iffs, a first step toward launching a dispute settlement.113 On Sep-
tember 15, the Ministry of Commerce also announced that it was
drafting measures to support the tire industry and related sectors
to offset the impact of U.S. tariffs.114

Conclusions

e China’s trade surplus with the United States remains near
record levels, despite the global economic slowdown that has re-
duced imports from other nations. While the U.S. trade deficit in
goods with China through August 2009 was $143.7 billion, rep-
resenting a decline of 17.6 percent over the same period in 2008,
China now accounts for an increasing share of the U.S. global
deficit in goods. By September 2009, China had accumulated
more than $2.27 trillion in foreign currency reserves.

e China’s currency has strengthened against the U.S. dollar by
about 21 percent since the government announced in July 2005
it was transitioning from a hard peg to the dollar to a “managed
float” against a basket of currencies. Starting in July 2008, how-
ever, the RMB’s appreciation was stymied by Chinese govern-
ment policy as Beijing reimposed strict controls in order to sup-
port China’s export industries. China’s RMB remains signifi-
cantly undervalued.

e China’s growing cache of dollar reserves, a consequence of a de-
liberate Chinese government policy, is a continuing source of ten-
sion between the two countries. Chinese leaders profess alarm
that the value of their dollar cache depends on the health of the
U.S. economy and the willingness of the U.S. Federal Reserve
system to hold down inflation. On the other hand, the size of
China’s dollar reserves makes it unlikely that China could divest
its dollars without reducing the value of its dollar holdings.

e The Chinese leadership has become critical of the reserve cur-
rency status of the dollar, recommending a greater role for the
IMF accounting unit, special drawing rights, and perhaps even
preparing the RMB for internationalization. For now, the RMB
remains nonconvertible. China is also seeking more influence
within the IMF.

e China continues to use trade-distorting measures in violation of
its WTO commitments. The WTO found that China failed to com-
ply with its obligations in terms of enforcement of intellectual
property rights laws and to provide sufficient market access to
intellectual property rights-related products.



SECTION 2: CHINA’S ROLE IN THE ORIGINS
OF THE GLOBAL FINANCIAL CRISIS AND
CHINA’S RESPONSE

“The Commission shall investigate and report exclusively on—

“ECONOMIC TRANSFERS—The qualitative and quantitative
nature of the transfer of United States production activities to
the People’s Republic of China, including the relocation of high
technology, manufacturing, and research and development fa-
cilities, the impact of such transfers on United States national
security, the adequacy of United States export control laws,
and the effect of such transfers on United States economic se-
curity and employment.

“UNITED STATES CAPITAL MARKETS—The extent of access
to and use of United States capital markets by the People’s Re-
public of China, including whether or not existing disclosure
and transparency rules are adequate to identify People’s Re-
public of China companies engaged in harmful activities. ...”

Introduction

The global financial crisis of 2008 that affected the economies of
rich and poor nations alike has been blamed on a confluence of fac-
tors, including, but not limited to, the collapse of real estate values;
lax regulation of financial services; historically low interest rates
managed by central banks; and speculation in commodities and
fixed assets. While informed opinions differ on the relative weight
of the many contributing factors, much attention has also focused
on the role of the unbalanced trade relationship between the
United States and China. While this relationship does not tell the
whole story, it does provide a guide to understanding how the
many economic threads of the crisis converge in these two global
powers.

Both nations have responded to the global economic crisis with
large-scale spending programs, tailored to address each nation’s in-
dividual problems. The United States in late 2008 addressed the
crisis in the financial services industries by recapitalizing compa-
nies whose failure would create a systemic risk to the overall econ-
omy. Most of the government’s initial response focused on the fi-
nancial services sector, which included mortgage giants Fannie
Mae and Freddie Mac. Later, in early 2009, Congress passed a
$786 billion economic stimulus program designed to boost govern-
ment and consumer spending.

(38)
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China’s response to the global recession emphasized quick spend-
ing on infrastructure projects such as highways, railroads, and
ports, rather than on the financial services industry. Chinese banks
had avoided many of the risky investments in financial derivatives
that threatened American banks, money market funds, securities
firms, and mortgage lenders. China was first, in November 2008,
to announce its economic stimulus package—$586 billion over two
years—chiefly intended to realize China’s goal of an 8 percent an-
nual growth rate. This is supplemented by bank lending, export
promotion policies, and some consumption-boosting measures. As
the details of China’s recovery plan have emerged, problems have
also surfaced. Beijing claims its yearly growth rate is on track to
reach 8 percent yet admits that unemployment has skyrocketed
and that disaffected workers have been migrating back to the rural
areas. China’s labor minister, Yin Weimin, said in September that
although there has been a modest increase in the number of jobs
in the second quarter of 2009, the unemployment situation re-
mained “grave.” 115

In addition to the stimulus package, the Chinese government has
directed its state-owned banks to drastically loosen credit—some
8.7 trillion RMB ($1.3 trillion) has been lent out in the first nine
months of 2009. This lending risks creating unwanted financial im-
balances and strains on bank balance sheets.116 Much of the stim-
ulus lending has also apparently wound up in the hands of ineffi-
cient state-owned and state-controlled enterprises rather than in
the private economy or in the hands of consumers.?1? Some of the
bank lending has fuelled stock speculation, which drove up the
Shanghai stock index by 70 percent in the first half of 2009, mak-
ing it the best-performing market in the world.118 Realizing this,
regulatory authorities in China urged the state-owned banks to
rein in lending to large, state-owned companies that might have
been investing the funds in the stock market.11® The market quick-
ly sold off 20 percent, and volatility has remained high.

Governments in both countries have claimed some success for
their responses to the 2008 financial downturn. In the United
States, the housing industry shows signs of stabilizing, and the eq-
uity market has begun to revive, but unemployment remains peril-
ously high. In China, officials point to gross domestic product
(GDP) growth that has returned to historic norms and to rising
asset values. The International Monetary Fund (IMF) predicted in
October that China’s real GDP will grow at an annual rate of 8.5
percent for 2009, compared to a GDP decline of 2.7 percent in the
United States.

But underlying problems in the economic relationship between
the two countries remain. The stimulus plans of neither country
have managed to address the bilateral imbalance that many econo-
mists identify as one of the principal factors for the precarious posi-
tion of the global economy. China produces far more than its con-
sumers buy, and the United States consumes far in excess of its
production. (Personal savings in the United States is showing some
improvement, however. The personal savings rate as a percentage
of disposable personal income, which dipped below zero during the
housing boom, was 4.2 percent in July 2009).120 Even with the in-
crease in private savings, U.S. government debt is expected to rise
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from 41 percent of GDP in fiscal 2009 to 60 percent of GDP by the
end of fiscal 2010.121

Rather than address these fundamental problems, Washington’s
economic stimulus program still depends on federal deficit spend-
ing and high levels of consumption by American households to
eventually float the U.S. economy off the rocks. Beijing still de-
pends on an export and investment-led growth model to keep its
factories humming and its workers employed. China’s central gov-
ernment continues to serve as America’s largest creditor. While the
overall American trade deficit has declined from its record levels of
2008 ($216.9 billion in the first half of 2009 versus $406.2 over the
same period in 2008), the goods trade deficit with China remains
abnormally high ($143.7 billion in the first eight months of 2009
versus $169.2 billion during the same period in 2008) and rep-
resents an increasing percentage of the U.S.’s global trade imbal-
ance.'22 By continuing to consume more than is produced, the
United States must continue to borrow. Meanwhile, China con-
tinues to add manufacturing capacity, producing more than it can
consume domestically.

Global Financial and Trade Imbalances

The February 2009 hearing before the Commission on the origins
of the financial crisis and the response of the United States and
China mirrored the disagreements among a larger group of ana-
lysts and economists in both capitals seeking to apportion blame
for the crisis to each country’s economic policies. Experts also differ
in assessing the likely success of China’s and America’s responses
to the crisis. The debate over which government policies created
which problems and which remedies will ultimately prove effective
will take years to resolve. But while history takes its own time to
reach a conclusion, the Commission has considered much evidence
and identified some common theories that have emerged from the
discussion. The Commission’s February hearing on “China’s Role in
the Origins of and Response to the Global Recession” provides a
useful framework for the debate.

In his testimony at the February hearing, Michael Pettis, a fi-
nance professor at Peking University and a former Wall Street
trader, connected several of the disparate economic elements to
fashion a unified theory of how China contributed to the imbal-
ances and how those imbalances helped to sink the world’s econ-
omy. The key, said Mr. Pettis, is to follow the money.

As America’s largest supplier of imported goods, China has accu-
mulated an enormous amount of dollars. China has run record-set-
ting trade surpluses during the past decade with the United States
by exporting five to six times as much in dollar terms as it takes
in imports from the United States. In addition, U.S.-based corpora-
tions have invested large sums in China. The Chinese government
then gathers up the accumulated dollars and buys U.S. Treasury
bonds, which pay interest to China’s central bank, the People’s
Bank of China. The government might have chosen to allow those
dollars to remain in the hands of the Chinese people and compa-
nies that earned them, but in order to control the value of the
renminbi (RMB) relative to the dollar, China chooses to keep dol-
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lars out of the private economy by requiring Chinese citizens to ex-
change them at the state-owned banks.

This “recycling process” put the dollars back into the hands of
the U.S. government and, indirectly, into the hands of U.S. con-
sumers, who were thus able to purchase even more Chinese goods
at very low interest rates. The process, said Mr. Pettis, became
“self-reinforcing”: Americans went on a buying spree.

In the [United States], the torrent of inward-bound liquid-
ity boosted real estate and stock market prices. As they
surged, substantially raising the wealth of U.S. households,
these [households] became increasingly willing to divert a
rising share of their income to consumption. At the same
time, rising liquidity always forces financial institutions to
adjust their balance sheets to accommodate money growth,
and the most common way is to increase outstanding loans.
With banks eager to lend, and households eager to monetize
their assets in order to fund consumption, it was only a
question of time before household borrowing ballooned.

Meanwhile, in China, as foreign currency poured into the
country via its trade surplus, the [People’s Bank of Chinal
had to create local money with which to purchase the in-
flow [of dollars]. In China, most new money creation ends
up in banks, and banks primarily fund investment (con-
sumer lending is a negligible part of bank lending). With
investment surging, industrial production grew faster than
consumption. A country’s trade surplus is the gap between
its production and its consumption, and as this gap grew,
so did China’s trade surplus, which resulted in even more
foreign currency pouring into the country, thus reinforcing
the cycle.123

Mr. Pettis’s analysis supports a generally accepted explanation
for the dramatic decline in the overall U.S. savings rate: Con-
sumers watching their stock holdings and home values soar felt
wealthy enough to stop saving entirely, a phenomenon known as
“the wealth effect.” Meanwhile, voters gave up demanding that the
federal government stop deficit spending. While economic theory
holds that government borrowing crowds out private investment
and makes interest rates rise, this did not occur. The economy con-
tinued to grow as American consumers emptied their savings ac-
counts and even borrowed from the equity in their homes. Mean-
while, interest rates fell rather than rose, thanks to Beijing’s will-
ingness to buy U.S. government bonds, thereby driving down inter-
est rates even as government borrowing increased. The ultimate re-
sult: an asset bubble driven by overspending in personal and com-
mercial real estate and the stock market, aided by increasingly
risky loans offered by commercial banks and investments in deriva-
tives made by investment banks.

Other witnesses at the Commission’s hearing agreed that China’s
trade surpluses were part of the problem, but they placed more of
the blame on the U.S. government and American consumers for the
ensuing economic troubles. Nicholas Lardy, a senior fellow at the
Peterson Institute for International Economics, insisted that Amer-
ican consumers borrowed too much, and U.S. regulators lacked the



42

foresight to recognize the dangers of the new financial instruments,
such as securitized subprime mortgages, that facilitated the bor-
rowing and the overspending. In contrast, home equity loans,
which allowed Americans to withdraw equity from their homes and
use it for consumer purchases, do not even exist in China, Dr.
Lardy noted.12¢4 Chinese regulators did not approve of investments
in collateralized debt obligations—the practice of bundling thou-
sands of mortgages together and marketing the result as a bond se-
cured by the underlying mortgages. In addition, Dr. Lardy said,
China’s “regulators have not allowed the introduction of complex
derivative products of any kind, and the result is the central gov-
ernment has not had to inject capital into any financial institution,
bank or otherwise, as a result of the crisis, nor have they had to
guarantee the liabilities of any bank or other kind of financial in-
stitution.”

Dr. Lardy praised China’s efforts to rescue its own economy as
“the gold standard” when compared to stimulus programs in Japan,
Europe, and the United States. China was first among nations, in
September 2008, to ease lending standards at its state-owned
banks and to slash interest rates. China’s government followed this
action in November 2008 with the announcement of plans for a
massive public works spending plan and in December announced
plans for greatly expanded government-provided health care, with
a goal of attaining universal coverage by 2011.125

Stephen Roach, chairman of Morgan Stanley’s Asia branch, was
no less critical of the role that U.S. indebtedness has played in set-
ting up the world economy for a fall. “No one forced the American
consumers to lever all their assets up to their eyeballs and squan-
der the appreciation of those assets on current consumption,” Dr.
Roach told the Commission. However, he also believed that China
has adopted policies that have led to massive trade imbalances and
in turn have contributed to the destabilization of global finances.
For example, China adopted a successful, export-dependent growth
strategy that resulted in China’s exports as a share of GDP to al-
most double in just seven years, from 20 percent in 2001 to 37 per-
cent in 2008. Meanwhile, China’s GDP grew at an average 10.4
percent rate in the seven years ending in 2007.126

Dr. Roach chastised America for its “reliance on China’s funding
of its external deficit—a reliance that can only grow in an era of
open-ended, trillion-dollar budget deficits.” But Dr. Roach was also
critical of China’s policy of undervaluing its currency to make its
exports cheaper in the United States and its selective subsidies to
boost exports. China, he said, should not “be tempted to use the
currency lever or other subsidies to boost its export sector” but
rather “shift its growth model from one that has been overly reliant
on exports to one that draws increased support from private con-
sumption.” 127

Nevertheless, Dr. Roach warned against any effort to “portray
American consumers as innocent victims of Asia or Chinese mer-
cantilist policies.” Rather, Dr. Roach said, “We made dumb mis-
takes that were reinforced by, I think, poor policies and poor be-
havior across our economy, from politicians to central banks to reg-
ulators to Wall Street to Main Street, and I think it is really incor-
rect to even think that the Chinese are responsible for those poor
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decisions.” 128 One of the most detrimental consequences of run-
away consumption in the United States was the drastic fall in its
domestic savings rate. Between 2002 and 2007, the U.S. net na-
tional savings rate—the sum of household, business, and govern-
ment saving after adjustment for depreciation—plunged to a record
low of 1.8 percent of national income, and then actually turned
negative in 2008.12°

Robert B. Cassidy, an international trade and services profes-
sional at Kelley Drye & Warren LLP, had a different view from
Drs. Lardy and Roach and was more critical of China’s policies as
a cause for the financial crisis. Mr. Cassidy conducted the final ne-
gotiations with China over the terms of its 2001 entry into the
World Trade Organization, a highly detailed process that stretched
out over 13 years. The deal overseen by Mr. Cassidy required
China to make many promises to empty its policy toolbox of central
planning and state ownership and to adopt western free-market
mechanisms. The problem, according to Mr. Cassidy, is that China
has purposefully nullified one of the most powerful forces in any
free market—the price factor. By artificially pegging the value of
its currency at a rate that most economists agree is significantly
undervalued, China is effectively “subsidiz[ing] its exports, subsi-
diz[ing] foreign direct investment, and [taxing] China’s imports.” 130

At the same time, China has attracted the world’s largest manu-
facturers by offering discounted land, energy, and taxes to relocate
in China and to use China as a global export platform. More than
half of China’s exports originate from foreign-invested manufac-
turing enterprises located in China.* “The main driver of exports
out of China has been foreign-invested enterprises,” both wholly
foreign owned and joint ventures with Chinese companies, which
together account for roughly 55 percent ($790 billion) of the total
exports in 2008, Terence P. Stewart, a Washington attorney and
trade expert, told the Commission.131 (For further information on
the role of foreign invested enterprises in China’s industrial policy,
see chap. 1, sec. 3.)

The undervalued currency, which also attracts foreign investors
by discounting land and manufacturing inputs, is the cornerstone
of China’s export-led growth strategy, said Mr. Cassidy. In effect,
China simply “exports its savings to the United States rather than
using those funds for domestic investment” or consumption, said
Mr. Cassidy. “If China is unprepared to [allow its currency to ap-
preciate in value as the market dictates], then the United States
and other countries should consider initiating, in a progressive
manner, strong actions against China’s beggar-thy-neighbor poli-
cies,” he suggested.132

Eswar S. Prasad, a professor of trade policy at Cornell University
and former chief economist of the China division at the Inter-
national Monetary Fund, offered a warning to the Commission that

*In China, foreign equity capital inflows are classified as foreign direct investment only if
they lead to a foreign equity stake at or above 25 percent, and most foreign direct investment
inflows into China finance foreign equity stakes in joint ventures, usually with only two inves-
tors in a joint venture. This is different from countries in the Organization for Economic Co-
operation and Development (OECD), including the United States, where a 10 percent threshold
is a common definition for foreign direct investment, and shareholding of a publicly traded com-
pany is diffuse. For more information, see Yasheng Huang, Selling China: Foreign Direct Invest-
ment during the Reform Era (New York: Cambridge University Press: 2003), pp. 4-6.
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China’s currency peg to the dollar will likely do even more harm
to the world’s economy by limiting the ability of the People’s Bank
of China to manage the fast-growing economy and to even out the
business cycles by controlling inflation. “Flexibility of the currency
is an essential prerequisite ... rather than an objective in itself]”
he said. “Giving the Chinese central bank room to raise or lower
interest rates by freeing it from having to target a particular ex-
change rate would help rein in credit growth and deter reckless in-
vestment, reducing the risk of boom-bust cycles; an important point
here is that an independent monetary policy requires a flexible ex-
change rate,” he said.

The Global Savings Glut

The speed and ferocity of the 2008 global financial crisis may
have taken investors by surprise, but at the beginning of the mil-
lennium there were warnings that the world economy had entered
a new and potentially destabilizing phase. Those warnings specifi-
cally focused on the financial and trade relationship between China
and the United States and more broadly between the developed
world and the emerging nations of Asia. Witnesses at the Commis-
sion’s February 17 hearing referred to these early warnings, which
went unheeded during the early and mid-2000s.

For example, Federal Reserve Board Chairman Ben Bernanke,
while an economics professor at Princeton, helped originate the
idea that a “global savings glut” had reversed the historic financial
relationship between rich and poor nations. Ordinarily, poor na-
tions borrow from rich nations. Poor nations put these loans to
work by improving the low productivity of their labor force—
through education, better health care, and especially through the
automation of manufacturing processes and the application of more
efficient energy sources. Poor nations historically ran trade deficits
with rich nations as the poor nations borrowed to automate assem-
bly lines and add electrical generating capacity.

Dr. Bernanke recognized in 2005 that “a combination of diverse
forces has created a significant increase in the global supply of sav-
ing—a global saving glut—which helps to explain both the increase
in the U.S. current account deficit and the relatively low level of
long-term real interest rates in the world today.” 133 Asian coun-
tries, led by China, had responded to the 1997 Asian financial cri-
sis by adopting industrial and trade policies aimed at encouraging
production and exports while suppressing domestic consumption.
Rather than spend their income, Chinese citizens reacted to a vari-
ety of government actions or inactions by saving it in low-interest-
bearing bank accounts. These savings became available to the gov-
ernment through its state-owned banks to build enormous manu-
facturing capacity, much of it also state owned, in effect providing
low-cost capital.

In particular, the Chinese government chose not to rebuild a
safety net to replace the “iron rice bowl” that was dismantled when
Deng Xiaoping instituted market reforms and started selling off the
government-owned industries that had been providing health care,
education, and housing to the workers and their families. This situ-
ation forced Chinese citizens to save much of their income to meet
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medical, educational, and retirement needs and inhibited the devel-
opment of a consumer culture. State-owned banks did their part by
limiting consumer lending, refusing to issue credit cards, and re-
quiring large downpayments for mortgages. Chinese citizens were
prohibited from investing abroad for higher returns and could only
expect low returns at home. As a result, the consumption share of
Chinese GDP fell to a record low of 36 percent in 2007 (see figure
1), “underscoring the dark side of China’s macro imbalances that
is now so problematic in this global crisis,” according to Dr. Roach.134

Figure 1: Chinese Personal Consumption as a Percent of GDP, 1952-2007
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Sources: China National Bureau of Statistics and Morgan Stanley Research.135

The resulting sharp rise in savings created a financial counter-
weight that made it easy for trading partners, such as the United
States and Europe, to run deficits. China’s high national savings
rate and its policy of tightly managing the value of the RMB “abet-
ted U.S. profligacy by providing cheap goods and cheap financing
for those goods,” setting the stage for a crisis, said Dr. Prasad.136

The political economist Robert Skidelsky explained how China’s
loans to the U.S. government wound up in the checking accounts
of Americans:

With Chinese savings available, the U.S. government could
run a deficit without crowding out private spending. This
allowed the Fed to establish a much lower funds rate—the
rate at which banks borrow from the Fed and one an-
other—than it would otherwise have been able to do, helped
in this by the downward pressure on prices exerted by the
import of cheap Chinese goods produced by cheap Chinese
labor. Cheap money in turn enabled banks to expand their
deposits and their loans to customers more than they could
otherwise have done. In short, it was via their impact on
the financing of the federal deficit that Chinese savings
made it possible for the U.S. consumers to go on a spending
spree.137
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Dr. Skidelsky also noted that this

has left much too large a part of our own economic activity
dependent on foreign loans. It is one thing to borrow from
abroad for investment, a different matter to borrow for con-
sumption, since this does not create assets which can serv-
ice the debt. The global imbalances helped pump up the in-
verted debt pyramid that brought the system crashing
down.138

Speaking at a conference on Asia and the financial crisis in Octo-
ber 2009, Dr. Bernanke returned to the theme of unsustainable im-
balances in trade in capital flows, saying that the United States
“must increase its national savings rate,” while most Asian econo-
mies “must act to narrow the gap between saving and investment
and to raise domestic demand.” He also cautioned against “trade
surpluses achieved through policies that artificially enhance incen-
tives for domestic saving and the production of export goods,” be-
cause they “distort the mix of domestic industries and the alloca-
tion of resources.” 139 However, as Dr. Bernanke pointed out, fol-
lowing the 1997 Asian financial crisis Asian economies’ “commit-
ment to export-led growth” only strengthened.

Before the 1997 Asian crisis, the normal range of the U.S. trade
deficit was 1 percent of GDP; afterward, it soared to 7 percent of
GDP.140 Tt is clear that the currency is under pressure from Chi-
na’s rising trade surplus which, in a market economy, would cause
the RMB to increase in value. As Derek Scissors, an economist at
The Heritage Foundation and a witness at the Commission’s Feb-
ruary hearing, pointed out, from the end of 2004 to the end of 2008
the RMB appreciated at most by 21 percent against the dollar. At
the same time, China’s aggregate trade surplus with the world in-
creased by 800 percent.l4! Since June 2008, the RMB has been
held by Beijing at around 6.8 RMB to the dollar in order to help
support exports during the global recession.142

China’s government and its export industries benefited greatly
from these imbalances when the times were good. Between 2001
and 2007, the export share of Chinese GDP nearly doubled, from
20 percent to 36 percent (see figure 2).143 China was exporting its
products and providing U.S. consumers with the wherewithal to
buy them.144
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Figure 2: China’s Exports as a Percent of GDP, 1952-2007
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China’s tightly managed exchange rate regime, rising overall
trade surplus, and rapid accumulation of foreign exchange reserves
have relied on the manipulation of the value of its currency to aid
its exporters. In addition, other, more subtle practices remain per-
vasive. Through its business-oriented but consumer-unfriendly fi-
nancial system, which is dominated by state-owned banks, China
provides cheap capital to many of its enterprises. Land and energy
subsidies have also held down the effective cost of production.146
(See chap. 1, sec. 3, for a detailed discussion of China’s industrial
policy.) While personal consumption in China moved the opposite
way, from 45 percent of GDP in the 1990s to 35 percent of GDP
currently, excessive consumption in the United States inevitably
led to trade deficits.147

China Denies Responsibility

The Chinese leadership has rejected the notion that Beijing
shares responsibility for the financial crisis. Chinese policymakers
believe that only U.S. overconsumption is to blame for the creation
of the global imbalances and “are aghast at any mention of China’s
contributory role ... consider[ing] Chinese overproduction to be
nothing more than a response to U.S. demand,” noted Mr. Pettis.148
Premier Wen Jiabao told leaders at the World Economic Forum in
Davos in January 2009 that the global economic collapse was
caused by U.S. policies that included “an excessive expansion of fi-
nancial institutions in blind pursuit of profit” and an “unsus-
tainable model of development characterized by prolonged low sav-
ings and high consumption” as well as lax regulation of the finan-
cial sector.149 In a February 2009 interview with the Financial
Times in London, Premier Wen expanded on his theory that the
meltdown was caused by U.S. borrowing rather than Chinese sav-
ing. “It is completely confusing right and wrong when some coun-
tries that have been overspending then blame those that lend them
money for their spending.” Premier Wen insisted that the written
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statement by Treasury Secretary Tim Geithner to the Senate Fi-
nance Committee during his confirmation hearings that China is
manipulating its currency to gain a trade advantage was “com-
pletely unfounded.” 150 White House Press Secretary Robert Gibbs
later clarified that Mr. Geithner’s statement “was restating what
[President Obama] had said during the [election] campaign” rather
than presenting a determination by the administration.!5! In its
October 2009 semiannual report to Congress, the U.S. Department
of the Treasury said that while it “remains of the view that the
[RMB] is undervalued,” and that “the recent lack of flexibility of
the [RMB] exchange rate and China’s renewed accumulation of for-
eign exchange reserves risk unwinding some of the progress made
in reducing” global imbalances, no country “met the standards” for
illegal currency manipulation.152

But few economists outside China think the global meltdown can
be blamed on just one party. Wynne Godley, Dimitri Papadimi-
triou, and Genaaro Zezza, economists at The Levy Economics Insti-
tute of Bard College, wrote:

Some economists have gone so far as to suggest that the
growing imbalance problem was entirely the consequence of
the saving glut in Asian and other surplus countries. In
our view, there was an interdependent process in which all
parties played an active role. The United States could not
have maintained growth unless it had been happy to spon-
sor, or at least permit, private sector [particularly personal
sector] borrowing on such an unprecedented scale.1°3

China’s Response to the Crisis

Two years ago, Premier Wen Jiabao warned that the Chinese
economy was “unstable, unbalanced, uncoordinated, and unsus-
tainable.” The 11th Five-Year Plan, currently in effect, essentially
acknowledges this statement and stresses China’s need to embark
on a major structural transformation from export- to consumer-led
growth.15¢ However, that reform, welcomed at the time by China’s
major trading partners, including the United States, has been put
on the back burner by Beijing policymakers in favor of stimulating
the economy and maintaining a growth rate of around 8 percent.

The stimulus program, detailed below, is not channeling the
stimulus money to household consumers and service industries,
whose rising demand could absorb a greater share of Chinese pro-
duction.155 Instead, the fiscal stimulus is still based on raising pro-
duction and investment in the manufacturing sector, especially the
large, state-owned enterprises that dominate the economy, because
exports are still considered a key source of job growth. China’s
overall trade surplus has continued to grow from just under $17
billion in the first half of 2008 to nearly $33 billion in the second
half. In 2009, the increase in China’s global surplus continued, de-
spite a decline in exports: for example, the monthly trade surplus
grew from $8.25 billion in June to $10.6 billion in July to 15.7 bil-
lion in August 2009.156 Moreover, Chinese household savings are
likely to increase due to the economic uncertainty, putting further
constraints on consumption. Thus, the fiscal stimulus could end up
actually worsening the global imbalances by boosting investment
and exports rather than private consumption.157
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The major risk to the United States and to China’s other trading
partners comes from several unique aspects of China’s stimulus
plan. China’s plan has increased manufacturing capacity in areas
that are already producing excess goods, which has resulted in
more export sales at even lower prices. A series of tax rebates and
cuts aimed at export industries has been performing the same func-
tion, leading to greater trade imbalances. Implementation of plans
to create a better health care system and to extend free public edu-
cation to rural areas has been long overdue, while too little atten-
tion has been given to consumer banking reform or an easing of
strict capital controls that might encourage Chinese consumers to
spend more on imported goods.

China’s reliance on U.S. Treasury bonds to park its accumulation
of foreign exchange reserves is also unlikely to diminish. First, Bei-
jing continues to effectively peg the RMB to the dollar as a matter
of national policy, so China will need to continue to employ capital
controls and buy dollars. Second, given the turmoil in world finan-
cial markets and the dearth of safe and liquid financial instru-
ments, U.S. Treasuries remain one of the most secure assets for in-
vesting China’s foreign currency reserves.'58 Between September
2008 and July 2009, Chinese purchases of U.S. Treasury bills
amounted to more than $182.3 billion, further consolidating Chi-
na’s position as the biggest holder of U.S. Treasuries.159

China’s Economic Stimulus Package

In response to the economic crisis, on November 9, 2008, China’s
State Council announced a plan to increase domestic demand and
stimulate economic growth by investing 4 trillion RMB ($586 bil-
lion) by the end of 2010 in 10 major areas. By most accounts, the
stimulus has reversed China’s economic slide, boosting GDP and
setting off a domestic construction spree. But the plans also stoked
speculation in the Shanghai and Hong Kong stock exchanges and
produced warnings that the runaway inflation of the 1990s could
return. A heavy reliance on bank lending (some $1.3 trillion in
loans in the first nine months of 2009) has also caused the govern-
ment to instruct banks to reimpose some lending restraint.

China’s stimulus has been criticized on a number of grounds. The
stimulus includes existing programs, such as earthquake recon-
struction, that had already been announced. It requires the prov-
inces and local governments to come up with one-third to nearly
three-quarters of the funding—raising doubts as to whether these
funds will actually be forthcoming. In addition, the plan will fur-
ther stimulate export industries at the expense of domestic con-
sumption, contrary to Beijing’s stated goal of switching to a more
homegrown expansion.160 Dr. Scissors of The Heritage Foundation
wrote that China’s stimulus package is “largely a repackaging of
previous measures designed to immediately bolster domestic con-
fidence” 161 and that the stimulus is “not intended as a permanent
solution, but instead as a mechanism to buy time until foreign de-
mand recovers.” 162

The business and investment-friendly policies announced last No-
vember would also cut the value added tax (VAT) on purchases of
fixed assets such as machinery, which would lower business costs
by 120 billion RMB ($17.6 billion). Additionally, commercial banks’
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credit ceilings were abolished to channel more lending to priority
projects, rural areas, smaller enterprises, and “industrial rational-
ization through mergers and acquisitions.” 163 The government said
it would give priority to “maintaining steady and relatively fast
growth” in 2009, with “positive” fiscal and “moderately relaxed”
monetary policies, translating to support for the export sectors.
Meanwhile, easier credit terms reversed a 2007 policy of cutting
back lending to fight economic overheating and inflation.164

In November 2008, Premier Wen Jiabao announced 10 areas that
will receive investment: (1) low-income housing; (2) rural infra-
structure; (3) major infrastructure, including railways, highways,
and airports; (4) health, culture, and education; (5) ecological envi-
ronment; (6) science and technology innovation and industrial
structure adjustment; (7) post-earthquake rebuilding; (8) income in-
creases for urban and rural residents; (9) value-added tax reform
and other methods to reduce the burden on enterprises by 120 bil-
lion RMB (about $17.6 billion); and (10) improvement of financial
systems in support of economic growth.165

Details revealed later that the central government will pay only
a third of the total 4 trillion RMB ($586 billion). Government-
owned banks, state-owned enterprises, and local governments are
f)xpected to provide the remaining 2.28 trillion RMB ($413.3 bil-
ion).

Typically, stimulus projects get fast approval and a partial finan-
cial contribution from the central government, while local authori-
ties are left to come up with the majority of the funds. But local
authorities do not have much money, as China’s tax system chan-
nels most revenue to Beijing.166 According to a recent report by
China’s National Audit Office, many infrastructure projects are
being delayed because local governments cannot match the funds
provided by the central government, coming up with only 48 per-
cent of their matching funds.167 Some local governments were so
strapped for cash that they used stimulus money from Beijing to
retire some of their older debts, the auditor said.168

Much of the stimulus spending is long term, designed not only
to create jobs quickly but also to strengthen competitiveness in key
areas. The loosening of monetary policy, easing of regulations on
lending, and extension of tax breaks for exporters will provide
quick relief. Some affected social groups, such as the urban poor,
farmers, and migrant workers, will receive direct transfer pay-
ments, but otherwise the stimulus contains major infrastructure
projects that will take years to produce tangible economic effects.
And since it is relying on new government bonds and bank lending,
the plan is debt driven. China, it appears, is using the global reces-
sion to launch long-anticipated reforms in underdeveloped regions,
as well as a broad strategic development plan.169 National Develop-
ment and Reform Commission Deputy Secretary Ma Ligiang said
that many of the projects “were previously on our agenda,” but the
crisis accelerated implementation plans, with some long-term
projects moved up.170

China has experienced intense growth in the past decade by rely-
ing on manufactured exports. The central government plans to
stimulate export-promoting programs by increasing the export tax
rebates for a variety of industries including textile, steel, and ma-



51

chinery; upgrading petrochemical refineries; encouraging manufac-
turing of domestic goods; and eliminating export tariffs.171

Rebates of the VAT on goods produced for export were raised
seven times between August 2008 and June 2009, in amounts rang-
ing from 5 percent to 17 percent on products including textiles, eth-
anol, toys, and sewing machines.1”2 The government also has ex-
tended more than 6 trillion RMB ($878 billion) in loans in the first
half of 2009 to help small- and medium-sized companies expand
into the international markets and establish distribution channels
in emerging markets.173 Credit lending programs favoring farmers
and low-income groups have also been introduced, but urban con-
sumers are not expected to get the income tax rebates that could
spur consumption.l”* The government is also launching specific
campaigns aimed at boosting exports. For example, in June 2009,
China’s Ministry of Commerce initiated a “421 project,” the goal of
which is to secure $42.1 billion of machinery and electronics orders
within three months by mobilizing the resources of the state, in-
cluding China’s powerful, state-owned banks.175

Shifting to consumption-driven growth is a complex process that
cannot happen overnight, but Beijing has shown reluctance to move
away from export-oriented growth, despite warnings from econo-
mists not to rely on exports to fuel China’s recovery and instead
to initiate structural economic reforms. Li Yining, a noted econo-
mist and deputy director of the Chinese People’s Political Consult-
ative Committee’s economic committee, argued that China “must
not delay economic reform,” cautioning that there will be “no true
economic recovery without economic transformation.” 176

Later announcements, however, focused on boosting internal con-
sumption. For example, the government announced a three-year,
$850 billion RMB ($124.5 billion) plan to improve health care and
a 13 percent rebate for rural dwellers on purchases of appliances
such as refrigerators and washing machines.17? The government
cut consumption taxes on small cars. Interest rates have been cut
five times since September 2008, and controls on bank lending
have been eased. In addition, banks have been ordered to reduce
required downpayments for mortgages from 40 percent to 20 per-
cent.178 In June 2009, China also approved a pilot pension program
that aims to cover 10 percent of rural counties this year.17? The
Chinese government hopes the program will encourage farmers to
spend more and help narrow the wealth gap between cities and the
countryside.

For a government long focused on what it termed “social sta-
bility,” a shortfall in GDP growth is a worrisome development, and
a rough official calculation estimates that 1 percentage point of
Chinese GDP growth creates about one million jobs.180 In fact, the
Chinese government maintains that a growth rate of at least 8 per-
cent is necessary to avoid massive unemployment. The toll on Chi-
nese employment has already been serious.* Researchers at the

*China’s National Bureau of Statistics reported that in 2007 (the latest figures available), the
total number of employed persons was 769.9 million. Chinese employment statistics, however,
are notoriously unreliable, with the government consistently understating the rate of unemploy-
ment; it is also unclear how the migrant worker population is estimated and whether they are
made part of the total employment statistics. These data should be viewed with caution. “T'able

Continued
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Chinese Academy of Social Sciences said that 41 million Chinese
workers have lost their jobs as a result of the crisis and that about
23 million of those still remained out of work.181 The government
also acknowledged that by the start of the Chinese New Year fes-
tival on January 25, 2009, 20 million, or 15.3 percent, of China’s
130 million migrant workers had lost their jobs and had left coastal
manufacturing centers to return home.182

“Buy American” and “Buy Chinese” in the
Economic Stimulus Packages

China is not a signatory of the World Trade Organization’s
(WTO) Government Procurement Agreement, which leaves it free
to favor domestic suppliers in government procurement and al-
lows the United States to exclude Chinese companies from U.S.
government procurement programs. Although China criticized a
proposed “Buy American” clause in the U.S. economic stimulus
package (requiring that construction funds approved by the act
be spent only on iron, steel, and manufactured goods produced
by companies in countries that are signatories of the WTO’s Gov-
ernment Procurement Agreement),183 that did not stop China
from implementing its own policy to keep stimulus money at
home. On June 4, 2009, the Chinese central government intro-
duced a comprehensive “Buy Chinese” policy, saying that govern-
ment procurement with money from the stimulus program must
use only Chinese products or services instead of foreign counter-
parts, unless a domestic equivalent was not commercially or le-
gally available.18¢ The edict—issued jointly by the legislative of-
fice of the State Council; the National Development and Reform
Commission; and the ministries of Industry and Information, Su-
pervision, Housing, Transport, Railways, Water Resources, and
Commerce—also accused local governments of favoring foreign
suppliers. Foreign companies with a presence in China re-
sponded that they have never had much access to government
procurement.

Lending Surge by Chinese Banks

Chinese banks are currently under pressure to provide financing
for the stimulus. Because the central government will supply only
about one quarter to one third of the stimulus, and the local gov-
ernments that need to finance the remaining three quarters are
perpetually strapped for cash, banks will have to finance much of
the remainder of the package. They have no option to refuse, be-
cause most senior bankers are appointed by the Communist
Party.185 With so much money to push out, there is concern that
transparent risk management will take a back seat and nonper-
forming loans will rise.

The flood of bank credit also raises the specter of inflation and
the crucial question of whether borrowers will be able to cover in-
terest costs. Chinese bank lending increased to 8.7 trillion RMB

4-1 Employment,” China Statistical Yearbook 2008 (Beijing: National Bureau of Statistics of
China, September 2008). http://www.stats.gov.cn/tjsj/ndsj/2008/indexeh.htm.
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($1.3 trillion) between January and September 2009—a 149 percent
increase over the credit level reported during the same period last
year.186 The central bank reported that new bank lending in June
alone has surged by 1.53 trillion RMB ($224 billion).187 Caijing,
China’s well-respected independent economic magazine, estimated
that this year’s total is on track to exceed all loans issued over the
previous two years combined.188

Wei Jianing, deputy director at the macroeconomics department
of the Development and Research Center under China’s State
Council, worries about stimulus lending being wasted on stock and
real estate speculation. Wei Jianing, citing China Business News,
a Shanghai-based newspaper, reported that an estimated 1.16 tril-
lion RMB ($170 billion) was invested in the stock market in the
first five months of this year—that is 20 percent of the 5.8 trillion
RMB ($849 billion) loans that banks extended in the period.18?

The Chinese leadership appears to be aware of the concerns over
potential bubbles in stock markets, real estate, and commodities,
as well as nonperforming bank loans, as a result of the nation’s
lending spree. New lending in July 2009 fell to 355.9 billion RMB
($52 billion), from 1.53 trillion RMB ($224 billion) in June.190 Chi-
nese banks habitually “frontload” lending in the first half of each
year, but a drop of more than 75 percent is extreme. The Financial
Times reported that China’s central bank had told the heads of the
largest state-owned banks to slow the pace of lending, although
bank loans again picked up—410.4 billion RMB ($60 billion) in Au-
gust 2009 and 517 billion RMB ($76 billion) in September 2009.191
The plunge in lending is unlikely, however, to signal that the Chi-
nese government will start winding down the stimulus measures.
In a speech at the World Economic Forum in Dalian on September
10, 2009, China’s Premier Wen Jiabao said that China “cannot and
will not” pull back from its expansionary policies.192 Liu Yuhui, an
economist at the Chinese Academy of Social Science, said that Chi-
nese policymakers are aware of the harm expansionary policies can
do, “but they are unwilling to sacrifice short-term growth and wean
the economy from addiction to the stimulus policies,” especially
with the 60th anniversary of the founding of the People’s Republic
of China on October 1, 2009.193

Most large credit flows are going to state-owned enterprises. In
its report on monetary policy, the People’s Bank of China said that
of the 7.4 trillion RMB ($1.1 trillion) loaned out for the first six
months of 2009, 6.3 trillion RMB ($993 billion) went to “non-finan-
cial companies and other sectors”—the large state-owned enter-
prises and infrastructure projects that the government has lined up
as part of its stimulus.’9* Data from China’s National Association
of Industry and Commerce indicate that between December 2008
and January 2009, short-term lending extended to private firms
dropped by 700 million RMB ($102.5 million), to 421 billion RMB
($61.7 billion), despite the surge in total lending.195 The biggest
borrower in the first quarter of 2009 was China Aviation Industry
Corp, or AVIC, a Chinese aerospace state-owned enterprise, which
reportedly received around 336 billion RMB ($49.2 billion) in credit
lines.196 In fact, AVIC received excessive amounts of money and is
looking for places to allocate borrowing to increase returns, ranging
from resorts and watch manufacturers to makers of airplanes, cars,
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and electronics.197 “There are a lot of companies that borrowed not
for the need of business expansion, but rather were talked into bor-
rowing by banks,” said Ma Jun, chief China economist at Deutsche
Bank AG in Hong Kong.198 Some of those companies in turn lend
proceeds to firms that do not qualify for financing from banks, in-
creasing the risk of defaults spreading through the economy, Mr.
Ma said. In other cases, corporate loans are being used to cover op-
erating expenses rather than investments.199 As the banking sector
is still dominated by state-owned enterprises, a big rise in nonper-
forming loans would probably require a further state bailout of the
banks.200

The government also is trying to extend lending to a broader
range of sectors. The China Banking Regulatory Commission, for
example, has required banks to open up lending departments to
target small- and medium-sized enterprises. However, such steps
have had limited effect, because banks are reluctant to shift lend-
ing toward firms that are not effectively backed by the government
and also because of weaker demand for borrowing amid the eco-
nomic downturn.201

One Chinese economist pointed out that the loose lending encour-
aged by the stimulus comes with an implicit government guarantee
against any losses, which poses a dangerous scenario. He Fan, an
assistant director and professor at the Chinese Academy of Social
Sciences who frequently advises top leaders, said that as much as
two-thirds of Beijing’s 4 trillion RMB stimulus program will be
spent by local governments, financed mainly by state-owned banks:
“Some local governments will virtually go bankrupt. ... Previously,
local governments got all their money from selling land. This is not
sustainable. Some areas have already sold quotas from the next 30
years.” This risk is exacerbated by a slump in real estate sales.
Professor He is also concerned that easy money has poured into
asset markets as well as into questionable projects that the Na-
tional Development and Reform Commission previously rejected.
“Banks have strong incentives to lend to National Development
and Reform Commission-approved projects, because if they end up
as a fiasco, there is no political risk,” professor He said. “They can
say ‘it is not my fault, the [National Development and Reform
Commission] told us to lend.’” 202

Chinese banks are lending at a pace so rapid it will almost cer-
tainly lead to a future increase in nonperforming loans, and they
are channeling the money into the manufacturing and infrastruc-
ture sector. The employment effect of this lending will “naturally
contribute to global demand if it takes workers off the unemploy-
ment line.” 203 However, the consequent increase in production may
raise overcapacity, so that China will try to continue to export into
a world struggling with collapsing demand.204

Conclusions

e The current economic crisis, which started in the United States
but has now shifted to encompass the entire world, has its roots
in the massive global economic imbalances. The responsibility for
these imbalances can be placed partially on the United States as
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the world’s biggest spender and borrower and partially on China
as the world’s biggest saver and lender.

China pursues policies that have the effect of increasing Chinese
savings, restraining consumption, and keeping the RMB under-
valued. These actions boost investment in manufacturing capac-
ity and help to promote Chinese exports. Combined with other
export incentives and subsidies, the boom in China’s exports
helped China accumulate the world’s largest foreign exchange re-
serves, valued at more than $2.27 trillion by the end of Sep-
tember 2009, most of which is invested in U.S. Treasury bonds
and other dollar-denominated assets.

The policies that China adopted generated a huge flow of liquid-
ity—or money that can be easily lent to borrowers—into U.S.
markets. This excess liquidity created perverse incentives in the
United States that encouraged banks to make risky loans to U.S.
households, which in turn grew ever more indebted. High U.S.
demand for imports allowed China to save even more, creating
a vicious cycle and laying the foundation for the current crisis.

In response to the crisis, China introduced a fiscal stimulus
package, raised rebates to exporters, and introduced other meas-
ures supporting the manufacturers in the export sector. This will
only exacerbate overcapacity, aggravating the overall problem.
China has also taken some steps to increase domestic consump-
tion, but they are far outweighed by measures supporting ex-
ports.



SECTION 3: CHINA’S INDUSTRIAL POLICY AND
ITS IMPACT ON U.S. COMPANIES, WORKERS,
AND THE AMERICAN ECONOMY

“The Commission shall investigate and report exclusively on—

“ECONOMIC TRANSFERS—The qualitative and quantitative
nature of the transfer of United States production activities to
the People’s Republic of China, including the relocation of high
technology, manufacturing, and research and development fa-
cilities, the impact of such transfers on United States national
security, the adequacy of United States export control laws,
and the effect of such transfers on United States economic se-
curity and employment.

“UNITED STATES CAPITAL MARKETS—The extent of access
to and use of United States capital markets by the People’s Re-
public of China, including whether or not existing disclosure
and transparency rules are adequate to identify People’s Re-
public of China companies engaged in harmful activities.

“WORLD TRADE ORGANIZATION COMPLIANCE—The com-
pliance of the People’s Republic of China with its accession
agreement to the World Trade Organization (WTO). ...”

Introduction

China’s rapid industrialization and economic growth during the
past 30 years has often been attributed to the economic reforms im-
plemented in 1978 by Deng Xiaoping. These reforms were not
based on traditional “free market” principles. China’s economic pol-
icy during this period has instead relied on a government-directed
industrial policy to promote certain segments of the economy over
others and to promote export-led growth. China has a process to
develop and implement Five-Year Plans that identify broad goals—
such as attracting foreign investment. The process then develops
tools to accomplish those objectives—such as providing subsidies to
companies to spur investment in plants, equipment, and technology.

While China prefers to be considered a market-oriented economy,
it continues to engage in comprehensive economic planning, direc-
tion, support, and control from the central government. This reality
undermines China’s claim that its economy is market driven rather
than directed by government policy.

A widely shared goal in China is to make the country rich and
powerful and to regain the nation’s former status as a great power

(56)
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that controls its own fate.295 China’s overall industrial policy for re-
alizing this goal is characterized by three main parts: (1) the cre-
ation of an export-led and foreign investment-led manufacturing
sector; (2) an emphasis on fostering the growth of industries such
as high-technology products that add maximum value to the Chi-
nese economy; and (3) the creation of jobs sufficient to reliably em-
ploy the Chinese workforce, thereby allowing the Chinese Com-
munist Party to maintain control. China adopts, modifies, and
abandons other economic policies in order to meet these primary
goals.

China’s industrial policy is promulgated through a top-to-bottom
process that has been outlined in 11 successive Five-Year Plans
adopted by the State Council and implemented by the central and
provincial governments at the direction of officials of the Com-
munist Party. China has designated certain industries that are to
remain government owned and others that are to remain govern-
ment controlled. Both are to be favored with direct and indirect
subsidies.2% (For more information on China’s strategic industries,
see chap. 1, sec. 2, of the Commission’s 2007 Annual Report to Con-
gress.)

China’s goal of attracting foreign companies to invest in China
has been combined successfully with its goal of nurturing state-
owned enterprises, most notably in the manufacturing of auto-
mobiles. China transformed itself in just two decades from a nation
of bicycles to the largest producer and consumer of cars in the
world.207 Over the years, China has used subsidies and tax incen-
tives both to attract foreign investment and to facilitate growth
among favored industries. At the same time, China has instituted
a variety of barriers to trade in order to protect domestic industry
from foreign competition. Finally, China’s currency, labor, and en-
vironmental practices and laws as well as other policies provide
further support to domestic industries.

Governments at all levels in China are required to follow the
State Council’s Five-Year Plan creating an actual advantage for
Chinese goods in the global marketplace.298 This collection of gov-
ernment tools—industrial policy—can bestow a large advantage on
favored industries and the economy as a whole. While some of
these tools are World Trade Organization (WTO)-compliant in the
hands of government, other tools advocated by the Five-Year Plans
fall outside the boundaries of the international trade rules and
agreements to which China is a party. A close examination of Chi-
na’s evolving industrial policy, its effect on America, and the use
of possible remedies to counter unfair or illegal actions is essential
to understanding the overall health of the U.S. economy.

China Promotes Domestic Industries

China’s policies for promoting domestic industries have evolved
over the years from providing simple land and energy subsidies to
offering sophisticated tax-reduction measures and technology trans-
fer incentives, as well as a variety of other measures. The primary
objective of these policies has been to attract foreign investment
and to promote its economic capability, which has paid off hand-
somely for China. China’s total foreign direct investment grew from
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a yearly trickle of a few billion dollars in the 1980s to more than
$80 billion annually by 2008, of which $15 billion came from the
United States in 2008 alone.2%9 In 2003, China overtook the United
States as the destination for the largest amount of foreign direct
investment in the world.210 Although foreign direct investment to
China has been declining and was down nearly 18 percent in the
first half of 2009, China retained its lead among favored destina-
tions.211

China uses foreign direct investment to achieve greater domestic
growth through exports but also for access to foreign technology.
The main driver of exports out of China has been foreign-invested
enterprises (both foreign owned and joint ventures), which ac-
counted for roughly 55 percent of the total exports in 2008 (or $790
billion), according to Terence Stewart, a Washington trade attorney
who studies China’s industrial policy and export promotion.212 For
example, two-thirds of the growth in exports of electronic informa-
tion products from China in 2007 originated from foreign-owned
companies, and one-sixth was from joint ventures.213

But it is also clear from China’s industrial policy that promoting
joint ventures and foreign investment is not Beijing’s ultimate goal.
A large and/or globally dominant state-owned and -controlled sector
is the actual goal.214 Recent policy initiatives by the Chinese gov-
ernment, such as the new corporate income tax that is discussed
later in this section, have focused more on shielding national cham-
pions 215 from foreign competition than on attracting further invest-
ment from overseas, according to Clyde Prestowitz, president of the
Economic Strategy Institute, a Washington economic think tank,
who testified before the Commission in March. Joint ventures be-
tween Chinese and foreign companies have in some cases seen
their subsidies reduced.216

Subsidies

China has long provided subsidized energy and water to many
manufacturers, despite the fact that China must import large
quantities of oil and gas and already has very limited supplies of
water for agricultural purposes. Also, many manufacturers have
been offered free or discounted land, particularly in the vast, gov-
ernment-run industrial parks.217” Today, China’s subsidies still in-
clude free land and discounted electricity, but support for business
is also growing more subtle and harder to detect. This support in-
cludes tax incentives for investment, funding for research and de-
velopment, refunds of value added taxes (VAT) on exports, and the
construction of strategically planned industrial parks in favored lo-
cations. Commissioners visited one such park near Nanjing, where
the government has set aside a vast stretch of land; constructed
roads and other infrastructure, including a scenic lake; and set out
a welcome mat for foreign investors. The principal intent remains
the same: to attract foreign investors to locate research, manufac-
turing, and service centers to China. Although many of America’s
Fortune 500 companies might have moved to China regardless of
subsidies in order to have better access to China’s 1.3 billion con-
sumers,218 the extensive web of subsidies certainly helped make
the investments more attractive.
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A study conducted by Capital Trade Inc. for the Commission
found that China’s subsidies to strategic and heavyweight indus-
tries played a role in facilitating the relocation of U.S. operations
to China. According to this study,* China’s desire to control and
guide the development of key industries is singular, but the goals
of this support vary substantially from industry to industry.21° In
some cases, the Chinese government is seeking to upgrade the in-
dustry’s technological sophistication, while in others it is trying to
ensure that its companies have the financial means to secure need-
ed resources for China.220 The study concludes that the Chinese
government has the necessary leverage to compel firms to act, be-
cause usually the majority or primary owner of each firm is a state-
owned enterprise.221

INDUSTRIES IDENTIFIED BY THE PEOPLE’S REPUBLIC OF CHINA AS
“STRATEGIC” AND “HEAVYWEIGHT” 222

Strategic Industries: Heavyweight Industries:

(1) Armaments (1) Machinery

(2) Power Generation and Distribution (2) Automobiles

(3) Oil and Petrochemicals (3) Information Technology

(4) Telecommunications (4) Construction

(5) Coal (5) Iron, Steel, and Non-Ferrous Metals

(6) Civil Aviation
(7) Shipping

Some subsidies are exclusive to domestic companies. For exam-
ple, China’s state-owned banking sector is directed by the Chinese
government and by Chinese Communist Party officials to make
loans directly to Chinese companies.222 These loans are offered at
below-market interest rates and are issued without expectation of
repayment. China’s banks built up a vast portfolio of nonper-
forming loans during the 1990s as a result of this practice. China
subsequently has managed to recapitalize many of the banks that
had devoted so much of their capital to unsecured and risky loans,
but that free money has contributed to China’s favored industries
and made some of them even more formidable competitors.22¢ The
Chinese government’s new stimulus plan is directing state banks
once again to make questionable loans to state-owned companies.225

China’s export subsidies and the special treatment for Chinese-
owned companies violate China’s obligations as a member of the
World Trade Organization.226 The U.S. government has tried to
deal with the distorting effect of Chinese subsidies, with some lim-
ited success. In December 2008, the United States, along with Gua-
temala and Mexico, initiated a WTO case concerning measures of-
fering grants, loans, and other incentives in support of China’s “Fa-
mous Brands” programs. The purpose of the “Famous Brands” pro-
gram is to promote the recognition and sale of Chinese brand prod-
ucts overseas. The U.S. government charged that these programs
utilize various export subsidies, including cash grant awards, pref-
erential loans, research and development funding to develop new
products, and payments to lower the cost of export credit insur-
ance.227 At the time of the writing of this Report, the decision was
still pending.

*For more information about Capital Trade’s study, An Assessment of China’s Subsidies to
Strategic and Heavyweight Industries, visit the Commission’s Web site: ht¢tp://www.uscc.gov/
researchpapers / 2009 /| CAP%20TRADE%20China%27s%20Subsidies%20to%20Strategic%20%20
Heavyweight%20Industries%20 %20FINAL%20Report%2023March2009.pdf.
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Starting in 2007, representatives of the U.S. paper, steel, tires,
furniture, and chemical industries alleged injury from Chinese sub-
sidies and petitioned the administration for relief in the form of
countervailing duties.228 The U.S. Department of Commerce deter-
mined that certain Chinese subsidies?229 violated U.S. counter-
vailing duty laws, and by August of 2009, it initiated 19 investiga-
tions and issued 11 countervailing duty orders concerning China,
with eight other investigations currently pending.230 *

Income Tax Preferences

China has also used income tax breaks both to attract foreign di-
rect investment and to encourage exports from domestic manufac-
turers. For years, foreign investors in China have benefited from
investment incentives such as tax holidays and grace periods.231
For example, if a foreign company relocated to an industrial park
in China, the company’s income tax rate for the first two years
would be zero, and then the company would be taxed at only half
the normal rate for the next three years. If the company were lo-
cated in certain high-technology areas, the tax might never exceed
15 percent.232 For years, the Chinese government has made income
tax preferences available to foreign-invested firms in connection
with their purchase of domestically manufactured equipment. A
similar measure has made an income tax refund available to do-
mestic firms for purchases of domestically manufactured equipment
for technology upgrading.233 These measures have encouraged for-
eign investment and promoted the purchase of domestic goods over
foreign imports.

In February 2007, the United States and Mexico requested con-
sultations with China concerning measures granting refunds, re-
ductions, or exemptions from taxes and other payments owed to the
Chinese government by enterprises in China.23¢ The U.S. govern-
ment argued that these Chinese government tax regulations con-
stituted illegal (WTO inconsistent) import and export subsidies to
various industries in China (such as steel, wood, and paper) that
distort trade and discriminate against imports.235 This WTO dis-
pute was settled with the signing of a memorandum of under-
standing in which China agreed to end all of these preferential tax
incentives by January 1, 2008.236 At the time of the writing of this
Report, there have been no complaints that China has not been ful-
filling its obligations under this memorandum of understanding.
(For more details about this case, see chap. 1, sec. 1, of this Report.)

In March 2007, China passed a new corporate income tax law to
comply with the conditions of the memorandum of understanding.
This law is also structured to steer the economy away from low-
skilled, labor-intensive manufacturing.23” The new law went into
effect on January 1, 2008, imposing a unified, 25 percent corporate
tax rate that applies to both foreign and domestic corporations. The
uniform tax code will be phased in over a five-year period, raising
the tax rate for foreign-invested enterprises from 15 percent in
2007 to 25 percent by 2012.238 However, the law includes excep-

*In September 2008, the Chinese government brought a WTO case of its own to challenge
the legality of the U.S.’s application of countervailing duties on imports from China, which is
still pending.
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tions in the application of the new rate on qualified, high-tech-
nology companies registered in special economic zones, or compa-
nies investing in agriculture, or public infrastructure projects, or
environmental protection, or energy/water conservation projects.23°
For those types of companies, the tax rate will still be 15 percent.
According to the U.S. Trade Representative’s (USTR) 2009 report
on foreign trade barriers, domestic enterprises have long objected
to rebates and other tax benefits enjoyed by foreign-invested
firms.240 Therefore, the current arrangement will be more equi-
table for Chinese firms. It will likely result in narrowing profit
margins for foreign-invested enterprises in China.

The Value Added Tax

China has consistently used the value added tax as an instru-
ment of industrial policy, applying the VAT selectively to penalize
imports and to encourage exports. The VAT, which has been adopt-
ed by 140 countries, including most industrialized countries other
than the United States, is applied to manufactured goods at each
stage of production. China levies a 17 percent VAT on the value of
most goods. However, this 17 percent rate is rebated selectively on
exports and applied to all imports.

Two other uses of the VAT by China appear to violate the WTO
rules to treat domestic and imported goods within a country equal-
ly, a concept known as “national treatment.” China in some cases
rebates part of the VAT for domestic producers selling in China but
applies the full VAT to similar imports. This differential treatment
has continued even after China’s accession to the WT'O.241 Further-
more, the VAT disadvantage is compounded when China applies
the VAT on all costs associated with imports, such as freight, in-
surance, and tariff costs, in addition to the actual value of all im-
ported items.242

Based on the most recent data compiled by the Trade Lawyers
Advisory Group, the VAT disadvantage to U.S. producers and ex-
porters as a result of China’s discriminatory application of the VAT
is estimated at $55 billion in 2008.243

China applies different rules for rebating its VAT in order to pro-
mote select industries. Following are examples of other VAT rebate
programs provided by the Chinese government with that intent, as
they have been identified by the U.S. Department of Commerce in
the course of subsidies investigations:

e The government of China refunds the VAT on purchases by
foreign-invested enterprises of certain domestically produced
equipment. Producers are only required to present documents
showing foreign-invested enterprise status in order to receive
the rebates.24¢

e The Chinese government exempts both foreign-invested enter-
prises and certain domestic enterprises from the VAT and from
tariffs on imported equipment used in their production facili-
ties. The objective of the program is to encourage foreign in-
vestment and to introduce foreign advanced technology equip-
ment and industry technology upgrades.245

¢ High-technology or labor-intensive enterprises in select Eco-
nomic Development Zones with investment over 3 billion
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renminbi (RMB) ($438 million) and more than 1,000 local em-
ployees may be refunded 25 percent of the VAT paid on domes-
tic sales (the percentage of the tax received by the local govern-
ment) starting in the first year the company has production
and sales. The VAT refund can continue for five years.246

Starting in 2007, the Chinese government has been reducing the
VAT rebate on exports of labor-intensive goods in an effort to direct
the economy away from low-end production and more toward high
value-added exports. However, this policy was reversed late in 2008
as part of China’s stimulus program, to increase Chinese exports
and to preserve jobs in low-end manufacturing, such as textiles and
apparel. In particular, in December 2008 the Chinese government
raised VAT rebates to 27.9 percent on 3,770 types of exported
goods.247 Value-added taxes for businesses subsequently were cut
120 billion RMB ($17.5 billion), and rebates have been expanded to
cover up to 30 percent of Chinese exported goods. Some excise
taxes have also been reduced.24® (For more details on China’s stim-
ulus plan, see chap. 1, sec. 2, of this Report.)

China’s Policies to Protect Domestic Industries

China has been protecting and nurturing its domestic industries
while it has been attracting foreign investment to further promote
its industrial development. Most of the methods detailed below are
illegal under the WTO agreements as prohibited barriers to trade,
and the United States has responded by bringing WTO -cases
against China to correct such trade-distorting measures. However,
the WTO’s trade remedy provisions, as well as its dispute settle-
ment procedures, are specifically designed to address narrow issues
and may be limited in their ability to address the negative impact
of China’s broad, industrial policy.24°

Export Restrictions

Export restrictions or export quotas, especially on energy and
raw materials, have two general effects: First, they suppress prices
in the domestic market for these goods, which lowers production
costs for industries that use the export-restricted materials; and
second, these restrictions increase the world price for the raw ma-
terials that are affected by limiting the world supply, thereby rais-
ing production costs in competing countries.250

According to the USTR, “despite China’s commitment since its
accession to the WTO to eliminate all taxes and charges on exports,
including export duties ... China has continued to impose restric-
tions on exports of certain raw materials,25! including quotas, re-
lated licensing requirements, and duties, as China’s state planners
have continued to guide the development of downstream indus-
tries.” 252 The USTR’s 2009 report on foreign trade barriers con-
cludes that “China’s export restrictions affect U.S. and other for-
eign producers on a wide range of downstream products such as
steel, chemicals, ceramics, semiconductor chips, refrigerants, med-
ical imagery, aircraft, refined petroleum products, fiber optic ca-
bles, and catalytic converters, among many others.” 253

In June 2009, the Obama Administration initiated a WTO case
against China over export restraints on numerous important raw
materials. U.S. officials have been concerned for years about export
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restraints on raw materials from China and, in cooperation with
European and Japanese officials, have held regular bilateral and
multilateral discussions with Chinese officials since China joined
the WTO, before the WTO’s Import Licensing Committee.25¢ The
USTR reports that these efforts had no effect and that China in
fact increased export restraints on raw materials over time.255 Ac-
cording to the USTR, “China’s measures appear to be part of a
troubling industrial policy aimed at providing a substantial com-
petitive advantage for the Chinese industries using these in-
puts.” 256 Others have reported concerns that China’s export re-
strictions are part of a larger effort to stockpile resources in order
to insulate China from sudden fluctuations in global commodities
markets and to increase China’s ability to influence those mar-
kets.257

China’s Restrictions on Exports of Rare Earth Minerals

China appears to be tightening its control over the supply of
rare earth elements, valuable minerals that are used promi-
nently in the production of such high-technology goods as flat
panel screens and cell phones, and crucial green technologies
such as hybrid car batteries and the special magnets used in
wind turbines.258 Rare earth minerals are also critical for many
military technologies, including the magnets used in the guid-
ance systems of U.S. military smart bombs like Joint Direct At-
tack Munitions, and super-alloys (used to make parts for jet air-
craft engines).

China accounts for the vast majority—93 percent—of the
world’s production of rare earth minerals, and for the last three
years it has been reducing the amount that can be exported.25°
After a draft policy outlining the tightening of exports for rare
earth minerals was issued in August 2009 by the Ministry of In-
dustry and Information Technology, Zhao Shuanglian, deputy
chief of the Inner Mongolia autonomous region, spoke out to
quell global concerns. According to Mr. Zhao, rare earth elements
are “the most important resource for Inner Mongolia,” which con-
tains 75 percent of China’s deposits, and by cutting exports and
controlling production, the government wants to “attract users of
rare earths to set up in Inner Mongolia” to develop manufac-
turing.260 China also is taking steps to consolidate its rare
earths industry, with the aim of creating a consortium of miners
and processors in Inner Mongolia.261

China’s Ministry of Industry and Information Technology says
it is limiting production in some mines and closing others com-
pletely because some of the rare earths are extracted under dire
environmental conditions, but tighter limits on exports of rare
earths place foreign manufacturers at a disadvantage compared
to the domestic producers, whose access will not be so restricted.
There has been no official U.S. government response so far, but a
spokeswoman for the U.S. embassy in Beijing questioned the
WTO-legality of such restrictions, noting that “[wle would be
concerned by any WTO member’s policies that appear to be in-
consistent with its WTO obligations.” 262
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Trading Rights Authorization

Prior to its WTO accession, China restricted the types and num-
bers of commercial enterprises that were allowed to import and ex-
port. Only those domestic and foreign firms with trading rights
could import goods into, or export goods out of, China. This inter-
nal control measure, intended to nurture and promote domestic in-
dustries, remained in place until 2004, when China finally had to
liberalize its trading rights regime as part of its WTO accession.
However, China has retained some restrictions on trading rights,
thereby putting foreign firms at a disadvantage.

Granting trading rights selectively has been one way in which
the Chinese government implements its ambitious industrial pol-
icy. Industries that have been affected by China’s use of licensing
regulations include autos, telecommunications, pharmaceuticals,
and the scrap recycling industry. In the case of scrap recycling,
which is also affected by China’s licensing regulations and con-
stitutes one of the largest U.S. exports to China by value (more
than $7.56 billion dollars in 2008), China limited imports by justi-
fying restrictions under the rubric of health and safety.263 Starting
in 2003, reportedly due to frequent receipt of dangerous waste and
illegal material in past overseas shipments, the Chinese govern-
ment established a registration program as well as a pre-shipment
inspection requirement to be conducted by Chinese-authorized in-
spectors at the shipment’s origin point.264¢ Currently, according to
the USTR, U.S. scrap suppliers continue to report unexplained
delays in application approvals and to face problems with new re-
quirements imposed with little or no notice.

Although China has greatly liberalized its trading rights regime
since its WTO accession (within the limits of its accession protocol,
which still allows for restrictions in certain categories, such as pe-
troleum, sugar, grains, and fertilizers), it has not yet given licens-
ees trading rights for the import of copyright-intensive products
such as theatrical films, DVDs, music, books, and journals.265 The
Bush Administration filed two WTO cases in response to China’s
trading rights restrictions. (For more details about these cases, see
chap. 1, sec. 1, of this Report.)

Local Content Rules (“Buy Chinese”)

Local content rules, or “buy domestic” practices, are one of the
most effective ways in which a government can promote and pro-
tect its domestic industries. China regularly follows internal rules
that “direct central and sub-central government entities to give pri-
ority to local goods and services, with limited exceptions.”266 Re-
cently, China introduced “buy Chinese” regulations as part of its
stimulus plan. China is not a signatory to the WTO Government
Procurement Agreement and therefore is not subject to its limita-
tions, although it did commit in its Protocol of Accession to the
WTO to join the agreement “as soon as possible.” Similarly, be-
cause China is not part of the Government Procurement Agree-
ment, the United States does not have to extend equal treatment
to China. The U.S. government still hopes that China will join the
WTOQO’s Government Procurement Agreement, but in the Strategic
and Economic Dialogue in July, the United States was once again
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unable to secure a commitment from China that Beijing would sign
the document by the end of this year.267 (For more information on
China’s accession to the WTO’s Government Procurement Agree-
ment and China’s recent “buy Chinese” regulation, see chap. 1, sec.
1, of this Report.)

One industry that has clearly benefited from China’s local con-
tent rules is telecommunications equipment. Since 1998, the Min-
istry of Information has had in force an internal circular “instruct-
ing telecommunications companies to buy components and equip-
ment from domestic sources.”268 More recently, China has been
using local content rules to shield its clean energy sector. China
has built the world’s largest solar panel manufacturing industry
and exports more than 95 percent of its output to the United States
and Europe. However, when China authorized the construction of
its first solar power plant this spring, it required that at least 80
percent of the equipment be made in China.269 Furthermore, when
the Chinese government requested proposals this spring for 25
large contracts to supply wind turbines, every contract was won by
one of seven domestic companies. All six multinationals that sub-
mitted bids were disqualified on various technical grounds, such as
allegedly not providing sufficiently detailed data.270

The biggest beneficiaries of China’s local content rules are Chi-
na’s auto and auto parts manufacturers. In May 2004, the Chinese
government issued a new automobile industrial policy that in-
cluded provisions discouraging imports of automobile parts and en-
couraging the use of domestic technology in new vehicles assembled
in China.271 As part of this industrial policy, Beijing levied a new
25 percent import tariff on cars if they were made predominantly
of imported parts. The Chinese auto industry has been growing
quickly in recent years; by the end of 2009, China is expected to
become the world’s biggest vehicle producer.272 In the first nine
months of 2009, a total of 9.66 million passenger cars were sold in
China, compared to 7.8 million cars and light trucks sold in the
United States during the same time.273

In March 2008, the United States, along with Canada and the
European Union, initiated a WTO case against China for China’s
use of these discriminatory regulations as applied to imported auto
parts. The United States won both this case and the subsequent
appeal filed by China. In January 2009, China promised that it
would comply with the recommendations and rulings of the
WTO.27¢ On August 28, 2009, the Chinese government announced
the reduction of its steep tax on imported auto parts for cars that
do not meet certain local content standards. But this action may
have come too late for U.S. domestic auto parts manufacturers.
China’s remedial action was delayed by lengthy negotiations, dur-
ing which time many automakers moved their production to China.
These automakers stopped using imported auto parts for the cars
they assembled in China.275

National Standards

China has used the standards-setting process to advance its do-
mestic industries and to protect them from foreign competition. The
Chinese government dominates the process by drafting most na-
tional standards without any foreign or public input or only letting
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foreign representatives “be observers without voting rights.” 276 For
example, China gives its wireless telecommunications equipment
manufacturers and operators a competitive advantage by devel-
oping a domestic standard and then forcing foreign companies to
adopt it for their Chinese products and operations. Furthermore,
the Chinese government is supporting the development of a domes-
tic cell phone battery standard that may force U.S. manufacturers
to redesign their products, at a considerable cost.277 (For more on
the use of standards by the Chinese government, see the portion
entitled “Using Standards to Strengthen Domestic Firms” later in
this section.)

Technology Transfers

The development of new and advanced technologies is paramount
for staying competitive in manufacturing. China has been particu-
larly successful in utilizing joint manufacturing ventures and joint
research efforts to achieve technology transfers. Since the early
1990s, when China began aggressively to promote domestic techno-
logical innovation, it has developed policies to encourage technology
transfers.2’® Some of the early approaches that China used in-
cluded setting requirements for foreign companies to donate equip-
ment and to establish research labs.27® The United States recog-
nized the danger of such transfers when it negotiated with China
in the late 1990s on the terms of China’s eventual 2001 entry into
the WTO. In its WTO accession agreement, China was required ex-
pressly to forgo any forced technology transfer arrangements with
foreign companies. (For more on the transfer of research labs by
U.S. companies to China, see chap.1, sec. 4.)

Despite such commitments, China has insisted that portions of
commercial passenger jets be manufactured and assembled in
China as a condition for purchasing them, a practice known as “off-
sets.” A key objective for China is acquiring technology from Amer-
ican and European aerospace companies so that it can independ-
ently manufacture its own aerospace products. (For further discus-
sion of this issue, see the Commission’s 2008 Report to Congress.)
As a result of these efforts, in June 2009 Airbus delivered its first
commercial jet fully made in China. Airbus is expecting that China
will need more than 3,200 passenger planes in the next 20 years,
valued at almost $400 billion, an order book that Airbus certainly
took into account when deciding to shift final assembly to China.280
In addition, AVIC, the state-owned Chinese aerospace company,
has produced a regional jet for commercial sale that was developed
with the benefit of technology and other assistance from western
companies. In May 2008, Premier Wen Jiabao was reported to have
said, “This is the dream of several generations, and we will finally
realize it. We should rely on ourselves to build the large planes’
main technologies, materials, and engines.” 281

General Market Conditions that Favor Relocation to China

This section describes three elements of China’s industrial policy:
(1) low wages and unfair labor standards, (2) lax enforcement of en-
vironmental protection laws, and (3) the manipulation of its ex-
change rate regime. China has made it profitable for companies
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from around the world to move production facilities to China and
more recently to expand research and development there as
well.282 “In particular,” said Ralph E. Gomory, a research professor
at New York University’s Sloan School of Business, “China is wise-
ly exploiting the fact that the capabilities of today’s global corpora-
tions are available to the bidder who offers the highest profit.” The
result has been to create jobs in China, particularly in export in-
dustries.

China’s Low Wages and Unfair Labor Standards

Unions and worker rights organizations have complained that
Chinese companies do not pay their employees even the Chinese
minimum wage levels. Employers also withhold promised health
benefits from employees and subject employees to forced labor.283
Last year, however, the Chinese government implemented a new
labor law intended to combat forced labor, withholding of pay, and
other abuses by providing for formal contracts and severance

av.284

Although the text of the new labor law seems to address the per-
sistent injustices, the law’s implementation and enforcement have
been spotty.285 The major deficiency of the new labor law is the
continued restriction on union organizing and collective bargaining.
According to the Congressional-Executive Commission on China,
the labor contract law does not include provisions to guarantee
equal bargaining power between workers and employers. Because
there is only one legal trade union in China (the All-China Federa-
tion of Trade Unions), which is required to “uphold the leadership
of the Communist Party,” all the trade unions remain under the
control of management.286

This new labor law provoked an outcry from some business orga-
nizations representing foreign-invested enterprises. They claimed
that the legislation would drive up costs and make doing business
in China more difficult.287 The American Chamber of Commerce in
Shanghai complained that the law “could have a negative impact
on the investment environment in China,” while the European
Union Chamber of Commerce argued that “the rigid provisions of
the draft law will restrict employer flexibility, and ultimately will
increase costs for Chinese producers.” 288

China’s Lax Enforcement of Environmental Protection Laws

China is rapidly becoming one of the most polluted countries in
the world.282 Although China has some strict environmental laws
on the books, the fines that can be levied to enforce the regulations
are so insignificant that they are seen merely as a cost of doing
business rather than a true deterrent.290 Furthermore, the Chinese
state environmental protection agency is critically understaffed; it
has 300 employees compared to the U.S. Environmental Protection
Agency’s 20,000 employees.291

China’s weak enforcement provides a variety of cost advantages
to both domestic and foreign industries. Companies operating in
China can save money by not providing protective equipment for
workers, by not investing in expensive pollution control tech-
nologies, and by not properly disposing of their waste.292 Further-
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more, some of China’s pollution also reaches the United States, as
the Commission heard during its 2008 hearing on China’s energy
policies and their environmental effects. U.S. scientists on the West
Coast have used a variety of tools to trace the flow of air pollution
from Asia (including China) and have found that air pollutants
such as ozone and mercury do reach the United States and degrade
air quality. (For further information, see the Commission’s 2008
Report.)

The Chinese government acknowledges its environmental prob-
lem and has adopted the related goals of protecting the environ-
ment and shifting to cleaner energy sources. However, China’s in-
dustrial policy continues to promote investment in energy-con-
suming production activities.293 For example, Beijing has spent lav-
ishly on nuclear, gas, and wind power in an attempt to diversify
the country’s energy sources and move away from coal, and it has
tried to close small coal mines.29¢ Despite those efforts, coal pro-
duction jumped from 525 million tons in 2002 to 1.26 billion tons
in 2008, and China increased its coal burning by 7 percent in 2008.
China accounted for 43 percent of global coal use in 2008.295 The
need for greater industrial production always seems to take prece-
dence over environmental protection, especially now that China is
struggling with declining exports.29¢

China’s Exchange Rate Regime

Through strict capital controls and the coordinated efforts of the
central bank and the Ministry of Finance, the government of China
has frozen the value of the RMB at about 6.8 to the dollar since
June 2008. If the RMB were allowed to float and to be traded on
international markets, as is the case with most major trading na-
tions, the RMB would climb in value.29?7 By keeping the value of
the RMB artificially low, China provides an incentive to foreign
corporations to shift production there, because it reduces the price
of investing in China and makes their exports from China cheaper.
China’s currency manipulation has been addressed in previous An-
nual Reports and is also described in section 1 of this chapter.

Derek Scissors, an economist at The Heritage Foundation, sug-
gests that encouraging Beijing to liberalize its capital account will
allow money to move freely in and out of China, which was once
one of the goals for China’s admission to the WTO.298 “It was once
assumed that the difficult process of liberalizing China’s capital ac-
count would occur naturally as the country started complying with
the conditions for its accession to the WTO,” said Dr. Scissors.299
So far there has been no progress, and the Chinese government
has shown little interest in allowing multinationals, much less Chi-
nese citizens, to freely send earnings or savings out of the coun-
try.800

Capital account liberalization would allow for easier repatriation
of profits by foreign firms operating in China. It would reduce state
intervention in the Chinese economy. It would allow Chinese citi-
zens and businesses to purchase goods directly from other countries
and even to invest abroad, reducing trade and capital imbalances.
Chinese banks would lose some of the guaranteed deposits they
now enjoy. That, in turn, would inhibit the type of state-directed
lending that has effectively blocked privatization and hindered
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competition.391 Dr. Scissors concluded that although such liberal-
ization is still far in the future, it is a goal worth pursuing now.
He noted, however, that even if China were compelled to revalue
the RMB against the dollar, the Chinese government’s most obvi-
ous countermeasure would be to raise the export tax rebate, as it
has already done several times since the global financial crisis re-
duced global demand.302

The Impact of the WT'O on China’s Industrial Policy

The primary objective of China’s accession to the WTO, both for
the United States and the rest of the world, was to expand access
to the Chinese market by lowering tariffs, quotas, and regulatory
barriers and to facilitate foreign investment in China.393 While in
the past some progress had been achieved, 2009 was marked by a
reversal in market access. While foreign direct investment in China
has grown dramatically since China joined the WTO, market access
has been hampered, and domestic industries still enjoy preferential
treatment. Since China’s accession to the WTO, the United States
has initiated eight cases against China, three of which were de-
cided by a dispute panel, three of which were settled by a memo-
randum of understanding, and two of which are still pending. Of
the six cases that have been completed, the United States views
the resolution of all as marginally favorable. (For more details on
U.S. WTO cases against China, see chap. 1, sec. 1, of this Report.)

The United States prevailed in its challenge of China’s discrimi-
natory corporate tax policy, yet China has not stopped subsidizing
and helping its domestic industries. The United States had to bring
a second WTO case challenging China’s grants, loans, and other in-
centives. The United States also prevailed in its challenge of Chi-
na’s VAT rebates, but that decision was limited to the integrated
circuits industry. China still rebates the VAT in a way that bene-
fits other domestic industries and distorts trade. The United States
prevailed in its challenge of China’s trading rights restrictions;
however, once again, all China had to do was amend its laws, as
they relate only to the two industries that were the subject of the
two challenges—financial information service suppliers and audio-
visual entertainment products suppliers. The WTO might be a
forum for addressing industry-specific issues but not for dealing
Wi}?h the more systemic imbalances caused by China’s industrial
policy.

Part of the problem, according to Mr. Prestowitz, is that the
WTO rules, largely carried over from the General Agreement on
Tariffs and Trade (GATT) and eight rounds of global trade negotia-
tions dating back more than 40 years, assume free, perfectly com-
petitive markets; no economies of scale; and fixed exchange
rates.394 Because the GATT and its successor, the WTO, were ini-
tially a collection of countries with capitalist systems and relatively
low, nonmarket trade barriers, the WTO does not adequately ad-
dress problems arising from industrial policies. It also does not deal
with other factors such as lax environmental laws or workers’
rights abuses.

Furthermore, the Chinese leadership sees nothing inconsistent
between the current WTO rules and China’s brand of capitalism.
“There has not been a vision about China’s future that has not in-
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cluded a central role for the state as the ultimate source of guid-
ance and control, even allowing for all of the reforms and the intro-
duction of market mechanisms throughout the last 30 years,” said
Denis Simon, professor at Penn State’s School of International Af-
fairs.305 The pursuit by the United States of a global market econ-
omy and China’s state-controlled, export-led growth model “is like
one team playing football and one team playing baseball,” Mr.
Prestowitz noted.306

The Obama Administration is continuing the Bush Administra-
tion’s Strategic Economic Dialogue as the Strategic and Economic
Dialogue, reflecting the larger role in the talks that the State De-
partment is having. The long-running Joint Committee on Com-
merce and Trade, led by the Commerce Department and the USTR,
will continue. The United States and China are also negotiating a
Bilateral Investment Treaty, which could be used to address invest-
ment, labor, and environmental practices.

Incentives Offered by China to Attract High-technology
Investment

The Chinese government’s initial efforts in industrial develop-
ment were focused on developing manufacturing, from such heavy
industries as steel to assembly lines for basic household items.
With the more recent Five-Year Plans, the emphasis has been
shifting away from labor-intensive operations to more capital-inten-
sive production.397 The Chinese government has been trying to de-
velop its manufacturing and design capabilities in the computing,
telecommunications, and software development sectors, but it was
not until the collapse of the high-tech bubble of 2001-2002 that the
conditions were right for foreign companies to relocate their oper-
ations to the Chinese mainland.3%8 U.S. companies suffered heavy
losses during that period, so they went looking for ways to cut their
operating costs. China’s gradual maturation, both as a manufac-
turer of advanced technology products and as a consumer of elec-
tronics and information technology products, coincided with the
U.S. collapse. Since then, American, Japanese, and Taiwanese
manufacturers and researchers have relocated aggressively to
China. The low cost of labor along with government investment in
high-tech industrial parks—and a variety of direct and indirect
subsidies—created an attractive environment for foreign companies
hit hard by the tech-bubble collapse.3°? China’s global exports of in-
formation technology products (which include computers, semi-
conductors, telecommunications, and photonics products) during
2000-2004 grew nearly fourfold, from $54 billion to $201 billion.
China’s trade surplus with the United States in information tech-
nology products also experienced its largest growth during 2000-—
2004, increasing more than six times, from $5 billion to $35 bil-
lion.310

To accelerate the growth of the information technology sector, the
Chinese government has used direct and indirect subsidies, includ-
ing low- or no-cost loans, tax concessions, grants of land and infra-
structure, and government support for graduate education and for
research and development.311 At the same time, the Chinese gov-
ernment has fostered the development of Chinese manufacturers
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through requirements that foreign suppliers establish joint ven-
tures with Chinese partners, build manufacturing plants in China,
transfer technology, and offset their imports of component parts
through domestic purchases.312 China also seeks to speed up its
scientific and technological development by sending students and
scholars abroad for advanced training, purchasing vast amounts of
foreign technology, developing a foreign investment regime to at-
tract foreign high-tech companies, and signing a large number of
agreements with other governments for scientific and technological
cooperation.

China is primarily a reexport platform for electronics. Foreign
firms dominate China’s information technology hardware market.
Telecommunications and information technology are very knowl-
edge intensive, and holders of patents and standards guide the en-
tire industry. Almost all internationally important standards that
generate revenue (through licensing) are held by western compa-
nies. Foreign standards are viewed as a constraint on China’s tech-
nological development because of the need to pay license fees. If
China develops its own innovative, internationally recognized
standards for its market, foreign companies that want to do busi-
ness in China either will have to pay licensing fees to enter the
market, or they will have to withdraw from the market. By denying
foreigners access to its market through the use of standards, China
will effectively protect its domestic industries.

Using Standards to Strengthen Domestic Firms

Proprietary technology and domestic standards are seen in China
as a potential means of strengthening the market position of do-
mestic firms while diminishing that of foreign competitors. The
Chinese government largely views standards not as mechanisms
for encouraging innovation but as a matter of national prestige,
security, and revenue creation through generating royalty in-
come that benefits domestic firms.313 Therefore, through adminis-
trative action, legal innovation, and increased support for research
and development, China actively has been developing a new tech-
nocllogy policy based on the promotion of its own technical stand-
ards.314

Chinese efforts to develop domestic standards and use them for
national advantage span many areas of information technology—
its own microprocessor, a successor to DVD, a new digital audio
standard, a new Internet Protocol, and a different standard for
radio frequency identification tagging.315 However, so far, China’s
efforts to achieve technological independence through setting
indigenous standards have largely been unsuccessful. The only
standard that may emerge as a viable contender in the inter-
national market is China’s third generation (3G) wireless standard,
called TD—-SCDMA.316

In 2003, China’s Ministry of Industry Information announced
that all wireless devices sold in China (such as laptops) would have
to conform to a domestically developed wireless application protocol
interface standard (called WAPI).317 This technology was only
available to Chinese vendors, forcing foreign firms to license the
technology and reveal key elements of their technology to the Chi-
nese authorities in order to get it to work properly with their sys-
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tems.318 The mandatory adoption of the Chinese-developed wireless
application protocol interface standard provoked strong protests
from foreign firms, and the International Standards Organization
rejected it in 2006 because it was scarcely innovative. Since then,
the Chinese authorities decided to make the protocol optional in
China, and although it never gained wide acceptance, it is once
again being resubmitted to the International Standards Organiza-
tion for consideration as a global standard.319

Unlike the Chinese-developed wireless application protocol inter-
face standard, its 3G wireless standard has been accepted by the
international telecommunications standards body, but even Chi-
nese mobile operators are not particularly eager to adopt it. China’s
3G wireless standard has a limited selection of equipment and al-
most no international support, and there is some concern that it
will actually hamper the Chinese industry’s progress.320 While Chi-
na’s 3G wireless standard struggles to gain a foothold in the tele-
communications industry, a global race is on to develop the next
generation standard, or 4G.321

Telecommunications, a Chinese Strategic Industry

China has one of the world’s fastest-growing telecommunications
markets and operates the world’s largest fixed and wireless tele-
communications networks. In 2008, there were nearly 600,000,000
mobile subscribers and 360,000,000 fixed-line customers, providing
$244 billion in revenue to the Chinese telecommunications compa-
nies.322 The development of a telecommunications infrastructure
has proceeded unevenly throughout the country. Nearly one-half of
China’s telecommunications users reside in the provinces on the
east coast, while the western provinces are still greatly under-
served. This situation contributes to the government’s efforts to fos-
ter telecommunications development in those areas.323 In that
sense, argues Richard Suttmeier, professor emeritus at the Univer-
sity of Oregon, Chinese government subsidies directed at the ex-
pansion of telecommunications services to western China is a na-
tional development issue, no different from the U.S. government’s
efforts to bring electricity and broadband Internet service to rural
areas.324

The telecommunications industry is considered a strategic sector
of the economy, right along with energy, aviation, and steel. Severe
restrictions are in place on foreign ownership and market share for
foreign providers and producers. The government has control and
majority ownership of these telecommunications companies, as en-
visioned in the 11th Five-Year Plan. In 2008, the government con-
solidated China’s telecommunications industry. Initially, the mar-
ket included six providers, which were merged by the government
into three, each spanning mobile, fixed, and broadband services.325
One of the reorganization’s goals is to create “managed competi-
tion,” but it will also allow the Chinese government to grant li-
censes for third generation (3G) mobile services.326 This restruc-
turing also appears to be an effort by the Chinese government to
test and refine the domestic standard so that it may eventually
come to dominate the domestic market.
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Information Technology

Choices about technological standards, domestic preferences, and
business rules shape the future of China’s information technology
industry.327 One factor significantly aiding the emergence of Chi-
na’s telecommunications industry is the success of indigenous tele-
communications equipment makers, who constitute an important
subset of China’s information technology industry and develop
technology at far lower costs than foreign competitors. This success,
while a substantial achievement, does not reflect significant Chi-
nese innovation, however.328

The low value of China’s information technology product assem-
bly is a source of intense concern for the government, which views
an innovative and successful information technology sector as a key
indicator of both national security and economic pride.329 Thus, a
crucial goal for the government is to reduce China’s dependence on
imported electronics products, such as semiconductor chips and
other hardware, and to increase the domestic value added of elec-
tronics exports.330 During the initial reforms of the 1990s, China’s
prime objective was to create indigenous substitutes for foreign
technologies, such as Red Flag Linux to replace the Windows oper-
ating system, or the Dragon processor chip to replace Intel, but this
effort has been largely unsuccessful. This failure is due to a variety
of reasons, including the lack of fully trained and educated profes-
sionals and the absence of a culture of collaborative innovation,
such as exists in California’s Silicon Valley.331 Nonetheless, China
considers development of standards as a key to its efforts to
strengthen technological independence. Special research and devel-
opment programs for standards have been initiated, and direct re-
search and development support and tax and procurement policies
are being used to help Chinese enterprises develop indigenous in-
tellectual property and standards.332

According to the Organization for Economic Cooperation and De-
velopment in Paris, China surpassed Japan, the United States, and
the European Union in 2004 to become the biggest exporter of in-
formation technology goods.333 The range of China’s information
technology manufacturing is broad, with substantial exports of
computers, consumer audio-video equipment, telecommunications
equipment, and components. This production, however, is mostly
focused in last-stage, low-value-added assembly, while the core
technologies (and most of the value of the final product) belong to
designers in the United States, Europe, and Japan.334 Because of
China’s assembly operations, electronic parts and components are
the largest categories of China’s information technology imports,
accounting for 70 percent of all information technology goods im-
ported into China in 2006.335 There is evidence of movement up the
production value ladder, as more value-added processing is trans-
ferred to China from Taiwan, although this transfer might have
been slowed down by the current global financial crisis. Two of Chi-
na’s more successful information technology companies that are
moving up the production value ladder are Huawei and Lenovo.
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China’s Information Technology Giants:
Huawei and Lenovo

The biggest, most influential, and most recognizable of China’s
domestic telecom equipment manufacturers is Huawei, which
claims to be a private firm. It was established in 1988 by several
former members of the logistics operation of the People’s Libera-
tion Army. Huawei got its start, like many Chinese information
technology companies, in commoditizing technologies developed
by foreign companies, often reverse-engineering the patented de-
signs first.336 Cisco sued Huawei for illegally copying its Inter-
network Operating System software and infringing on numerous
Cisco patents in order to develop a lineup of routers and switch-
es. The suit was settled out of court for an wundisclosed
amount.337 Today, Huawei’s technology is internationally com-
petitive. Huawei now competes with Lucent, Nortel Networks,
and Motorola and has established six regional headquarters and
32 subsidiaries in the Middle East, the Asia-Pacific region, South
America, and Europe.

Huawei’s counterpart in the information technology sector is
Lenovo, a successful computer manufacturer and a spin-off from
the government’s Chinese Academy of Sciences’ Institute of Com-
puting Technology, which still retains partial ownership. Lenovo
started out primarily as a reseller of foreign computers, gradu-
ally moving into assembly. Eventually, Lenovo developed a
strong domestic brand and good design, distribution, and supply
networks, with some government help.338 After becoming the top
retailer in the Chinese market, in 2005 Lenovo became a more
global company by buying IBM’s personal computer and laptop
division, based in the United States.

Optoelectronics

Optoelectronics is another example of an advanced technology in-
dustry that might have stayed in the United States but is now al-
most completely relocated overseas. Optoelectronics are used in
photovoltaic panels; in new solid-state lighting systems that reduce
electricity consumption by a factor of five; in a new generation of
television and telecommunication networks; and in sensors that
will be deployed to monitor thousands of mechanical and industry
systems, roadways, electrical grids, and manufacturing production
lines.339

China’s government has successfully supported the shift of some
manufacturing of optoelectronics to China and is now intent on at-
tracting the highest value-added portion of the industry—the re-
search and design work. China’s Ministry of Science and Tech-
nology has created five national laboratories and is sponsoring aca-
demic-industry collaborations around the country in an effort to
leapfrog the United States and Europe.340 China has focused on
liquid crystal displays, plasma screens, light-emitting diodes, and
solar technology, among others. Other advanced technologies that
originally moved from the United States to Taiwan are now relo-
cating across the Strait to the mainland.341
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China is aided in this effort by one of the peculiarities of opto-
electronics itself. Many of the advanced applications of optoelec-
tronics rely on bundling simpler components, or “enabling” tech-
nologies—lasers, light-emitting diode lights, infrared sensors, semi-
conductors, photovoltaic cells, fiber-optic cables, liquid crystal dis-
plays, transistors, and so on, with new technologies coming out of
the most sophisticated research labs—such as quantum dots,
nanowires, nanocrystals, and the like. To do this efficiently and
successfully, scientists and engineers may need to be on-site to
brainstorm about new applications and solutions and to solve man-
ufacturing problems that may come up in the adaptation phase.342

Optoelectronic companies suffered the same fate as most infor-
mation technology producers, which, after the burst of the 2001-
2002 tech bubble, went looking for cheaper production facilities to
recover their losses. China, with its government-funded, high-tech
parks and low labor costs, presented a very attractive destination.
According to Michael Lebby, president of the Optoelectronics Indus-
try Development Association, U.S. companies in search of a low-
labor-cost solution relocated to Asia “like a herd mentality.” 343
This, despite the fact that labor accounts for only 10 to 15 percent
of component production and most optoelectronics companies would
rather stay in the United States. Mr. Lebby polled the members of
his association and concluded that “optoelectronics companies want
help from U.S. government agencies in designing and innovating
the next generation of products.344¢ They understand that they can-
not bring back the old manufacturing operations, but with help
from government agencies they are confident they can establish
new manufacturing platforms for new, next-generation products.” 345

Impact of China’s Industrial Policy on the U.S. Economy

One of the principal strengths of the U.S. economy has always
been the ingenuity of its inventors, scientists, and engineers and
the vigor of its entrepreneurs. As American ideas and inventions
became commonplace around the world, new U.S. innovators came
up with new ideas. Rather than depend on protecting national
technologies from competition, the United States has instead relied
on constant innovation.

China’s industrial policy has had a profound effect on inter-
national trade and the U.S. economy. The explosive growth of ex-
ports out of China since the Deng Xiaoping reforms and the out-
sourcing of production by U.S. companies to China have been well
documented by this Commission. China’s trade balance with the
United States went from a deficit of $2.7 billion in 1980 to a sur-
plus of $268 billion in 2008. Since 1980, the United States has run
a cumulative trade deficit with China of approximately $1.9 tril-
lion.346 The effectiveness of China’s industrial policy in creating an
actual advantage for Chinese exporters while protecting China’s
import-sensitive industries can be seen, in part, by the growth of
China’s exports to the United States over the past 30 years and
particularly since 2001. In a study conducted for the Commission
by Charles McMillion of MBG Information Services, looking into
total bilateral goods trade between the United States and China,
U.S. producers enjoyed surpluses with China in only 27 industries
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in 2001 while suffering a deficit in 70. By 2008, U.S. surpluses ex-
isted in only 20 industries and deficits in 77.*

Figure 1: China’s Growing Share of the Overall U.S. Trade Deficit
2000 to May 2009 (non-oil goods) 347
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Source: U.S. International Trade Commission and the Economic Policy Institute.

The impact of trade and competition with China has been dev-
astating to specific industries and local communities throughout
the United States. The Commission has held numerous hearings
around the country on the impact of trade with China on local
economies. For example, Chinese exports of textiles, clothing, and
furniture to the United States have severely damaged North Caro-
lina’s three signature manufacturing industries. By 2003, China’s
share of the U.S. market for bedroom furniture was 53 percent, de-
spite the great distance involved and the lack in Asia of the maple
and oak that Americans prefer in their furniture. The Chinese ad-
vantage, however, was due largely to predatory pricing. (For fur-
ther discussion of the impact of trade with China on North Caro-
lina, see the Commission’s 2007 Report to Congress.)

Another example is the fishing industry, where China has be-
come the world’s largest exporter of seafood and the largest volume
supplier of seafood to the U.S. market, due to China’s adoption of
industrial fish farming and Chinese government policies that sup-
port the industry and encourage fish exports. China’s support of
fish farmers and processors, through local and national government
aid, low-interest loans, and lax environmental and health controls,

*For more details, see MBG’s study, “China’s Soaring Commercial and Financial Power: How
it is affecting the US and the World,” posted on the Commission’s Web site at Atip://www.
usce.gov/researchpapers/2009/MBG%20Info%20Svs%20US-China%20Trade%20Report%20 %20
FINAL%20June%202009.pdf.
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has provided China’s industry with considerable cost advantages
over the American fishing fleet. (For further discussion of the im-
pact of trade with China on the U.S.’s Gulf Coast, see the Commis-
sion’s 2008 Report to Congress.)

This year, the Commission traveled to upstate New York and ex-
amined the erosion of the advanced technology cluster of Rochester
as well as efforts by China to attract both production and research
and development facilities of advanced technology companies. (For
more information on upstate New York, see chap. 1, sec. 4, of this
Report.)

China’s High-tech Priorities

China’s industrial policy clearly aims to promote the manufac-
turing of higher-technology products, replacing lower valued-added
and labor-intensive products. China’s advanced technology product
exports to the United States rose in the past eight years, with ex-
ports of communications equipment rising from 10th in 2000 ($2.9
billion) to third by 2008 ($26.6 billion) and exports of computer
equipment rising from third in 2000 ($8.2 billion) to the number
one export to the United States in 2008 ($45.8 billion). Following
are the major U.S. exports to and imports from China, starting
with the year before China’s accession to the WTO:

Figure 2: Major U.S. Exports to China, 2000-2008 (in millions of U.S. $)

2000-2008
2000 2004 2008 % Change
Waste & Scrap $744 $2,508 $7,562 916%
Semiconductors & Other
Electronic Components $1,317 $3,565 $7,475 467%
Oilseeds & Grains $1,048 $2,829 $7,316 598%
Aerospace Products & Parts $1,770 $2,111 $5,470 209%
Resin, Synthetic Rubber, &
Artificial & Synthetic Fibers &
Filament $660 $1,630 $3,523 433%
Total U.S. Exports $16,253 $34,721 $71,457 339%

Source: U.S. International Trade Commission, Interactive Tariff and Trade DataWeb (Wash-
ington, DC).

Figure 3: Major U.S. Imports from China, 2000-2008 (in millions of U.S. $)

2000-2008

2000 2004 2008 % Change
Computer Equipment $8,256 $29,486 $45,820 454%

Miscellaneous Manufacturing

Commodities $16,296 $23,712 $35,834 119%
Communications Equipment $2,957 $9,015 $26,618 800%
Apparel $6,972 $10,530 $22,582 223%
Audio & Video Equipment $6,264 $12,421 $19,715 214%
Total U.S. Imports $100,062 | $196,698 | $337,789 237%

Source: U.S. International Trade Commission, Interactive Tariff and Trade DataWeb (Wash-
ington, DC).
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One measure of China’s successful industrial policy and economic
modernization can be demonstrated by China’s trade with the
United States in advanced technology products.34® Throughout the
1980s and 1990s, it was hoped that a national surplus in advanced
technology products would eventually pay for a significant share of
the U.S.’s net imports of oil, apparel, autos, and other products of
mature manufacturing industries.349 However, according to Dr.
MecMillion, the United States began suffering deficits in advanced
technology products trade with China in 1995 and with the rest of
the world in 2002. Currently, China accounts for 28 percent of the
U.S.’s advanced technology products imports and only 7 percent of
its exports.350 Some of the reasons for the narrowing of the U.S.’s
historic lead in high-technology products are attributable to eco-
nomic factors—lower wage costs overseas, faster and more efficient
global transportation, and the spread of higher education. But
some of America’s edge has been lost as a result of careful economic
planning by other governments, in particular the Chinese govern-
ment.

In 2008, China’s exports comprised 36.5 percent of its gross do-
mestic product (GDP), while only 13 percent of the U.S.’s GDP
came from exports.351 Export-led growth policies pursued by China
and other industrializing nations have inevitably led to excess ca-
pacity in many products, notably steel and automobiles, which has
contributed to declining manufacturing jobs and production in
many market-oriented countries, including the United States. Prob-
lems arise for China’s trading partners as China exports its excess
capacity at prices that the rest of the world cannot match. For ex-
ample, in 2008, China accounted for 38 percent of the world’s crude
steel production (about 500 million tons), compared to only 7 per-
cent for the United States, and China’s excess capacity of steel is
greater then Japan’s entire yearly output.352 Such exports also ex-
acerbate the global economic downturn, as China essentially ex-
ports unemployment to countries unable or unwilling to compete on
the basis of subsidies provided to favored industries.

“This imbalance underlies the current economic crisis that we
are suffering,” said Mr. Prestowitz at the Commission’s March
hearing on China’s industrial policy.353 Nevertheless, China sees
the global financial crisis as an affirmation that “China holds the
philosophical high ground, reinforcing its long-held position at
home and abroad that unbridled capitalism and a weak state are
a sure recipe for serious sociopolitical and economic problems,” ac-
cording to Dr. Simon, who testified at the March hearing.35¢ China
is now authorizing even more subsidies, increasing the rebating of
its VAT, erecting new barriers to trade, and implementing a “buy
Chinese” policy. (For more details on China’s response to the global
financial crisis, see chap. 1, sec. 2, of this Report.)

Conclusions

¢ China’s economic reforms were not based on traditional free mar-
ket principles. China’s policy during the past 30 years has in-
stead relied on a government-directed industrial policy to pro-
mote certain segments of the economy over others and to pro-
mote export-led growth.
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China’s more recent Five-Year Plans have shifted the emphasis
away from labor-intensive operations and toward increasing the
production of high-technology goods. China has matured as a
manufacturer and assembler of advanced technology products
and as a consumer of electronics and information technology
products. The low cost of labor along with government invest-
ment in high-tech industrial parks—and a variety of direct and
indirect subsidies—created an attractive environment for foreign
companies to invest in China, particularly after China joined the
WTO in 2001.

China provides subsidized land, energy, and water to many for-
eign manufacturers who relocate their operations in China. By
providing these benefits, along with a cheap labor force without
the ability to bargain collectively or join independent unions, the
Chinese government has created a low-cost haven for foreign
manufacturers. China’s subsidies have grown over the years and
now include tax incentives and preferential loans, which further
reduce the cost of investing in China.

China has consistently used a 17 percent value added tax (VAT)
as an instrument of industrial policy. China selectively rebates
the VAT when a domestic manufacturer exports but imposes it
on imports. The United States, on the other hand, does not use
the VAT and is not allowed by WTO rules to rebate income taxes
on exports. China’s VAT policy therefore places U.S. exports at
a distinct disadvantage.

The U.S. government has filed a variety of WTO cases against
China’s barriers to trade. These WTO cases, while important, are
very industry specific, time consuming, and fail to have an im-
pact on the trade-distorting aspects of China’s industrial policy
or to deal with the underlying causes of the U.S.-China trade def-
icit. Tackling the systemic trade imbalances between China and
the United States through WTO mechanisms will not address
broader issues such as environmental pollution or workers’ rights
abuses. The U.S. government will have to find alternative venues
in which to address such matters.



SECTION 4: CHINA’S INDUSTRIAL POLICY
AND ITS IMPACT ON UPSTATE NEW YORK

“The Commission shall investigate and report exclusively on—

“ECONOMIC TRANSFERS—The qualitative and quantitative
nature of the transfer of United States production activities to
the People’s Republic of China, including the relocation of high
technology, manufacturing, and research and development fa-
cilities, the impact of such transfers on United States national
security, the adequacy of United States export control laws,
and the effect of such transfers on United States economic se-
curity and employment.

“WORLD TRADE ORGANIZATION COMPLIANCE—The com-
pliance of the People’s Republic of China with its accession
agreement to the World Trade Organization (WTO). ...”

Introduction

In March 2009, the Commission held a hearing in Washington,
DC, on China’s industrial policy, receiving testimony from experts
on China’s efforts to promote its information technology, tele-
communications, and other advanced technology industries such as
optoelectronics. Following up on that hearing, the Commission
traveled to Rochester, New York, in July 2009 to assess the impact
of China’s industrial policy on some of the industries of the region.
Of particular interest to the Commission was evaluating the grow-
ing concern that research and development, essential to high-tech-
nology innovation, is following manufacturing abroad.

Currently, upstate New York is home to numerous small- and
medium-sized companies ranging from auto parts and solar panel
suppliers to biotech and optoelectronics producers. Although the re-
gion is rich in technical talent and has advanced research univer-
sities with curricula oriented to science and technology, it has not
yet been able to replicate the success of the industrial clusters in
Silicon Valley or along Boston’s Route 128.355 The New York State
government is trying to invest in the clean energy sector and other
sunrise technologies and industries, but funding is fragmented and
difficult to obtain, and small entrepreneurs and parts suppliers re-
main almost entirely dependent upon the individual decisions of
larger producers and assemblers who outsource much of their oper-
ations overseas.

(80)
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Loss of Industries Impacts Communities

The three main cities in central and western New York State—
Buffalo, Syracuse, and Rochester—have developed different indus-
trial bases. Buffalo and Syracuse were home to major industries
such as appliance, dinnerware, furniture, and air conditioner man-
ufacturers, as well as many auto parts and machine tool companies
that were suppliers to bigger companies. The outsourcing of manu-
facturing from Buffalo and Syracuse has left big employment gaps
that the growing services industries at universities and hospitals
have partially filled, but at significantly lower wages. Meanwhile,
the national trend by major manufacturers to outsource their pro-
duction has compounded job losses by the many auto parts and ma-
chine tool suppliers in the region.

Rochester, on the other hand, was a city of engineers and sci-
entists. Rochester was home to Eastman Kodak, Xerox, and Bausch
& Lomb, companies that were technology innovators throughout
the 20th century. With the downsizing of Eastman Kodak and
Xerox in the 1980s and 1990s, many former employees took their
expertise and started niche companies, some of which are doing
well.356 Former employees of Eastman Kodak, in particular, pur-
chased its equipment, labs, or entire divisions and started their
own companies.

Figure 1: Change in Numbers of Jobs in New York State, by Sector,

1990-2005
500
Sectors Adding Jobs Sactors Cutfing Jobs
400
VWieighled svermge New York salery: Weghied svemge New York salary:
00 45,505 61,796

~400

Note: “Sector” refers to Bureau of Labor Statistics “super-sectors.” All super-sectors are in-
cluded in the analysis above, collectively accounting for the entire New York State economy.

Source: A.T. Kearney analysis of Bureau of Labor Statistics. A.T. Kearney, “Delivering on the
Promise of New York State: A Strategy for Economic Growth & Revitalization,” prepared for
Empire State Development Agency (New York, NY: July 2007), p. 7.
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Employment has shifted during the past 20 years from higher-
paying manufacturing jobs to lower-paying service jobs in indus-
tries such as education and health care.357 From 1990 to 2005,
manufacturing in the region declined by almost 400,000 jobs, while
education and health services gained 450,000 jobs. The average sal-
ary in the state of New York for manufacturing jobs was $62,000
in 2008, while the average for jobs in education and health services
was only $46,000.358

This shift from manufacturing to services has been particularly
pronounced in upstate New York. William Johnson, former mayor
of Rochester and current distinguished professor of public and
urban studies at the Rochester Institute of Technology, testified at
the Commission’s hearing on this shift and on the impact of
downsizing on the local communities. He testified that in 1981,
Kodak was the top employer in Rochester, with 59,582 employees.
By 2007, Kodak’s employment had dropped to 12,500 jobs; the Uni-
versity of Rochester/Strong Health was the top employer (17,802),
with Wegmans grocery stores in second place (13,642). Universities
are the top employers in Buffalo and Syracuse as well. In 1983,
Kodak accounted for 11.63 percent of the property tax valuation in
Rochester. By 2008, Kodak accounted for only 1.95 percent.35° In
his written testimony to the Commission, Mr. Johnson said,

When a company like Kodak shrinks its presence in its
hometown, there are significant side effects: the loss of jobs
leads to a decline in the quality of life for the families who
were dependent on that income. Many people are unable to
maintain their middle-class lifestyles, and neighborhoods
suffer as these families either move on or cut back. Kodak
was recognized for its civic leadership. Not only were its top
managers involved in a host of important community ini-
tiatives, but it encouraged its workforce to also be good citi-
zens through volunteerism and generous financial support.
Kodak’s philanthropic activities supported a host of worth-
while community endeavors.369

Key Industries in Upstate New York

The following industries are examples of the past, present, and
potential future of industrial activity in upstate New York. In the
past, machine tools companies were vital suppliers to original
equipment manufacturers. At present, optoelectronics companies
have been evolving and now comprise many of the small- and me-
dium-sized employers in the region. In addition, healthcare and
education providers make up the top employers in Rochester, Buf-
falo, and Syracuse. Clean energy companies could represent the fu-
ture for innovation and development in the region.

Machine Tools

Machine tools are metalworking machines that have sophisti-
cated, computer-based motion control systems, which allow the ma-
chine to perform a range of tasks with high productivity while
achieving high precision. Machine tools are the engine of manufac-
turing, and advances in machine tool technology have been a vital
part of the remarkable strides made in manufacturing productivity
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in past decades.361 As recently as the 1980s, the United States was
the global leader in technological innovation and the production of
machine tools. Today, with the general decline of domestic manu-
facturing, the United States barely makes the top 10 list of coun-
tries producing machine tools.362 Historically, the United States
had been the largest global consumer of machine tools, because the
United States was a far larger manufacturer.363 However, after Ja-
pan’s industrial policy targeted manufacturing, the U.S. machine
tools sector lost this advantage. Now China seeks to dominate man-
ufacturing through its own industrial policy.

In Japan and Germany, the machine tools sector is considered
vital to the countries’ long-term economic prosperity; accordingly,
both countries have emerged as the technology leaders in this field.
China and Taiwan are also top producers of machine tools, but
their products are typically less technologically advanced.364

China considers machine tools to be a strategic industry and is
making vigorous efforts to advance the growth of the industry do-
mestically. In the past two years, China has purchased 25 percent
of all the machine tools produced in the world, more than two
times the amount of machine tools purchased by the next highest
consuming country, Germany.365 Nabil Nasr, director of the Center
for Integrated Manufacturing Studies at the Rochester Institute of
Technology, testified to the Commission that Chinese officials and
companies have bought state-of-the-art machine-tool manufacturing
companies in Germany that are in financial trouble. After acquir-
ing the companies, China sent all the companies’ equipment, as
well as their German experts, to China to facilitate the transfer of
this technology.

There are some machine tool success stories for upstate New
York. The Gleason Corp., a local machine tool manufacturer with
production facilities both in New York and overseas, exports 70
percent of its Rochester-made products to China.366 John Perrotti,
chief executive officer of the Gleason Corp., testified at the Com-
mission’s hearing about competing with China’s machine tool in-
dustry. According to Mr. Perrotti, Chinese machine tool companies
that are state owned have access to capital and subsidies that are
not available in the United States.367 As a result of Chinese gov-
ernment policies, many of the basic expenses of doing business, in-
cluding healthcare, energy, and acquisition of certain raw materials
and regulatory costs, are subsidized.368 Said Mr. Perrotti: “Certain
of these companies would not survive based on their own financial
performance.”

Optoelectronics

Optoelectronics or photonics applies the science of using light to
a number of products such as light-emitting diodes (LEDs), sensors,
infrared remote controls, liquid crystal display TVs, and laser
printers. According to the Washington, DC-based Optoelectronics
Industry Development Association, the global optoelectronics mar-
ket in 2008 amounted to $356 billion. Edward Patton, director of
sales and marketing for Rochester Precision Optics, who testified
at the Commission’s Rochester hearing, noted that “if it were not
for the progress in ultraviolet lasers and optics, the dramatic, expo-
nential growth of the digital chip could not have occurred.” 369
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The New York optoelectronics cluster is among the largest and
most active photonics clusters in the country and, according to Mr.
Patton, it is a vital resource for the economic growth of the re-
gion.370 There are more than 60 leading optoelectronics companies
in Rochester alone, many of which are spin-offs of former Eastman
Kodak divisions. One such example is Rochester Precision Optics,
which acquired the assets of one Eastman Kodak precision glass
manufacturing operation, Kodak Optical Imaging Systems. In addi-
tion to the 60 companies, there are outstanding university centers
conducting optoelectronic research, such as the Rochester Institute
of Technology and the University of Rochester’s Institute of Optics.
Since its creation in 1929, the Rochester Institute of Optics has
awarded approximately half of all the degrees in optics in the
United States.371

However, as noted in section 3 of this chapter, the optoelectronics
industry has moved much of its manufacturing operations to Asia
over the past 10 years. For the optoelectronics industry in par-
ticular, the main reason for relocating to China is the proximity to
the customers and the supply chain, rather than China’s low labor
costs, which, in the optoelectronics industry, account for only 10 to
15 percent of the production cost.372

Mr. Patton noted that if it were not for the defense industry,
there would be very little of the optoelectronics industry left in the
United States. To accelerate the development of its own domestic
optoelectronics industry, China has successfully attracted foreign
investment in manufacturing and research and development. The
outsourcing of optoelectronics manufacturing by U.S. firms is a na-
tional security concern for the United States, according to Mr. Pat-
ton: “There are a lot of today’s weapons systems that have optics
on them, that are driven by developments in optics, and as more
of the jobs in the optics industry get displaced to China, and more
of the businesses go away, the U.S. defense industry could be seri-
ously disadvantaged.” 373

One of the success stories in optoelectronics is Corning Incor-
porated, a leader in high-technology applications, primarily due to
its investment in research and development. Corning’s manage-
ment has focused on a long-term strategy of innovation and invest-
ment, and the company has accordingly invested for the long
term.37¢ Corning, once best known for its line of tableware and
cookware, has transformed itself over the years into a high-tech-
nology company, allocating a significant amount of its resources to
research and development. Corning employs more than 23,000 peo-
ple worldwide, 4,900 of whom work in upstate New York. Corning’s
revenues for 2008 were $5.9 billion. Annually, 10 percent of Cor-
ning’s total revenues go to research and development, which has al-
lowed Corning to retain its competitive edge.37> Moreover, in 2000,
Corning consolidated its labs in New York State to better coordi-
nate its research, development, and innovation needs.

Life Sciences and Education

During the past 20 years, as manufacturing has declined in up-
state New York, the service sector, in particular hospitals and uni-
versities, has grown and absorbed some of the former factory work-
ers. New York has the second-largest public university system in
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the United States. The state has more than 250 colleges and uni-
versities in total and one of the highest densities of institutions of
higher learning in the world. With 138,000 students, the Rochester
region has the highest concentration of undergraduate and grad-
uate students in the nation.376

Education and healthcare are fields that can create opportunities
for the development of a thriving, innovation-based economy. To
this end, the New York State government has established Centers
of Excellence throughout the state to better facilitate innovation
and assist in the cooperation between academia and the private
sector, and the commercialization of new technologies. At present,
about $2 billion in annual research and development activity is un-
derway at research institutions in the region.377

The New York State Foundation for Science, Technology and In-
novation is one of the economic development agencies that provide
funding for research and development projects. It has established
15 programs across the state to help startup companies take ad-
vantage of technological developments. During the Commission’s
hearing in Rochester, Marnie LaVigne, the director of Business De-
velopment for the University of Buffalo’s Center for Advanced Bio-
medical and Bioengineering Technology, testified on the center’s
mission in bioinformatics and life sciences. Created from a $200
million public-private sponsorship, the Buffalo Life Sciences Com-
plex is the type of center where a combination of business develop-
ment talent and investment capital for companies, supported at
least in part with public dollars, may accelerate high-tech industry
growth.378 A dozen private sector firms are currently benefiting
from transnational research, startup company activity, and support
resources offered at the Buffalo Complex.379

Clean Energy

Both the Obama Administration and the current New York State
government have placed a priority on developing a strong, domes-
tic, clean energy industry as a key element of America’s economic
future.380 Many view the development of a vibrant clean energy in-
dustry that promotes investments in batteries, fuel cells, and re-
newable energy as a job-creating alternative to the industrial sec-
tors that have been lost to outsourcing and overseas competition.381

New York has achieved some modest success in nurturing its
own clean energy industry. For example, in upstate New York, the
growth in clean energy jobs in 2008 was double that of the tradi-
tional manufacturing sectors: 9.1 percent, versus 3.7 percent in
overall job market growth.382 Opportunities for growth exist in up-
state New York, where there are several business incubators fo-
cused primarily on clean technology.383

Fuel Cells and Batteries

In the area of alternative fuels, Dr. Nasr sees significant growth
potential as compared to other traditional job opportunities. Up-
state New York also has significant infrastructure and capabilities
in fuel cell technology, led by such companies as General Motors,
General Electric, and the Delphi Corporation. The Delphi Corpora-
tion, for example, in cooperation with the Rochester Institute of
Technology, has fuel cell technology in the advanced phase of devel-
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opment that should be ready for production locally by 2012.384
China currently enjoys an innovation advantage in a very impor-
tant renewable energy technology: batteries.385 The lithium-ion
battery is the highest-value component of the Chevy Volt and is
sourced from China and South Korea.386 According to testimony
provided at the hearing by Willy Shih, professor of management
practice at the Harvard Business School,

Most innovation in batteries in recent decades has been
driven by the demands of consumer electronics products for
portable power in small packages. So when U.S. companies
largely abandoned the ‘mature’ consumer electronics busi-
ness, the locus of R&D [research and development] and
manufacturing—not just for the laptops, cell phones, and
such but also for the batteries that power them—shifted to
Asia. The Chinese company BYD is now the second largest
manufacturer of lithium ion batteries in the world.

Electric cars depend on the same battery technology used in
laptops and cell phones. BYD, which is also an automobile manu-
facturer, has announced its intention to produce electric cars and
market them in the United States by 2010.387 Dr. Shih believes
that the Chinese government is strategically using the global tran-
sition to hybrid and electric vehicles as an opportunity to assert
global leadership in the next generation of automobiles, unbur-
deneglssby a gasoline-powered vehicle manufacturing infrastruc-
ture.

Solar Panels

Ed Kowalewski, director of International Trade and Development
for the Empire State Development Agency, and Sam Natapoff, sen-
ior advisor to the governor of New York for International Trade,
maintain that upstate New York has a natural resource that gives
it an advantage in the development of a green economy: the Niag-
ara Falls hydroelectric generators that supply relatively inexpen-
sive electricity. Silicon, the major raw material used in the manu-
facture of solar panels, requires an energy-intensive process to turn
it into solar-grade silicon. Because global demand for silicon is
growing, silicon could become more expensive.38® The New York
government is counting on Niagara Falls to provide the area with
a comparative advantage in competing with foreign producers.390
Recently, Global Specialty Metals reopened old silicon plants in the
Niagara Falls region that it acquired in 2006 and is expanding pro-
duction of metallurgical-grade silicon meant for solar panels.391
These two developments give upstate New York potential for
growth in the solar power sectors. There are more than 400 small
solar power firms in the region, providing more than 10,000 jobs
in the solar power sector. The growth rate for this industry is 50
percent higher than for other comparable sectors.392 Currently,
however, no large-scale production facilities for solar panels exist
in upstate New York.

Paul Vargovich, president of National Solar Technologies, a small
producer of solar technology products in the Rochester region, testi-
fied that merely being able to meet domestic demand should be
enough to facilitate growth and the creation of many high-paying
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jobs in upstate New York and nationally as well. Upstate New
York companies and government agencies are already facing tough
competition from China, a leader in the development of the clean
energy sector. China is home to a burgeoning solar industry, due
to generous government subsidies for electricity, export incentives,
and tariff protections from foreign competition.393 Recently, China
has been using local content rules to help build its clean energy
sector.

However, China already has the world’s largest solar panel man-
ufacturing industry and exports more than 95 percent of its output
to the United States and Europe. In contrast, Linda Dickerson
Hartsock, director of the Syracuse Center for Clean Tech Entrepre-
neurship, who worked with some of the largest solar and wind
equipment manufacturers, said that U.S. companies first look for
planned government projects rather than to state subsidies when
determining where to build manufacturing capacity.394 In part be-
cause of China’s actions, the United States ran a $9.6 billion trade
deficit for 2008 in green economy products with the whole of
Asia.395

Erosion of Capacity to Innovate

Dr. Shih suggests that an “industrial commons”—the collective
research and development, engineering, and manufacturing capa-
bilities in a region—is required to sustain innovation. Such re-
sources exist in the clusters of companies, universities, and sup-
pliers in the value network. The capabilities in an industrial com-
mons sustain all the companies that access it, and they form the
foundation of capabilities upon which those companies can build.396
However, if the specialized resources or customers that originally
attracted firms to a region decline or shift their focus away from
those firms, the result can be disastrous for the region.

New York’s competitive advantage historically has included re-
search, development, and innovation combined with manufacturing.
As manufacturing was outsourced, there is strong evidence that re-
search, development, and innovation are following.397 “Innovation
and manufacturing are inextricably linked,” said Ron Hira, asso-
ciate professor of public policy at the Rochester Institute of Tech-
nology. “Lose manufacturing and you're going to lose innovation,”
he added.398 Examples include Eastman Kodak, which established
a Product Development Center in Shanghai in 1998 to develop soft-
ware for local and worldwide markets and which is now part of
Kodak’s Engineering and Design Center; Dow Corning, which oper-
ates a China Application Center in Shanghai that doubled in size
in 2003;399 General Electric, whose 1,000-person technology center
in Shanghai conducts research on clean coal and advanced environ-
mental technologies;4%° and IBM, which opened a new research
and development center in Shanghai in October 2008 to com-
plement its China Research Laboratory in Beijing.401

By relocating their research, development, and innovation func-
tions overseas, New York manufacturers have retained fewer tal-
ented employees and have reduced high-paying jobs in New
York.402 In the short term, this may increase profits. While on an
individual basis these decisions may be rational and entirely appro-
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priate ways to maximize profits and enhance shareholder value,
the cumulative effect of these individual decisions has been to di-
minish considerably the industrial commons in upstate New York,
thereby making this region a less attractive place for future invest-
ment. Large original equipment manufacturers such as Eastman
Kodak, the Carrier Corporation, Corning Incorporated, IBM, and
General Electric have restructured their upstate New York oper-
ations and shifted manufacturing abroad. The flow of revenues,
world-class technology, and best practices has diminished consider-
ably in these formerly original equipment manufacturing-centered
communities. This trend has exacerbated a steady and troubling
erosion of financial and technical resources among smaller regional
manufacturers.403

Despite the advantages that upstate New York has to offer, with
its many universities and highly educated workforce, it has one of
the highest-cost environments for doing business. This fact, accord-
ing to many of the Commission’s witnesses, is a major contributor
to the decline of manufacturing in the region. According to a study
by the Center for Integrated Manufacturing, healthcare, energy,
and taxes have significantly contributed to New York’s high-cost
business environment. Another factor complicating efforts to im-
prove the business environment in upstate New York is that the
economic development strategies in New York State are generally
set independently at the municipal, county, regional, and state lev-
els, with only limited coordination. This often leads to duplicating
or conflicting investments that reduce return rates.404

Adopt a National Strategy for the Future

Witnesses testifying at the Commission’s Rochester hearing
made a number of suggestions about how to improve the local econ-
omy.* Many witnesses highlighted the need for a national strategy
to deal with the effects of competition with and outsourcing to
China. Although representatives from the various industry sectors
that testified differed on the direction of this national strategy,
they were all unanimous on one subject: China already has a na-
tional strategy to advance its industries and to become a leading
technology and innovation economy. They insisted that U.S. policy-
makers should be aware of China’s industrial strategy when formu-
lating national policies and of the difficulties that state govern-
ments face in countering China’s policies and activities.

Some of the witnesses at the Commission’s Rochester hearing
recommended a national strategy to focus industrial activity and to
provide downstream opportunities.4%5> Dr. Nasr argued that the
state of New York does try to fill in the gaps where it can, but only
a national effort by the federal government can make a difference.
Although several federal agencies provide grants and money for
local projects, Dr. Nasr believes that “we need to tie all the re-
search and development money to some tangible economic goal that
advances our competitiveness.” 406 Ms. Hartsock testified that “this
is only going to happen if there is a true public policy infrastruc-
ture plan that provides regulatory policy and incentives to really

*For a full transcript of the hearing, visit the Commission’s Web site, at hétp.//www.uscc.gov/
hearings/2009hearings/transcripts/09 06 11 trans/09 06 11 trans.pdf.
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jump-start at a large, national scale the kind of innovation effort
that put a man on the moon 40 years ago.” 407

Innovation requires critical mass, lab support, the right equip-
ment and instrumentation, and peer review. It takes open commu-
nication among peers and other subtle, but critical, cultural factors.
It takes a tolerance for risk and a tolerance for failure as well as
a willingness to think and apply innovation laterally, as many of
the big breakthroughs were originally aimed at other targets.408
And it takes a culture that attracts, encourages, and rewards the
best minds.492 Although China is developing quickly, both commer-
cially and technologically, witnesses testifying at the Commission’s
hearings in Washington and in Rochester identified innovation as
America’s main competitive advantage over China. Upstate New
York could be, but is not yet, a market that attracts the level of
investment that Silicon Valley or Boston’s high-tech corridor do,
and therefore there is far less early-stage technology development
in the greater Rochester area than might be expected, given the
area’s history and technological strengths.410

Conclusions

e China’s industrial policy targets and supports strategic indus-
tries identified as important to its economy in the 11th Five-Year
Plan. This industrial policy promotes and subsidizes many of the
same industries that comprise the industrial cluster of upstate
New York. These industries include auto parts, machine tools, in-
formation technology, optics, photonics, and, more recently, clean
renewable energy.

e China’s industrial policy has contributed to the loss of manufac-
turing in the region and presents a challenge to New York as it
seeks to become a global leader in the renewable energy field.

e The relocation of manufacturing from upstate New York has
weakened the industrial cluster, which in turn has greatly im-
pacted the ability of remaining firms to be innovative. Advanced
technology companies in the region that have been moving their
manufacturing operations to China are now relocating their re-
search, development, and innovation operations there as well.



RECOMMENDATIONS

The U.S.-China Trade and Economic Relationship’s Current
Status and Significant Changes During 2009

e The Commission recommends that Congress urge the adminis-
tration to employ more aggressively all trade remedies author-
ized by World Trade Organization (WTO) rules to counteract the
Chinese government’s practices. The Commission further rec-
ommends that Congress urge the administration to ensure that
U.S. trade remedy laws are preserved and effectively imple-
mented to respond to China’s unfair or predatory trade activities.

e The Commission recommends that Congress urge the United
States Trade Representative (USTR) to strengthen its oversight
of China’s compliance with the rulings of the WTO’s dispute set-
tlement panels.

e The Commission recommends that Congress urge the USTR, as
part of its annual National Trade Estimates report, to identify
and prioritize for elimination barriers in China limiting the ex-
port of U.S. goods and services.

e The Commission recommends that Congress undertake oversight
of the Strategic and Economic Dialogue to ensure that the talks
benefit American farmers, workers, and businesses.

¢ The Commission recommends that Congress direct the U.S. De-
partment of the Treasury to report annually on the status of the
U.S. dollar as the world’s reserve currency. This report should
highlight actions, if any, taken during the reporting period by
China and other nations that may contribute to the erosion of
this status.

China’s Role in the Origins of the Global Financial Crisis
and China’s Response

e The Commission recommends that Congress urge the adminis-
tration to press China to allow the renminbi (RMB) to become
flexible and responsive to market forces, thereby contributing to
the correction of global economic imbalances. The Commission
further recommends that Congress consider legislation that has
the effect of offsetting the impact on the U.S. economy of China’s
currency manipulation.

e The Commission recommends that Congress pass legislation urg-
ing the administration to report specifically on information re-
garding Chinese-sourced products and services used in U.S. fed-
erally funded stimulus programs and make this information
available to the public on a periodic basis.

(90)
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China’s Industrial Policy and its Impact on U.S. Companies,
Workers, and the American Economy

e The Commission recommends that Congress urge the adminis-
tration to employ more aggressively trade remedies to counteract
the Chinese government’s subsidies to favored industries. The
Commission further recommends that Congress assess the ade-
quacy of the resources of the U.S. Department of Commerce to
investigate such subsidies.

e The Commission recommends that Congress urge the National
Science Foundation to study and recommend to Congress ways to
enhance the effectiveness of basic and applied research programs
in the United States, with particular emphasis on advancing the
competitiveness of key domestic production sectors.

e The Commission recommends that Congress urge the U.S. De-
partment of Commerce to prepare an annual report on produc-
tive capacity in China in major industrial sectors. The report
should identify what steps, if any, China has taken to develop,
expand, retract, or change the utilization of capacity in these sec-
tors over the previous years.

e The Commission recommends that Congress urge the U.S. De-
partment of Commerce to develop rules and procedures for the
collection and evaluation of information on the activities of U.S.
companies in terms of their sourcing arrangements with pro-
ducers (whether independent, joint venture, subsidiary, or other
relationship) in China, to the extend authorized by law. The U.S.
Department of Commerce shall prepare an annual report, based
on this information, identifying changing sourcing patterns and
key areas of interest and concern. This information should be
subject to business proprietary confidentiality and only utilized
in the report, to the extent practicable, on an aggregate basis.

e The Commission recommends that Congress urge the USTR to
evaluate the use of selective value added tax rebates by China
and their trade-distorting effect and determine what steps, if
any, should be taken to address the issue.

China’s Industrial Policy and its Impact on Upstate New York

e The Commission recommends that Congress explore the eco-
nomic benefits to local communities of a national innovation
strategy to meet the challenges of China’s industrial policy.

e The Commission recommends that Congress request the National
Academy of Sciences to conduct a study on the impact of out-
sourcing of manufacturing on U.S. domestic research, develop-
ment, and innovation.

e The Commission recommends that Congress urge the U.S. De-
partment of Energy, in consultation with other appropriate agen-
cies, to report to Congress on the impact of Chinese subsidies
and other elements of China’s industrial policy on U.S.-based
companies that manufacture clean energy products.
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CHAPTER 2

CHINA’S ACTIVITIES DIRECTLY
AFFECTING U.S. SECURITY INTERESTS

SECTION 1: CHINA’S MILITARY AND
SECURITY ACTIVITIES ABROAD

[13

. the United States-China Economic and Security Review
Commission ... shall investigate and report exclusively on—

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability. ...”

Introduction

The growing strength of China’s economy has permitted it to ex-
pend more resources on its military development. Over the past
several years, the Chinese military, or People’s Liberation Army
(PLA), has experienced a sea change in its approach to national se-
curity.* This change follows from Beijing’s interest in ensuring Chi-
na’s continued economic development: The PLA needs the military
capacity to secure China’s expanding overseas interests and re-
spond to nontraditional security issues, such as disaster relief and
transnational crime. Therefore, Beijing has mandated the PLA to
transition from a territorially focused military that counters tradi-
tional military threats, such as invasion or separatism, to a more
globally focused military that, in addition to traditional com-
petencies, can handle nontraditional security threats. As a result,
the PLA has gradually increased its operational ranges, expanded
its participation in international security operations, augmented its
global military-to-military relationships, and improved its abilities

* Although this section addresses the overseas role of China’s military and security forces, the
term “military,” or “People’s Liberation Army,” will be used throughout, since the PLA conducts
the vast majority of China’s overseas military and security activities. In those instances where
it is necessary to point out the role of other security forces, this Report will do so.

(113)
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to conduct noncombat operations. A case in point is the ongoing de-
ployment—now in its third rotation—of PLA Navy vessels to the
Gulf of Aden, off the east coast of Africa, to assist a multinational
effort to defend from local pirates international sea lanes upon
which China is increasingly reliant for economic growth.

The PLA’s new capabilities and reach can both positively and
negatively affect U.S., regional, and international security. The
Chinese military can contribute to global stability if it increasingly
supports peacekeeping and humanitarian operations. This effort
could lead to greater cooperation between the U.S. military and the
PLA when the interests of their respective nations coincide. How-
ever, a more capable PLA could also potentially act as a desta-
bilizing force should Beijing seek to employ it to further its regional
or global interests to the detriment of the United States or other
regional actors.

This section of the Report addresses some of the factors behind
China’s decision to have its military undertake a more active role
on the global stage, identifies examples of the Chinese military and
security forces’ increased activity around the globe, and examines
possible implications for the United States as a result of this out-
ward expansion.

An Expansion of Chinese Views on National Security

China is now a global player, with global interests. According to
China’s official news agency, Xinhua, when China was less devel-
oped, its national interests were confined to concerns within its
borders. However, globalization has caused China’s national inter-
ests to expand, particularly into the maritime, space, and cyber-
space (electromagnetic spectrum) environments.! The maritime en-
vironment is vital to China because of China’s increasing reliance
upon seaborne trade; overseas oil imports; and maritime resources,
such as hydrocarbons, minerals, and fishing.2 Expansion into space
benefits economic, social, and military development.3 Similarly,
China maintains that cyberspace is critical to its future economic
and military development.+

As China’s national interests have expanded into these new
areas, Beijing has realized that its interests are increasingly sus-
ceptible to new and emerging threats.> Also, as China’s overseas
economic footprint grows, locals in countries with Chinese invest-
ments may perceive the Chinese as neo-imperialists—resulting in
greater hostility toward China and its interests. For example, in
April 2007, the Ogaden National Liberation Front, Muslim separat-
ists in the Ogaden region of Ethiopia, killed nine and kidnapped
several more Chinese workers of the Chinese oil company Sinopec.6
A few months later, Pakistani fundamentalists in Islamabad kid-
napped seven Chinese workers, three of whom were subsequently
killed.* In August 2009, angry locals in Algiers, Algeria, attacked
Chinese migrant workers, injuring 10 and looting five Chinese
shops, over resentment toward the migrants’ economic success.” In

*Some observers attribute Pakistan’s July 2007 decision to raid an influential mosque in
Islamabad that was believed to be responsible for the kidnappings and killings of the Chinese
workers to pressure from Beijing. See Howard French, “Letter from China: Mosque Siege Re-
veals the Chinese Connection,” New York Times, July 12, 2007. http://www.nytimes.com/2007/07/
12/world/asia/12iht-letter.1.6629789. html? r=1I.
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that same month, a Uighur independence group, the Turkic Inde-
pendence Party, called upon Muslims around the globe to attack
Chinese interests as retaliation for Beijing’s crackdown on Uighur
violence in Xinjiang in July.8

In addition, as the Commission frequently heard during its May
2009 trip to China, Chinese security analysts are deeply concerned
about sea lane security.® Beijing’s growing reliance on overseas
trade and foreign oil imports, both of which predominantly rely
upon maritime trade routes, makes the nation susceptible to dis-
ruptions in its sea lanes. A reported four-fifths of China’s oil im-
ports traverse the Strait of Malacca in Southeast Asia,l0 yet China
has at best a minimal ability to patrol and defend this vital mari-
time lifeline.11

Finally, Beijing understands the importance of actively coun-
tering international, nontraditional security threats, such as
transnational crime, natural disasters, and global pandemics,
which can hinder China’s economic development.* China’s 2008 de-
fense white paper, for example, points out how overseas, nontradi-
tional security problems could impact China domestically.l2 Susan
L. Craig, author of the monograph Chinese Perceptions of Tradi-
tional and Non-Traditional Threats, told the Commission that
China “perceives nontraditional security threats as more chal-
lenging than traditional threats.” Said Ms. Craig,

China’s elite believe the likelihood of traditional military
conflict has decreased through deterrence and diplomatic
skill. It is nontraditional threats—those that are unpredict-
able, nonmilitary in nature, transcend national boundaries,
and have both internal and external ramifications—that
are more worrisome.13

Representatives from the PLA’s National Defense University told
the Commission in May 2009 that China has a strong desire to in-
crease its capabilities to deal with international, nontraditional se-
curity issues.14

In December 2004, China’s president and Communist Party lead-
er, Hu Jintao, provided the Chinese military with what he charac-
terized as a new set of missions that changed the military’s roles
and responsibilities to better handle these new threats.!> These
missions, entitled the “Historic Missions of our Military in the New
Period of the New Century” (hereafter, the Historic Missions), con-
tain four tasks:

1. “To provide an important force for guaranteeing the Party’s
ruling position;

2. To provide a strong security guarantee for safeguarding the
important strategic opportunity period for national develop-
ment;

*The PLA has historically played a role in handling nontraditional security threats within
China. For example, China’s 2008 defense white paper states that “[iln the past two years the
[armed forces] have dispatched a total of 600,000 troops/time; employed 630,000 vehicles (or ma-
chines)/time of various types; flown over 6,500 sorties/time (including the use of helicopters); mo-
bilized 1.39 million militiamen and reservists/time; participated in over 130 disaster relief oper-
ations in cases of floods, earthquakes, snowstorms, typhoons and fires; and rescued or evacuated
a total of 10 million people.” Information Office of the State Council, China’s National Defense
in 2008 (Beijing: January 2009).
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3. To provide a powerful strategic support for safeguarding na-
tional interests;

4. To play a role in upholding world peace and promoting mu-
tual development.” 16

Each of these tasks will be addressed in turn below.

The first task of the Historic Missions calls on the PLA to ensure
its support for the Chinese Communist Party’s (CCP) rule in China
in the event of a crisis. It is important to note that this task is not
new, since CCP “control over the gun” has been a mantra since the
Mao Zedong era. Instead, it seeks to reaffirm the policy of having
the Chinese armed forces remain loyal to the CCP, and not nec-
essarily to the state, as in western democracies. Therefore, in the
event of another Tiananmen-like incident, the CCP fully expects
the PLA to come to its aid again as a means of last resort, accord-
ing to Daniel M. Hartnett, then a China analyst with the nonprofit
research organization CNA.17 As President Hu stated in his His-
toric Missions speech, “[s]o long as [the CCP] firmly controls the
military, there will be no large disturbances in China, and we will
be able to face with confidence any dangers that might arise.” 18

Like the first task, the second task reaffirms traditional PLA re-
sponsibilities, this time requiring the PLA to continue its focus on
defending China from what Beijing feels are its traditional threats.
President Hu identified five specific concerns during his Historic
Missions speech: 1) land and maritime border issues, 2) Taiwan
separatism, 3) ethnic separatism in Xinjiang and Tibet, 4) ter-
rorism, and 5) domestic social stability.19

Unlike the previous two tasks, the third task posits a new re-
quirement for the armed forces, calling on them to protect China’s
expanding national interests. This task singles out three areas in
particular where the PLA and security forces need to focus: the
maritime, space, and cyberspace environments. During his Historic
Missions speech, President Hu stated that

[t]he progress of the period and China’s development have
caused our national security interests to gradually go be-
yond the scope of our territorial land, seas, and airspace,
and continually expand and stretch into the oceans, space,
and [cyberspace]. Maritime, space, and [cyberspace] secu-
rity have already become important areas of [China’s] na-
tional security.20

The final task of the Historic Missions requires the Chinese mili-
tary to play a larger role in international peacekeeping and human-
itarian operations. The impetus behind this requirement is China’s
growing integration with the rest of the world, as reflected in a
statement from China’s 2008 defense white paper, claiming that
“China cannot develop in isolation from the rest of the world, nor
can global prosperity and stability do without China.” 21 Because of
this interdependency, the PLA should help handle problems abroad
before they can adversely affect China’s economic development.22
One crucial way for the PLA to do this is to participate more ac-
tively in peacekeeping and humanitarian operations around the
world.23

The effect of the Historic Missions speech on the PLA has al-
ready translated into observable changes in China’s military and
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security activities abroad. As then Deputy Assistant Secretary of
Defense for East Asia David S. Sedney stated, the PLA “has em-
barked on a transformation from a force that focused principally on
domestic response and preparing for what it considers local contin-
gencies, into a more expanded set of roles that encompass a wide
range of missions and activities.” 24

The next part of this section addresses several of these activities
in detail—in particular, peacekeeping, counterpiracy, humanitarian
operations, combined exercises, military diplomacy, port calls, and
maritime patrols.

Peacekeeping Operations

Since its first personnel contribution in 1990, China has become
an increasingly active participant in international peacekeeping op-
erations. China’s 2008 defense white paper states that over the
past 20 years, China has contributed more than 11,000 individual
peacekeepers to 18 United Nations (UN) operations.2> For the
month of June 2009, China had 2,153 peacekeepers deployed to UN
missions in Haiti, the Democratic Republic of the Congo, Sudan,
Lebanon, Liberia, Timor-Leste, Cote d’Ivoire, the Western Sahara,
and the Middle East.26 Of note, many of the countries and regions
in which China is contributing peacekeepers are also places where
China has economic interests.

China’s Participation in UN Peacekeeping Operations (June 2009)
Troops Police Mil. Observers Total

UN Mission China Total | China Total | China Total | China Total
UNTSO—Middle East 0 0 0 0 4 151 4 151
MINURSO—W. Sahara 0 20 0 6 13 201 13 227
MONUC—DR Congo 218 16,921 0 1,078 16 692 234 18,691
UNMIL—Liberia 564 10,065 16 1,205 2 136 582 11,406
UNOCI—Cote d’lvoire 0 7,662 0 1,174 7 190 7 9,026
MINUSTAH—Haiti 0 7,030 143 2,050 0 0 143 9,080
UNMIS—Sudan 444 8,479 18 647 12 517 474 9,643
UNIFIL—Lebanon 343 12,030 0 0 0 0 343 12,030
UNMIT—Timor-Leste 0 0 27 1,559 2 33 29 1,592
UNAMID—Darfur 324 13,300 0 2,959 0 176 324 16,435
TOTAL 1,893 175,507 204 10,678 56 2,096 | 2,153 88,281

Sources: UN Peacekeeping Operations, “Background Note” (New York: June 30, 2009). http://
www.un.org/Depts/dpko/dpko/bnote.htm; and The United Nations, “UN Mission’s Summary De-
tailed by Country” (New York: June 30, 2009), pp. 7-8. http://www.un.org/Depts/dpko/dpko/con-
tributors/2009/june09 3.pdf.

This heightened level of commitment to peacekeeping operations
likely follows from several policy considerations. First, the substan-
tial increases in personnel contributions to UN peacekeeping oper-
ations demonstrate that China’s military has endeavored to meet
the objectives Hu Jintao promulgated in the fourth task of the His-
toric Missions, namely to play a larger role in international peace-
keeping and humanitarian operations.2? As figure 1 below shows,
since 2004, the year when the Historic Missions were first articu-
lated, China has doubled the number of peacekeepers committed to
UN missions.
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Figure 1: Chinese Personnel Contributions to UN Peacekeeping
Operations, 1990-2008
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Source: Bates Gill and Chin-hao Huang, “China’s Expanding Peacekeeping Role: Its signifi-
cance and the policy implications,” Stockholm International Peace Research Institute (SIPRI),
February 2009. http://books.sipri.org/files/misc/SIPRIPB0902.pdf.

Second, China’s greater involvement in peacekeeping operations
is a component of a comprehensive, decades-long effort from Beijing
to present China as a responsible international player, thus ex-
panding its international influence. According to Chin-hao Huang,
a researcher at the Stockholm International Peace Research Insti-
tute, China’s leadership believes that “positive engagement with
the outside world helps China to project a more benign and ‘harmo-
nious’ image beyond its borders” and reassures its neighbors that
China has peaceful intentions—analysis repeated in the testimony
to the Commission by two other expert witnesses.28

In recent years, China’s military has taken several steps to insti-
tutionalize its commitment to peacekeeping operations. China has
established at least three facilities to provide specialized training
to Chinese troops, police officers, and observers prior to partici-
pating in peacekeeping operations.2® One of these facilities is in
Nanjing, Jiangsu Province; another is in Langfang, Hebei Province;
and a third, which became fully operational in mid-2009, is in Bei-
jing. This third facility will help the PLA to “centralize and better
coordinate Chinese peacekeeping activities” in anticipation of addi-
tional UN peacekeeping commitments.3°

Activities Supporting Counterpiracy Operations in the Gulf
of Aden

On December 26, 2008, following the fourth UN Security Council
resolution that year concerning Somali pirates operating in the
Gulf of Aden, China deployed a naval task group to participate
alongside a multinational counterpiracy effort in that region. The
decision to dispatch PLA Navy vessels was in response to the re-
peated hijacking attempts that Chinese vessels faced while
transiting past the Horn of Africa. According to official Chinese
statements, of the 1,265 Chinese commercial vessels or vessels car-
rying Chinese goods that traversed the region from January to No-
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vember 2008,31 pirates attacked 20 percent of them, successfully
capturing seven.32

China’s task group, currently in its third rotation, is composed of
three PLA Navy vessels and crew and about 70 special operations
forces. From December 2008 to April 2009, the task group included
two guided-missile destroyers (Haikou and Wuhan) and a replen-
ishment ship (Weishanhu). Bernard D. Cole, a professor at the U.S.
National War College, called these destroyers “two of China’s new-
est, most capable surface combatants.”33 In April 2009, the de-
stroyers were relieved by another destroyer (Shenzhen) and a frig-
ate (Huangshan), while the replenishment ship remained.3¢ All
three vessels were replaced in July 2009 with the third deploy-
ment, consisting of two frigates (Zhoushan and Xuzhou) and an-
other replenishment ship (Qiandaohu). Although the Chinese task
groups are participating in international counterpiracy efforts in
the region, they are not official members of the multinational
counterpiracy coalition, Combined Task Force 151, established on
January 8, 2009.35 The PLA Navy’s mission is to escort Chinese
ships sailing through the region, as well as non-Chinese ships car-
rying humanitarian goods, such as items for the UN World Food
Program. This mission differs from the Combined Task Force 151’s
mission, which is to conduct broad counterpiracy operations.36

China’s dispatch of naval vessels to the region is significant in
several ways. Dr. Cole stated that it is the first time that the PLA
Navy is

¢ conducting combat operations outside of China’s territorial wa-
ters;

e operating “for an extended period of time at great distance
from home port” (more than 3,400 miles from Hainan Island);

¢ relying on “foreign sources ... for logistics support for an ex-
tended period of time”;

e operating “in an environment of international naval forces,
other than for a brief naval review”; and

e coordinating with U.S. warships on nonexercise operations.37

Although this is a major step for the PLA, it should be under-
stood that the dispatch of three PLA Navy task groups does not
automatically mean the PLA Navy is a “blue water” navy capable
of operating around the globe. Each deployment is small in size,
consisting of only three vessels. In addition, this is currently Chi-
na’s sole naval deployment. As the Pentagon reports, “China’s abil-
ity to sustain military power at a distance remains limited.” 38

Humanitarian Operations

Historically, the PLA has always participated in humanitarian
operations (including disaster relief operations) within China, such
as after the 2008 earthquake in Sichuan Province. Abroad, the PLA
has contributed to 10 such operations since 2002.39 International
agreements and new military platforms intended for such noncom-
bat operations indicate that the PLA will likely participate in more
international humanitarian operations in the future.

China has worked to establish channels for international co-
operation on humanitarian operations. For example, the Chinese
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government proposed and drafted the General Guidelines for Dis-
aster Relief Cooperation for the Association of Southeast Asian Na-
tions’ (ASEAN) Regional Forum,* which adopted the protocol at a
ministerial meeting in 2007.40 In 2008, China hosted a regional
workshop with several Southeast Asian nations on military dis-
aster relief.41 China’s focus on international disaster relief coordi-
nation led then Deputy Assistant Secretary of Defense for East
Asia Sedney to state that this sort of cooperation represents much
of the recent increase in military engagement between China and
Southeast Asia.42

China also has developed military platforms to bolster its effec-
tiveness in conducting humanitarian operations. After the 2004 In-
dian Ocean tsunami, the PLA was unable to participate effectively
in relief efforts throughout Southeast Asia, demonstrating to Chi-
na’s leadership the need to develop improved hospital ship capabili-
ties 43—especially in light of the goodwill the United States re-
ceived during that crisis from its deployment of USNS Mercy to the
region.#4 As a result, in 2008 the PLA Navy built a new hospital
ship, the 10,000-ton Heping Fangzhou.*> While not China’s first
hospital ship,6 it is its most capable and, in addition to its primary
role of providing combat support, will allow the PLA Navy to better
carry out international humanitarian operations.4?

Combined Exercises |

In recent years, the Chinese military has placed a greater em-
phasis on military exercises with foreign countries, or “combined
exercises.” The Chinese military’s first bilateral military exercise
occurred with Kyrgyzstan in 2002. “Exercise 01,” as it was called,
took place on the border between the two nations and reportedly
involved hundreds of troops from both sides. It focused on counter-
terrorism operations and was the first bilateral military exercise
betw;esen member-states of the Shanghai Cooperation Organiza-
tion.

Since then, China has participated in at least 33 combined exer-
cises of various kinds. Significantly, more than half of these exer-
cises have occurred outside of Chinese territory.4® The Chinese
military has increased the number of countries with which it has
participated in combined exercises. As of the writing of this Report,
the Chinese military has conducted combined exercises with at
least 20 different countries.5% So far this year, China has conducted
exercises with Russia (twice), the Shanghai Cooperation Organiza-
tion, Mongolia, Singapore, and Gabon.’1 The combined exercise
with Gabon was the first time that China carried out an exercise
with an African nation.52

Participating in combined exercises provides the Chinese military
with the opportunity to improve its operational capability by learn-
ing from other militaries—sometimes even from militaries that

*Current members of the Association of Southeast Asian Nations’ Regional Forum include
Australia, Bangladesh, Brunei, Cambodia, Canada, China, the European Union, India, Indo-
nesia, Japan, the Democratic People’s Republic of Korea, the Republic of Korea, Laos, Malaysia,
Myanmar, Mongolia, New Zealand, Pakistan, Papua New Guinea, the Philippines, Russia,
Singapore, Sri Lanka, Thailand, Timor-Leste, the United States, and Vietnam.

+Throughout this Report, the Commission will use the term “combined exercise” to signify a
military exercise between two or more nations.
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have had actual combat experience. For example, several recent
Chinese articles on “Peace Mission 2009,” a combined counter-
terrorism exercise between China and Russia, discuss lessons the
PLA learned from the Russian military. Examples of lessons
learned include counterterrorism tactics, urban combat, helicopter
operations, combined and joint operations, command and control,
special forces operations, and readiness.’3 Even participation in
peacekeeping operations yields significant operational benefits for
the PLA, such as improving its engineering experience, responsive-
ness, and command and control capabilities.54

As with other PLA activities abroad, however, it should be recog-
nized that there are limits to the extent of China’s participation in
combined exercises. For example, the PLA participated in an aver-
age of six combined exercises annually from 2007 to 2009 (to date),
a comparable number for the Brazilian and Indian militaries.55 In
contrast, the U.S. Navy’s Seventh Fleet alone conducts three times
as many combined exercises every year.5¢ In addition, the size of
the PLA combined exercises generally remains small, averaging
about 1,000 personnel in total.* Furthermore, although the PLA
has participated in more combined exercises over the years, these
exercises remain very limited in nature. Most combined maritime
exercises have been modeled on search and rescue missions, and al-
most all combined land exercises have been counterterrorism ori-
ented.5” Recent exceptions include the China-Gabon combined exer-
cise and the 2009 China-Mongolia combined exercise, a humani-
tarian medical rescue and a peacekeeping exercise, respectively.58
Finally, despite the greater diversity of these exercises, many of
them have been conducted with the same countries. For example,
more than a third of China’s combined exercises have been held
with Pakistan (five), India (four), and the Shanghai Cooperation
Organization countries (four).5°

Military Diplomacy

In recent years—and especially since 2002—China’s military di-
plomacy with other countries has become more robust. Dem-
onstrating the importance of military exchanges, the PLA Navy
commander wrote in an influential CCP journal that

[In order] to build a powerful navy adapted to the needs for
carrying out the [Historic Missions], we must stress the ex-
pansion of exchanges with foreign militaries, open up our
world view, and expand our strategic field of vision. In the
new environment of reform and opening up, we must
strengthen the navy’s foreign affairs functions.9

To this extent, the PLA’s foreign activities have “increased in fre-
quency and scope” as China “seeks to enhance its national power
by improving foreign relationships, bolstering its international
image, and assuaging concerns among other countries about Chi-
na’s rise.” 61 China has developed stronger military ties with other
nations, particularly throughout the developing world. In the Mid-

*An exception to this was the first Peace Mission 2005, held between China and Russia in
2005. According to Chinese sources, about 10,000 troops in total participated in this combined
exercise, China’s largest to date.
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dle East, Africa, South America, and throughout Asia, China’s mili-
tary relationships are slowly, yet steadily, growing.62

In contrast, the U.S.-China military relationship experienced a
setback in October 2008, when Beijing abruptly suspended military
contacts after a U.S. notification of impending arms sales to Tai-
wan. In practice, however, some interaction has occurred. For ex-
ample, U.S. naval forces conducting counterpiracy operations in the
Gulf of Aden have coordinated with their Chinese counterparts,3
while U.S. defense officials met with high-level Chinese officials for
the Defense Policy Coordination Talks in February 2009.6¢ In
April, the chief of Naval Operations, Admiral Gary Roughead, trav-
eled to China to observe the fleet review held for the PLA Navy’s
60t anniversary, during which he met with the PLA Navy com-
mander, Admiral Wu Shengli.65 Further military-to-military con-
tact occurred during the 10t U.S.-China Defense Consultative
Talks in June. These talks reportedly resulted in an agreement to
hold a Military Maritime Consultative Agreement session in late
summer or fall of 2009, which, from China’s perspective, would
mark the full resumption of military-to-military relations with the
United States.®6 Since then, Under Secretary of Defense for Policy
Michele Flournoy and Admiral Timothy Keating, then commander
of the U.S. Pacific Command, met with a PLA Navy rear admiral
on the sidelines of the Strategic and Economic Dialogue in July
2009.67

With the notable exception of the Shanghai Cooperation Organi-
zation, China’s military engagement typically takes place on a bi-
lateral basis.68 Chinese military forces send and receive high-level
delegations, defense attachés, and students to study in foreign pro-
fessional military education exchanges. In these efforts, China fo-
cuses on South America 9 and Africa,’? in particular.

International exchanges are not confined to the PLA. According
to China’s 2008 defense white paper, China’s paramilitary security
force responsible for domestic security, the People’s Armed Police

has sent delegations to over 30 countries for bilateral or
multilateral counterterrorism exchanges, including France,
Germany, Spain, Italy, Australia, Israel, Brazil, Cuba,
South Africa, Russia and Pakistan, and hosted delegations
from 17 countries, such as Russia, Romania, France, Italy,
Hungary, South Africa, Egypt, Australia and Belarus.”!

China has a range of motivations to increase its military’s con-
tacts. The U.S. Department of Defense’s 2009 Military Power of the
People’s Republic of China report states that these military ex-
changes

provide China with opportunities to increase military offi-
cers’ international exposure, communicate China’s positions
to foreign audiences, better understand alternative world
views, and advance foreign relations through interpersonal
contacts and military assistance programs.”’2

Furthermore, familiarity with foreign militaries gives Chinese
military personnel a better understanding of alternative forms of
operational doctrine.”3
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Though China’s military engagement with other nations is in-
creasing, this activity typically does not drive China’s overall bilat-
eral relationships. According to then Deputy Assistant Secretary of
Defense for East Asia Sedney, all of China’s military ties are sec-
ondary to its economic relationships and generally are used as a
means to further its economic interests.”+

Port Calls

PLA Navy port calls serve as a visible reminder of China’s grow-
ing diplomatic and military presence abroad. Over the past few
years, both the frequency and range of PLA Navy port calls have
increased. For example, the PLA Navy conducted more port calls
in 2007 than in the preceding three years combined.”> Although
2008 saw a decrease in the number of Chinese port calls to foreign
countries (likely due to the PLA’s focus on hosting the Beijing
Olympics and to supporting disaster relief efforts after the Sichuan
earthquake), 2009 port calls to date have already reached 2007’s
level.76

The range of PLA Navy port calls has also expanded. According
to testimony by Michael R. Auslin, a resident scholar at the Amer-
ican Enterprise Institute, PLA naval vessels “now make port calls
throughout the world, not just in Asia,” demonstrating the PLA
Navy’s “ability to undertake extended, transoceanic voyages.”7? In
2007, for example, after visiting St. Petersburg, Russia, for the
launch of the “Year of China” public relations event in Russia, two
Chinese vessels then made port calls to England, Spain, and
France before returning to China.”® In 2009, PLA Navy vessels
supporting counterpiracy operations in the Gulf of Aden visited
Yemen (Port of Aden), three times and Oman (Port Salalah) once.?®

Although China’s port calls have increased in range and number,
they are still limited. First, the overall number of PLA Navy port
calls is small—only 21 in 2007, 2008, and 2009 combined.8° By
comparison, the U.S. Seventh Fleet (Western Pacific and Indian
Ocean) on average conducts “more than 250 port visits every
year.”81 Second, China’s port calls generally involve at most two
vessels. For example, of the 21 port calls made in the past three
years, only one, the June 2009 visit to Oman, involved three ves-
sels; the rest were either made by one or two vessels.®2 Finally, the
PLA Navy does not truly have a global presence, as there appears
to be no record of any port calls to either Latin America or Africa
since 2002.*

Maritime Patrols

According to testimony submitted to the Commission by Senator
Jim Webb, China’s maritime forces have demonstrated a “growing
assertiveness” in enforcing Beijing’s maritime claims. For example,

*The last apparent visit to either Latin America or Africa was during China’s first-ever cir-
cumnavigation of the globe, in 2002, when the PLA Navy visited Brazil, Ecuador, Peru, and
Egypt, among other nations. People’s Daily, “PLA Fleet Starts First Round-the-World Voyage,”
May 16, 2002. http:/lenglish.people.com.cn/200205/15/eng20020515 95767.shtml; Information
Office of the State Council, China’s National Defense in 2004 (Beijing: December 2004); Informa-
tion Office of the State Council, China’s National Defense in 2006 (Beijing: December 2006); and
Information Office of the State Council, China’s National Defense in 2008 (Beijing: January
2009).
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in early March 2009, five Chinese vessels harassed an unarmed
U.S. ocean surveillance vessel, USNS Impeccable, while it was con-
ducting operations in international waters about 75 miles south of
Hainan Island in the South China Sea.83 At approximately the
same time, another Chinese government vessel used a high-inten-
sity spotlight to illuminate the bridge of the U.S. surveillance ship
Victorious in the Yellow Sea, endangering the ship by potentially
blinding her operators.8¢ In addition, Chinese aircraft conducted
numerous provocative fly-bys during both incidents.85 According to
former Senator John W. Warner’s testimony to the Commission,
the various activities of the Chinese vessels were quite dangerous
and could have resulted in a collision had the U.S. vessels not re-
acted quickly.86

These incidents displayed a high level of coordination between
military and civilian entities involved on the Chinese side, likely
demonstrating that they were planned and supported by Beijing.
For example, five Chinese vessels from various entities took part
in the USNS Impeccable incident: a PLA Navy intelligence collec-
tion vessel; a Bureau of Maritime Fisheries patrol vessel; a State
Oceanic Administration patrol vessel; and two small, Chinese-
flagged fishing vessels.87 Furthermore, six months earlier, China
held a large, high-profile interagency training event that presaged
the Impeccable incident. During the training event, observed by
two members of China’s supreme military body, the Central Mili-
tary Commission, more than 30 ships, airplanes, and helicopters
participated. These vessels and aircraft belonged to four different
organizations: the PLA Navy and naval reserve; the State Oceanic
Administration’s China Marine Surveillance Force; the Ministry of
Commerce’s Rescue and Salvage Bureau; and the maritime mili-
tia.88 During this interagency training exercise, one of the training
tasks was to “jointly control a maritime area.” 89 Therefore, as Sen-
ator Webb pointed out, the Impeccable and Victorious incidents
should be interpreted “not as singular, tactical events, but as a con-
certed, calculated effort” of the Chinese government.” 90

Maritime incidents between the United States and China arise
in part from Beijing’s unique perspective on rights associated with
the exclusive economic zone—an area that extends 200 nautical
miles from a nation’s coastal baseline. The Chinese government as-
serts a level of control over this area that is inconsistent with gen-
erally accepted interpretations of the international laws that gov-
ern the issue.?! This divergence of views about what constitutes ac-
ceptable behavior in the zone and, crucially, China’s sometimes bel-
ligerent practices, has led to serious naval standoffs. Aside from
freedom of navigation rights, China’s exclusive economic zone dis-
putes involve exploitation rights for hydrocarbons and undersea
minerals, as well as fishing rights, with several of China’s mari-
time neighbors.

Implications for the United States

As then Deputy Assistant Secretary of Defense for East Asia
Sedney told the Commission, the “expansion of [the PLA’s] military
and security activities abroad poses both challenges and opportuni-
ties” for the United States.?2 The Chinese armed forces’ increas-
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ingly outward orientation could allow the military to contribute
more to multinational operations aimed at ensuring global sta-
bility, such as peacekeeping operations, humanitarian assistance,
disaster relief, and counterpiracy operations—areas where Wash-
ington and Beijing’s interests align.93 Deputy Assistant Secretary
of State for East Asian and Pacific Affairs John J. Norris Jr. identi-
fied additional areas where China’s growing military influence
could help the United States, such as addressing the North Korean
and Iranian nuclear issues.?¢ In addition, the U.S. and Chinese
militaries could possibly cooperate on counterterrorism efforts.95

As the PLA increases its overseas presence, there will be more
opportunities for the U.S. military to interact and hold dialogues
with the Chinese military on a variety of issues, thus furthering
the overall bilateral relationship. Rear Admiral Eric A. McVadon,
U.S. Navy (Ret.), told the Commission that frequent setbacks in the
U.S. military-PLA relationship make “it difficult for either side to
develop trust and confidence in the other and to play a positive role
in influencing the other in mutually desirable ways.” 96 However,
opportunities to maintain and improve the dialogue would help to
build trust and understanding between the two, thus minimizing
the potential for inadvertent crises.9” Through increased dialogues
and contacts, it also might be possible to “identify additional areas
of common understanding and interest.” 98

However, as the PLA acquires experience from its overseas ac-
tivities, it will further improve its military capacity to conduct a
variety of operations, some of which are contrary to U.S. interests.
Many military capabilities are fungible and are suited to both
peacetime and wartime usage. For example, while pointing out the
global benefits that the PLA’s increased capabilities could provide,
the Department of Defense also stated that “some of these capabili-
ties ... could allow China to project power to ensure access to re-
sources or enforce claims to disputed territories.”®? Frederic
Vellucci Jr., a China analyst at CNA, testified to the Commission
that the same capabilities used to conduct counterpiracy operations
around the Gulf of Aden could also be used to “interfere with the
lawful activities of foreign vessels in China’s exclusive economic
zones.” 100 Supporting this statement, Dr. Cole indicated how Chi-
na’s counterpiracy operations in the Gulf of Aden provide the PLA
Navy with “increased expertise and experience in operations, logis-
tics, command and control, and interagency cooperation.” 101
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Historical Note: Incidents at Sea with Soviet Vessels

China is not the first nation with which the U.S. Navy has had
maritime run-ins. In June 2009, former Senator John W. War-
ner, who served as undersecretary of the Navy (1969-1972) and
secretary of the Navy (1972-1974), testified to the Commission
that the harassment of USNS Impeccable is reminiscent of simi-
lar incidents between U.S. and Soviet vessels in the late 1960s
and early 1970s. According to Senator Warner, both the United
States and the Soviet Union realized they needed to “determine
a common basis by which [they] could recognize a nation’s right
over international waters to operate on the surface and in the
air, but at the same time to do so in a way that does not bring
about physical or property damage to the other.” 192 Eventual ne-
gotiations between a U.S. delegation, led by Senator Warner,
and a Soviet delegation resulted in the Agreement between the
Government of the United States of America and the Government
of the Union of Soviet Socialist Republics on the Prevention of In-
cidents On and Over the High Seas, in 1972.103

At its core, this agreement is a rules-based approach to safety
on the high seas. According to one expert on this accord, the
agreement “served to moderate the behavior of the naval surface
and air forces of the two sides through the end of the Cold War,”
despite other problems in the relationship.194 In his testimony,
Senator Warner stated that

[the agreement] almost totally was successful in avoiding any
incidents of a magnitude of seriousness that could have been
a tripwire to starting a more serious confrontation between
the Soviet Union and the United States.105

Currently the United States has a mechanism for discussing
maritime issues with China, the Military Maritime Consultative
Agreement. Unlike the high seas agreement, however, the Mili-
tary Maritime Consultative Agreement did not contain an
“agreement on communication during crises or rules of engage-
ment.” 106 As Senator Warner described to the Commission, the
Military Maritime Consultative Agreement lacks the strength
necessary to avoid incidents at sea that the high seas agreement
contained.1%? A more robust agreement, or a reinforced Military
Maritime Consultative Agreement, particularly one which—Ilike
the high seas agreement—included “formal rules of interaction,”
could “reduce both the likelihood of inadvertent clashes, as well
as promote understanding and reduce the long-term likelihood of
conflict” on the sea.108

Finally, a more active PLA will likely increase China’s security
influence around the globe. China’s recent global security activities
strengthen China’s diplomatic relationships, enhance its global
image and influence, and promote its economic development.109
Some of China’s increased influence could come at the expense of
the United States. For example, when Uzbekistan demanded in
July 2005 that the United States close its Karshi-Khanabad air-
base—a crucial supply base for U.S. operations in Afghanistan—
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General Richard Myers, then chairman of the Joint Chiefs of Staff,
stated that the demand was partially due to China’s influence.110
Similarly, China’s increased participation in peacekeeping oper-
ations could adversely impact the United States by “gradually
counterbalanc[ing] U.S. influence and more actively shapl[ing]—in
ways consistent with Chinese foreign policy principles and national
interests—the norms guiding UN peacekeeping operations.” 111 In
addition, Deputy Assistant Secretary of State for East Asian and
Pacific Affairs Norris told the Commission that China’s continued
military support for states that pursue policies contrary to global
norms, such as Burma, Sudan, and Zimbabwe, is also troubling.112

Conclusions

¢ Beijing has begun to broaden its national security concerns be-
yond a potential contingency across the Taiwan Strait and
around its immediate periphery.

e Chinese leaders place a growing emphasis on militarily safe-
guarding China’s expanding national interests. Hu Jintao codi-
fied this trend in 2004 when he declared a new set of guiding
principles for the armed forces called the Historic Missions.

e China’s leadership has a growing appreciation for the seriousness
of overseas, nontraditional threats that could adversely affect
China’s economic and other interests, as evidenced by the mili-
tary’s increasing allocation of resources toward missions such as
peacekeeping, counterpiracy, and disaster relief.

e These geographical and functional changes in China’s military
missions correlate with an increase in China’s military, security,
and economic activities abroad.

e China’s expanded claim over freedom of navigation in what it
considers to be its exclusive economic zone could lead to further
incidents involving the U.S. military.

e At the same time, however, the expansion of China’s military
and security activities abroad are more evolutionary than revolu-
tionary in nature. Although the PLA is operating more frequently
abroad, it should not yet be considered a global military or a
military with a global reach.

e PLA activities abroad will improve the PLA’s military capabili-
ties—such as command, control, communications, and logistics—
in ways that will contribute to PLA competence in a broad range
of operations.

e The Chinese military’s more international orientation is not a
fundamentally negative development. A more activist PLA could
in some circumstances provide a “public good” by contributing
more to global stability. Other nations, including the United
States, may benefit from Chinese peacekeeping operations and
counterpiracy efforts.

e The Chinese military’s more international orientation—combined
with its improved military capacity—could, however, adversely
affect U.S. national security. Of particular import will be wheth-
er a militarily confident China will take a more confrontational
stance toward the United States or its allies.



SECTION 2: CHINA’S NAVAL MODERNIZATION

[13

. the United States-China Economic and Security Review
Commission ... shall investigate and report exclusively on—

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability. ...”

Introduction

On April 30, 2009, the Chinese military conducted a large fleet
review in the port city of Qingdao, China, commemorating the 60t
anniversary of the People’s Liberation Army Navy, or PLA Navy.
On display were many of the navy’s newest vessels and aircraft, in-
cluding its little-seen nuclear-powered ballistic missile submarines.
In total, the review included 25 Chinese vessels, as well as 21 for-
eign navy vessels that Beijing invited.* For China, the Qingdao
fleet review was an opportunity to demonstrate to domestic and
international audiences the tremendous progress the PLA Navy
has made in modernizing its forces over the years.

Since the mid-1990s, China has embarked on its largest naval
modernization since the People’s Republic of China (PRC) was
founded in 1949. In recent years, China has quantitatively and
qualitatively improved its modern naval platforms, purchasing or
indigenously producing 38 submarines, 13 destroyers, 16 frigates,
at least 40 fast-attack craft, and dozens of naval aircraft. In addi-
tion to these more modern platforms, the PLA Navy has also devel-
oped advanced offensive and defensive weapons, such as antiship
cruise missiles, land-attack cruise missiles, and sea mines. Ad-
vances in the navy’s command and control systems permit the new
platforms and weapons to exchange data and to coordinate with
each other. In order to better use these new weapons, platforms,
and equipment, the navy has also carried out a series of organiza-

*On the Chinese side, only domestically produced vessels participated in the fleet review; Chi-
nese vessels procured from foreign suppliers, such as the Kilo-class submarines bought from
Russia, did not participate.

(128)
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tional, personnel, training, and logistics reforms. With the intro-
duction of these various reforms and modernization programs, the
Chinese navy also appears to have adjusted its methods of con-
ducting operations to better match its new capabilities.

Figure 1: Comparison of Modern * and Legacy PLA Navy Combatants
(2000 vs. 2009)
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Sources: International Institute for Strategic Studies, The Military Balance 2000-2001 (Ox-
ford: Oxford University Press, 2000), p. 195; and International Institute for Strategic Studies,
The Military Balance 2009 (London: Routledge, 2009), p. 383-84.

* This Report categorizes the following Chinese classes as modern vessels. Destroyers: Luhai,
Luhu, Luyang (I & II), Luzhou, and Sovremenny; frigates: Jiangkai (I & II), and Jiangwei (I
& II); and submarines: Jin, Kilo, Shang, Song, and Yuan.

T This graph aggregates both ballistic missile submarines and attack submarines for purposes
of determining final numbers.

The Chinese government presents several reasons for its large-
scale naval modernization. First, China seeks to prevent Taiwan
from declaring independence. This includes deterring, denying, or
delaying any nation from coming to Taiwan’s aid in the event of
a crisis with the mainland. Second, in order to safeguard China’s
continued economic development, the PLA Navy needs to be able
to defend China’s coast from any maritime assaults. A third reason,
also tied to China’s economy, is that the navy must be able to de-
fend China’s disputed maritime territorial claims. Fourth, the navy
is increasingly being called upon to protect international sea lanes
used by China’s merchant fleet, a task that, until recently, the
navy was incapable of performing. Fifth, part of China’s naval mod-
ernization is to improve China’s nuclear deterrent capabilities by
creating a credible, at-sea nuclear deterrent force. A final factor is
nationalistic pride and the desire for China to have a modern navy
that befits a global power.
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The importance of China’s Naval Modernization to Beijing

Demonstrating the importance that Beijing attaches to mod-
ernizing its navy, Vice Admiral Su Shiliang, chief of staff of the
PLA Navy, wrote in June 2009 that

[plresently, while [China’s] national economic development
still faces many difficulties, the Party Central Committee and
the Central Military Commission regard the navy as a pri-
ority service for force building, and continually increase
naval investments. This fully reflects the importance and as-
pirations they have for the navy, and raises new, even higher

requirements for us to scientifically plan naval military
work.113

China’s naval modernization impacts U.S. interests in the region.
A more powerful and capable PLA Navy will increasingly have the
ability to inhibit U.S. military access to the region. Dubbed an
“antiaccess strategy” by western observers, this strategy rests on
the ability to exert control over China’s coastal seas in order to
deny an opponent the ability to operate safely in those areas in the
event of a conflict. As the PLA Navy improves its reach, surveil-
lance, and antiaccess capabilities, the area over which it can exert
control will likely expand outward. And as Chinese naval capabili-
ties improve, other actors, including U.S. friends and allies, may
feel threatened. This in turn could provoke a naval arms race—
signs of which are already beginning to appear.

This section of the Annual Report identifies some of the factors
behind China’s naval modernization, describes examples of how
Beijing is modernizing the PLA Navy, and examines the possible
implications for the United States.

Reasons for China’s Naval Modernization

This section will discuss six reasons for China’s naval moderniza-
tion that are most commonly referred to in Chinese statements and
documents: 1) deter Taiwan’s independence; 2) defend China’s mar-
itime security; 3) defend China’s maritime sovereignty and mari-
time economic interests; 4) ensure China’s access to increasingly
important sea lanes; 5) develop China’s at-sea nuclear deterrent ca-
pabilities; and 6) satisfy a national desire for a modern navy. Each
reason will be discussed in turn.

Deter Taiwan’s Independence

Since the mid 1990s, the central focus of China’s naval mod-
ernization efforts has been to deter Taiwanese independence.ll4
For China, deterring Taiwan’s independence has political, military,
and economic significance. Taiwan independence ultimately chal-
lenges the Chinese Communist Party’s (CCP) continued rule in Bei-
jing, because the CCP has partially staked its legitimacy on reuni-
fication with Taiwan.115 In addition, Taiwan’s continued de facto
independence hinders “China’s emergence as a regional power since
it would limit the [People’s Liberation Army’s] strategic space.” 116
Describing the economic costs of formally losing Taiwan, the PLA
Academy of Military Science—China’s premier military think
tank—wrote that
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Taiwan is the strategic key for mainland China’s passage
to the ocean, and is extremely critical to the development of
our maritime economy and ensuring our maritime safety. If
Taiwan successfully separates, then China’s gateway to the
Pacific Ocean will close. 117

For Beijing, a key component of ensuring that Taiwan does not
declare independence requires deterring, denying, or delaying the
United States from intervening on Taiwan’s behalf. Rear Admiral
Michael McDevitt (U.S. Navy, Ret.), vice president of the not-for-
profit research corporation CNA and director of its Strategic Stud-
ies division, testified to the Commission that China aims to keep
“an approaching force from closing to within striking range of the
Chinese mainland and the Taiwan Strait”—a sentiment echoed by
several experts who testified to the Commission on this topic.118
Cortez A. Cooper, a senior international policy analyst at the
RAND Corporation, stated that a goal of China’s naval moderniza-
tion is to “vastly improvle] the capability to hold U.S. naval forma-
tions at risk in the Western Pacific, and to delay or deny their
entry into a Taiwan theater of operations.”11® Paul S. Giarra,
president of the defense analysis company Global Strategies and
Transformation, directly attributed China’s attempts to develop an
antiship ballistic missile (discussed further below) to the need to
prevent U.S. naval surface vessels—“the centerpiece of American
naval power and the basis for U.S. deterrence strategy’—from
nearing China’s coastline.120

Although cross-Strait relations have improved since the election
of Ma Ying-jeou to Taiwan’s presidency in March 2008, Beijing still
watches Taiwan warily (see chap. 3, sec. 2, for more on cross-Strait
relations). For example, in May 2008, then Lieutenant General Ma
Xiaotian, deputy chief of the PLA general staff, stated that while
the cross-Strait relationship had taken a positive turn, pro-Taiwan
independence advocates on the island remain a problem.!21 More
recently, this wariness was repeated in China’s authoritative 2008
defense white paper, which stated that “separatist forces working
for ‘Tflzigvan independence’ pose threats to China’s unity and secu-
rity.”

Defend China’s Maritime Security

A core task of any navy is to prevent and resist maritime as-
saults and, as China’s defense white papers over the years dem-
onstrate, the PLA Navy is no exception.'23 During Chinese Presi-
dent Hu Jintao’s Historic Missions speech (see sec. 1 of this chapter
for more on the Historic Missions), he stated that the military
should “firmly resist foreign invasions.”12¢ Demonstrating the
navy’s role in this task, the PLA Academy of Military Science wrote
that the navy should “independently or along with ground or air
force operations, effectively resist enemy assaults coming from the
seas.” 125 In 2008, President Hu again pointed out the importance
of maritime security, stating, “currently, the main threats to our
national security...come from the sea.” 126 Writing earlier this year,
the PLA Navy chief of staff stated that although a major maritime
invasion was unlikely, the navy still needs to improve its capabili-
ties to defend China’s maritime security because of possible re-
gional crises.127
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A key reason for the focus on protecting China’s maritime ap-
proach is the need to shield the heart of China’s economy—its east-
ern seaboard.128 According to China’s official 2008 statistical year-
book, the gross domestic product (GDP) of the eastern coastal prov-
inces made up at least 65 percent of China’s total GDP in 2007.12°
Furthermore, 18 of the top 20 Chinese cities with the highest GDP
per capita are all located in coastal provinces.!30 Any military con-
flict involving China’s coastal areas would likely severely hurt Chi-
na’s continued economic development. For this reason, Rear Admi-
ral Yao Wenhuai, deputy director of the navy’s Political Depart-
ment, wrote in 2007 that “China’s economic center of gravity is in-
creasingly concentrated in the coastal areas. If these areas are not
secure, then there can be no talk of China’s economic security.” 131

Defend China’s Maritime Sovereignty and Maritime Eco-
nomic Interests

The PLA’s naval modernization also aims to support and defend
China’s disputed maritime territorial claims and their associated
maritime economic interests. Besides Taiwan, China is currently
involved in several maritime territorial disputes. As President Hu
stated in 2004,

[mjore than half of the three million square kilometers of
maritime surface area over which China has sovereignty
and jurisdiction is involved in territorial water or maritime
rights and interest disputes with neighboring states.132

The most important maritime territorial disputes are with Japan
and Taiwan over the Senkaku (Diaoyu) Islands in the East China
Sea; with Vietnam and Taiwan over the Paracel (Xisha) Islands in
the South China Sea; and with Brunei, Malaysia, the Philippines,
Taiwan, and Vietnam over the Spratly (Nansha) Islands also in the
South China Sea. While some of these disputed islands are little
more than rock outcroppings with limited intrinsic value, the pres-
ence of nearby natural resources, such as oil, natural gas, minerals,
and fisheries; significantly increases their strategic value.133

The leadership in Beijing increasingly feels that maritime re-
sources are an important fuel for China’s continued economic
growth. For example, during his Historic Missions speech in 2004,
President Hu stated that China’s economic progress had caused
China’s interests to expand out into the ocean.134 Four years later,
he again pointed out that “China has enormous strategic maritime
interests.” 135 In February 2009, Vice Premier Li Keqiang starkly
emphasized the importance of the maritime environment to China’s
future, stating that

[eJvery day the oceans are becoming an increasingly impor-
tant area and resource treasure trove for mankind’s econ-
omy and society, and competition among nations to develop
their maritime interests is intensifying. Looking into the fu-
ture, whoever doesn’t value the oceans will lose their room
for development. Therefore, maritime enterprises concern
the overall situation of China’s economic and social devel-
opment, and concern the fundamental interests of the Chi-
nese people.136
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Because of the importance of maritime economic resources for
China, its leaders believe its maritime interests need to be de-
fended. When President Hu stated in 2004 that China’s interests
had expanded into the oceans, he also called upon the military to
defend these newly expanded interests.137 He repeated this state-
ment in 2008, when he called on China “to strongly emphasize de-
fending [its] maritime rights and interests.” 138 According to Chi-
na’s 2008 defense white paper, defending these maritime interests
is a key responsibility of the PLA Navy.139 As Frederic Vellucci Jr,
a China analyst with the research institute CNA, testified to the
Commission, the naval forces and capabilities that China is cur-
rently developing to counter a Taiwan crisis could just as easily be
used to enforce China’s various territorial claims.140

Protect China’s Access to International Energy and Trade
Sea Lanes

As emphasized by Chinese security analysts during the Commis-
sion’s May 2009 trip to China, Beijing is deeply concerned about
China’s access to international sea lanes.141 China’s economy is in-
creasingly dependent upon energy imports and overseas trade, both
of which predominantly rely upon maritime routes. Lu Zhongwei,
then president of the influential Chinese think tank China Insti-
tutes of Contemporary International Relations (CICIR), wrote in
the foreword to a 2005 book dedicated entirely to sea lane security
that

[ajlong with persistent and rapid increase of China’s GDP
and the development of the ‘Go Out’ strategy, China’s de-
pendency on overseas natural resources, energy, and com-
modity markets will continue to grow. ...Sea lanes will in-
creasingly become the main artery of [China’s] economy.142

Beijing appears to be particularly concerned about China’s en-
ergy imports. As President Hu Jintao stated in 2005 at a Central
Political Department conference, “Energy resources are a major
strategic issue concerning China’s overall economic and social de-
velopment.” 143 This was not President Hu’s first mention of energy
security: In late December 2003, he told attendees at an Economic
Work Conference of the CCP Central Committee that although
more than 80 percent of China’s oil imports traversed the Malacca
Strait, China was incapable of responding should a foreign power
decide to sever this sea lane—a situation he reportedly referred to
as the “Malacca Dilemma.” 144 In 2007, the deputy director of the
navy’s Political Department, Yao Wenhaui, echoed these senti-
ments, writing that

[elnsuring the security of strategic sea lanes is extremely
important, especially key imported strategic materials, such
as petroleum, which are highly dependent upon sea lanes
for transportation.145

The Chinese security community also is aware of the constraints
placed on both Japan and the United Kingdom during the Second
World War due to blockades of their respective seaborne energy
supplies.146
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Some western analysts believe that during a time of conflict
China would likely be incapable of successfully defending those sea
lanes upon which it relies. Mr. Giarra testified to the Commission
that “China has very limited ability to respond to large-scale
threats to Chinese shipping in the Strait of Malacca and distant
reaches of the South China Sea.” 147 Gabriel B. Collins, a research
fellow at the U.S. Naval War College’s China Maritime Studies In-
stitute, and William S. Murray, a professor at the same institute,
list the PLA Navy’s lack of access to regional ports for supplies and
repair, lack of at-sea replenishment vessels, and lack of long-dis-
tance training as hindrances to its ability to defend those sea lanes
that China is reliant upon.148

Not all western analysts believe that sea lane security is a valid
worry for China’s leadership. According to the research of Mr. Col-
lins and Mr. Murray, it is unlikely that any military—including the
U.S. military—would or could impose an energy blockade on China.
They believe that any attempted blockade would likely fail and pos-
sibly result in negative global economic and political ramifica-
tions.149 However, regardless of the chance of a successful block-
ade, Beijing’s “perceived dependence and vulnerability ... are
bound to have real psychological effects on strategic planning.” 150
The ongoing PLA Navy counterpiracy escort mission off the Horn
of Africa demonstrates that Beijing and its navy are serious about
being capable of defending their international sea lanes (for more
on China’s counterpiracy mission, see sec. 1 of this chapter).

Develop China’s Sea-based Nuclear Deterrence Capability

A less-discussed but still key reason for China’s naval moderniza-
tion is Beijing’s desire to have an operational, submarine-based,
nuclear deterrent force. According to Mr. Cooper, the goal is to “im-
prove the deterrent impact of Beijing’s nuclear counterstrike strat-
egy.” 151 China has clearly articulated this goal in each of its bien-
nially published defense white papers released since 2004. Each
paper states that the PLA Navy is attempting to enhance its nu-
clear deterrent capability.152 The first defense white paper to men-
tion this, in 2004, was also the year that China launched the first
of its new, nuclear-powered ballistic missile submarines (discussed
in further detail below).

Properly Represent China on the International Stage

A final reason for China’s naval modernization is the desire with-
in China for a modern navy. As Rear Admiral McDevitt told the
Commission, Beijing wants to “field a military establishment wor-
thy of a great power.” Similarly, Peter A. Dutton, an associate pro-
fessor at the U.S. Naval War College, testified that there is a sense
of pride and nationalism within China regarding its naval mod-
ernization. Mr. Dutton specifically referred to the PLA Navy’s like-
ly aircraft carrier program as partially driven by China’s growing
naval pride.153 National pride or prestige also is a potential reason
for China’s desire to develop an at-sea nuclear deterrent force.154
An example of China’s naval pride was evident in the PLA Navy
commander’s May 2009 speech describing the success of the navy’s
first task group dispatched to conduct counterpiracy escort mis-
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sions off the Horn of Africa. In this speech, Admiral Wu Shengli
stated that

[t]his [escort mission] fully demonstrated the fine behavior
of our country as a responsible large country, demonstrated
the fine image of our armed forces as a mighty and civ-
ilized force for peace; demonstrated the perfect military and
political quality of the People’s Navy, the brilliant achieve-
ments of its development and building, and its firm deter-
mination to safeguard our national development interests;
and demonstrated the navy’s brand-new achievements in its
Military Combat Preparations and Army Building in recent
years.155

The Three Pillars of China’s Naval Modernization

In order to fulfill the above requirements, Beijing has been seek-
ing to develop and reform all facets of the PLA Navy in order to
make it into a modern, capable force. This modernization process
can best be understood using the “Three Pillars” method. According
to David M. Finkelstein, vice president of CNA and director of its
China Studies division, China’s military modernization rests upon
three crucial aspects, which he terms the “Three Pillars:”

o Materiel modernization, including the development and pro-
curement of new weapons, equipment, platforms, and systems;

o Institutional modernization, including systemic changes, such
as organizational, personnel, and training reforms (among
other things);

e Doctrinal modernization, including the development of new
operational concepts and combat techniques.156

This Report will use this paradigm to assess China’s various
naval modernization efforts.

The Materiel Pillar

China has substantially modernized its naval fleet and related
equipment through a combination of indigenous production and for-
eign procurement. Since 2001, the PLA Navy has acquired diverse
types of capable surface vessels, submarines, and naval aircraft.*
All indications are that China is developing an aircraft carrier pro-
gram. In preparation for supporting these new platforms, China
has also acquired or developed new offensive and defensive weap-
ons systems, such as antiship, land-attack, and supersonic cruise
missiles; sea mines; and advanced torpedoes. The Chinese navy
also has procured several significant naval-related systems, includ-
ing command, control, communications, computers, intelligence,
surveillance, and reconnaissance (C4ISR) assets as well as early
warning systems. In addition, China is also developing a nascent
antiship ballistic missile program, which, although ostensibly con-
trolled by the PLA’s Second Artillery (Strategic Rocket) forces,

*The year 2001 was selected as the starting point for Chinese naval modernization, since this
is when China’s 10th Five-Year Plan (2001-2005) began. For China, Five-Year Plans represent
plans where the CCP maps strategies for national development in various areas, including mili-
tary development. Selecting this year also allows the reader to better understand the breadth
of China’s naval modernization, since these efforts take years to reach fruition.
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could have significant naval implications if successfully developed.
China’s large-scale naval modernization shows no signs of ebbing,
either, as the PLA Navy commander recently laid out ambitious
goals concerning the navy’s development over the next 10 years:

We are going to strengthen the development of key weapons
and equipment, develop large surface combat vessels, new
types of submarines with good underwater endurance and
stealthy characteristics, combat aircraft that cruise at su-
personic speeds, powerful long-range missiles with preci-
sion penetration capabilities, very deep and high-speed
smart torpedoes, electronic warfare equipment with good
general-purpose and compatibility features, and other such
new generation weapons and equipment, enabling the qual-
ity and performance of the new generation of weapons and
equipment to ascend to new heights.157

Submarines: According to Rear Admiral McDevitt, China’s sub-
marine forces are a “pocket of excellence” within the PLA Navy.158
Chinese submarine development is of two types: attack and nu-
clear-powered ballistic missile. Attack submarines account for the
bulk of new submarines in China’s fleet. Mr. Cooper testified that
China primarily relies upon its growing attack submarine fleet
“[flor sea denial and control operations in and just beyond [China’s]
littoral waters.” 159 As the table below shows, China has acquired
at least 22 modern attack submarines since 2001.* Eight of these
are diesel Kilo-class attack submarines purchased from Russia.
Two other submarines, both Shang-class, are nuclear powered,
which allows for longer patrol ranges and much higher speeds.160
In addition, China has developed the Yuan and Song-class, two
comparatively quiet diesel submarines. China’s attack submarines
are variously armed with antiship, land-attack, and supersonic
cruise missiles; wake-homing torpedoes, and sea mines.161 Besides
the obvious danger that the greater number of Chinese submarines
poses to opposing navies, their improved quality increases the dif-
ficulty for an opposing force to detect and track them.162

New PLA Navy Submarines since 2001

Attack Submarines
Shang (nuclear powered)
Kilo (diesel, Russian-made)
Yuan (diesel)
Song (diesel)
Ballistic Missile Capable Submarines
Jin (nuclear powered) 2

S N 0N

—

Source: Ronald O’Rourke, “China’s Naval Modernization:
Implications for U.S. Navy Capabilities—Background Issues
for Congress” (Washington, D.C.: Congressional Research
Service, July 17, 2009), p. 7.

The second type of submarine that the PLA Navy has developed
since 2001 is a nuclear-powered ballistic missile submarine, the

*In addition to these 24, the PLA Navy also acquired one Song-class submarine and two older
Ming-class submarines. However, all three were likely planned and developed prior to the tenth
Five-Year Plan, since they were officially launched in 2001 or 2002. Therefore, they are not
counted for the purposes of this Report.
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Jin-class. Currently, China has built two such submarines, both of
which have yet to be commissioned.* The U.S. Department of De-
fense estimates that the PLA Navy will eventually produce up to
five such submarines, which, when fully deployed, will give Beijing
its first “credible sea-based nuclear strike capability.” 163 As dis-
cussed more fully below, the submarine-launched ballistic missile
iI(lltended for the Jin-class submarine has yet to be successfully test-
ed.

Surface combatants: After submarines, large surface combatants,
such as destroyers and frigates, are the second key component of
the PLA Navy’s antiaccess strategy.16* As the table below dem-
onstrates, since 2001 the navy has acquired eight new destroyers
spread over four classes: three classes are indigenously produced,
and one—the Sovremenny-class—was purchased from Russia. The
Chinese-made destroyers are “substantially more modern in terms
of their hull designs, propulsion systems, sensors, weapons, and
electronics” than previous domestically produced destroyers.165
These vessels were designed to greatly improve previous PLA Navy
weaknesses in air defense and are armed with highly capable, anti-
ship cruise missiles.166

New PLA Navy Surface Combatants since 2001
Destroyers
Luyang 1 2
Luyang 11 2
Luzhou 2
Sovremenny II (Russian-built) 2
Frigates
Jiangwei I1 5
Jiangkai I 2
Jiangkai 11 4
Fast-attack Craft
Houbei 40+

Sources: Ronald O’'Rourke, “China’s Naval Modernization: Im-
plications for U.S. Navy Capabilities—Background Issues for
Congress” (Washington, D.C.: Congressional Research Service,
July 17, 2009), pp. 11-13.

Since 2001, the PLA Navy has also approved production of three
new frigate classes (including one variant), building 11 frigates so
far. These new frigates have improved air defenses, while the most
recent two classes, the Jiangkat I and II class, also employ stealth
design technology.16” The Jiangkai II-class frigate likely will be
built in sufficient numbers to become a key vessel of the navy.168

In addition to producing large surface combatants, China has
also emphasized production of small, fast-attack craft. In 2004,
China introduced a new type of fast-attack craft, the Houbei-class,
and has since built at least 40. These fast-attack craft have a
stealthy, catamaran hull design and are armed with highly capable
antiship cruise missiles.169 According to Mr. Cooper’s testimony to
the Commission,

*China also has an older ballistic missile submarine, the Xia-class. However, this submarine,
of which only one was ever built, has reportedly never completed an actual deterrent patrol due
to technical problems. See Andrew Erickson and Michael Chase, “China’s SSBN Forces:
Transitioning to the Next Generation,” China Brief 9, no. 12 (June 12, 2009): 10.
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[T]he Houbei-class fast-attack craft is an excellent example
of an asset that supports a range of missions: it is a highly
capable littoral warfare platform with missiles that can
support combat operations in a Taiwan theater or a South
China Sea conflict, as well as anti-access or area denial op-
erations against U.S. or allied forces.170

Amphibious ships: As the table below shows, the PLA Navy has
built a large number of amphibious ships and landing craft since
2001. The largest, a Yuzhao-class amphibious ship, is the first of
a possible six ships of this class. In addition to being employed in
a cross-Strait scenario, these vessels could also be used to conduct
amphibious landings, humanitarian or disaster relief activities,
evacuation operations, and maritime security operations far from
China’s shores.17! Finally, in August 2009, the Russian press re-
ported that Ukraine has agreed to sell China four Zubr-class heavy
assault hovercraft, providing China with additional amphibious ca-
pacity. Two of the four vessels are to be built in China, possibly
providing the technological know-how for a much larger fleet in the
future.172

New PLA Navy Amphibious Ships since 2001
Amphibious Ships

Yuzhao 1
Yuting II 10
Yunshu 10
Yubei 10

Sources: Ronald O’Rourke, “China’s Naval Modernization:
Implications for U.S. Navy Capabilities—Background Issues
for Congress” (Washington, D.C.: Congressional Research
Service, July 17, 2009), p. 13; U.S.-China Economic and Secu-
rity Review Commission, Hearing on the Implications of Chi-
na’s Naval Modernization for the United States, written testi-
mony of Richard D. Fischer Jr., June 11, 2009; and Stephen
Saunders, ed., Jane’s Fighting Ships 2008-2009 (Alexandria,
VA: Jane’s Information Group, 2008).

Mine warfare ships: In recent years, the PLA Navy has also in-
creased its mine warfare capabilities by building several new mine
warfare ships.* These new vessels are paralleled by an active mine
warfare research program in China. Recently, three professors from
the China Maritime Studies Institute, U.S. Naval War College, con-
cluded their research on Chinese mine warfare by stating that

[I]t now seems that China is engaged in a significant effort
to upgrade its mine warfare prowess ... Relying heavily on
sea mines, the [PLA Navy] is already fully capable of block-
ading Taiwan and other crucial [sea lanes] in the Western
Pacific.173

*In addition to these specific mine-laying vessels, the Chinese military can use “surface war-
ships, submarines, aircraft, and civilian merchant and fishing vessels” to deliver its vast arsenal
of sea mines. Andrew S. Erickson, Lyle J. Goldstein, and William S. Murray, “Chinese Mine
Warfare: A PLA Navy ‘Assassin’s Mace’ Capability,” China Maritime Studies 3 (June 2009): 25.
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New PLA Navy Mine Warfare Ships since 2001

Mine Warfare Ships
Wozang 1
Wochi 5
Source: Stephen Saunders, ed., Jane’s Fighting Ships 2008-
2009 (Alexandria, VA: Jane’s Information Group, 2008), pp.
147-48.

Auxiliaries: In 2002 and 2003, the PLA Navy built two Fuchi-
class modern underway replenishment ships, improving its at-sea
replenishment capabilities. These ships accompanied Chinese com-
batants on port calls to Europe and Asia and supported China’s
antipiracy escort operations in the Gulf of Aden. A smaller supply
ship, the Danyao-class, was completed in 2006 and is likely in-
tended for supplying Chinese outposts in the South China Sea.174
Further increases to China’s logistics support fleet can be expected,
as the PLA Navy commander’s statement of April 2009 suggests:

[Over the next 10 years] we will ...further improve our mo-
bile support capabilities at sea, and strengthen the trans-
port and supply forces at sea, with the priority being on
large auxiliary vessels.175

New PLA Navy Aucxiliaries since 2001

Replenishment Ships
Fuchi 2
Danyao 1
Hospital Ships

Anwei 1

Source: Stephen Saunders, ed., Jane’s Fighting Ships 2008—
2009 (Alexandria, VA: Jane’s Information Group, 2008), pp.
152-55.

At the end of 2008, China launched a new hospital ship. Accord-
ing to the U.S. Department of Defense, this vessel will provide the
PLA Navy with improved at-sea medical response capabilities. In
addition, it may also improve China’s ability to support humani-
tarian and disaster relief efforts throughout the region.176

Aircraft carriers: Although the PLA Navy currently does not have
an operational aircraft carrier, recent Chinese public statements
regarding the navy’s desire to build one suggest that China is mov-
ing toward building an aircraft carrier in the near future.l”7 In
March 2009, for example, Chinese Defense Minster General Liang
Guanglie stated during a meeting with Japan’s minister of Defense
that China cannot remain “without an aircraft carrier indefi-
nitely.” 178 That same month, in a National People’s Congress ses-
sion, Vice Admiral Xu Hongmeng, commander of China’s East Sea
Fleet, stated that China would have its own aircraft carrier “very
soon.” 179 In April 2009, the PLA Navy commander also said that
China is going to “develop large surface combat vessels” in the near
future, a possible oblique reference to future Chinese aircraft car-
riers.180

Most western observers of the PLA Navy anticipate that China’s
potential carrier fleet will be small in number. In March 2009, the
Commission received testimony from Michael R. Auslin, a resident
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scholar in foreign and defense policy studies at the American En-
terprise Institute, that China was likely looking to build a three-
carrier navy for the near future.18! Richard D. Fisher Jr., a senior
fellow for Asian Military Affairs at the International Assessment
and Strategy Center, presented a higher number, possibly four to
five carriers by 2020.182 Similarly, Mr. Cooper testified that China
is unlikely to transition to a full, carrier-based navy in the near
term due to the prohibitive costs. More likely, he said, China will
seek to create a “hybrid” navy composed of a limited number of car-
riers “designed to provide force projection for regional contingencies
or a show of presence in distant sea lanes.” 183

Naval aviation: Unlike other areas of naval modernization, PLA
naval aviation forces have received but a slight increase in re-
sources since 2001, making them the navy’s “least capable warfare
community.” 184 In 2004, the PLA Navy received 24 Su-30 Mkk2,
a capable Russian-made fighter bomber. Although additional orders
were anticipated, as of yet they have failed to materialize.185 Some
reports indicate that the Chinese military may instead purchase
the Russian SU-33 carrier-based fighters to be used on a future
aircraft carrier.18¢ However, to date there has been no public an-
nouncement of a contract between Beijing and Moscow to purchase
these aircraft. In addition to foreign procurement, China indige-
nously produced 18 JH-7A fighter bombers for its navy in 2004.187
While both the Su-30 Mkk2 and the JH-7A are the most modern
of China’s naval fighters, their overall numbers are still small (13
percent) compared to the total number of PLA Navy fighters
(3822).188 According to Mr. Fisher, the navy may also have recently
acquired an unknown number of H-6M bombers, a newer version
of China’s indigenous bomber based on an older Soviet design.189
The PLA Navy has also begun to reinforce its early warning capa-
bilities by developing upgraded variants of Chinese airborne early
warning systems, such as the KJ-2000 early warning and control
aircraft.190

New PLA naval aircraft since 2001
Aircraft
Su-30 MKK2 fighter bomber 24
JH-TA fighter bomber 18
H-6M bomber unknown
KJ-2000 airborne early warning and con-
trol aircraft 2

Sources: U.S.-China Economic and Security Review Commission,
Hearing on the Implications of China’s Naval Modernization for the
United States, testimony of Richard D. Fischer Jr., June 11, 2009; Rich-
ard D. Fisher Jr. (senior fellow for Asian Military Affairs at the Inter-
national Assessment and Strategy Center), e-mail communication with
Commission staff, August 27, 2009; and Stephen Saunders, ed., Jane’s
Fighting Ships 2008-2009 (Alexandria, VA: Jane’s Information Group,
2008), pp. 139-140.

Naval missiles: The PLA Navy currently has a well-developed ar-
senal of missiles. This section will discuss the Chinese navy’s anti-
ship and land-attack cruise missiles and submarine-launched bal-
listic missiles. This section will also discuss the PLA’s antiship bal-
listic missile program—ostensibly controlled by the PLA’s Second
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Artillery (Strategic Rocket) Forces, because of its clear naval impli-
cations.191

e Antiship cruise missiles: China has a substantial quantity of
antiship cruise missiles that can be launched from a variety of
platforms—including aircraft, surface combatants, submarines,
and possibly even land-based launchers.1°2 While China’s most
capable cruise missiles—the supersonic “Sizzler” and “Sun-
burn”—are of Russian origin, Chinese defense industries have
become “sufficiently self-reliant” at producing moderately ad-
vanced cruise missiles.193 China’s antiship cruise missile capa-
bility allows it to conduct a more efficient antiaccess strategy.194

e Land-attack cruise missiles: The Chinese also possess a variant
of a short-range cruise missile that can be launched from land,
air, or sea—including possibly from submarines.195 The U.S. De-
partment of Defense reported that these missiles could be used
to “threaten regional bases, logistics, and support infrastruc-
ture.” 196

o Submarine-launched ballistic missiles: The PLA Navy is cur-
rently developing the JL—2, a submarine-launched ballistic mis-
sile, to be deployed on the navy’s newest nuclear-powered bal-
listic missile submarines, the Jin-class (see above). Although this
missile has not yet been successfully tested, the U.S. Department
of Defense anticipates that it will have a range of at least 7,200
kilometers.197 When operational, this missile will allow Chinese
submarines for the first time to target the continental United
States from operating areas located near the Chinese coast.198

o Antiship ballistic missiles: The PLA is developing a convention-
ally armed antiship ballistic missile. According to the U.S. De-
partment of Defense, this missile will have a likely range of
1,500 kilometers, be armed with maneuverable warheads, and is
intended to deny regional access to surface ships of the opposing
side.199 When combined with appropriate surveillance and tar-
geting sensor systems, this missile could have the potential to de-
stroy or disable aircraft carriers and their associated battle
groups while in transit.200 Mr. Giarra testified to the Commis-
sion that the U.S. Navy currently lacks adequate defense mecha-
nisms, making this weapon what he called a potential “game
changer” for naval warfare in the region.201
Maritime military systems: PLA Navy top officials have strongly

emphasized the need to enhance elements of its C4ISR systems. In

April 2009, the PLA Navy commander stated that the navy’s first

modernization priority is to develop its early warning systems.

Commander Wu also stated that the navy must establish a joint

command model that will integrate “shore, sea, and air [compo-

nents], and achieve digital linkage between command information
systems and equipment platforms.”202 The following month, the

PLA Navy chief of staff wrote how naval reconnaissance, early

warning, and command and control capabilities must be im-

proved.203

Over the past few years, the PLA Navy has taken concrete steps
to improve its C4ISR systems. Ronald O’Rourke, a naval expert at
the Congressional Research Service, testified to the Commission in
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June that “China reportedly is developing or deploying maritime
surveillance and targeting systems” based on a variety of advanced
technologies.204 In addition, Mr. Cooper stated that China’s
“lelssential C4ISR capabilities such as joint command and control,
long-range surveillance and reconnaissance, maritime area air de-
fenses, and a joint targeting architecture probably will be in place
between 2015 and 2020.” 205

An improved C4ISR system will greatly bolster China’s naval ca-
pabilities, since early warning and command and control are con-
tinuing weaknesses of the PLA Navy.206 Correcting this weak-
ness—particularly in the maritime domain—will allow Beijing to
carry out operations against approaching maritime forces, using a
myriad of capabilities.207 The U.S. Department of Defense main-
tains that improvements in “China’s space-based reconnaissance
and positioning, navigation, and timing, as well as survivable ter-
restrial over-the-horizon targeting” will enhance the PLA’s ability
to conduct precision strikes.298 Mr. Cooper told the Commission
that such capabilities also will provide the navy with the ability to
conduct operations farther out at sea, possibly in the Malacca
Strait, the Indian Ocean, and perhaps even the Persian Gulf.20°

The Institutional Pillar

Although harder to quantify and evaluate than more easily ob-
served materiel developments, reforms on the soft side of China’s
navy are equally important. In order properly to operationalize its
growing collection of modern platforms, weapons, and equipment,
China also needs to improve the way in which this new hardware
is operated.210 To this extent, over the past few years, the PLA
Navy has implemented several institutional reforms, which can be
divided into four areas: personnel, organizational, training, and lo-
gistics. Each of these will be discussed in turn.

Personnel reforms: According to Rear Admiral McDevitt,

The leadership of the PLA recognizes that to achieve their
vision of ... a high-tech military that’s able to operate mod-
ern and sophisticated weapon systems, they need to have a
professional military that is more carefully balanced to-
ward professionalism while not losing sight of Party loyalty
and fealty.211

To that end, the PLA Navy has implemented a series of per-
sonnel reforms, including increasing the minimum criteria for offi-
cer and enlisted entry, creating a noncommissioned officer corps,
improving the education levels of the sailors and officers, and rais-
ing pay in order to retain more of its qualified personnel.212 Ac-
cording to Mr. Vellucci, the PLA Navy is changing how it recruits
its officers in order to acquire people who are more technologically
proficient, better educated, loyal to the Communist Party, and who
have diverse practical experiences. One way the navy is accom-
plishing this goal, said Mr. Vellucci, is by increasing the number
of officers directly recruited from civilian colleges, thus raising the
educational level of incoming officers.213 In addition to recruitment
reforms, the navy has also been reforming the way it conducts pro-
fessional military education for its commanding officers in order to



143

better prepare them for modern warfare, Senior Captain Yan
Juejin, commandant of the PLA Navy Branches Command Acad-
emy, stated in an April 2009 article.214

Military training reforms: According to both China’s 2006 and
2008 defense white papers, reforming military training is a priority
for the PLA Navy.215 Rear Admiral McDevitt stated that in order
to do this, the navy has increased the rigor of its operational train-
ing, strengthened its methods for evaluating training, and bol-
stered the realistic nature of its training.216 Additional goals in-
clude standardizing training throughout the navy and increasingly
relying on specialized training facilities, thus further improving
training results.217 In an April 2009 interview, the PLA Navy com-
mander listed three accomplishments of the navy’s training reform
since 2001: 1) an increase in the realism of naval training, 2) an
improvement in combat techniques, and 3) a routinization of train-
ing far out at sea.218

Organizational reforms: As stated in China’s 2004 and 2006 de-
fense white papers, the PLA has implemented several organiza-
tional reforms in an attempt to streamline the navy and improve
its capabilities to conduct modern combat operations.* For exam-
ple, the 2004 defense white paper mentioned how the PLA Navy
“compressed its chain of command and reorganized its combat
forces in a more scientific way while giving prominence to the
building of maritime combat forces—especially amphibious combat
forces.” 219 The 2006 defense white paper listed organizational re-
forms aimed at improving the command structure of naval aviation
units and naval bases.220

Logistics and supply reforms: Closely related to its organizational
reform, the PLA Navy has sought to reform its logistics system in
order to improve its capabilities to conduct maritime operations, as
stated in China’s 2004, 2006, and 2008 defense white papers.221
Demonstrating the progress made to date, the 2008 version states
that

[the PLA Navy] is in the first stages of constructing a logis-
tics support system with shore bases as the foundation and
maritime logistics as the focal point, meshing the two into
one. It has stepped up the building of ship bases, berthing
supply points, docks, and airfields; thus basically forming
a shore-based support system that is coordinated with the
development of weaponry and equipment, and suited to
war-time support tasks.222

Over the past few years, the PLA Navy has been constructing or
expanding five naval bases, including an underground submarine
base on the southern side of Hainan Island, in the South China
Sea. When completed, these bases will increase the navy’s logistics
capabilities.223 According to an April 2009 article in the China
Daily, China’s official English-language newspaper, “This network
of naval bases, airports and ammunition supply systems have en-
abled the navy to conduct missions further offshore [sic].”224 Mr.
Cooper testified that the high costs of these endeavors “indicate the
importance that China’s leaders place on providing a solid logistical

*Organizational restructuring was not mentioned in the 2008 defense white paper.
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foundation for growing mission[s].” 225> Some analysts have pointed
out that, in addition to developing these domestic naval bases,
China has bolstered its commercial investments in, and develop-
ment of, foreign ports in the Indian Ocean region as possible
logistical hubs for future PLA Navy operations.226 These parts in-
clude Chittagong, Bangladesh; Gwadar, Pakistan; Hambantota, Sri
Lanka; and Sittwe, Burma.

The Doctrinal Pillar

Outside access to official PLA Navy (and PLA) doctrinal writing
is very rare through open sources, thus limiting western analysts’
understanding of this important guidepost to China’s military mod-
ernization. However, one trend that continually appears is that the
navy is likely to expand its operational range. As early as 2004,
President Hu explicitly called upon the navy to defend China’s in-
terests farther out at sea, not just along its littoral areas as be-
fore.227 China’s 2006 defense white paper maintained that the navy
“aims at the gradual extension of the strategic depth for offshore
defensive operations.” 228 The 2008 version similarly claimed an ex-
panded range for the navy, stating that it “has been striving ...to
gradually develop its capabilities of conducting cooperation in dis-
tant waters”—a reference to China’s ongoing antipiracy escort oper-
ations in the Gulf of Aden, Africa.229 The PLA Academy of Military
Science illustrated how this naval expansion is tied to China’s
growing economy:

Along with the continued growth of our economic power
and our scientific and technical level, [our] naval forces
will further expand, and our operational sea area will
gradually expand out into the northern part of the Pacific
until the second island chain.230

Implications for the United States

China’s naval modernization will likely have serious implications
for the United States. First, as the PLA Navy continues to increase
its maritime capabilities, Beijing will improve its capacity to inhibit
U.S. access to the region in the event of a crisis. As Admiral Mi-
chael Mullen, chairman of the Joint Chiefs of Staff, stated in May
2009, China is “developing capabilities that are very maritime-fo-
cused ...and, in many ways, very much focused on [the United
States].”231 According to Rear Admiral McDevitt, “China has
adopted a military concept of operations aimed at keeping an ap-
proaching force from closing to within striking range of the Chinese
mainland and the Taiwan Strait.”232 In addition to targeting at-
sea forces, China’s antiaccess strategy also threatens regional land
bases, such as the U.S. forward-deployed bases on Okinawa and
Guam.233 The maritime portion of this antiaccess strategy can be
summarized as follows:

e Endanger large surface ships, including aircraft carriers.
¢ Deny an opponent the use of regional bases.
e Threaten an opponent’s airborne aircraft.234

As China strengthens its antiaccess capabilities, it may hinder
the U.S. military’s ability to operate in the region.235 Mr. Cooper
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testified to the Commission that “[Chinese] threats to U.S. freedom
of movement and action in Asia include conventional, long-range
strike threats to U.S. bases and maritime formations, and counter-
C4ISR threats to U.S. forces’ ‘eyes and ears’.” 236 The Science Appli-
cations International Corporation’s report drafted for the Commis-
sion further demonstrated China’s growing antiaccess capability,
stating that Chinese cruise missiles fired from forward-deployed air
or sea platforms could potentially hit targets as far away as Guam.
Such a capability would “effectively limit U.S. military operations
from mainland Japan, Okinawa, the Philippines, and all of the
Senkaku islands ... [and] potentially force U.S. aircraft carriers to
adopt ‘safe operating zones’ out to as much as 1,000 miles off the
Chinese mainland.” 237 (See map below.)

Figure 2: China’s Conventional Antiaccess Capabilities

/7, outto 600KM: HQ-9 SAM, PMU-2 SAM, CSS-7 SRBM, CSS-6 SRBM
UL Out to 2,000KM: CSS-5 ASBM, CSS-5 MRBM, DH-10 LACM, FB-7 and ASCM, B-6 and ASCM
[ out to 3,300KM: B-6 and LACM

is not necessarily authoritative.

Source: Office of the Secretary of Defense, Annual Report to Congress: Military Power of the
People’s Republic of China, 2009 (Washington, D.C.: U.S. Department of Defense, 2009), p. 23.
The “first island chain” represents a line of islands running from Japan, the Senkaku (Diaoyu)
Islands, Taiwan, and the west coast of Borneo to Vietnam. The “second island chain” denotes
the set of islands that run in a north-south line from Japan, the Bonin (Osagawara) Islands,
the Mariana Islands, and Indonesia.
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It is important, however, to distinguish intent from capability.
Although Beijing may desire the ability to prevent the United
States from intervening on behalf of Taiwan (or any other nation)
in the event of a conflict with China, it is not clear whether the
PLA is capable of such an endeavor. Instead, according to Rear Ad-
miral McDevitt, as China’s antiaccess capabilities increase, U.S.
military capabilities will likely grow apace, allowing the United
States to maintain the “delta of advantage” it currently enjoys for
“the next four to five years.” 238

A second implication for the United States is that China’s new
naval capabilities could impact other Asian states, including key
U.S. allies and friends, and possibly provoke a naval arms race in
the region. Rear Admiral McDevitt told the Commission that Chi-
na’s military modernization, ostensibly defensive in nature, “is cre-
ating a dynamic that, as its security situation improves, it is mak-
ing the security environment for many of its neighbors worse.” 239
Recent official government publications and statements from states
in the region demonstrate the growing apprehension with which
they view China’s naval modernization. For example, in May 2009,
Australia released a defense white paper that stated that China’s
military modernization was of potential concern to regional states
due to the PLA’s lack of transparency.24® Two months later, Ja-
pan’s Ministry of Defense also released a defense white paper that
went even further, identifying China’s military modernization as a
primary factor for Japan to increase its military investment.241 At
a March 2009 conference on South China Sea issues, a foreign pol-
icy research institute within the Vietnamese Foreign Affairs Min-
istry cited China’s military modernization as a key factor for mod-
ernizing Vietnam’s military.242 Finally, in its 2008 annual report,
India’s Ministry of Defence pointed to the Chinese goal of improv-
ing the PLA Navy’s strategic depth, articulated in China’s 2006 de-
fense white paper, as affecting India’s security environment.243

Signs of a naval arms race within the region can already be seen.
Australia, for example, seeks to double its submarine fleet from six
to 12; modernize its surface combatants; acquire a satellite to im-
prove its intelligence, surveillance, and reconnaissance capabilities;
and purchase approximately 100 F-35A Joint Strike Fighters by
2030.244 Vietnam in early 2009 contracted with Russia to purchase
six Kilo-class attack submarines and 12 Russian Su-30MK2 fighter
jets.245 India has also begun a large-scale naval modernization pro-
gram that includes constructing a new aircraft carrier, purchasing
three new stealth frigates from Russia and six long-range maritime
surveillance aircraft from the United States, and launching a new
surveillance satellite intended for costal defense and naval applica-
tions.246 The Indian Navy also has made a concerted effort to mod-
ernize its submarine fleet; for example, in the past several years,
India has built six attack submarines; leased two Russian nuclear
submarines; and in July 2009, launched its first Russian-designed
and indigenously constructed ballistic missile nuclear sub-
marine.247 Other Asian maritime nations seeking to increase their
submarine forces include Indonesia, Malaysia, Singapore, and
South Korea.248
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Conclusions

Since the mid-1990s, China, enabled by its growing economy, has
embarked on its largest naval modernization effort since the
founding of the PRC in 1949. This modernization process in-
cludes foreign purchases and indigenous production of naval plat-
forms, weapons, and equipment. In addition, institutional
changes such as organizational, personnel, and logistics reforms
have improved the PLA Navy’s capacity to conduct operations.

Deterring Taiwan from declaring independence is the near-term
goal of this modernization process. A key component is the neces-
sity to impede other nations—including the United States—from
intervening on Taiwan’s behalf.

Other reasons driving China’s naval modernization include the
need to protect China’s economic-intense coastal regions from
maritime attacks, assert its maritime sovereignty and regional
economic interests, safeguard its access to international sea
lanes, provide a credible at-sea nuclear deterrent, and satisfy a
national desire for a powerful navy.

As China’s naval modernization efforts progress, China increas-
ingly will be able to project power in East Asia and interfere
with U.S. freedom of access to the region. China’s antiaccess
strategy hinges upon deploying a powerful navy on, above, and
below the surface, supported by air and missile forces.

Concern about China’s naval modernization is beginning to fuel
a maritime arms race in the region. Several nations, including
close U.S. allies, have recently officially questioned PLA and PLA
Navy modernization efforts. Already a few nations have even
begun to augment their own navies by purchasing naval plat-
forms and weapons.



SECTION 3: CHINA’S HUMAN
ESPIONAGE ACTIVITIES THAT TARGET
THE UNITED STATES, AND THE RESULTING
IMPACTS ON U.S. NATIONAL SECURITY

“The Commission shall investigate and report exclusively on—

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability. ...”

Introduction

In recent years, the Department of Justice has filed an increas-
ing number of cases concerning espionage or illegal technology ac-
quisition involving the People’s Republic of China (PRC). While
these filings include some colorful spy cases that grab media head-
lines, the majority of them involve violations of export control laws
or instances of industrial espionage. These cases attract far less
public attention but are no less significant to U.S. economic and
national security.

David Szady, a former assistant director of the Federal Bureau
of Investigation’s (FBI) counterintelligence division, has referred to
China as “the biggest [espionage] threat to the U.S. today.” 24° FBI
Director Robert Mueller has warned that “China is stealing our se-
crets in an effort to leap ahead in terms of its military technology,
but also the economic capability of China. It is a substantial
threat.” 250 Joel Brenner, a former senior counterintelligence official
in the office of the Director of National Intelligence, has character-
ized China’s intelligence services as the most aggressive out of 140
such entities trying to penetrate U.S. targets.251

Other statements from government counterintelligence officials
suggest a Chinese intelligence collection effort that is growing in
scale, intensity, and sophistication. “The Counterintelligence Com-
munity considers the People’s Republic of China to be one of the
most aggressive countries targeting U.S. military, political, and
economic secrets as well as sensitive U.S. trade secrets and tech-
nologies,” according to a May 2009 statement from the Office of the
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Director of National Intelligence. “For a number of reasons, we be-
lieve China poses a significantly greater foreign intelligence threat
today than it did during most of the cold war era.” 252

Most of the law enforcement cases that have China at the nexus
involve the illegal acquisition of U.S. controlled technologies. While
some of these cases have ties to China’s intelligence services, the
vast majority are linked to other state organizations, particularly
the factories and research institutes of China’s military-industrial
complex. Data released by the U.S. Department of Justice have in-
dicated that, in cases resulting in federal prosecutions during fiscal
years 2007 and 2008, China was ranked second only to Iran as the
leading destination for illegal exports of restricted U.S. tech-
nology. The specific technologies illegally exported to China in these
cases included rocket launch data, space shuttle technology, missile
technology, naval warship data, unmanned aerial vehicle technology,
thermal imaging systems, and military night vision systems.253

This year the Commission examined the extent of Chinese espio-
nage directed against the United States as well as the impacts of
such espionage on both U.S. national security and future U.S. eco-
nomic competitiveness. Multiple Chinese state entities are engaged
in an active effort to acquire restricted U.S. technologies; the Chi-
nese government also encourages and rewards the actions of pri-
vate individuals to obtain technology on its behalf. Agents of the
Chinese government are also displaying an increasing willingness
to offer financial inducements to U.S. government officials in order
to encourage them to compromise classified information. Finally,
Chinese government officials are engaged in the surveillance and
lslarassment of Chinese dissident organizations within the United

tates.

Additional analysis will be included in the classified annex of the
Commission’s 2009 Report to Congress. China’s extensive and
growing cyber espionage activities will be addressed in chapter 2,
section 4, of this Report, “China’s Cyber Activities that Target the
United States, and the Resulting Impacts on U.S. National Security.”

China’s Traditional Intelligence Methodologies

Traditional Chinese approaches to espionage differ significantly
from those of the “classical” approach to espionage that has been
encountered by the United States in the past.25¢ Generally, where
foreign sources are concerned, China has not “normally [paid] an
agent for information, request[ed] that the person provide classified
documents, [or] use[d] intelligence officers to elicit information from
the agent or engage[d] in clandestine activity like ‘dead drops.’ ...
China prefers to obtain its information a little bit at a time.”255
The means used to accomplish this have included inviting foreign
scientific experts to conferences in China; flattering them; sub-
jecting them to grueling schedules intended to wear them down
mentally; and peppering them with incessant, coordinated elicita-
tion intended to produce indiscreet disclosures rather than con-
scious espionage.2°6

Unlike Russian intelligence officers looking to exploit ego, greed,
or other personal weaknesses, Chinese intelligence personnel are
more inclined to make use of sympathetic people willing to act as
a “friend of China.”257 While this most clearly has been seen in
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PRC-targeted recruitment of Chinese-Americans, PRC agents also
have used as sources U.S. citizens of other ethnic backgrounds.

A Shift in Traditional Practices of Source Recruitment

Many historical cases of PRC-directed espionage against the
United States have involved U.S. citizens of Chinese ethnic herit-
age. The issue is not that Chinese-Americans are less trustworthy
than U.S. citizens of other ethnic backgrounds; instead, as former
FBI analyst Paul Moore once noted, “the reason that it is always
ethnic Chinese who seem to be involved in Chinese intelligence
matters is that they typically are the only ones China asks for as-
sistance.” 258

One U.S. government handbook on counterintelligence has ex-
plained that

the selling point in a normal PRC recruitment operation is
not an appeal to ethnicity per se, but to whatever feelings
of obligation the targeted individual may have towards
China, family members in China, old friends in China, etc.
The crux of the PRC approach is not to try to exploit a per-
ceived vulnerability but to appeal to an individual’s desire
to help China out in some way ... ethnic targeting to
arouse feelings of obligation is the single most distinctive
feature of PRC intelligence operations.259

However, in a shift from these historical practices, the Commis-
sion has noted that at least two prominent cases of Chinese-affili-
ated espionage within the United States over the past year have
displayed an increased willingness by Chinese intelligence to reach
beyond the confines of the Chinese-American community to seek
sources as well as a greater willingness to offer financial induce-
ments in exchange for information. (See “The Bergersen and
Fondren Cases” later in this section.)

China’s Intelligence and Technology Collectors
The Ministry of State Security

The Ministry of State Security is China’s leading civilian intel-
ligence agency, with responsibility for both foreign intelligence and
domestic security operations.260 Similar to the intelligence services
of other Communist states, China’s Ministry of State Security is
best understood as an arm of the ruling Chinese Communist Party
(CCP), entrusted with a primary mission of preserving the CCP in
power.261 The Ministry of State Security collects foreign intel-
ligence but also has a leading role in counterintelligence, broadly
defined in political terms—i.e., to include the surveillance and sup-
pression of groups viewed as oppositional to the CCP, such as polit-
ical dissidents and ethnic separatists.262 This role of acting against
internal “opposition elements” has also been directed abroad. Li
Fengzhi, a reported former Ministry of State Security officer who
has since resettled in the United States, stated in early 2009 that
a major emphasis of Ministry of State Security activities abroad is
targeting Chinese dissident and prodemocracy groups.263

The foreign intelligence operations of the Ministry of State Secu-
rity are centered in its Second Bureau, which operates agents
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abroad under a range of covers, including both official diplomatic
covers and unofficial covers such as students and businessmen. The
Ministry of State Security also makes extensive use of news media
covers, sending agents abroad as correspondents for the state news
agency Xinhua and as reporters for newspapers such as the Peo-
ple’s Daily and China Youth Daily.264

The Ministry of State Security also maintains a public face in the
form of its affiliated think tank, the China Institutes for Contem-
porary International Relations (CICIR), located in northwestern
Beijing. Aside from its public role, CICIR is fully incorporated as
the Eighth Bureau of the Ministry of State Security and provides
research and analysis for the Chinese leadership.265 CICIR also
publishes its own journal, “Xiandai Guoji Guanxi” (Contemporary
International Relations) and frequently hosts U.S. visitors to
China.266 Members of this Commission have met on multiple occa-
sions with representatives of CICIR during annual Commission
fact-finding trips to China. (For further discussion of CICIR and
the relationships between Chinese think tanks and U.S. institu-
tions, see chap. 4, sec. 2, of this Report, “China’s External Propa-
ganda and Influence Operations, and the Resulting Impacts on
U.S. National Security.”)

The Military Intelligence Department of the People’s Libera-
tion Army (PLA)

China’s military intelligence agency is the Second Department of
the People’s Liberation Army General Staff Department, also
known as the Military Intelligence Department. As a military orga-
nization, the Military Intelligence Department primarily collects in-
telligence on foreign military orders of battle, military doctrine, and
weapons systems.267 The Military Intelligence Department con-
ducts overt collection of information through its military attachés
in Chinese embassies but also has run covert collection operations
through agents operating under cover.268

According to sources dating from the 1990s, the Military Intel-
ligence Department has been the most active of China’s intelligence
services in acquiring foreign technology, particularly technology
with potential military applications.269 The Military Intelligence
Department has operated multiple front companies in Hong Kong to
facilitate technology transfers and other intelligence operations.270

Like the Ministry of State Security, the Military Intelligence De-
partment also maintains affiliated think tank institutions. The for-
eign policy and national security affairs think tank of the Military
Intelligence Department is the China Institute of International
Strategic Studies, or CIISS.271 Although CIISS does not publicly
acknowledge its ties to the Military Intelligence Department, most
of its researchers are current or former PLA officers, and the ac-
tive-duty military officers assigned there divide work responsibil-
ities between the institute and the Military Intelligence Depart-
ment.27’2 The current chairman of the institute is General (Ret.)
Xiong Guangkai, a former director of the Military Intelligence De-
partment.2’3 Members of this Commission have held discussions
with representatives of the China Institute of International Stra-
tegic Studies in the course of fact-finding visits to China. The Mili-
tary Intelligence Department is also directly affiliated with the
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PLA Institute of International Relations in Nanjing, which func-
tions as a training center for officers of the Military Intelligence

Department.274

PRC Security, Foreign
Intelligence & Technology
Collection Agencies

Institutional
Subordination

Primary Missions

Civilian Entities

Ministry of State Security

PRC State Council/
CCP Politburo
Politics and Law
Committee 275

e Foreign intelligence col-
lection

o Intelligence analysis

e Counterintelligence

e Suppression of dissident
groups

Ministry of Public Security

PRC State Council/

e Domestic security oper-

CCP Politburo ations/law enforcement
Politics and Law | e Counterintelligence
Committee 276
CCP International Liaison CCP Central Com- | e Liaison with foreign po-
Department mittee 277 litical parties

e Influence operations
o Intelligence collection

CCP United Front Work De-
partment

CCP Central Com-
mittee 278

e Liaison with non-Com-
munist Chinese groups

o Influence operations

o Intelligence collection

Various Civilian Scientific
Research & Development
Institutions

Chinese Academy of
Sciences (pri-
mary) 279

e Technology acquisition

Military Entities

Second Department, PLA
General Staff Department
(Military Intelligence)

PLA General Staff
Department

e Foreign intelligence col-
lection (especially mili-
tary data)

o Intelligence analysis

e Technology acquisition

Third Department, PLA Gen-
eral Staff Department (Sig-
nals intelligence)

PLA General Staff
Department

e Signals intelligence col-
lection and analysis

e Cyber intelligence collec-
tion and analysis

Fourth Department, PLA
General Staff Department
(Electronic Warfare)

PLA General Staff
Department

e Electronic warfare (jam-
ming, etc.)

e Computer network at-
tacks

International Liaison De-
partment, PLA General
Political Department

PLA General Polit-
ical Department

e Foreign intelligence col-
lection

o Political/psychological
warfare

Various Defense Industrial
Firms

11 different state-
owned defense
enterprise group
companies 280

e Technology acquisition

This chart, although not comprehensive, shows some of the most prominent PRC agencies in-
volved in security, and counterintelligence and the collection of foreign intelligence and/or re-

stricted technology, along with their primary areas of responsibility.
Source: Compiled by Commission staff from multiple sources.
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Other Intelligence Entities

The Chinese government also has a number of other institutional
entities involved in foreign intelligence collection operations. The
Third Department of the People’s Liberation Army General Staff
Department is China’s leading signals intelligence agency and is
also reportedly the largest of all of China’s intelligence services, al-
though no authoritative open-source figure is available for its total
number of personnel.281 The Third Department may also have a
complementary relationship with the Fourth Department of the
People’s Liberation Army General Staff Department, which is re-
sponsible for electronic warfare.282 (Further discussion of the ac-
tivities of the Third and Fourth Departments may be found in
chap. 2, sec. 4, of this Report.)

Alongside the Ministry of State Security and the Military Intel-
ligence Department, the International Liaison Department of the
PLA General Political Department has been identified by a U.S.
government counterintelligence handbook as one of three Chinese
agencies that conduct covert intelligence collection against the
United States.283 Bearing responsibility for propaganda and psy-
chological warfare, the International Liaison Department has in
past years been active in targeting Taiwan military officers.28¢ Al-
though the organization has been described as both smaller and
less effective than either the Ministry of State Security or the Mili-
tary Intelligence Department in its U.S. operations,28> there is lit-
tle publicly available information about the agency’s operations
within the United States.28¢ However, a statement from the U.S.
Office of the Director of National Intelligence in May 2009 listed
the International Liaison Department as an active collector against
U.S. interests.287

Other entities of the Chinese party-state also maintain a role in
gathering foreign intelligence and spreading propaganda on behalf
of the government. These include the United Front Work Depart-
ment of the CCP and the Foreign Liaison Department of the
CCP.288 China’s official Xinhua state news agency also serves some
of the functions of an intelligence agency, gathering information
and producing classified reports for the Chinese leadership on both
domestic and international events.289

Chinese Intelligence and Technology Collection within the
United States

Information from recent criminal indictments indicates that Chi-
nese intelligence and technology collection operations within the
United States are more varied and complex than previously under-
stood. A wide range of actors are at work collecting information
and technology on behalf of the Chinese government, ranging from
agents of the professional intelligence services described above to
individuals seeking out technology and data that they might be
able to sell to Chinese agencies. These efforts fall into four broad
categories: 1) “actuarial” intelligence cobbled together from mul-
tiple sources; 2) “professional” intelligence-gathering conducted or
directly sponsored by PRC intelligence agents; 3) “enterprise-di-
rected” acquisition of controlled technology driven by entities with-
in the Chinese state scientific research and development and mili-
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tary-industrial sectors; and 4) “entrepreneurial” industrial espio-
nage and illegal technology exports carried out by private actors
seeking rewards from the Chinese government.

“Actuarial Intelligence”

One distinctive element of Chinese espionage is the “grains of
sand” or “actuarial” approach to intelligence-gathering. Rather
than going after a narrowly targeted set of restricted information,
Chinese intelligence efforts often focus on gathering immense quan-
tities of raw information—most of which may not be classified or
otherwise restricted, and much of which could be completely extra-
neous—and seeking to combine the vast number of puzzle pieces
into a revealing “mosaic.”290 As former FBI special agent I.C.
Smith told the Commission, this traditional approach has been one
of “just get the information to us, and we will sort it out later.” 291

PRC intelligence operatives have also displayed a past preference
for gathering information from many agents or sources rather than
from any one, well-placed source: “The entire process is sometimes
referred to as ‘actuarial intelligence,” because its basis is not unlike
the principles that insurance company actuaries apply to determine
the profitability of insuring large groups of people.”292 This ap-
proach allows cross-checking of information from multiple sources
while also increasing deniability in any particular instance and re-
ducing the risk to any single source of exposure.

This traditional Chinese intelligence collection methodology is
less likely than the “classical” model293 to produce unambiguous
evidence of espionage that can be prosecuted in a U.S. courtroom.
As characterized in a Central Intelligence Agency (CIA) and FBI
report to Congress, Chinese spying activities “are usually low-key
and singular in nature, thus creating a significant counterintel-
ligence dilemma for the FBI.” 294 And while this Chinese approach
may appear unwieldy, it can produce significant results over time;
in the memorable phrase of a U.S. government counterintelligence
handbook, the traditional Chinese approach to espionage is “ineffi-
cient but not ineffective.” 295

A declassified joint CIA and FBI report from 2000 indicated that
the widespread collection of “grains of sand” could be explained in
part by China’s relatively low level of technological development
compared to western countries:

Because the Chinese consider themselves to be in a develop-
mental ‘catch-up’ situation, their collection program tends
to have a comparatively broad scope. Chinese collectors tar-
get information and technology on anything of value to
China, which leads them to seek to collect open-source in-
formation as well as restricted/proprietary and classified
information.296

However, the rapid and dramatic advancement of science and
technology in China in recent years is likely to produce gradually
diminishing returns on such a scattershot method of collection. As
China’s scientific research and development and industrial sectors
become more advanced, their identified areas of shortfall—and
therefore their collection requirements—are likely to become more
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focused and specific. Many of the recent cases of Chinese state- or
enterprise-directed information and technology acquisition that are
cited in the examples to follow show signs of a more specific collec-
tion focus than that observed in the “actuarial” practices of past
years.

“Professional” Chinese Government-directed Espionage

In contrast to the looser “actuarial” method of collection de-
scribed above, agents working for the PRC’s professional intel-
ligence services also seek out technological and intelligence infor-
mation of a more specific nature. Three prominent cases of PRC-
affiliated espionage that came into public view in recent years dis-
played this pattern, in which collectors operating on behalf of the
Chinese government pursued specific technologies or information
requirements tasked to them by higher authority.

The Chi Mak Case

Chi Mak was the central figure in an espionage investigation
that culminated with his arrest in October 2005 and his sentencing
in March 2008 to 24 years in prison. Born in China’s Guangzhou
Province, Mr. Mak emigrated to southern California in the early
1980s and was naturalized as a U.S. citizen in 1985. By 1996, he
was employed as an engineer with Power Paragon in Anaheim,
California, a subsidiary of L-3/SPD Technologies/Power Systems
Group, and had been granted a “Secret” level security clearance. At
the time of his arrest, Mr. Mak was working as the lead project en-
gineer on the “Quiet Electric Propulsion” project meant for future
U.S. Navy warships.297

Mr. Mak took information about the Quiet Electric Propulsion
project, as well as other Power Paragon projects, back to his resi-
dence and copied the information to compact discs that he then
gave to his brother, Tai Mak, for encryption. Tai Mak operated as
a courier for Chi Mak, relaying material to an unidentified PRC of-
ficial in Guangzhou, China. Tai Mak intended to deliver a set of
discs containing data on the Quiet Electric Propulsion project and
other projects to this individual in Guangzhou at the end of Octo-
ber 2005 but was arrested while en route by FBI agents at Los An-
geles International Airport.298

Prior to the arrests of Chi Mak and Tai Mak, FBI agents had re-
trieved shredded documents from the trash of Chi Mak’s residence
that provided instructions and collections tasking to Chi Mak from
his handler in China. These included instructions to Chi Mak to
perform more networking through professional associations and
conferences. The documents also laid out an extensive and specific
list of 17 different categories of naval and space-based military
technology on which Chi Mak was to seek out further information.

In May 2007, Chi Mak was convicted in the U.S. Court for the
Central District of California on charges of conspiracy, two counts
of attempted violation of export control laws, failing to register as
an agent of a foreign government, and making false statements to
federal investigators. In March 2008, he was sentenced to 24 years
in prison. Statements from federal officials indicated that Chi Mak
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had admitted to moving to the United States more than two dec-
ades earlier with the intention of gradually working his way into
the U.S. defense industrial complex to steal military technology on
behalf of the Chinese government.299

The Chi Mak case clearly reveals strong interest on the part of
China’s military research and development sector in gaining sur-
reptitious access to specific U.S. military technologies under devel-
opment. The information compromised by Chi Mak may prove to be
of significant benefit to the PRC’s naval systems modernization
programs and may also improve the ability of PRC engineers to
identify vulnerabilities in U.S. systems currently under develop-
ment. (For more on China’s naval modernization and increasing
naval capabilities, see chap. 2, sec. 2, of this Report, “China’s Naval
Modernization and Strategy.”)

The Bergersen and Fondren Cases

Two linked Chinese espionage cases in 2008-2009 displayed a
hybrid amateur-professional espionage model, in which an appar-
ently amateur agent or asset took directions from a Chinese gov-
ernment official to seek out classified and restricted distribution in-
formation from U.S. government officials. The first of these cases
emerged into public view in February 2008 with a trio of arrests—
that of Tai Shen Kuo, a naturalized U.S. citizen born in Taiwan,;
Yu Xin Kang (“Katie”), a PRC citizen and legal resident alien of the
United States, who worked as an assistant to Kuo; and Gregg Wil-
liam Bergersen, a weapon systems policy analyst with the Defense
Security Cooperation Agency, a Department of Defense (DoD) agen-
cy that implements foreign military sales.300

Tai Shen Kuo operated a furniture business in New Orleans and
also maintained, through family connections, high-level contacts
with defense officials in Taiwan.* By an undisclosed series of
events, he became affiliated with a PRC official in Guangzhou,
China, who is not identified by name in the affidavit. This indi-
vidual both provided funding for Mr. Kuo and assigned specific
items of information that Mr. Kuo was to obtain from his contacts
within the U.S. government.

Mr. Kuo deceived Mr. Bergersen by making him believe that he
(Kuo) was using his contacts in Taiwan to lay the foundation for
lucrative future defense contracting deals and that he was seeking
information related to Taiwan military systems and future weap-
ons sales in order to facilitate his business arrangements. Plying
Mr. Bergersen with cash and gifts, and stringing him along with
the hope of becoming a business partner for the expected future
military contracting deals, Mr. Kuo was able to obtain from Mr.
Bergersen information on the “Po Sheng” (Broad Victory)
project,3°1 a command-and-control upgrade program for the Tai-
wanese armed forces developed with U.S. assistance; publications
on the “Global Information Grid” communications network of the
DoD; and data from the “Javits Report” (classified “Secret”), a 2007

*Tai Shen Kuo is a son-in-law of Hsueh Yeh, a former Republic of China Navy admiral who
served the Guomlndang during World War II and the Chinese C1V11 War of 1945-1949. See
Peter Enav, “Taiwan Reviews Impact of New US Spy Charges,” Taipei Times, February 14,
2008. http: Swww. taipeitimes. com/News/taLwan/archlves/2008/02/14/2003401 185.
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Defense Security Cooperation Agency spreadsheet on the planned
U.S. sales of military equipment to foreign nations for the next five
years.

In at least some instances—such as the information on the Glob-
al Information Grid and on future military sales to Taiwan—Mr.
Bergersen was responding to specific requests from Mr. Kuo, who
was in turn relaying taskings from the unnamed PRC official in
Guangzhou. Throughout the time that he was handling over docu-
ments and information to Mr. Kuo, Mr. Bergersen apparently be-
lieved that this information was bound for officials in Taiwan and
not the PRC. He was therefore deceived in a classic “false flag” op-
eration, in which a source is misinformed regarding the identity of
the end-user of the information.302

The other source exploited by Tai Shen Kuo was James Fondren,
a retired U.S. Air Force lieutenant colonel who served from August
2001 through February 2008 as the deputy director of the United
States Pacific Command Washington Liaison Office, located inside
the Pentagon. Ties between the two men dated back to at least
1998, when Mr. Kuo allegedly became the sole client for a con-
sulting service, “Strategy, Incorporated” that Mr. Fondren operated
from his home. Mr. Kuo was in fact staying as a guest in Mr.
Fondren’s home at the time of Mr. Kuo’s arrest in February
2008.303

Through Mr. Fondren’s consulting service, Mr Kuo requested
from Mr. Fondren “opinion papers” on topics related to military-to-
military ties between the United States and China. The subjects of
these papers included a description of the visit to the United States
of a senior PRC military official, an overview of defense talks be-
tween DoD and PLA officials, and an assessment of a U.S. Navy-
PLA Navy joint exercise. A review of Mr. Fondren’s “opinion pa-
pers” by investigators alleged that Mr. Fondren incorporated infor-
mation from documents classified “Confidential” and “Secret,” in-
cluding some passages copied nearly verbatim.

The affidavit in the Fondren case also indicates that Mr. Kuo’s
PRC handler provided topics of interest that Mr. Kuo was to pass
to Mr Fondren and also suggested to Mr. Kuo that Mr. Fondren be
misled into believing that his “opinion papers” were bound for sen-
ior military officials in Taiwan. If true, then Mr. Fondren, like Mr.
Bergersen, was also duped by Mr. Kuo under a “false flag.” Mr.
Fondren had also maintained some direct contacts with Mr. Kuo’s
handler, reportedly exchanging 40 e-mail messages with him in
1999 and 2000.304

The actions of Gregg Bergersen and James Fondren could indi-
cate a significant shift in the traditional character of Chinese state-
supported espionage against the United States. There are signifi-
cant differences between these cases and the traditional Chinese
model: both men were U.S. government officials with access to clas-
sified information; neither man is Chinese-American; both were
given specific taskings of documentation and information to hand
over; and both were paid for their services. This indicates a set of
practices verging closer to a more “classical” model of espionage 395
and shows a growing willingness on the part of PRC intelligence
operatives to seek out individuals in the United States who have
access to specific, required information.
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Gregg Bergersen pled guilty on March 31, 2008, in the U.S.
Court for the Eastern District of Virginia to a single count of con-
spiracy to disclose national defense secrets and was sentenced on
July 11, 2008, to 57 months in prison.3%¢ Tai Shen Kuo pled guilty
on May 13, 2008, in the U.S. Court for the Eastern District of Vir-
ginia to a one-count criminal charge of conspiracy to deliver na-
tional defense information to a foreign government and was sen-
tenced on August 8, 2008, to 188 months in prison and a fine of
$40,000.307 On September 25, 2009, James Fondren was convicted
by a federal jury on one count of unlawfully communicating classi-
fied information to an agent of a foreign government and two
counts of making false statements to the FBI. He is scheduled for
sentencing on January 22, 2010.308

“Enterprise-directed” Espionage Conducted by Chinese State-
controlled Research Institutes and Commercial Entities

While a significant part of Chinese espionage against the United
States may be conducted at the behest of professional PRC intel-
ligence agents, much of it—particularly in terms of economic and
industrial espionage—is driven by the state-owned research insti-
tutes and factories of China’s military-industrial complex and/or by
subsidiary companies spun off from these state institutions. As de-
scribed by the CIA and FBI, “China’s commercial entities play a
significant role in the pursuit of proprietary/trade secret U.S. tech-
nology. The vast majority of Chinese commercial entities in the
United States are legitimate companies; however, some are a plat-
form for intelligence collection activities.”3%9 While many indi-
vidual instances of collection may be conducted piecemeal, there is
a central, national-level PRC program for technological acquisition
and modernization dating back to the 1980s—the “863 Program”—
that underlies this broader effort to obtain advanced technology.310

“Enterprise-directed” espionage may also be growing in impor-
tance and taking on a less random and more targeted form. The
2008 unclassified report of the Defense Security Service cited a rise
in efforts undertaken by commercial entities to target restricted
technologies, speculating that this likely represents “a purposeful
attempt to make the contacts seem more innocuous by using non-
governmental entities as surrogate collectors for interested govern-
ment or government-affiliated entities.”311 Although it does not
provide specific country breakdowns, the same report also asserts
that the East Asia and Pacific region is the origin of the most ac-
tive efforts illegally to acquire U.S. defense technologies.312

However, if there is an increasingly organized and coordinated
effort to target specific technologies by state-affiliated commercial
and research entities, the collection prioritization and tasking proc-
ess by which this is handled has not heretofore been well docu-
mented or understood. James Mulvenon, director of the Center for
Intelligence Research and Analysis, Defense Group, Inc., described
to the Commission a complex process that is by turns both state
directed and driven by private initiative:

I think it’s both bottom up and top down ... we know from
open sources that there is a high-level state coordination on
[science & technology] procurement that goes on at the Bei-
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Jing level, whether it’s in the Ministry of Science and Tech-
nology, whether it’s ... under the Ministry of Industry and
Information, whether it is derivative of the 863 Program,
which itself was the result of high-level state coordination
to identify key future technology gaps that China needed to
push. ... At the same time, there is innovation going on at
the bottom level where people are for their own materialist
interests trying to acquire things that they know would be
valuable and then going to find customers for it ... and so
I think both of those processes are working at the same
time.313

Expanding on the matter of “enterprise-driven” collection, Dr.
Mulvenon described a prominent role in technology acquisition un-
dertaken by profit-driven commercial companies spun off from Chi-
nese government-controlled defense industrial research institutes
in the course of defense reforms in the late 1990s. He also de-
scribed a decentralized, free-market system for the pursuit of tech-
nology acquisitions:

[it’s] often as mundane as simply receiving a fax saying,
‘Here is the shopping list of things that we’re interested in,’
with no clear direction as to where they’re going to find
them, and then relying on the natural entrepreneurship
and aggressiveness of the people that theyve contacted ...
often they’re not the only people within the network that are
being given this similar tasking ... this is a distributed
network in which there is redundant multiple tasking, and
often it’s [a question of who gets there first].314

The Dongfan “Greg” Chung Case

An example of “enterprise-directed” industrial espionage that
was recently made public is the case of Dongfan “Greg” Chung, a
naturalized U.S. citizen of Chinese heritage. Mr. Chung worked in
the U.S. aviation industry from 1973 to 2006, holding positions
with both the Boeing Company and Rockwell International. He
held a “Secret” level clearance and worked as an engineer on var-
ious aerospace projects, including doing stress test analysis on
space shuttle fuselages and developing a phased-array antenna for
space shuttle communications.315

Mr. Chung was arrested in February 2008, in Orange, California.
According to the indictment in his case, sometime around 1979 he
established contact with a professor at the Harbin Institute of
Technology and offered his services to “contribute to the [scientific
modernizations] of China.” In succeeding years, Mr. Chung further
communicated with officials at the China National Aero Technology
Import and Export Corporation, the Nan Chang Aircraft Company,
and the China Aviation Industry Corporation, receiving very spe-
cific questions regarding aircraft development and specific taskings
for technical information. In response, Mr. Chung took multiple un-
reported trips to the PRC to deliver lectures. He also handed
over—either via mail delivery or by passing them to an individual
at the PRC consulate in San Francisco—a large number of propri-
etary Boeing and Rockwell technical manuals. These materials in-
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cluded, among many other items, a shipment in 1985 that con-
tained 27 manuals related to airframe stress analysis and 24
manuals related to the B-1 bomber program.

On July 16, 2009, Mr. Chung was convicted in the U.S. Court for
the Central District of California of conspiracy to commit economic
espionage; six counts of economic espionage to benefit a foreign
country; one count of acting as an agent of the People’s Republic
of China; and one count of making false statements to the FBI. Mr.
Chung is scheduled for sentencing on November 9, 2009.316

“Entrepreneurial Espionage” on Behalf of China

Another distinctive feature of Chinese intelligence collection—
and one that is highly significant in terms of U.S. security—is the
extent to which spying is also practiced by private individuals act-
ing either independently or on behalf of the Chinese government.
The Office of the Director of National Intelligence has reported the
following:

Nonprofessional intelligence collectors—including govern-
ment and commercial researchers, students, academics, sci-
entists, business people, delegations, and visitors—also pro-
vide China with a significant amount of sensitive U.S. tech-
nologies and trade secrets. Some members of this group
knowingly or unknowingly collect on behalf of [PRC intel-
ligence agencies] or Chinese defense industries, presenting
a significant intelligence threat. But in many cases, the col-
lection efforts of these private-sector players are driven en-
tirely by the opportunity for commercial or professional
gain and have no affiliation with [PRC intelligence].317

Such reliance on amateur efforts to collect science and technology
has led to a vast amount of “entrepreneurial” economic and indus-
trial espionage conducted by Chinese students, trade delegations,
businessmen, and educational and research institutions. The range
of motivations for such espionage on private initiative can be var-
ied and complex. Former FBI special agent I.C. Smith testified that
the Ministry of State Security sometimes places pressure on Chi-
nese citizens going abroad for educational or business purposes and
may make pursuit of foreign technology a quid pro quo for permis-
sion to travel abroad.318 However, this phenomenon of “entrepre-
neurial espionage” appears to be particularly common among busi-
nessmen who have direct commercial ties with Chinese companies
and who seek to skirt U.S. export control and economic espionage
laws in order to export controlled technologies to the PRC. In such
instances, profit appears to be a primary motive, although the de-
sire to “help China” can intersect in many cases with the expecta-
tion of personal financial gain.

The nature of such privately organized and implemented espio-
nage efforts raises a number of thorny issues for U.S. counterintel-
ligence and law enforcement officials. As special agent Smith
asked, “Is it truly an intelligence operation in the absence of the
presence of an intelligence service?”31° Even in instances where
there is no direct state involvement, however, the Chinese govern-
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ment has been a major beneficiary of technology acquired through
industrial espionage.320

“Espionage entrepreneurs” are not focused solely on obtaining
state-of-the-art, high-tech data and equipment. Dr. Mulvenon testi-
fied to the Commission that many older technologies are still of
considerable value to China’s military modernization:

I would also submit to you that our export control system
is overly focused on the state of the art and doesn’t apply
a means-ends test to why the Chinese are requiring a spe-
cific piece of technology. There are pieces of technology ...
that the Chinese are trying to acquire that are 20, 25 years
old, [and] that are mainstays of existing U.S. defense sys-
tems but come nowhere close to being considered state-of-
the-art, and yet a means-ends test would correctly identify
those as critical gaps in the Chinese system.321

Expanding on this point, Dr. Mulvenon described to the Commis-
sion the existence of numerous entrepreneurial “mom-and-pop”
companies—many of them nothing more than a titular business
registered at a residential address—that legally purchase older
military technology from U.S. manufacturers or through a sec-
ondary market of defense industrial equipment auctions, or even
gﬁm t}?}gz Internet, and then look for customer institutions back in

ina.

Two Cases of Industrial Espionage to Benefit China’s Space
Industry

Two illustrative cases of industrial espionage occurred within the
United States during the Commission’s 2009 reporting period, both
of which involved the intended illegal export to China of U.S. con-
trolled technology and materials that would benefit China’s rapidly
developing space industry. This is far from an exhaustive list—
even within the narrow field of aerospace-related technologies other
examples could be cited from 2009.

The first case is that of Quan-Sheng Shu, the owner of the firm
AMAC International Inc., in Newport News, Virginia. Born in
Shanghai in 1940, Dr. Shu was naturalized as a U.S. citizen in
1998.323 He holds a PhD in physics and is the author of six books
and more than 100 papers on the subjects of cryogenics and super-
conductivity.32¢ Dr. Shu and his firm had worked on several re-
search and development contracts on behalf of the U.S. Department
of E?I’éergy and the National Aeronautics and Space Administra-
tion.325

In November 2008, Dr. Shu pled guilty in the U.S. Court for the
Eastern District of Virginia to two violations of the Arms Export
Control Act and one count of bribing Chinese officials in violation
of the Foreign Corrupt Practices Act. Dr. Shu was sentenced to 51
months in prison and a fine of $386,740.326 As of summer 2009,
AMAC International had divested itself of many of its past projects
and proprietary technologies and had shut down its office in Bei-
jing.327

The export control law violations pertained to Dr. Shu’s export
to the PRC of a cryogenic fueling system for space launch vehicles
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and technical data for a liquid hydrogen tank and cryogenic equip-
ment. The items exported by Dr. Shu were intended to assist in the
design and development of a cryogenic fueling system for space
launch vehicles to be used at a heavy payload launch facility lo-
cated on the southern island province of Hainan, PRC. According
to the U.S. Department of Justice, the space launch facility at Hai-
nan is affiliated with the PLA and the China Academy of Launch
Vehicle Technology and is expected to be a launch site for space
stations and satellites, manned space flights, and future lunar mis-
sions.328

A second case of alleged export violation in support of China’s
space program was revealed on October 28, 2008, when a grand
jury in the U.S. District Court for Minnesota indicted Jian Wei
Ding and Kok Tong Lim, both officials of FirmSpace Limited, an
import/export company in Singapore; and Ping Cheng, a New York
resident and reportedly the sole shareholder of FirmSpace. The
three men were allegedly involved in a plan to sell carbon fiber ma-
terial, with applications in aircraft, rockets, spacecraft, and ura-
nium enrichment, to the China Academy of Space Technology.32°
Mr. Ding and Mr. Lim allegedly purchased the carbon fiber mate-
rials from an undisclosed firm in Minnesota via remote wire trans-
fer, with the materials shipped to Mr. Cheng’s address in New
York. Mr. Cheng was allegedly then to inspect and store them and
prepare them for shipment onwards to the China Academy of Space
Technology.33° Two other individuals, FirmSpace company direc-
tors, Hou Xinlu and Gao Xiang, are mentioned in conjunction with
the case but have not been charged. Both men are believed to re-
side in China.331

Local media in Singapore have remarked that FirmSpace Lim-
ited seemed to have little else in the way of business activity. De-
spite the lack of the company’s observable business, one local news
outlet noted that the firm had not laid off any employees and had
continued to pay them regularly. The firm’s receptionist was quoted
as saying, “I found it quite strange but I never thought of asking
the bosses, as long as I still got my salary.” 332

How Well Is This Information Processed?

With such a large intake of data and material, there remains a
question as to how effective the Chinese system might actually be
in separating the wheat of useful information from the mass quan-
tities of chaff. The nature of the Chinese government bureaucracy,
in which officials may be inclined to exaggerate successes to their
superiors for purposes of career advancement, may facilitate waste
within the system. For example, retired FBI agent I.C. Smith has
described interviewing a former Ministry of State Security officer
about that individual’s responsibilities to obtain military tech-
nology inside the United States and being told of time wasted gath-
ering useless U.S. military surplus items simply for the sake of bu-
reaucratic appearances.333

However, amid the vast quantities of equipment and information
collected by the Chinese system there emerge nuggets of genuinely
useful material. One report from the late 1990s indicated that
PLA-affiliated enterprises were actively involved in buying surplus
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and cast-off equipment from U.S. military bases and may have
been able in this way to acquire models of U.S. military systems
for reverse engineering, possibly including the radar digital guid-
ance system for the Pershing II intermediate-range ballistic missile
system.334

Targeting Chinese Dissident Groups Abroad

Another highly significant aspect of Chinese intelligence activi-
ties within the United States—and one with disturbing implica-
tions for many citizens and foreign residents of the United States—
is the intensive effort put forward by Chinese government
operatives to monitor, harass, and disrupt the activities of Chinese
dissident groups operating abroad. There is ample evidence of such
activity by Chinese officials within the United States, extending
back for many years. In testimony presented before the House For-
eign Affairs Committee in June 1990, Lin Xu, a former PRC con-
sular official who had sought asylum within the United States, tes-
tified that Ministry of State Security officials had visited the Chi-
nese embassy in Washington, DC, in the wake of the Tiananmen
Square massacre to consult with educational services consular offi-
cials. These officials were subsequently assigned to monitor and
harass Chinese students within the United States who were per-
ceived to have reformist or prodemocracy sympathies.335

There have also been very similar and even more detailed ac-
counts by PRC defectors in recent years. Chen Yonglin, a former
PRC first secretary and consul in Sydney, Australia, defected in
May 2005 and sought asylum in Australia. Mr. Chen provided a de-
tailed account of efforts by Chinese government officials to monitor,
harass, and disrupt the activities of “hostile elements.” Mr. Chen
stated that the same model of PRC intelligence activities applies in
both Australia and the United States.336

Mr. Chen produced an internal PRC government document that
referred to the “Five Poisonous Groups” of Falun Gong members,
Tibetan separatists, Uighur separatists, Taiwan proindependence
activists, and prodemocracy activists. The document further de-
scribed the “Consulate’s main counter-strategy in the battle”
against such groups, with consular officials directed to “strengthen
monitoring” of the activists on a list of names; to “conduct propa-
ganda work through multiple channels,” with a particular focus on
local Chinese language media; and to “try to work on local govern-
ment officials.” 337 In regard to the latter effort, Mr. Chen described
specific efforts to levy quid pro quo economic pressure on Aus-
tralian officials and lobbying pressure placed on Sydney-area edu-
cation officials to deny public funding to a school whose principal
was a Falun Gong member. In such efforts driven by PRC govern-
ment officials, a central point of emphasis is “mobilizing the force
of the [local] Chinese community” to act on behalf of PRC inter-
ests.338

Falun Gong activists in the United States have alleged activities
by PRC consular officials of a similar nature to those described by
Chen Yonglin. A Falun Gong-affiliated newspaper, Epoch Times,
has alleged that officials from the PRC’s New York consulate orga-
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nized a series of assaults in 2008 against Falun Gong demonstra-
tors in the New York neighborhood of Flushing, Queens.33°

Two expert witnesses who spoke before the Commission this
year, neither of whom has any affiliation with Falun Gong, both
testified that PRC embassy and consular officials take an active
role in organizing and mobilizing Chinese-American civic groups to
act on behalf of the Chinese government.340

Other recent examples of PRC consular officials mobilizing ethnic
Chinese groups were observed during the worldwide running of the
Olympic Torch in spring 2008. As the torch relay made its way to-
ward Beijing, scuffles took place in a number of cities between pro-
testers made up of pro-Tibetan, pro-human rights, and other activ-
ists critical of the Chinese government, and counterdemonstrators
made up of Chinese students or local ethnic Chinese residents. In
some of these locations, particularly in Paris and Seoul, these con-
frontations turned violent.

One such example within the United States occurred on April 8,
2008, at a protest and large counterprotest on the campus of Duke
University in Durham, North Carolina. This incident attracted sig-
nificant media attention after a Chinese student attempting to me-
diate between the two opposing groups was vilified on the Internet
by nationalist activists and the home of her parents in China sub-
sequently vandalized.341 In the incident at Duke, a group of ap-
proximately 15 students from a campus human rights group orga-
nized a pro-Tibet rally timed to coincide with the date of the torch
relay, only to find themselves surrounded and drowned out by a
crowd of approximately 400 counterdemonstrators. As described in
an account provided to the Commission by a Duke student who wit-
nessed the event,

[tIhe most striking characteristic of the gathering was the
organization of the China supporters. In addition to gath-
ering hundreds of supporters, which is no small feat on
such a relatively small campus, most had large, pre-de-
signed posters, printed leaflets, full-size Chinese flags, large
U.S. flags, and were chanting and singing in unison. The
Chinese supporters were not gathered in pell-mell like you’d
expect from a gathering of 400 people. The organization
and size of the pro-China crowd could be attributed to the
fact that a large portion of those gathered ... were not even
Duke students.342

In many such instances, the groups of ethnic Chinese counterpro-
testers showed clear signs of being encouraged and organized by of-
ficials from PRC embassies or consulates. As stated in a report
issued by the analytical firm Strategic Forecasting, Inc., about the
April 9, 2008, passage of the torch relay through San Francisco,

[b]y 8 a.m. April 9, the pro-China demonstrators were tak-
ing up positions along the planned torch relay route, pull-
ing in groups carrying Chinese, U.S. and Olympic flags,
and equipped with cases of food and water. However, these
were not spontaneous gatherings of overseas Chinese sup-
porting the motherland, as Beijing media have portrayed
them. Rather, there was a coordinated effort between local
Chinese business and social associations and the consulate
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to attract, equip, deploy and coordinate the large pro-China

turnout. ... By some estimates, as many as 50 busloads of
Chinese from other parts of California were brought to San
Francisco.

This account also alleges the use of prank calls, text messages,
and even low-level, localized jamming against the cell phones of the
anti-PRC demonstrators—demonstrating, if true, prior knowledge
of the phone numbers of the activists organizing the protests. Also
described are possible efforts to incite confrontations in such a way
as to make the anti-PRC demonstrators appear violent:

On numerous occasions, individuals or small groups car-
rying cameras would seek to incite the anti-China dem-
onstrators to acts of confrontation or violence, frequently by
parading through the middle of a group of Free Tibet or
Save Darfur demonstrators with a large Chinese flag,
walking back and forth through the group. In some cases,
small scuffles broke out—and pictures were snapped—
though the anti-China demonstrators soon deployed indi-
viduals to try to keep the two opposing sides separated. The
same day, Chinese media ran photos of pro-Tibet dem-
onstrators shoving pro-China demonstrators, ‘proving’ their
point that the Tibet supporters are violent.343

Such activities directed at, by turns, either mobilizing or moni-
toring Chinese-Americans may be explained in part by a pervasive
attitude among PRC officials that ethnic Chinese everywhere natu-
rally owe loyalty to Beijing.344

Such examples also paint the Chinese government as highly fear-
ful of dissident or ethnic minority activity organized abroad and
willing to devote considerable attention and resources to thwarting
activist groups backing these causes. They also reinforce Chen
Yonglin’s description of PRC government officials seeking to hide
their hand by coopting and mobilizing local ethnic Chinese busi-
ness and community groups to undertake work on their behalf.
This pattern of activity is best understood within the context of the
CCP’s political imperative to present its domestic audience with a
narrative of Chinese people around the world united in support of
the Chinese government. It also fits in with a long-standing CCP
pattern of “united front” activity intended to subvert and turn non-
8%mmunist Chinese groups into tools for advancing the goals of the

P.

Conclusions

e The intelligence services of the Chinese government are actively
involved in operations directed against the United States and
against U.S. interests. China is the most aggressive country con-
ducting espionage against the United States, focusing on obtain-
ing U.S. information and technologies beneficial to China’s mili-
tary modernization and economic development.

e Some of the espionage carried out on behalf of China is con-
ducted by nonprofessional collectors. These nonprofessional col-
lectors may be motivated by profit, patriotism, feelings of ethnic
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kinship, or coercion. Even in many cases where there is no obvi-
ous direct state involvement in the theft or illegal export of con-
trolled technology, the Chinese government encourages such ef-
forts and has benefited from them.

Recent cases of espionage involving China show evidence of more
focused efforts at information collection employing sources out-
side of the Chinese-American community.

Chinese operatives and consular officials are actively engaged in
the surveillance and harassment of Chinese dissident groups on
U.S. soil.



SECTION 4: CHINA’S CYBER ACTIVITIES
THAT TARGET THE UNITED STATES,
AND THE RESULTING IMPACTS ON
U.S. NATIONAL SECURITY

“The Commission shall investigate and report exclusively on—

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability. ...”

Introduction

In May 2009, President Obama labeled cyber attacks “one of the
most serious economic and national security challenges” that the
country faces.345 Joel Brenner, former director of the Office of the
National Counterintelligence Executive, has identified China as the
origin point of extensive malicious cyber activities that target the
United States.346 Anecdotal evidence suggests that Chinese attacks
targeting U.S. government- and defense-related information have
been damaging. For example, in June 2007, the Office of the Sec-
retary of Defense took its information systems offline for more than
a week to defend against a serious infiltration that investigators
attributed to China.347 In April 2009, reports surfaced that attacks
on defense contractor information systems in 2007 and 2008 al-
lowed intruders—probably operating from China—to successfully
exfiltrate “several terabytes of data related to design and elec-
tronics systems” of the F35 Lightning II, one of the United States’
most advanced fighter planes.348 A large body of both circumstan-
tial and forensic evidence strongly indicates Chinese state involve-
ment in such activities, whether through the direct actions of state
entities or through the actions of third-party groups sponsored by
the state.

Malicious cyber activity has the potential to destroy critical infra-
structure, disrupt commerce and banking systems, and compromise
sensitive defense and military data. Malicious cyber incidents are
on the rise, and attacks against U.S. government computer systems
illustrate the severity of the problem. In testimony to the Commis-
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sion in May 2008, Colonel Gary McAlum, then chief of staff for the
U.S. Strategic Command’s Joint Task Force for Global Network Op-
erations, stated that the reported incidents of malicious cyber activ-
ity against the Department of Defense reached 43,880 throughout
2007.349 For 2008, that figure increased almost 20 percent, to
54,640 incidents. The numbers from the first half of 2009 foretell
a steep increase for this year as well: 43,785 incidents occurred
from January 1 to June 30.350 If these trends continue through the
end of 2009, there would be a 60 percent increase in malicious
cyber activity compared to 2008. The cost of such attacks is signifi-
cant. Army Brigadier General John Davis, deputy commander of
the Joint Task Force-Global Network Operations, stated in April
2009 that, in just the preceding six months, the U.S. military alone
had spent more than $100 million on “manpower, time, contractors,
tools, technology and procedures” to remediate attacks on its net-
works.351

Figure 1: DoD Reported Incidents of Malicious Cyber Activity, 2000-2008,
With Projection for 2009
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Source: U.S.-China Economic and Security Review Commission, Hearing on China’s Prolifera-
tion Practices, and the Development of its Cyber and Space Warfare Capabilities, testimony of
Gary McAlum, May 20, 2008.

*Source: Name withheld (staff member, U.S. Strategic Command), telephone interview with
Commission staff. August 28, 2009.

TSolid portion accounts for reported malicious incidents from January 1 to June 30, 2009, as
provided by the U.S. Strategic Command. Dotted portion estimates malicious incidents from
July 1 to December 31, 2009, assuming a constant rate of attacks throughout the year.

Number of Incidents

In 2009, the executive branch of the U.S. government took sev-
eral measures in order to address cyber threats to national secu-
rity. In April, the White House announced the creation of a position
called the “Cyber Security Coordinator” (known colloquially as the
“Cyber Czar”), who will manage a more centralized and “top-down”
approach to the U.S. government’s interagency cybersecurity proc-
ess and make recommendations for the nation’s cyber policies and
standards.352 The coordinator will have some budgetary control
over new and existing initiatives through the Office of Management
and Budget,353 and he or she would report to both the National Se-



169

curity Council and the National Economic Council.354 In June
2009, Secretary of Defense Robert Gates directed the Department
of Defense to form a unified Cyber Command in order to “develop
a comprehensive approach to [Department of Defense] cyberspace
operations.” 355 The new command, which will include the National
Security Agency and at least initially be subordinate to the U.S.
Strategic Command, reportedly will integrate the Department of
Defense’s offensive and defensive cyber capabilities. The extent to
which the Cyber Command will work to secure nondefense or intel-
ligence-related government networks and civilian network infra-
structure remains unclear; the Department of Homeland Security
may retain the majority of that responsibility.356

Attribution of Responsibility for Cyber Attacks

Cyber attacks that originate in China can defy easy classifica-
tion; some malicious activity appears to originate from private
hacking groups, while other activity is almost certainly state spon-
sored. The latter, which will be the primary focus of this section,
can be recognized to a certain extent by two important factors.
First, cyber incidents leave behind signatures that can, with foren-
sic analysis, sometimes reveal the affiliation of the responsible ac-
tors to a reasonable degree of certainty. This sometimes allows in-
vestigators to implicate the Chinese government directly, or some-
times even specific parts of the Chinese government, such as the
People’s Liberation Army (PLA).357 Although this section draws on
the conclusions of investigators involved in conducting forensic
analysis of cyber intrusions, a thorough description of the tech-
niques used is not publicly available.

Second, the nature of the malicious activity—including the type
of information targeted—helps supplement the understanding of
the attackers and their affiliations. One can infer state involvement
in some instances based on the specific targeting of government
and defense networks. According to a study for the Commission by
Northrop Grumman that implicates the Chinese government in ex-
tensive malicious cyber activities against the United States,

China is likely using its maturing computer network exploi-
tation capability to support intelligence collection against
the U.S. government and U.S. defense industries by con-
ducting a long-term, sophisticated, computer network ex-
ploitation campaign. ...The depth of resources necessary to
sustain the scope of computer network exploitation tar-
geting the US and many countries around the world cou-
pled with the extremely focused targeting of defense engi-
neering data, US military operational information, and
China-related policy information is beyond the capabilities
or profile of virtually all organized cybercriminal enter-
prises and is difficult at best without some type of state-
sponsorship. ...The type of information often targeted for
exfiltration has no inherent monetary value to
cybercriminals like credit card numbers or bank account
information.358
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On whether attackers are in the employ of the Chinese govern-
ment or just selling information the attackers have stolen after the
fact, the study suggests that “[i]f the stolen information is being
brokered to interested countries by a third party, the activity can
still technically be considered ‘state-sponsored,” regardless of the af-
filiation of the actual operators at the keyboard.” 359

Department of Defense Definitions for Cyber Activity

This section uses the following definitions to describe the tac-
tics used in cyber activities:

Computer Network Operations: “Comprised of computer network
attack, computer network defense, and related computer net-
work exploitation enabling operations.” 360

Computer Network Exploitation: “Enabling operations and intel-
ligence collection capabilities conducted through the use of
computer networks to gather data from target or adversary
automated information systems or networks.” 361

Computer Network Attack: “Actions taken through the use of
computer networks to disrupt, deny, degrade, or destroy infor-
mation resident in computers and computer networks, or the
computers and networks themselves.” 362

Computer Network Defense: “Actions taken to protect, monitor,
analyze, detect and respond to unauthorized activity within
Department of Defense information systems and computer net-
works.” 363

The Development of Doctrine in China for Computer Net-
work Operations

The Chinese government’s lack of transparency in the field of
computer network operations makes analysis of the involvement of
Chinese state actors challenging at the unclassified level. However,
while much about China’s government-backed computer network
warfare programs remains opaque, military newspapers and profes-
sional military journals in China have long expressed professional
admiration for perceived U.S. network and electronic warfare capa-
bilities in conflicts such as the 1999 Kosovo campaign and the 2003
invasion of Iraq and have discussed the need to catch up.364 These
journals have engaged in a surprisingly open discussion of the need
to develop greater capabilities for computer network operations and
have even provided a number of details as to what form these capa-
bilities should assume.365

The Chinese government has not publicly issued a strategy or
governing concepts for computer network operations366 such as
those contained within Joint Publication 3-13: Information Oper-
ations, released in 2006 by the U.S. Department of Defense.367
However, some determined western open-source researchers have
been able to gain insights into the institutional developments of
China’s cyber capabilities through studying the debates in these
journals.
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Chinese Terms for
Computer Network Operations

Researchers with the Center for Naval Analyses have identi-
fied and translated the major doctrinal terms employed by Chi-
nese military authors as follows: 368

“Computer network warfare”: equivalent meaning to the U.S.
doctrinal term “computer network operations”;

“Computer network attack”. same as the U.S. doctrinal term
“computer network attack”;

“Computer network defense”: same as the U.S. doctrinal term
“computer network defense”;

“Computer network reconnaissance”:. equivalent meaning to the
U.S. doctrinal term “computer network exploitation.”

When the preceding terms are discussed in this chapter within
a Chinese context, they will be used interchangeably with their
U.S. counterparts.

Researchers such as Timothy Thomas of the Foreign Military
Studies Institute at Fort Leavenworth, Kansas, have been able to
assemble detailed histories of the development of PLA network
warfare thought over the past decade.?6° The PLA views computer
network warfare as both a key enabler of modern warfare and a
critical new spectrum of conflict in its own right. These professional
journal writings describe actions against an enemy’s command,
control, computers, communications, intelligence, surveillance, and
reconnaissance nodes, and the defense of one’s own, as the critical
foci of modern warfare—thereby raising even further the impor-
tance of computer network operations. Chinese analysts also de-
scribe computer network warfare as a critical tool that can be ex-
ploited by a weaker military force to level the playing field against
a stronger opponent.370

“Integrated Network Electronic Warfare”

Analysis of writings from authoritative PLA publications also has
revealed the existence of a guiding PLA operational concept titled
“Integrated Network Electronic Warfare.” Integrated Network Elec-
tronic Warfare incorporates elements of computer network oper-
ations in tandem with elements of traditional electronic warfare.371

Integrated Network Electronic Warfare advocates the employ-
ment of traditional electronic warfare operations—such as the jam-
ming of radars and communications systems—in coordination with
computer network attack operations. The goal is to create a multi-
spectrum attack on enemy command, control, communications,
computers, intelligence, surveillance, and reconnaissance systems
in the early stages of conflict, thereby denying the opposing force
access to information and communications necessary to move forces
and fight in a modern battlespace.

As summarized in a 2009 publication, Integrated Network Elec-
tronic Warfare would use

techniques such as electronic jamming, electronic deception
and suppression to disrupt information acquisition and in-
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formation transfer, launching a virus attack or hacking to
sabotage information processing and information utiliza-
tion, and using anti-radiation and other weapons based on
new mechanisms to destroy enemy information platforms
and information facilities.372

While some aspects of Integrated Network Electronic Warfare
may remain aspirational for the Chinese military, the PLA takes
the concept seriously and views cyberspace, in tandem with the
electromagnetic spectrum, as critical arenas of conflict in full spec-
trum modern warfare. (For further discussion of China’s military
modernization, see chap. 2, sec. 1, of this Report, “China’s Military
and Security Activities Abroad.”) The 2007 revised Outline for Mili-
tary Training and Evaluation training guidance issued by the PLA
General Staff Department directed all branches of the PLA to make
training “under complex electromagnetic environments” the core of
campaign and tactical training.373

In one recent example of such training, in early January 2008
approximately 100 senior-ranking PLA officers from multiple serv-
ice branches reportedly observed an Integrated Network Electronic
Warfare exercise hosted by elements of a group army of the
Shenyang Military Region. In the exercise, troops of the defending
PLA forces had to fend off attacks from mock aggressor forces™ em-
ploying simulated cyber and electronic attacks. These attacks in-
cluded a computer virus that sowed confusion by changing logistics
requirements, using electrical pulse attacks that destroyed com-
puter motherboards, and jamming communications and radar sys-
tems.374

Chinese Government Entities Involved in Computer Net-
work Operations

The Third and Fourth Departments of the PLA General Staff
Department

The Third Department of the PLA General Staff Department,
which has traditionally engaged in signals intelligence collection,
bears primary responsibility within the PLA for computer network
exploitation. For these purposes, the organization likely maintains
“technical reconnaissance bureaus” within each of China’s seven
military regions. The Fourth Department of the PLA General Staff
Department, which has traditionally engaged in electronic warfare,
plays the leading role in computer network attack.375

In 2009, the Commission contracted with the Northrop Grum-
man Corporation to perform a detailed, unclassified study on the
development of Chinese capabilities for conducting cyber warfare
and cyber espionage. This report, titled “Capability of the People’s
Republic of China to Conduct Cyber Warfare and Computer Net-
work Exploitation,” contains significant additional detail on PLA
entities involved in cyber warfare. The full report is now available
on the Commission’s Web site.376

“In U.S. military exercises, the friendly (i.e., U.S.) forces are identified as “blue,” and the op-
posing aggressor forces are “red” forces. In PLA exercises, this convention is reversed: The Chi-
nese forces are “red,” and the units acting the role of the enemy are the “blue” forces.
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The Role of “Information Warfare Militia” Units of the PLA

The efforts of the PLA regarding computer network warfare are
not limited solely to its active duty forces. The PLA has been form-
ing cyber militia units since the late 1990s, “comprised of personnel
from the commercial information technology sector and academia

. represent[ing] an operational nexus between PLA [computer
network operations] and Chinese civilian information security pro-
fessionals.” 377 The first such unit formed may be one created on an
experimental basis in Datong City, Shanxi Province, in early
1998.378 According to Chinese press reports, at the time of its cre-
ation the Datong unit contained 40 personnel 379 and was located
within “a certain Datong City state-owned enterprise.” 380 The unit
relies upon “the resources of the local area’s scientific talent, infor-
mation technology, and facilities,” with personnel drawn from “all
over the city’s 20 scientific research institutes, universities, and in-
formation occupations.”381 In 2006, the authoritative Chinese
Academy of Military Science published an article that explicitly en-
dorsed the information warfare militia concept and directed the
PLA to make the creation of such units a priority.382

A 2008 study by the Internet security research firm iDefense
identified 33 probable such militia units, mostly located within gov-
ernment research institutes, information technology firms, or uni-
versity computer science departments. Personnel recruited for
these units tend to be young (under 45 years of age); many are pro-
fessors or graduate students and/or have experience with informa-
tion technology gained through work with civilian information tech-
nology firms and may also have foreign language skills useful for
intelligence collection.383 PLA commanders reportedly have been
directed to relax standard age and physical fitness requirements
for the members of information warfare militia units in order to en-
sure that individuals with valuable skills not be turned away or
attrited from the ranks.384

Other sources indicate that political reliability is also a factor in
the selection of personnel: An article from an authoritative military
journal about the process of forming a particular information war-
fare militia unit described the importance of a “thorough analysis
of the degree of ideological awareness” of each recruit and further
indicated that 94 percent of the selected personnel were members
either of the Chinese Communist Party or its Communist Youth
League.385
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A Profile of a Chinese Information Warfare Militia Unit

In March 2008, the PLA established an information warfare
militia unit in Yongning County, in Ningxia Province. The estab-
lishment ceremony for the unit was publicized by the local gov-
ernment and included a number of prominent local figures, in-
cluding the local PLA garrison commander and chief of staff as
well as leading officials of the county government.386

According to a concurrent Web posting made by the county
government, the duties of an information warfare militia unit in-
clude “[s]trengthening research and exercises related to network
warfare, and continuously improving methods for network at-

tacks. ... In peacetime, extensively collect information from ad-
versary networks and establish databases of adversary network
data. ... In wartime, attack adversary network systems, and re-

sist enemy network attacks.” 387

According to a press release about the establishment ceremony
for the unit, the Yongning Militia Information Warfare Unit will
have approximately 80 personnel divided into three detach-
ments, focused on network warfare, information collection and
processing, and network defense. The unit was constructed ac-
cording to “standardized requirements,” with facilities including
an operations center, a generator room, the commander’s office,
an 1ac‘civi‘cies room, and a set of charts and other necessary mate-
rials.

The same source indicated that individual unit personnel
would undergo 10 days of foundational military training, includ-
ing basic military skills and general knowledge of network war-
fare. A “Three-Year Development Plan” for the training of the
unit was also mentioned, but no further details were provided.
Finally, the local government announcement also underscored
concern for the loyalty and political reliability of unit members,
stating that their efforts would build “a unit that is steadfast in
political belief, that has pure ideology and morals, that has a su-
perior quality of professionalism ... that performs propaganda
for the Party, that benefits the people, and that can provide ef-
fective strength to the military for winning future wars under
informationized conditions.” 388

The Role of “Patriotic Hackers”

Another category of actors involved in cyber activities directed
against the United States consists of privately organized groups of
Chinese computer hackers, sometimes referred to as “patriotic
hackers” or “red hackers.” 382 Motivated both by a desire to test
their hacking skills as well as an antiwestern sense of Chinese na-
tionalism, such groups have been involved in many high-profile
“hacktivist” defacements or distributed denial of service attacks di-
rected against U.S. Web sites. These have most frequently occurred
during times of strained Sino-American relations, such as in the
aftermath of the accidental May 1999 bombing of a People’s Repub-
lic of China (PRC) embassy annex in Serbia by U.S. forces, or fol-
lowing the April 2001 collision between a U.S. Navy EP-3 surveil-
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lance aircraft and a PLA Navy F-8 fighter aircraft over the South
China Sea.390 Many Chinese hacker organizations operate quite
openly on the Internet, maintaining their own Web pages, recruit-
ing new members, and boasting of their hacking exploits. In the
past, these groups have generally been tolerated by the Chinese
government, as long as their hacking activities were directed
abroad.391

It remains unclear as to the extent these “red hackers” receive
support or sanction from the Chinese government. Some experts on
Chinese hacker groups have tended to emphasize that they are in-
deed privately organized and that they operate largely independent
of the government.392 These arguments also emphasize that, from
the point of view of the PRC authorities, “several factors argue
against formal PLA plans to include ‘hacktivism’ as part of a [com-
puter network operations] campaign.” 393 One such factor could be
concerns about reliance upon personalities assessed to be unsuited
for disciplined government service,3¢ a concern that may be fur-
ther revealed in the strong emphasis placed on political reliability
in the selection of personnel for information warfare militia units
(see above). Other factors could include the unpredictable nature of
red hacker activity in the midst of a crisis in which the government
might wish to control both escalatory measures and international
public opinion,395 as well as the need to control the list of targets
selected for computer exploitation or attack.39¢ The Chinese gov-
ernment has recently signaled its intent to rein in privately initi-
ated, unsanctioned hacker activity, publishing antihacker editorials
in the state media,397 passing the February 2009 antihacking law
by the National People’s Congress,398 and arresting members of
some hacker groups.399

However, these factors aside, there are clear signs of relation-
ships between Chinese government agencies and some individual
hackers or red hacker groups. Reservations that might apply to a
wartime computer network operations campaign do not necessarily
apply to peacetime computer exploitation and cyber harassment,
and the PRC appears willing to make use of its “patriotic hackers”
for certain of these tasks.490 For example, the Chinese government
has encouraged efforts to counter “foreign forces subverting China
via the Internet,” and red hackers have duly directed distributed
denial of service attacks, malicious code, and computer exploitation
activity against the Web sites and affiliated users of pro-Tibet, pro-
Xinjiang, Falun Gong, and Chinese prodemocracy organizations.401
Additionally, at least one prominent Chinese hacker is known to
have been recruited into the ranks of an information warfare mili-
tia unit,%02 and in 2007-2008 the Ministry of Public Security (one
of China’s primary domestic security agencies) placed job recruit-
ment postings on EvilOctal.com and XFocus.net, two of China’s
foremost hacker forum Web sites.403

These latter examples may be part of a broader recent trend—
the Chinese government’s effort to draw from the talent available
in its hacker community while also curbing some freelance hacker
activities and seeking to bring them under state control. One as-
pect of this activity is the conversion of formerly state-tolerated,
private hacker groups into information security firms that main-
tain extensive government ties and contracts.4%4¢ The PRC authori-
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ties also have made high-profile arrests of selected hackers, in-
tended to send a clear message that their activities could come
under state supervision if they were to continue. One such example
was seen in Henan Province in February 2006, when

[the] authorities shut down The Patriot Hackers—Black
Eagle Base Website and arrested its members. ... The
group, however, was operational again six months later. ...
At that time its members released a statement that the
group vowed to focus its efforts on training people for the
state and working to improve the state’s security network.
... The Black Eagle leadership also expressed appreciation
to the State Security Bureau ... for the educational guid-
ance they provided to members while in custody.405

Profiles of Alleged Chinese Cyber Espionage

Cases of cyber espionage that leave trails leading back to China
are observable across the spectra of business, politics, and techno-
logical research. These include instances of computer exploitation
directed against Chinese ethnic and political dissident groups
abroad, Members and offices of the U.S. Congress, and U.S. infra-
structure targets. An examination of the particulars of these cases
highlights the extensive and persistent character of probable state-
sponsored Chinese computer exploitation activity, as well as the se-
rious potential threat that this activity poses to U.S. interests.

The “GhostNet”

In March 2009, researchers of the Information Warfare Mon-
itor—a collaborative initiative of the The SecDev Group, a think
tank based in Ottawa, Canada, and the Citizen Lab, an inter-
disciplinary information technology and social science research in-
stitute based at the University of Toronto 496—released a highly de-
tailed report on their research into a wide-ranging cyber espionage
network. Their forensic investigation revealed that the network,
which they came to call “GhostNet,” had infected 1,295 host com-
puters in 103 different countries around the world, many of them
belonging to embassies, ministries of foreign affairs, and other
high-profile government targets.40?” While Information Warfare
Monitor could not conclusively identify GhostNet’s operators, the
circumstantial evidence surrounding GhostNet’s pattern of activity
strongly suggested Chinese state involvement.

The Information Warfare Monitor forensic investigation started
in the summer and autumn of 2008 with examinations of com-
puters used by the personal office of the Dalai Lama; the Tibetan
government-in-exile in Dharamsala, India; and Tibetan govern-
ment-in-exile offices in New York, Brussels, and London. The re-
searchers found multiple computers that had been infected with
malicious software (malware) implanted by e-mails masquerading
as legitimate messages sent either by professional contacts or by
persons politically sympathetic to the intended victim. The e-mails
contained either attached documents or Internet links that, when
activated, installed malware. This malware would later connect to
an external control server and download additional malware, in-
cluding a remote administration tool (RAT) titled “ghOst RAT.”
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“ghOst RAT” is a Trojan horse™ that allows an attacker to remotely
take full, real-time control of the computer. Once ghOst RAT was
installed, the attacker could exfiltrate files, log keystrokes, and ac-
tivate Webcams, among many other functions, all without the
knowledge of the computer’s legitimate operator.408

By intentionally infecting a computer with the GhostNet
malware, the Information Warfare Monitor researchers were able
to observe the network’s activities and thereby identify the external
servers issuing instructions to infected computers. They identified
26 “command” and “control” servers for GhostNet, all of which were
located in China.4%9 The team also found that the control interface
to the GhostNet network used the Chinese language.410

The report also provides at least one concrete example that di-
rectly links Chinese intelligence officials to Internet monitoring of
Tibetan exile groups. It describes the case of a young woman who
had worked for two years in Dharamsala for a Tibetan nongovern-
mental organization named “Drewla,” an online outreach initiative
founded in 2005 that uses Tibetans with Chinese language skills
to engage young Chinese in online discussions.#1! When attempting
to enter Tibet from Nepal to visit her family, she was arrested and
detained for two months. During this time, she was interrogated by
PRC intelligence officials, who presented her with transcripts of
her Internet chats. She was warned that her group was under sur-
veillance and that its members were not welcome to return to
Tibet.412

The report is cautious in ascribing responsibility for GhostNet
and warns against a “rush to judgment in spite of circumstantial
and other evidence.” In its conclusion, however, the report does
state that

[the explanation] in which the circumstantial evidence tilts
the strongest, would be that this set of high profile targets
has been exploited by the Chinese state for military and
strategic-intelligence purposes ... many of the high con-
fidence, high-value targets that we identified are clearly
linked to Chinese foreign and defence policy, particularly in
South and South East Asia. Like radar sweeping around
the southern border of China, there is an arc of infected
nodes from India, Bhutan, Bangladesh and Vietnam,
through Laos, Brunei, Philippines, Hong Kong, and Tai-
wan. Many of the high profile targets reflect some of Chi-
na’s most vexing foreign and security policy issues, includ-
ing Tibet and Taiwan.413

One of the authors of the GhostNet report, Rafal A. Rohozinski,
principal and chief executive officer of The SecDev Group and advi-
sory board member of the Citizen Lab at the University of Toronto,
testified before the Commission in April 2009 and assented to a fol-
low-on interview with Commission staff in September 2009. Mr.
Rohozinski was cautious in ascribing GhostNet’s activity to the

*A “Trojan horse” is an “apparently useful program containing hidden functions that can ex-
ploit the privileges of the user [running the program], with a resulting security threat. A Trojan
horse does things that the program user did not intend.” See Rita C. Summers, Secure Com-
puting Threats and Safeguards (New York: McGraw-Hill, 1997), quoted in CERT, “Advisory CA—
1999-02 Trojan Horses” (Pittsburgh, PA: Carnegie Mellon University, February 5, 1999). http:/
www.cert.orgladvisories/CA-1999-02.html.
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Chinese government but stated that “all the circumstantial evi-
dence does point to a network which, in effect, is Chinese oper-
ated.” He also indicated that, based on analysis of Internet Protocol
addresses, the team believed with “a high degree of confidence that
the attackers were located in Hainan Island in China.” 414

Mr. Rohozinski also identified characteristics of GhostNet that
indicated state sponsorship rather than the work of cyber crimi-
nals. He noted that the network was directed toward the collection
of political intelligence rather than financial or personal data of in-
terest to cyber criminals and that the particular targets—such as
Tibetan exile groups and government ministries—were unlikely
targets for profitable financial fraud.415 He also noted that while
the collection methods of GhostNet were relatively low-tech,

[t]he requirements that would be needed to put in place to
exploit the information gathered through [GhostNet] do re-
quire a scale larger than a small [nongovernmental organi-
zation]. Why? Linguistically, 103 different targets, includ-
ing the Prime Minister’s Office of Laos, the Israeli Con-
sulate in Hong Kong, the Russian Embassy in Beijing, the
Iranian Foreign Ministry, requires linguistic skills as well
as domain expertise in terms of being able to know what to
look for and what to make of it.416

This analysis suggests that while the GhostNet’s methods for the
collection of information were available to semiskilled private hack-
ers, effective exploitation and analysis of that material probably re-
quired state resources. Mr. Rohozinski suggested that the intel-
ligence collection of GhostNet likely represented state-sponsored
activity carried out by private actors working on behalf of the gov-
ernment. As he stated,

[OJur suspicion is that this was an operation which was es-
sentially outsourced to third parties, essentially third-party
actors possessing the equivalent of a letter of marque, legal
pirates of the state, which had either some contractual ar-
rangements or had some assurance of financial remunera-
tion or reward in return for maintaining a specific kind of
network such as this.

In support of this analysis, Mr. Rohozinski noted signs that
GhostNet involved attackers from multiple vectors, with forensic
analysis showing the affected computers to contain multiple infec-
tions of malware, “which means that it wasn’t just one GhostNet,
it was a multiple of GhostNets.” 417 This analysis, which postulates
private hacking groups undertaking intelligence collection under
the sponsorship of the government, accords with the view of one of
the leading western analysts of Chinese hacker organizations.418 It
also accords with activity discernible in human espionage and ille-
gal technology acquisition conducted on behalf of the PRC, in which
multiple private “entrepreneurial” actors are at work, and even in
competition with one another, to procure information and tech-
nology on behalf of PRC institutions. (For more on this latter topic,
see chap. 2, sec. 3, of this Report, “China’s Human Espionage Ac-
tivities that Target the United States, and the Resulting Impacts
on U.S. Security.”)



179

Case Study of Probable Chinese Network Intrusion Directed
Against a U.S. Firm

The Northrop Grumman report prepared for the Commission pro-
vides a detailed case study about the 2007 penetration of an
unnamed U.S. high-technology commercial firm’s network. The
penentration was carried out by hackers with probable ties to the
Chinese government. A summary of this case study, below, de-
scribes the tradecraft commonly used in Chinese computer network
operations.

In this instance, a first team of hackers, dubbed the “breach
team,” reconnoitered the firm’s network for months. During this
phase of the operation, the hackers gained critical information
about computer accounts, employee names and passwords, and gen-
eral network architecture. They mapped network directories to gain
intimate knowledge of the contents of the compromised systems.
The breach team then identified and exploited network vulner-
abilities.

A second team of hackers, dubbed the “collection team,” then
used information gathered by the first team to collect sensitive in-
formation from the firm’s network. Though linked to the first team
through common attack vectors, the second team used different
tools in unique ways, indicating distinct operators. The collection
team quickly and efficiently navigated to precise directories and
copied specific high-value files, often ignoring other similarly
named and co-located files. This approach, given that the team
opened none of the targeted files during the collection process, indi-
cated precise knowledge of file contents as a result of the breach
team’s efforts and very specific tasking.

The collection team then copied the files and transferred them to
high-speed “staging servers” within the firm’s network. This de-
creased the attackers’ operational footprint on machines known to
the firm to contain high-value data, and it centralized activity on
machines with high volumes of traffic, where the malicious activity
would be more effectively disguised. The team then compressed and
encrypted the files and assigned them innocuous names before
exfiltrating the data from the firm’s network.

The attackers demonstrated impressive professionalism and
tradecraft. They discerned and attempted to secure only the most
critical files. Throughout the process, the attackers consolidated at-
tacks to one specific region—in the same time zone—in order to
conduct activity after work hours in order better to avoid detection.
The attackers set up redundant exfiltration channels so as to maxi-
mize the volume of data that they could simultaneously steal and
to safeguard against errors and failures in the transfer process. To-
gether, the teams accessed the firm’s network on more than 150 oc-
casions using dozens of legitimate but compromised accounts.

The attacks, at times, originated from a host with an Internet
Protocol address located in China. The tools and techniques used
in both the breach and collection phases of the attack were con-
sistent with other attacks previously attributed to China. “The type
and specificity of data stolen in this case also suggests that the end
users were already identified and that they likely had deep science
and technology resources at their disposal to make use of the stolen
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information,” another factor that strongly indicates state or institu-
tional sponsorship.419

Instances of Probable Chinese Computer Network Exploita-
tion and Attack Directed Toward Critical Infrastructure

In written testimony to the Commission, Kevin Coleman, senior
fellow with The Technolytics Institute, an information security
consultancy, warned of China’s computer exploitation activities and
cited “reports of malicious code being found in the computer sys-
tems of oil and gas distributors, telecommunications companies,
[and] financial services industries.” He highlighted the possibility
of computer attacks on U.S. “water treatment and distribution sys-
tems.” 420 These matters are of particular concern because, as the
Department of Homeland Security’s 2009 National Infrastructure
Protection Plan states, “[tlhe United States relies on cyber infra-
structure for government operations, a vibrant economy, and the
health and safety of its citizens.”421 All of these issues hinge to
some extent on the operability of the U.S. electrical grid, which has
surfaced as a prime target for attacks. This is perhaps because of
the enabling role it plays with other types of infrastructure: com-
munications, financial, and water networks all require electrical in-
puts.

Malicious actors use these probes to gain information for more
deliberate exploitation. In April 2009, the Wall Street Journal re-
ported pervasive penetration of the U.S. electric grid and other crit-
ical infrastructure nodes. According to the report, in some of these
breaches intruders implanted software which, when remotely acti-
vated, could disrupt or destroy the system. Citing intelligence offi-
cials involved in the investigation, the Wall Street Journal report
identified China as a primary actor in the intrusions.422 The
United States already may have suffered consequences from Chi-
na’s exploitation of infrastructure controls. In May 2008, the Na-
tional Journal reported that Chinese cyber attacks may have been
responsible for blackouts in 2003 and 2007 in New York and Flor-
ida, respectively.423

Attacks on critical infrastructure could be used to gain an advan-
tage in a time of crisis or war.42¢ Specifically seeking such targets
is consistent with authoritative PLA writings on computer network
operations. According to James Mulvenon, an expert in China’s
cyber warfare practices, Chinese analysts state that “computer net-
work attacks on nonmilitary targets are designed to ‘shake war res-
oluteness, destroy war potential and win the upper hand in war,’
thus undermining the political will of the population for participa-
tion in military conflict.” 425

Instances of Probable Chinese Computer Network Exploita-
tion Directed Toward the U.S. Congress

In December 2008, reports surfaced about the 2006 penetration
of computers in the U.S. House of Representatives. Investigators
found that the information systems of eight Congressmen and
seven congressional committees had been compromised. After tak-
ing a roundabout route, the malware used in these attacks sought
to establish connections to servers in China. While reports of the
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attacks stopped short of directly linking them to the Chinese gov-
ernment, compelling circumstantial information suggests govern-
ment ties. Aside from forensic data, for example, the lawmakers
targeted had information with little or no intrinsic criminal value
but immense political value. Among those attacked were Rep-
resentative Frank Wolf (R-VA.), a Member with long-standing ties
to human rights groups and prodemocracy activists, and Represent-
ative Mark Kirk (R-IL), then cochair of the U.S.-China Working
Group, that, among other things, addresses bilateral trade issues.426
At least one Member of the Senate has also publicly complained
of cyber intrusions into his office computer systems. On March 19,
2009 Senator Bill Nelson (D-FL) stated during a hearing of the
Senate Armed Services Committee that “I have had my office com-
puters invaded three times in the last month, and one of them we
think is very serious.” An aide to Senator Nelson indicated that the
3ttackzs7 were traced to China through analysis of Internet Protocol
ata.4

Conclusions

e The quantity of malicious computer activities against the United
States increased in 2008 and is rising sharply in 2009; much of
this activity appears to orginate in China.

e The direct attribution of such activities targeting the United
States presents challenges due to hackers’ ability to conceal their
locations. Nonetheless, a significant and increasing body of cir-
cumstantial and forensic evidence strongly indicates the involve-
ment of Chinese state and state-supported entities.

e The Chinese government has institutionalized many of its capa-
bilities for computer network operations within elements of the
People’s Liberation Army. The PRC is also recruiting from its
growing population of technically skilled people, including those
from the private sector, to increase its cyber capabilities. It is re-
cruiting skilled cyber operators from information technology
firms and computer science programs into the ranks of numerous
Information Warfare Militia units.

e China’s peacetime computer exploitation efforts are primarily fo-
cused on intelligence collection against U.S. targets and Chinese
dissident groups abroad.

¢ In the early stages of a conflict, the PLA would employ computer
network operations against opposition government and military
information systems.

e Critical U.S. infrastructure is vulnerable to malicious cyber activ-
ity. Chinese military doctrine calls for exploiting these
vulnerabilities in the case of a conflict.



RECOMMENDATIONS

China’s Military and Security Activities Abroad

The Commission recommends that Congress make freedom of
navigation a priority issue in its U.S.-China interparliamentary
exchanges.

The Commission recommends Congress urge the administration
to encourage further People’s Liberation Army (PLA) participa-
tion in United Nations (UN) multinational security operations.

To emphasize continued U.S. commitments to and interests in
the region, the Commission recommends that Congress encour-
age the U.S. Department of Defense to maintain and strengthen
robust military diplomacy with nations throughout East Asia.

China’s Naval Modernization

The Commission recommends that Congress assess the adequacy
of planning and resourcing of U.S. Department of Defense pro-
grams that would limit China’s antiaccess capabilities. In par-
ticular, Congress should focus on antisubmarine warfare and bal-
listic missile defense programs. Congress should also assess the
adequacy of funding and resources for the U.S. Department of
Defense’s Pacific Command.

The Commission recommends that Members of Congress, in their
interparliamentary exchanges, encourage Beijing to increase the
transparency of its naval modernization efforts. Of particular in-
terest are China’s aircraft carrier, antiship ballistic missile, and
ballistic missile submarine programs, as well as its naval expan-
sion and modernization efforts.

The Commission recommends that Congress urge the U.S. De-
partment of Defense to continue to interact actively with U.S. al-
lies and friends in Asia to reassure them of the U.S.’s commit-
ment to the region.

The Commission recommends that Congress encourage the ad-
ministration to continue to push for more engagement between
the U.S. Navy and the PLA Navy as a confidence-building meas-
ure.

The Commission recommends that Congress encourage the ad-
ministration to consider establishing a formal mechanism for
preventing and managing maritime incidents between the U.S.
and Chinese navies.

(182)
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China’s Human Espionage Activities that Target the United
States, and the Resulting Impacts on U.S. National Security

e The Commission recommends that Congress assess the adequacy
of resources available for intelligence, counterintelligence, and
export control enforcement programs to ensure that U.S. govern-
ment agencies are able to meet the rising challenge of Chinese
human intelligence and illicit technology collection.

e The Commission recommends that Congress assess the adequacy
of resources available for China-oriented counterintelligence
awareness and law enforcement programs throughout the U.S.
government and contractor community.

e The Commission recommends that Members of Congress in their
interparliamentary exchanges raise U.S. concerns regarding the
monitoring and harassment of U.S. citizens and legal permanent
residents by agents of the Chinese government.

China’s Cyber Activities that Target the United States, and
the Resulting Impacts on U.S. National Security

¢ The Commission recommends that Congress assess the effective-
ness of and resourcing for law enforcement, defense, and intel-
ligence community initiatives that aim to develop effective and
reliable attribution techniques for computer exploitation and
computer attacks.

e The Commission recommends that Congress urge the adminis-
tration to develop measures to deter malicious Chinese cyber ac-
tivity directed at critical U.S. infrastructure and U.S. govern-
ment information systems.
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CHAPTER 3
CHINA IN ASIA

SECTION 1: CHINA IN AFGHANISTAN,
PAKISTAN, AND CENTRAL ASIA

“The Commission shall investigate and report exclusively on—

“ENERGY—The effect of the large and growing economy of the
People’s Republic of China on world energy supplies and the
role the United States can play (including joint research and
development efforts and technological assistance), in influ-
encing the energy policy of the People’s Republic of China. ...

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability. ...”

Introduction

China has deep security, economic, political, and strategic inter-
ests throughout Afghanistan, Pakistan, and Central Asia. As it
strives to develop its economy and become a prominent actor on the
world stage, China has taken steps to expand its relationships with
the countries along its periphery. China’s interests in the region in-
clude maintaining the security of its borders and preventing extre-
mism from destabilizing China domestically; ensuring energy secu-
rity; balancing traditional powers in the region, such as India, Rus-
sia, and the United States; and increasing trade and economic in-
vestments.

Because of its strong historic military and political ties to Paki-
stan and its growing economic investments in Afghanistan, China
is a key player in both countries. Sharing a border with Afghani-
stan and Pakistan, China has a particular interest in ensuring sta-
bility and protecting its western border from being subjected to the
destabilizing effects of terrorism. Increasingly, Chinese companies
have made investments in the war-torn region that are contrib-
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uting to China’s economic growth through greater trade and access
to natural resources. The United States and China share several
interests in the two countries, including promoting regional sta-
bility, fighting terrorism, and fostering economic development.
However, China has been reluctant to intercede directly in the two
neighboring countries; rather, it depends on U.S. and North Atlan-
tic Treaty Organization (NATO) military forces and influence in Af-
ghanistan and Pakistan to help secure China’s investments, while
keeping a watchful eye on the level and duration of their presence.

Figure 1: Afghanistan, Pakistan, and Central Asia

Kazakhstan

China

Afghanistan
India

Source: Relief Web, “Map of Central Asia.” hitp://www.reliefweb.int/mapc/cis/reg/centr _as.html.

In recent years, China also has developed stronger relationships
with each of the countries in Central Asia. Through these ties,
China has helped to promote regional security and to support the
development of Central Asian economies, ultimately leading to
stronger political and military relationships with China’s western
neighbors. Beijing has worked toward creating a strategy in the re-
gion that ensures its energy security and access to greater re-
sources for the country’s growing energy demands.

This section of the Commission’s Report will help explain China’s
interests in Afghanistan, Pakistan, and Central Asia. It also will
examine how China’s interests in these countries may affect U.S.
interests in the region.

China’s Interests in Pakistan and Afghanistan
Historical Perspectives

Historically, China’s relationships with Pakistan and Afghani-
stan have been markedly different. While Beijing established diplo-
matic ties with both of the countries nearly six decades ago, Chi-
na’s ties with Pakistan have developed into a strategic relationship
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based upon mutually beneficial cooperation.! In February 2009,
Pakistani President Asif Ali Zardari wrote, “No relationship be-
tween two sovereign states is as unique and durable as that be-
tween Pakistan and China. ... It is a friendship that is rooted in
the hearts and minds of the people of the two countries.”2 China’s
relations with Pakistan have been close since well before the end
of the Cold War, with China supporting Pakistan’s anti-Soviet
stance.? During the Sino-Indian War in the early 1960s, the ties
between China and Pakistan became more prominent. Even after
the breakup of the Soviet Union, the Sino-Pakistani relationship
matured based on a mutual desire to stymie India. According to
Lisa Curtis, senior research fellow at the Heritage Foundation,
“Chinese policy toward Pakistan is driven primarily by its interest
in countering Indian power in the region and diverting Indian mili-
tary force and strategic attention away from China.”4 As a result,
China developed strong military ties to Pakistan, ultimately becom-
ing Pakistan’s largest defense supplier.> The strong relationship
that Pakistan and China forged led to the settlement of border dis-
putes between the nations, formal trade agreements, and privileged
diplomatic ties.®

History of Sino-Pakistan Military Relations

While Beijing established diplomatic relations with Islamabad
in 1951, the two countries first began cooperating militarily in
1962 with the start of the Sino-Indian border war. Since then,
China has aligned itself with Islamabad and has made heavy
military and economic investments in Pakistan to keep India
under strategic pressure.” When the United States imposed an
arms embargo on Pakistan as a result of the 1965 Indo-Pakistani
War, Beijing filled the void by providing Islamabad with large
quantities of arms and ammunition, including Chinese-produced
F—6 fighters, T-59 tanks, and antiaircraft guns.® According to
Lisa Curtis of the Heritage Foundation, “The most significant de-
velopment in China-Pakistan military cooperation occurred in
1992 when China supplied Pakistan with 34 short-range ballistic
M-11 missiles.”? Beijing also assisted Pakistan with the devel-
opment of the solid-fueled Shaheen-1 ballistic missile and the
construction of a ballistic-missile manufacturing facility in north-
eastern Pakistan.l9 Between 2003 and 2007, China’s weapons
sales to Pakistan included JF-17 aircraft and production facili-
ties, F-22P frigates with helicopters, K-8 jet trainers, T-85
tanks, F-7 aircraft, small arms, and ammunition.1
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History of Sino-Pakistan Military Relations—Continued

Sino-Pakistani nuclear cooperation began in the early 1980s.
This cooperation has included both civil and military nuclear
agreements. In 1983, U.S. intelligence agencies reported that
China had transferred to Pakistan a complete nuclear weapon
design and enough weapons-grade uranium for two nuclear
weapons. In 1986, Beijing and Islamabad penned a comprehen-
sive nuclear cooperation agreement, and China began assisting
with Pakistan’s uranium enrichment program.l2 Despite Paki-
stan’s poor track record for preventing proliferation of nuclear
materials and technology,* China continues to support Islama-
bad’s nuclear development.13 Beijing recently agreed to assist
with the construction of two new nuclear plants in Pakistan in
addition to the three that China already has helped to build.14

Similar to its ties with Pakistan, China’s relationship with Af-
ghanistan derives from China’s anti-Soviet stance during the Cold
War. Following the 1979 Soviet invasion of Afghanistan, China
worked with the United States to support the mujahideen and pro-
vide weapons to Afghan fighters.15 Although China broke off diplo-
matic relations with Afghanistan in 1993 as the country fell into
factional fighting and civil war, it resumed those relations in
1996.16 Beijing adopted a policy of engagement with the Taliban in
order to ensure the safety of its borders and engaged in low-level
economic and technical cooperation.l” However, after the terrorist
attacks on the United States in 2001 and the subsequent U.S. inva-
sion in Afghanistan, China, as well as much of the rest of the
world, considerably changed its relationship with both Pakistan
and Afghanistan.

China’s Current Interests in the Region

China’s interests in Pakistan and Afghanistan are vast. While
Beijing is concerned with the presence of major powers in the re-
gion, it is also interested in the security of its shared border with
Afghanistan and Pakistan and ensuring that Islamic extremists do
not penetrate into Chinese territory. In addition, having a stable
Afghanistan and Pakistan enhances the security of Chinese eco-
nomic interests in the region. By expanding its economic ties with
the two countries, China is able to support its own domestic eco-
nomic development and stability while helping to increase stability
in the region as well.

*During the 1980s, Abdul Qadeer Khan, well-known as the founder of Pakistan’s nuclear pro-
gram, created a network of nuclear suppliers in order to develop the country’s nuclear capabili-
ties. Dr. Khan began to use this network to sell nuclear knowhow, technology, and materials
to other countries seeking a nuclear weapons capability. Among these countries were Iran,
Libya, and North Korea. Many nuclear proliferation experts assert that Dr. Khan had signifi-
cant support from elements of the Pakistani military and civilian nuclear establishment. Rich-
ard P. Cronin, “Pakistan’s Nuclear Proliferation Activities and the Recommendations of the 9/
11 Commission: U.S. Policy Constraints and Options,” Congressional Research Service (CRS)
Report to Congress (Washington, DC: January 25, 2005).
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Balancing Traditional Powers in the Region

One of the fundamental interests China has in strengthening re-
lations with Pakistan and Afghanistan is balancing traditional
powers in the region, such as India and the United States. Despite
the warming of ties between India and China in recent years,
China still remains concerned about India’s rise and maintains a
close military relationship with Pakistan in order to contain the
perceived threat.1® Since 9/11, India has become more closely allied
with Afghanistan in delivering aid and providing military support
to the war-torn country.!® Given India’s increasing presence and in-
fluence in Afghanistan, China wishes to strike a balance and en-
sure that India does not gain a preponderance of influence.

Beyond India, China’s geopolitical strategy in Pakistan and Af-
ghanistan involves countering the presence of the United States.20
Since 2001, the war in Afghanistan and the growth of antiterrorism
cooperation have increased the U.S. presence in continental Asia.
In addition to stationing tens of thousands of U.S. troops in Af-
ghanistan, the United States has provided Pakistan with billions of
dollars in aid and proclaimed the country as a key ally in the U.S.’s
fight against terrorism.2! President Obama’s March 2009 white
paper regarding Washington’s new Afghanistan/Pakistan strategy
recommended further increasing the U.S. presence in both of the
countries.22 According to Michael Schiffer, deputy assistant sec-
retary of Defense for East Asia, China is concerned that the U.S.
presence in the two countries may lead to a long-term military en-
campment on China’s borders.23 Chinese researchers have echoed
this sentiment. Li Li, a researcher with the China Institutes of
Contemporary International Relations (a think tank affiliated with
the Ministry of State Security), wrote in a China Daily * opinion
piece that

[t]he real intention of the [United States] in Afghanistan is
widely doubted. The [United States] moves its anti-terror
focus eastward. Whether it really aims to facilitate the war
against terror, or is this just to veil its ambition of seeking
hegemony [sic]?24

Regional Security

Another one of Beijing’s priorities in Pakistan and Afghanistan
is establishing security along China’s borders. Both countries are
located on China’s periphery and share with China a combined
371-mile border. Beijing is concerned deeply about maintaining sta-
bility on this border and ensuring that the region, specifically nu-
clear-armed Pakistan, is not overrun by Islamic extremists. Walid
Phares, director of Washington, DC’s, Future Terrorism Project,
testified to the Commission that

[i]f the Taliban comes back to Afghanistan, there are 76 kil-
ometers between Afghanistan and China that border [the
northwestern region], leading to potential cross-border at-
tacks between jihadists based in Afghanistan and in China.
If Pakistan’s northern areas are controlled by the Taliban

*China Daily is a government-owned newspaper and is widely regarded as the mouthpiece
of the Chinese Communist Party.
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or if the government falls into the hands of the Taliban, the
problem is even greater for the national security of China.25

Not only would this situation be a threat to China’s physical se-
curity, but also it would jeopardize China’s increased investments
in the energy and commercial sectors.26 Instability in the region al-
ready has led to greater risks for Chinese investors. In 2007, Is-
lamic militants kidnapped six Chinese women working in
Islamabad.2? In August 2008, Islamist extremists abducted two
Chinese engineers in Pakistan’s Swat Valley. The Pakistani Army
recovered one of the engineers in October 2008, while the other was
released by the militants in February 2009 after vehement protests
to Islamabad from the Chinese government.28

While security within Pakistan and Afghanistan is a primary
concern for the Chinese government, even more essential for Bei-
jing is maintaining stability within China’s borders. Pakistan and
Afghanistan are located along China’s Xinjiang Province—an area
with a history of separatist movements and ethnic conflict between
Uighurs, a Turkic-speaking Muslim people, and Han, the largest
ethnic group in China.* The ethnic tensions and instability in the
region were highlighted in July 2009 when protests by Uighurs in
Xinjiang led to severe ethnic clashes, leaving at least 197 people
dead and more than 1,600 injured. During past social upheavals in
Xinjiang, local opposition movements were able to recruit addi-
tional members from the province and carry out operations against
the Chinese.2? Indeed, three months after the unrest in October
2009, one of Al Qaeda’s top leaders, Abu Yahya al-Libi, called upon
Xinjiang’s Uighurs to prepare for a holy war against “oppressive”
China.30

Walid Phares illustrated the extremist threat in his testimony to
the Commission in May 2008:

The separatist claim in [Xinjiang] is a classical ethnic con-
flict, but in the last few years a Jihadist movement has
made inroads inside the Muslim communities, indoctri-
nating and recruiting a significant number of Jihadi mili-
tants. Many ‘Chinese Jihadists’ have been recruited by Al
Qaeda and have fought in Afghanistan. Some are now
fighting in the ranks of the Taliban in Pakistan.3!

The most prominent separatist threat in Xinjiang is the East
Turkestan Islamic Movement. This group has been labeled a ter-
rorist organization by the governments of China, Kazakhstan,
Pakistan, and the United States, as well as the United Nations.
The U.S. State Department also has linked the group to Al
Qaeda.32 Beijing has blamed the group for car bombings in
Xinjiang and the murder of a Chinese diplomat in Kyrgyzstan. In
2008, Chinese authorities arrested members of the East Turkestan
Islamic Movement for planning to execute terrorist attacks during
the Beijing Olympics.33 If Islamic extremists were to gain a strong-
er presence along China’s border with Pakistan and Afghanistan,

*In Xinjiang, Uighurs make up 45 percent of the population, whereas Han make up 40 per-
cent of the population. However, Han comprise 92 percent of the total population of China,
whereas Uighurs comprise only 0.6 percent of the total. Preeti Bhattacharji, “Uighurs and Chi-
na’s Xinjiang Region,” Council on Foreign Relations (New York: July 6, 2009). http://www.cfr.org/
publication/16870/#5.
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it could empower terrorist networks already in Xinjiang and threat-
en the economic and political stability of China. While the U.S. De-
partment of Defense’s Joint Intelligence Task Force—Combating
Terrorism has found that the threat of an ideology-based global
jihad to China is “relatively low,” China still presumably wants to
continue to avoid attracting the attention of Islamic extremist
groups.*

Another major regional security concern that could affect China’s
internal stability is drug trafficking. The transit of heroin and
opium from Afghanistan via Pakistan poses a significant problem
for China’s western provinces. In 2008, local police in Xinjiang
prosecuted 1,563 drug-related cases, arresting nearly 2,000 sus-
pects and seizing 144 kilograms of heroin transported from Paki-
stan and Afghanistan.3¢ Proceeds from the drug trade have been
linked to the funding of Central Asian Islamic militant groups.35
In addition, the drug trade into Xinjiang has contributed to rising
HIV/AIDS rates. Figures from the Chinese Center for Disease Con-
trol and Prevention show that by September 2008, Xinjiang had re-
ported 24,818 HIV-infection cases (up from 11,303 in 2005), rank-
ing fourth among all provinces, municipalities, and autonomous re-
gions in the country. Xinjiang has the highest infection rate in the
country.36 According to Chinese media, increased instability in
Pakistan and Afghanistan has exacerbated the drug problem.37

In order to counter these nontraditional security threats, Beijing
has supported a number of measures to fight what it has labeled
the “three evils”: terrorism, separatism, and extremism.38 Among
these measures, in 2006, China and Afghanistan signed an agree-
ment of cooperation to support Afghanistan’s efforts in “combating
terrorism and safeguarding national stability.”3° In April 2009,
China announced that it would donate $75 million in aid to Af-
ghanistan in order to increase the capacity of its military to combat
terrorism.40

China has supported Pakistan’s economic development through
bilateral aid agreements. China offered a $500 million loan for
budgetary support to Pakistan and pledged $1 million in cash in
May 2009 for emergency humanitarian relief. In June 2009, Beijing
agreed to provide an additional $8.8 million.4! In addition, China
also is part of the “Friends of Democratic Pakistan,” a 13-member
group formed in September 2008 aimed at promoting economic de-
velopment in Pakistan and preventing the Pakistani government
from being overthrown by Taliban militants.f The group collec-
tively has pledged more than $5.28 billion to help secure the re-
gion.42 In addition, because China is Pakistan’s biggest defense

*In the 1990s, China experienced a string of bombings and assassination attempts in
Xinjiang. Chinese police subsequently arrested hundreds of Uighurs believed to be associated
with the terrorist attacks. Martin I. Wayne, “Five Lessons from China’s War on Terror,” Na-
tional Defense University, Joint Force Quarterly 47 (4th Quarter 2007): 42. hitp://www.ndu.edu/
inss/Press/jfq pagesleditions/i47/09.pdf. See also U.S.-China Economic and Security Review
Commission, Hearing on the Impact of China’s Economic and Security Interests in Continental
Asia on the United States, written testimony of Michael Schiffer, May 20, 2009.

TThe members of the Friends of Democratic Pakistan are Australia, China, the European
Union, France, Germany, Great Britain, Italy, Japan, Saudi Arabia, Turkey, the United Arab
Emirates, the United States, the European Union, and the United Nations. While this group
has provided a forum for the member nations to discuss aid projects to promote stability and
capacity building in Pakistan, most of the pledges made by members have been bilateral agree-
ments between Pakistan and the donor country or agency.
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supplier, it is likely that Chinese arms are being used in Pakistan’s
offensive against the Taliban.43

During the Commission’s May 2009 trip to China, representa-
tives from the China Institutes of Contemporary International Re-
lations stated that China is interested in engaging in counterter-
rorism cooperation with the United States to prevent the Taliban
from gaining inroads in Xinjiang. However, they made it clear that
China is not interested in sending military troops either to Afghan-
istan or Pakistan.

Economic Interests in the Region

The Chinese have been involved heavily in commercial and en-
ergy investments in both Pakistan and Afghanistan, including the
building of key infrastructure that has, in addition to its primary
purpose of providing access to resources in the region, helped to
support U.S. and NATO security efforts. This involvement helps to
augment China’s economic growth, foster business opportunities for
Chinese firms, and create a bridge to further investment in the
Middle East. These investments also lead to increased economic de-
velopment for Pakistan and Afghanistan, which can be a force for
stability in the region.

Walid Phares testified before the Commission that one of the rea-
sons China has developed its economic relationship with Pakistan
is because the relationship serves as a “testing ground of influence”
into the wider Muslim world.44 It is significant for China to estab-
lish a working relationship with the greater Middle East in order
to ensure China’s energy security and increase its economic and po-
litical opportunities. Abraham M. Denmark of the Center for a New
American Security stated in the Commission’s May hearing that
“China seeks to cultivate positive relations with Muslim-majority
countries for their natural resources and their votes in multilateral
fora.” 45 Beijing’s cooperation with Islamabad creates an oppor-
tunity to forge these relationships.

China has utilized its close relations with the region in order to
obtain natural resources for its burgeoning domestic needs. In
2007, China signed a memorandum of understanding to enter into
a joint venture for oil and gas exploration in Pakistan. The deal
gave China Zhenhua Oil Co., Ltd., a wholly owned unit of China
North Industries Corp. (NORINCO), production-sharing contracts
to explore two oil and gas blocks in the country.46

In Afghanistan, in 2007, the state-owned China Metallurgical
Group Corporation invested $3.5 billion to develop the Aynak cop-
per deposit in Logar Province, located south of Kabul. The contract
is the largest investment in Afghanistan’s history. The China Met-
allurgical Group Corporation has agreed to build schools, clinics,
markets, and mosques in exchange for a deal that may yield up to
$88 billion of copper ore.4” The mine originally was estimated to
sell for less than $2 billion, but the Chinese firm far outbid four
major Russian, British, Canadian, and U.S. competitors.4® During
the tender process, the China Metallurgical Group Corporation also
agreed to the construction of an electrical plant and a railway from
Tajikistan to Pakistan to support exploration and mining. The de-
velopment of the mine is expected to provide the Afghan govern-
ment with $400 million annually—more than half of its current an-
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nual state budget—and employ between 6,000 and 10,000 Af-
ghans.49 Because the mine is considered to be critical infrastruc-
}ure fo*r Afghanistan, it is under the protection of U.S. and NATO
orces.

A report by James R. Yeager, a former consultant to the Afghan
Ministry of Mines and Industry in 2007, raises serious questions
about the Aynak copper tender process. Among other problems, in
his report, Mr. Yeager noted that the China Metallurgical Group
Corporation, as a state-owned company, included infrastructure de-
velopment in the bid package relying on funding support it received
from the Chinese government. According to Mr. Yeager, this effec-
tively gave the company a competitive advantage over western pri-
vate firms.50

While China’s natural resource investments are significant, a
lack of adequate infrastructure in the embattled region has made
further projects difficult.5? For this reason, China has invested
heavily in infrastructure construction as well. In 2008, Chinese
companies had 33 infrastructure projects, valued at $580 million,
under way in Afghanistan. Many of these investments include
roads through Afghanistan’s mountainous regions that secondarily
provide easier access to Kabul for U.S. and NATO forces.52 Also in
Afghanistan, China has participated in water supply projects in
Parwar Province, as well as in the reconstruction of public hos-
pitals in Kabul and Kandahar.53

In 2008, China and Pakistan entered into an agreement to up-
grade and expand the Karakorum Highway, which was built by the
two countries during the 1960s and 1970s and connects Pakistan
with Xinjiang. With the goal of enhancing tourism and trade be-
tween the two countries, the Export-Import Bank of China pro-
vided a $327 million credit line to finance the project’s construc-
tion. Chinese state-owned China Road and Bridge Corporation and
Pakistan’s National Highway Authority jointly are undertaking the
project.54

One of the Chinese infrastructure investments that has gained
the most media attention is the Gwadar Port on the Arabian Sea
in southwestern Pakistan’s Balochistan Province.5® The construc-
tion of the Gwadar Port began in March 2002 and consisted of two
phases. The Chinese government provided $198 million of the $248
million needed for the first phase, which was completed in Novem-
ber 2005. The second phase, which concluded in 2007, cost approxi-
mately $600 million and was funded primarily by China.56 State-
owned China Harbor Engineering Company was the principal con-
tractor involved in the project, and in February 2007 the Port Au-
thority of Singapore won a 40-year contract for the management of
the port.57 The Gwadar Port became fully functional in December
2008.58

Several analysts have expressed concern that China may turn its
investment in the port into access for its warships and potentially

*While the Aynak copper mine is being protected by U.S. and NATO forces in Afghanistan,
there is no specific agreement between China and the United States or NATO to protect the
mine. The protection is part of a larger strategy of securing key and critical infrastructure to
help foster economic development. U.S. and NATO forces are also protecting investments by
other countries as well. U.S.-China Economic and Security Review Commission, Hearing on the
Impact of China’s Economic and Security Interests in Continental Asia on the United States, tes-
timony of Michael Schiffer, May 20, 2009.
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project its power in the Indian Ocean.?® In his testimony to the
Commission, Deputy Assistant Secretary of Defense Schiffer noted
that

China’s construction of a major port facility at Gwadar
could serve to promote economic development in the region.
On the other hand, China may view the port as an anchor
for naval expansion into the West Indian Ocean, a develop-
ment that may prove to be very destabilizing. It is in the
interest of all parties active in South Asia, including the
U.S., that China be open and transparent regarding its in-
tentions for Gwadar.60

China has been able to build upon its investment in the Gwadar
Port in order to develop other business opportunities in Gwadar.
For example, in 2006, China and Pakistan signed a memorandum
of understanding for China’s Great United Petroleum Holding
Company to build a Chinese-funded $12.5 billion refinery in the
port city.61 However, due to the global financial crisis, the project
has been shelved until 2010.62 Chinese construction companies are
active in several other prominent projects there, including construc-
tion of a $70 million international airport. According to a report by
the South Asia Analysis Group, a think tank based in India con-
sisting of former government officials and academics, the airport
and its construction will be overseen by the Pakistani military as
opposed to the Civil Aviation Authority, which controls other com-
mercial airports in the country. The same report states that “Paki-
stani authorities have agreed to allow the Chinese Air Force to use
this airport in an emergency.” 63

Chinese companies have made inroads in the region’s tele-
communications sector as well. In Pakistan, Chinese state-owned
China Mobile acquired PakTel, a major telecommunications pro-
vider in Pakistan, for $460 million in 2007.64 Additionally, plans
have been made for a Chinese company, China Great Wall Indus-
try Corporation, to launch a telecommunications satellite for Paki-
stan. The satellite will be launched from Sichuan Province in 2011
and will have a lifespan of 15 years.®> In Afghanistan, in August
2003, Chinese state-owned companies ZTE and Huawei partnered
with the Afghan Ministry of Communications to implement digital
telephone switches, providing roughly 200,000 subscriber lines.66

China and Pakistan also have become involved in each others’
banking and financial services sectors. In July 2007, Pakistan’s
Ministry of Finance and the China Development Bank launched
the $200 million Pak-China Investment Company Ltd.67 According
to Pakistan’s Ministry of Finance, the joint venture currently is in-
vesting in commercial banking in Pakistan and in specialized serv-
ices such as asset management, housing finance, and investment
banking.68

Limitations to Chinese Involvement in the Region

While China has taken several measures to improve the security
of its investments in the region, several analysts have openly criti-
cized China for “free-riding” upon U.S. and NATO security forces
to protect its economic interests and secure its borders from at-
tacks.® Although China has made contributions to developing the
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economies of Pakistan and Afghanistan, Lisa Curtis told the Com-
mission that China wants the United States “to do the heavy lift-
ing.” 70 While China is wary of the United States having a perma-
nent presence in the region, Beijing has not opposed U.S. forces in
Pakistan and Afghanistan in large part because they are indirectly
protecting China’s border security and economic interests. Deputy
Assistant Secretary of Defense Schiffer said that “China recognizes
that the U.S.-led efforts are the primary force preventing Afghani-
stan from slipping into greater anarchy, and given its interests in
secure and stable borders and concerns about extremist terrorists,
does not want [the United States] to fail.” 71

China is not interested in dedicating military support toward
maintaining stability in the region, for several reasons. First and
foremost, Beijing claims that a fundamental principle of its foreign
policy is the respect for sovereignty and territorial integrity.* This
underlying tenet would be contradicted if Beijing were to intervene
militarily in Pakistan and Afghanistan.”2 Some analysts also have
argued that the reason China is not pledging more resources to en-
hance regional security is because China has yet to experience a
significant terrorist threat or strike against Chinese mainland and
urban zones.”3 Another explanation for China’s reluctance is Bei-
jing’s unwillingness to provoke anger from the Muslim world and
Islamic extremists, preferring rather that that sentiment be tar-
geted at the United States. Lisa Curtis testified that while China
benefits from stability in the region, animosity toward military
forces in Afghanistan is directed at the United States.”* The impor-
tance of not upsetting the Muslim world became pronounced in the
wake of Chinese authorities’ crackdown on ethnic violence in
Xinjiang in July. In trying to appeal for understanding, Foreign
Ministry spokesman Qin Gang stated,

We hope that the Islamic countries and our Muslim broth-
ers could see the truth of July 6 incident in Urumqi ...
China and the Islamic countries have long been respecting
and supporting each other, and the Chinese Government
and people always firmly support the just cause of the Is-
lamic countries to pursue national independence and safe-
guard state sovereignty.’®

Despite these pleas, anger among Muslims sparked protests in
Turkey, Indonesia, and Kazakhstan.”®¢ Several prominent clerics
and media outlets in Iran also denounced China for its crackdown
in Xinjiang.f

*While China claims that a fundamental principle of its foreign policy is the respect for sov-
ereignty, in recent years China’s foreign policy has begun to evolve so that it no longer is as
strictly adherent to the “noninterference policy.” For example, China provided peacekeeping
forces to the United Nations-African Union hybrid force in Darfur. For more information, please
see the Commission’s 2008 Annual Report to Congress, chapter 4, section 1.

T While Iranian Foreign Minister Manucher Mottacki voiced concern about the Chinese gov-
ernment’s actions in the days following the unrest, the widely read centrist newspaper Tabnak
highly criticized the Iranian government for downplaying the murders of Muslims by Chinese
officials. Senior clerics joined in criticizing the Chinese government for committing murders and
the Iranian government for not confronting China. Among these clerics were Ayatollah Jafar
Sohani, Ayatollah Naser Makarem-Shirazi, Ayatollah Hossein Nuri-Hamedani, and Ayatollah
Yousef Saanei.
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China’s unease about upsetting the Muslim world extends to
Xinjiang’s domestic Muslim community as well. Andrew Small of
the German Marshall Fund of the United States argued that

[t]here is an abiding belief [among the Chinese leadership]
that China should stay away from the front line [in Af-
ghanistan and Pakistan] if it wants to avoid inflaming fur-
ther unrest among its own Muslim population or becoming
a more serious target of international terrorism. Chinese
analysts acknowledge that they fall into the category of
‘enemy number two’ for transnational terrorism but that for
now, the West—and particularly the United States—is
‘enemy number one.” 7

China’s Interests in Central Asia

Aside from its growing relationship with Pakistan and Afghani-
stan, China has been involved heavily in Central Asia as well.
While China’s interests in each of the Central Asian countries dif-
fer, there are several overlapping themes that permeate China’s
foreign policy in the region. Along its borders, China has developed
a strategy to ensure regional stability and security by creating po-
litical alliances with its neighbors and investing in economic devel-
opment. Not only does Beijing have an interest in increasing trade
and investment throughout Central Asia, but there is also a desire
to diversify and secure energy interests and provide an alternate
route for trade to the risky sea lanes in the Indian Ocean.

Regional Security

China has forged relationships with a number of Central Asian
countries in order to maintain stability along its borders and limit
the growth of what China characterizes as the “three evils.” In
order to check separatist factions of Muslim Turkic-speaking
Uighurs in Xinjiang, China has developed a two-pronged approach:
(1) encourage non-Muslim Han migration into Xinjiang so that Han
become the majority, and (2) maintain positive relations with the
countries bordering Xinjiang in order to seek assurances from them
that they will not support separatist movements or Muslim extre-
mism by Uighurs in their respective countries. The second ap-
proach has been used as an important reason for forging relation-
ships with Central Asia.

One of the main vehicles China has used to combat security
threats along its borders has been involvement in the Shanghai Co-
operation Organization. In 1996, China signed a protocol with the
presidents of Russia, Kazakhstan, Kyrgyzstan, and Tajikistan es-
tablishing the “Shanghai Five.” The leaders agreed to reduce mili-
tary forces within a 100-kilometer zone along each side of the bor-
der and to exchange information on military personnel and equip-
ment.”8 The protocol was reaffirmed in 1999 when the member
countries committed to respecting border security and suppressing
terrorism, drug smuggling, and separatism. Later in June 2001,
Uzbekistan was added to the group, and the name was changed to
the Shanghai Cooperation Organization. The addition of Uzbeki-
stan signaled that the organization was no longer limited to border
issues but now included ensuring national security and domestic
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stability.”® The organization also has four observer states: Iran,
India, Mongolia, and Pakistan.®0 The Shanghai Cooperation Orga-
nization has since collaborated on a number of military exercises,
including an April 2009 antiterrorism exercise in Tajikistan.81

Despite these exercises, numerous analysts have argued that the
Shanghai Cooperation Organization is merely a forum for discus-
sion and does not lead to actual enhanced multilateral security
measures. Martha Olcott, senior associate at the Carnegie Endow-
ment for International Peace, says that “[wlhile members of the
[Shanghai Cooperation Organization] will continue to hold bilateral
military exercises with China and could organize multilateral mili-
tary exercises involving the entire membership, these are likely to
be more symbolic than a demonstration of a shared capacity to
meet common threats.”32 Deputy Assistant Secretary of Defense
Schiffer expressed a similar sentiment to the Commission:

I think the Chinese haven’t yet managed to figure out what
they can actually do with the [Shanghai Cooperation Orga-
nization]. ... It’s hard to draw a line between [Shanghai
Cooperation Organization] meetings and actual policy out-
puts or influence, but I think they see it as an organization
that may be able to develop into something that as Chinese
power and influence grows, they may be able to use it more
effectively to shape multilateral diplomacy in the region.83

One of the reasons the Shanghai Cooperation Organization has
been such a weak institution is because tensions and mistrust exist
between Russia and China within the organization. Both Russian
and Chinese military staff are wary about divulging sensitive infor-
mation concerning new technologies and the nuclear sector. On sev-
eral occasions, Russia has refused to participate in military exer-
cises in which China has been involved.8* Rather than share intel-
ligence with China through the Shanghai Cooperation Organiza-
tion, Moscow has been more willing to give priority to the Collec-
tive Security Treaty Organization, a Russian-dominated Central
Asian security organization of which China is not a member.8> In
addition, the two countries have differed in the economic domain.
Because of the divergence between China’s dynamic economic
growth and that of the Central Asian states, Russia is fearful of
Central Asian states becoming Chinese protectorates. For this rea-
son, Moscow has opposed China’s proposal of a free-trade zone
among the Shanghai Cooperation Organization states.8¢ These fun-
damental differences between the group’s two most prominent
members cause the Shanghai Cooperation Organization to be rel-
atively ineffective in creating a genuine security alliance in the re-
gion.

Nevertheless, China has used the Shanghai Cooperation Organi-
zation as a forum to negotiate bilateral deals on the sidelines of
meetings and thus forge relationships with Central Asian govern-
ments, particularly to develop economic and energy ties. Daniel
Twining, a senior fellow for Asia at the German Marshall Fund,
told the Commission that the Shanghai Cooperation Organization
also has allowed Beijing to pursue economic agreements that privi-
lege its trade and investment interests in Central Asia, allowing
Chinese companies to gain entry into the region.87
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Energy Interests

Another reason why China has become more involved in Central
Asia is to obtain energy resources and diversify its energy sup-
pliers. China’s tremendous foreign reserves have allowed it to chal-
lenge Russian hegemony in the Central Asian oil and gas sectors.
Traditionally, Russia has been the principal player in the region’s
energy sector. Julia Nanay, senior director of PFC Energy, a con-
sulting firm for energy companies and governments in the region,
told the Commission that

[plrior to the breakup of the Soviet Union, everything was
oriented from South to North. Everything went to Russia,
and that created a monopoly hold on the energy sector in
[the Central Asian countries], and it is the Chinese that
have helped to create optionality.88

The energy partnership between China and Central Asia not only
satisfies Central Asia’s desire to diversify energy export partners
but also meets China’s stated interest in diversifying its own oil
suppliers and finding alternative supply routes. Currently, approxi-
mately 45 percent of China’s crude oil imports originate in the Mid-
dle East.89 This oil must be shipped to the People’s Republic of
China (PRC) through the Malacca Strait, which separates Singa-
pore and Malaysia from Indonesia. In November 2003, Chinese
President Hu Jintao highlighted what became dubbed the “Malacca
Dilemma,” noting that if “certain major powers” were bent on con-
trolling the strait, there would be little that China could do.9° (For
further discussion of the Malacca Dilemma, see chap. 2, sec. 4, of
this Report, “China’s Naval Modernization and Strategy.”) Stephen
Blank, research professor of National Security Affairs at the Stra-
tegic Studies Institute, told the Commission that he believes PRC
leaders fear that in the event of a conflict in the Middle East or
in the Indian Ocean, the United States or India could close the Ma-
lacca Strait to Chinese maritime transport. In that case, China
would have no independent source of energy except for what it
could get over land.®!

To help address this dilemma, China is tapping into resource-
rich Central Asia. The amount that China currently receives in oil
imports from Central Asia—about 10 percent of the total—is on the
rise as China participates in the building of pipelines,* negotiates
long-term supply gas and petroleum-for-finance contracts, and in-
vests in assets deemed less desirable to western oil companies.92

China has played a major role in the construction of two Central
Asian oil and gas pipelines. China’s first major oil pipeline project
in Central Asia was the Kazakhstan-China pipeline, which
stretches 3,000 kilometers from the Caspian Sea in western

*China’s strategy of building pipelines over land in order to avoid shipping through the Ma-
lacca Strait is not only limited to Central Asia. In Russia, the China National Petroleum Cor-
poration soon will start building a pipeline from its terminal in northeastern China to the Rus-
sian border, called the East Siberia-Pacific Ocean pipeline. When completed in 2014, the pipe-
line is estimated to deliver up to 1.6 million barrels per day from Russia to the Pacific coast.
In Burma, Sinopec and the China National Petroleum Corporation have signed contracts for the
construction of oil and gas pipelines from Burma to southern China. While agreements between
the two countries’ leadership have been signed, the status of the oil and natural gas pipelines
is unclear because of conflicting reports from Chinese and English-language media. For more
information on China’s interests in land-based energy investment projects in Asia, please see
chapter 3, section 1, of the Commission’s 2008 Annual Report to Congress.
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Kazakhstan to Xinjiang in China. The project is being undertaken
by China National Petroleum Corporation and Kazakhstan’s larg-
est state-owned oil and gas company, KazMunaiGaz, at a cost of
about $3 billion.?3 In addition, in August 2007, China began con-
struction of a natural gas pipeline that would start in Turk-
menistan and pass through Uzbekistan and Kazakhstan en route
to China. The $7.3 billion project is scheduled to start operations
in December 2009 and be fully operational by 2011.94

Figure 2: Kazakh-China Oil Pipeline *
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Source: Energy Information Administration, “Country Analysis Briefs: China” (Washington,
DC: Department of Energy, July 2009). http://www.eia.doe.gov.

*The first stage of the Kazakh-China oil pipeline was completed in May 2006, connecting
Atasu in central Kazakhstan with Alashankou on the Chinese border in Xinjiang. Both Kazakh
and Russian oil is being delivered through the new pipeline. The pipeline’s final leg from
Kenkiyak to Atasu is set to be finished by 2011 by the China National Petroleum Corporation.
When this stage is completed, it will double capacity to 400,000 barrels of crude per day. A con-
tract signed between KazMunaiGaz and the China National Petroleum Corporation has given
the corporation equity in the upstream oil in return for loans financing downstream infrastruc-
ture projects, including the Kenkiyak to Atasu section. The pipeline also will connect to existing
Russian pipelines to obtain Russian crude from western Siberia. Energy Information Adminis-
tration, “Country Analysis Briefs: China” (Washington, DC: Department of Energy, July 2009).
http://lwww.eia.doe.gov.
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Figure 3: Turkmenistan-China Gas Pipeline *
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Source: Stratfor, “China: Buying Friends in Turkmenistan,” June 25, 2009. http:/
wwuw.stratfor.com/analysis/20090625 china buying friends turkmenistan.

Chinese companies also have sought long-term petroleum and
natural gas supply contracts to complement their investments in
Central Asia’s pipeline network. For example, in 2007, the China
National Petroleum Corporation signed a production-sharing agree-
ment for 30 billion cubic meters of natural gas annually from
Turkmenistan for 30 years that will be delivered through the pipe-
line currently under construction.9>

China has sealed a number of oil and gas-for-finance deals in
Kazakhstan that have established it as China’s most important en-
ergy partner in Central Asia. In April 2009, the Export-Import
Bank of China loaned the Kazakhstan Development Bank $5 bil-
lion, and the China National Petroleum Corporation lent
Kazakhstan’s national oil company, KazMunaiGaz, another $5 bil-
lion. As a result of this deal, the China National Petroleum Cor-
poration will control about 15 percent of Kazakhstan’s total oil pro-
duction.?6

In addition to oil and gas, China also seeks to increase its im-
ports of uranium from Kazakhstan, which holds almost 20 percent
of the world’s uranium reserves.®” The National Nuclear Company
of Kazakhstan (KazAtomProm) and the China Guangdong Nuclear
Power Company are building the Irkol uranium mine in
Kazakhstan that is expected to produce 250 tons of uranium per
year once it reaches full capacity in 2010.98

*The Turkmenistan-China gas pipeline, also known as the Central Asian Gas Pipeline, will
stretch across 1,130 miles to Turkmenistan when it is completed in 2011. The proposed line will
cross Kazakhstan and Uzbekistan and into Turkmenistan. Both countries are likely to con-
tribute some of the natural gas exports to the pipeline. The China National Petroleum Corpora-
tion has signed a production-sharing agreement for the development of natural gas resources
at Turkmenistan’s South Yolotan gas fields alongside the pipeline. Energy Information Adminis-
tration, “Country Analysis Briefs: China” (Washington, DC: July 2009). hitp://www.eia.doe.gov.
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Because China is a latecomer to energy exploitation in Central
Asia and Russia, Chinese companies have sought fields that west-
ern oil companies consider to be less desirable or off-limits because
of political restrictions. For example, China entered into a $600
million oil deal with Uzbekistan’s state-owned oil company, Uzbek-
neftegaz, in 2005 at a time when the regime faced a broad range
of sanctions and international criticism for human rights viola-
tions.?? In addition, in Kazakhstan, China has invested in isolated
oil fields that are only valuable to Chinese firms because they are
adjacent to the pipeline built by the China National Petroleum Cor-
poration and KazMunaiGaz.19° Because of this, these new oil deals
do not pose an immediate competitive threat to international oil
companies in the region. Western companies, as well as Russian oil
and gas companies, still have significant access to Central Asian
resources.101

Chinese Energy Investments in Central Asia

China National Petroleum Corporation (CNPC) and Kazakh-
stan’s largest state-owned oil company, KazMunaiGaz, are
constructing a $3 billion, 3,000 kilometer (km) pipeline from
the Caspian Sea to Xinjiang. It will have a capacity of more
than 200,000 barrels per day when it is completed in October
2009.102

CNPC owns major stakes in several large Kazakh energy compa-
nies, including the Aktobemunaigaz Company, PetroKazakh-
stan, and MangystauMunayGaz. As these deals were nego-

Kazakhstan tiated, the Export-Import Bank of China agreed to loan

Kazakhstan Development Bank $5 billion, and CNPC agreed

to lend KazMunaiGaz $5 billion.103

In April 2009, a joint venture established by National Nuclear
Company of Kazakhstan and China Guangdong Nuclear
Power Company launched the operation of a new Kazakh ura-
nium mine. It 1s expected to produce 250 tons of uranium per
year once it reaches full capacity in 2010. All uranium pro-
duced in the mine will supply the Chinese market. The joint
venture will finance $664,000 per year in social projects in the
region.104

CNPC is building a $7.3 billion, 7,000 km natural gas pipeline
that would begin in Turkmenistan and pass through Uzbeki-
stan and Kazakhstan en route to China, called the Central
Asia Gas Pipeline. The pipeline is estimated to be completed
in 2010 and will produce 40 billion cubic meters per year for

Turkmenistan 30 years.105

In June 2009, China agreed to loan Turkmenistan $4 billion to
develop its South Yolotan natural gas field. The field likely
holds 6 trillion cubic meters of gas, making it one of the five
largest deposits in the world.106

CNPC and Uzbekistan’s national oil company, Uzbekneftegaz,
signed an agreement in October 2008 to develop the Mingulak
oil field in the Namangan region of Uzbekistan.107

Uzbekistan In December 2006, a CNPC subsidiary, CNPC Silk Road, was
created for exploration in Uzbek oil and gas regions. It is li-
censed to explore five blocks within the Ustyurt, Bukhara-
Khiva, and Fergana oil and gas regions. Under the agreement,
CNPC Silk Road will invest $208.5 million in exploration in
Uzbekistan.108
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Economic Interests

In addition to Chinese energy interests, China has established
other economic ties with the Central Asian states. Chinese compa-
nies have found business opportunities through furthering trade,
developing infrastructure, and providing preferential loans in the
region.

Trade between China and Central Asia has expanded signifi-
cantly, going from about $1 billion in 2002 to $18 billion in 2007.
Finished goods comprise more than 85 percent of China’s exports
to the former Soviet republics in Central Asia. These exports con-
sist of consumer products, machinery and parts, processed food-
stuff, textiles, electronics, and pharmaceutical products.19® Con-
versely, more than 85 percent of Central Asian states’ exports to
China are raw materials or commodities.119 This is a pattern simi-
lar to China’s trade relationship with Africa and Latin America.l1!

Increased trade and investment in Central Asia also have led to
an influx of Chinese workers living in the region. For example, ac-
cording to one report, there are currently 30,000 Chinese nationals
living and working on various infrastructure projects in Tajikistan,
worth roughly $720 million.112 Many of these numbers, however,
are difficult to measure, because labor migration laws in Central
Asian states are relatively weak.113 For example, in 2008, there
were only 6,000 legal work permits issued in Kyrgyzstan, but re-
portedly there are approximately 30,000 Chinese migrants cur-
rently living in the country.114

One area of significant economic involvement by Chinese compa-
nies has been in the building of large-scale infrastructure projects.
For example, China and the governments of Afghanistan, Azer-
baijan, Kazakhstan, Kyrgyzstan, Mongolia, Tajikistan, and Uzbeki-
stan have agreed to an $18 billion “New Silk Road” project across
Central Asia. The project will include six highway corridors that
will facilitate traffic from Europe to East Asia, including roads
from Siberia to Iran, Siberia to China, Pakistan to China through
Afghanistan and Tajikistan, and northwestern Kazakhstan to
Xinjiang.115

Key Chinese Infrastructure Investments in Central Asia

Power transmission lines: In 2006, the Export-Import Bank of
China provided more than $300 million in loans for the con-
struction of power transmission lines in Tajikistan to be com-
pleted by China Theban Electric Apparatus Stock and Tajiki-
stan’s national electric power company.116

Highway construction: In Kyrgyzstan, Beijing has financed part
of the reconstruction of the country’s Irkeshtam-Osh highway,
an 80-kilometer section of which will be completed by the
China Road and Bridge Corporation at a cost of $15 million.117
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Key Chinese Infrastructure Investments in Central Asia—
Continued

Railway development: Kazakhstan’s state-owned national rail-
way company has purchased passenger carriages from Chinese
locomotive manufacturers. The deal was financed by loans
from the Kazakhstan Development Bank and the Export-Im-
port Bank of China for $60 million.118 In June 2009, President
Hu Jintao agreed to the construction of a $2 billion railway in
return for control of a lucrative coal mine in Kyrgyzstan. The
proposed railway would connect Kashgar in China to Andijan
in Uzbekistan via Kyrgyzstan.!19® President Hu and Kyrgyz
Prime Minister Igor Chudinov have agreed to set up a working
group to determine the details of the agreement.120

In addition to Chinese companies’ building infrastructure in the
region, Chinese state-owned financial institutions, including the
Export-Import Bank of China, also have issued numerous pref-
erential loans to enhance economic development. The Chinese gov-
ernment has granted multiple loans and export credit lines to
Uzbekistan, including $300 million in export credit to the govern-
ment.121 Moreover, the Chinese government has given Uzbekistan
a $12 million interest-free loan and a $36.3 million low-interest
loan to pay for a number of social projects.122

In January 2007, two Chinese firms won a bid in Turkmenistan
for the construction of a glass factory which, when operational in
late 2009, will be the largest in Central Asia. The $67 million cost
of the project was financed by a loan from the Export-Import Bank
of China to the Turkmen authorities.123

Increasing Influence

Several western observers have argued that China’s growing in-
vestments in Central Asia are based on a strategic design that may
lead to increased influence in the region. Because many Central
Asian states have been hit particularly hard during the global eco-
nomic crisis, China has been able to provide aid for the ailing
economies. For example, in Kazakhstan, foreign investment from
other countries has fallen by half since 2008.12¢4 Russia, once the
dominant investor in Central Asia, also experienced a 10.9 percent
contraction in gross domestic product (GDP) in the second quarter
of 2009 due to declining oil and gas prices. As Russia’s economy
continues to decline, Russia is severely dampening its investments
in Central Asia.125 In contrast, China has increased its economic
support to the region. On the sidelines of the June 2009 Shanghai
Cooperation Organization meeting in Yekaterinburg, Russia, Presi-
dent Hu Jintao pledged $10 billion in credit support for the Central
Asian members of the organization in order to deal with the global
financial crisis.’26 Stephen Blank testified to the Commission that

China is able to leverage its superior economic power vis-
a-vis these states in order to induce them to change their
previous policy preferences on key questions relating to the
sale and distribution of their energy. This suggests that in
broader terms, China is beginning to be able to leverage its
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economic power in order to induce Asian states into a pat-
tern of accommodation with China’s preferences. ... China
is able to influence their policies in a direction that suits
China more than it might have suited those states in other
times.127

While this influence is nearly impossible to measure concretely,
it is clear that China has effectively broken the Russian monopoly
on oil and gas shipments from Central Asia, thus decreasing Rus-
sian control of the energy market.128

Additionally, China’s new role in the region may offset U.S. influ-
ence. “U.S. leverage for various goals, whether democratization,
human rights, or commercial concerns, will diminish,” predicted
Julia Nanay.'2? China may have utilized this leverage in 2005
when the Shanghai Cooperation Organization called for the re-
moval of all U.S. military bases in Central Asia, leading to the clo-
sure of a U.S. staging base in Uzbekistan. In February 2009,
Kyrgyzstan, too, called for the eviction of U.S. forces from the
Manas military base, one of the closest U.S. bases to China’s west-
ern border.139 However, in July 2009, Kyrgyzstan agreed to allow
the United States to maintain its air base in the country.131

While China’s entry into Central Asia is growing, there are still
large problems that thwart Beijing’s ability to gain substantial in-
fluence in the region. Martin Spechler, professor of economics at In-
diana University-Purdue University, cautioned not to view Central
Asian countries as entirely dependent on China:

[Central Asian countries], especially Uzbekistan and
Kazakhstan, have become much more independent, self-con-
fident, and aware of their possibilities and their interests
over the last 20 years. To talk about Central Asian coun-
tries as if they’re some kind of pawns to be sacrificed on a
big chessboard is simply wrong.132

Over the past several years, Sebastien Peyrouse, senior research
fellow with the Central Asia and Caucasus Institute, conducted a
survey of all Central Asian think tank publications focusing on
China. Mr. Peyrouse found that many of their experts are ex-
tremely distrustful of Beijing. This mistrust has limited military
cooperation and intelligence-gathering in the countries’ antiter-
rorism campaigns. Fears of “invasion” and imperialism are still
pervasive among policy analysts in the region.133

In terms of trade, while many Central Asian elites have wel-
comed increased business with China, many are concerned that
Central Asian economies have been restricted to the role of pro-
ducers and exporters of natural resources. Central Asian think
tanks have espoused views that China’s investments are under-
mining local production and are creating increased, unwanted com-
petition for light industry, construction, processing, and agri-
business.134

Culture barriers also serve as a large impediment to developing
significant bilateral and regional relationships. Historic Soviet
propaganda casting China as an enemy still lingers in the writings
of many Central Asian experts. Deep-seated sinophobia has cast a
negative light on increasing Chinese migration. Tensions caused by
a strong Muslim population in Central Asia, Russo-Soviet accul-
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turation, and views by some Chinese of the Central Asians as “bar-
barians” have precluded China from gaining deeper clout in the re-
gion.135 Because of historic Sino-Soviet tensions and deep cultural
and religious differences, China has been limited in its ability to
influence Central Asia through its business relationships.136

Russia, too, has provided challenges for Chinese entry into Cen-
tral Asia. Because of distrust and sinophobia, Moscow remains the
intellectual, economic, and business capital for many Central
Asians. In addition to Moscow, other Russian cities draw millions
of Central Asian students, merchants, and workers.137 Thus far, it
does not seem as if China has developed a similar bond with the
region. Further, as Professor Spechler pointed out, “[Central Asian]
countries have become increasingly self-confident and independent,
conducting a multivectoral foreign policy.”138 This growing con-
fidence is allowing the countries to play Russia and China off one
another in negotiating energy and commercial agreements, making
it difficult for China simply to establish deals on its own terms.

Conclusions

¢ Beijing’s primary interests in Afghanistan, Pakistan, and Central
Asia concern isolating Chinese Muslim separatist groups from
fundamentalist influences in Central Asia, maintaining stability
along China’s borders, diversifying its energy supplies, and in-
creasing economic investments in the region.

e China continues to exercise a great deal of influence over Paki-
stan, stemming from the historic military and political ties be-
tween the two countries and their mutual desire to balance In-
dia’s power.

¢ In Afghanistan, China also is increasing its influence due to its
ability to offer economic aid and invest in large-scale infrastruc-
ture projects. However, China’s influence in Afghanistan is still
less than that of the United States.

e While China has not provided any direct military support to U.S.
and coalition forces in Afghanistan, Chinese investments in Af-
ghanistan and Pakistan are contributing to those countries’ eco-
nomic development. China contributes no forces of its own, rely-
ing on U.S. and NATO forces to protect these investments.

¢ China is increasing its economic, security, and political influence
in Central Asia, possibly to the detriment of the United States.
However, China’s influence over the region is still limited be-
cause of historical mistrust, cultural barriers, and traditional
Russian influence.

e The Shanghai Cooperation Organization has provided a forum
for China to negotiate bilateral trade and energy deals with Cen-
tral Asian states. It is not yet a genuine security alliance.

¢ In the wake of the June 2009 riots in Xinjiang, China will likely
devote even more attention to developing political, security, and
economic ties with Central Asia in order to ensure the security
of its border and bolster stability in Xinjiang Province.
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e China’s energy investments in Central Asia are large. As Beijing
seeks a means of importing oil and gas over land to ensure its
energy security, Chinese investments in the Central Asian en-
ergy sector will continue to expand.



SECTION 2: TATWAN

[13

. the United States-China Economic and Security Review
Commission ... shall investigate and report exclusively on—

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability. ...”

Introduction

Since Ma Ying-jeou was inaugurated as president of Taiwan in
May 2008, many developments have occurred in the relationship
between Taiwan and the People’s Republic of China (PRC). Almost
immediately after President Ma took office, official meetings be-
tween Taiwan and the mainland began, including
high-level interactions. During these meetings, the two sides signed
several agreements—primarily economic in nature—and made
progress toward a free trade agreement. These political and eco-
nomic improvements in the relationship were summed up in a
speech President Ma gave on January 1, 2009:

In the past year, cross-Strait relations also underwent a
historic transition. Upon coming into office, my administra-
tion not only swiftly reactivated the mechanism for institu-
tionalized talks between [Taiwan] and [China], but we also
entered an era of comprehensive, normalized economic rela-
tions.139

However, despite the apparent progress in cross-Strait relations
on some fronts, the PRC has shown no signs of abating its buildup
of military capacities vis-a-vis Taiwan, increasing the disparity be-
tween China and Taiwan’s respective military capabilities.

This section of the Commission’s Annual Report will address de-
velopments in the cross-Strait relationship since President Ma’s in-
auguration. It will look at recent meetings the two sides have held
and agreements they have signed. In addition, it will provide an
overview of changes in the cross-Strait military balance.

(231)
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Developments in the Cross-Strait Relationship
Official Signs of Warming from Beijing

Since President Ma’s May 2008 inauguration, Beijing has repeat-
edly signaled that it is willing to work with the Ma Administration
in an attempt to promote cross-Strait relations. Beijing’s signaling
has come in three official government forms: statements, docu-
ments, and actions.

Over the past year, Chinese government officials have made sev-
eral statements professing a willingness to work with Taiwan on
some issues. For example, on December 31, 2008, China’s President
Hu Jintao gave a major address on the issue of cross-Strait rela-
tions. During this speech, President Hu laid out six proposals for
how the mainland envisioned making progress on cross-Strait rec-
onciliation. Hu proposed that both sides adhere firmly to the “One
China” principle; strengthen commercial ties, including negotiating
an economic cooperation agreement; promote personnel exchanges;
stress common cultural links between the two sides; allow Taiwan’s
“reasonable” participation in global organizations; and negotiate a
peace agreement.!40 In addition to these six proposals, President
Hu also floated the idea of military exchanges as a confidence-
building measure. In December 2008, President Hu said, “The two
sides can engage in ... contacts and communications on military
issues when appropriate, and discussions on building a trust mech-
anism for military safety.”141 A few months later, Premier Wen
Jiabao reiterated President Hu’s statements during his March 2009
address to the PRC’s National People’s Congress, saying, “[wle are
also ready to hold talks on cross-Straits political and military
issues and create conditions for ending the state of hostility and
concluding a peace agreement between the two sides of the Taiwan
Straits.” 142

Official Chinese government documents released recently further
signify Beijing’s desire to improve relations with Taiwan. For ex-
ample, the PRC’s 2008 defense white paper (released in January
2009) presented a significantly less bellicose assessment of the
cross-Strait scenario than the 2006 version.* According to the 2008
version:

The attempts of the separatist forces for “Taiwan independ-
ence’ to seek ‘de jure Taiwan independence’ have been
thwarted, and the situation across the Taiwan Straits has
taken a significantly positive turn. The two sides have re-
sumed and made progress in consultations on the common
political basis of the ‘1992 Consensus,” and consequently
cross-Straits relations have improved.143

This view of the relationship contrasts sharply with the view
that the 2006 version presented:

The struggle to oppose and contain the separatist forces for
“Taiwan independence’ and their activities remains a hard
one. By pursuing a radical policy for ‘Taiwan independ-
ence,” the Taiwan authorities aim at creating ‘de jure Tai-
wan independence’ through ‘constitutional reform,” thus

*Chinese defense white papers are authoritative documents published every two years since
1998 and should be taken to represent the official views of the Chinese government.



233

still posing a grave threat to China’s sovereignty and terri-
torial integrity, as well as to peace and stability across the

Taiwan Straits and in the Asia-Pacific region as a
whole.144

Finally, Beijing has also made several symbolic gestures toward
Taiwan as actions to improve the relationship. In what President
Ma called a “goodwill gesture,” Beijing acquiesced to Taiwan par-
ticipating in the World Health Organization’s (WHO) ruling body,
the World Health Assembly, in April 2009—albeit under the name
of “Chinese Taipei.” Although officially only an observer without
voting rights, Taiwan has made its first appearance at the WHO
since 1971, when it lost its seat to the PRC.145 More recently, dur-
ing the Dalai Lama’s August 2009 visit to Taiwan, Beijing’s official
response was much more low key than during previous visits, sug-
gesting that the mainland wanted to prevent the event from derail-
ing recent progress on cross-Strait relations. Rather than rebuking
President Ma or jeopardizing recently signed agreements with Tai-
wan, Beijing directed its criticism toward the Democratic Progres-
sive Party, characterizing the visit as a political ploy by the party
to detract from warming ties with Beijing. In addition, China only
retaliat&% symbolically by canceling or postponing several low-level
events.

Cross-Strait Meetings

Since President Ma’s inauguration, numerous high-level meet-
ings between the PRC and Taiwan have occurred. Some of the
more important meetings are discussed here, while a more com-
plete list is presented in the table below. After a 10-year hiatus,
Taiwan accepted a PRC invitation to resume quasi-official, cross-
Strait dialogues between Taiwan’s Straits Exchange Forum and
China’s Association for Relations Across the Taiwan Strait in May
2008.* Since then, these two organizations have met three times,
with a fourth meeting tentatively planned for late 2009.147 Another
high-level meeting occurred in November 2008, when former Tai-
wanese Vice President and Premier Lien Chan met with PRC
President Hu Jintao during an Asia-Pacific Economic Cooperation
meeting in Peru—the “highest-level meeting between the two sides
in an international forum since 1949.”148 [n May 2009, Wu Poh-
hsiung, then chairman of Taiwan’s ruling Chinese Nationalist
Party, met with President Hu to discuss cross-Strait economic
issues.14? To support these various initiatives, on July 27, 2009,
President Hu sent a telegram congratulating President Ma on his
election as chairman of the Chinese Nationalist Party, the first
time the leaders of the PRC and Taiwan had directly commu-
nicated with each other since the founding of the PRC in 1949.150
Some analysts have speculated that this direct contact could facili-
tate the eventual meeting between the two individual leaders, os-

*It is worth noting that, technically, Taipei and Beijing do not negotiate directly. According
to Kerry Dumbaugh, a specialist in Asian affairs at the Congressional Research Service, Tai-
wan’s Straits Exchange Foundation is not an official government entity but rather “a nominally
non-government organization authorized to handle [cross-Strait] exchanges.” China’s Association
for Relations Across the Taiwan Strait, however, is subordinate to the Taiwan Affairs Office of
the State Council. Kerry Dumbaugh, Taiwan-U.S. Relations: Developments and Policy Implica-
tions (Washington, D.C.: Congressional Research Service, August 2009), p. 24; and Web site of
the Taiwan Affairs Office of the State Council. Attp.//lwww.gwytb.gov.cn: 8088/.
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tensibly as head of their respective parties.151 Meetings with Chi-
nese officials were not limited just to Chinese Nationalist Party
members. In May 2009, Chen Chu, Democratic Progressive Party
member and mayor of Kaoshiung, Taiwan, visited mainland China
to lobby for PRC promotion of the July 2009 World Games, which
her district was hosting.152

Figure 1: Cross-Strait Actions since May 2008 *
Taiwan Individual/ PRC Individual/ .
Date Organization Organization Location/Event
May 2008 Wu Poh-hsiung, Chi- | CCP General Sec- Beijing, China:
nese Nationalist retary Hu Jintao highest-level
Party chairman cross-Strait
meeting
June 2008 Straits Exchange Association for Rela- First round of
Foundation tions Across the cross-Strait
Taiwan Strait talks in a dec-
ade
Nov. 2008 Lien Chan, former PRC President Hu Asia-Pacific Eco-
vice president and Jintao nomic Coopera-
premier tion meeting,
Lima, Peru
Nov. 2008 Straits Exchange Association for Rela- Second round of
Foundation tions Across the cross-Strait
Taiwan Strait talks
Dec. 2008 Wu Poh-hsiung, Chi- | Jia Qinglin, chairman | Fourth Cross-
nese Nationalist of the National Straits Eco-
Party chairman; Committee of the nomic, Trade
and Lien Chan, Chinese People’s and Cultural
former vice presi- Political Consult- Forum
dent and premier ative Conference
Jan. 2009 Chiang Pin-kung, Various Tour of four
chairman of Straits mainland cities
Exchange Founda-
tion
Apr. 2009 Fredrick Chien, Con- | Premier Wen Jiaobao | 2009 Boao Forum
trol Yuan president for Asia meet-
ing, Hainan Is-
land, PRC
Apr. 2009 Straits Exchange Association for Rela- Third round of
Foundation tions Across the cross-Strait
Taiwan Strait talks
May 2009 Chen Chu, mayor of Taiwan Affairs Office, | Beijing and
Kaohsiung State Council Shanghai,
China
May 2009 Wu Poh-hsiung, Chin- | CCP General Sec- Beijing, China
ese Nationalist retary Hu Jintao
Party chairman
June 2009 Hsu Tain-tsair, Various Xiamen, China
Tainan City mayor
July 2009 Wu Poh-hsiung, KMT | Jia Qinglin, chairman | The fifth Cross-
chairman; Hsu of the National Straits Eco-
Jung-shu then DPP Committee of the nomic, Trade
legislator; Fan Chinese People’s and Cultural
Chen-tsung, former Political Consult- Forum,
minister of ative Conference Changsha,
agriculture China.

*This list begins with May 2008, since this is the date of President Ma’s inauguration.
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Taiwan Individual/ PRC Individual/ :
Date Organization Organization Location/Event
July 2009 Taiwanese journal- Chinese journalists, Taiwan
ists, academics, and academics, and
media executives media executives,
led by the director
of the Information
Department,
Taiwan Affairs Of-
fice, Yang Yi
July 2009 President Ma President Hu Jintao Direct telegram
Ying-jeou from President
Hu to Presi-
dent Ma
Late 2009 Straits Exchange Association for Rela- Fourth round of
(tentative) Foundation tions Across the talks
Taiwan Strait

Source: U.S.-China Economic and Security Review Commission staff based upon various

sources.

Cross-Strait Agreements

As a result of many of these actions, Beijing and Taipei have pro-
posed or signed several agreements, including the following:

o The “Three Direct Links”—A major milestone in recent cross-
Strait relations are the various agreements to resume direct
shipping, commercial airline flights, and mail service across
the Taiwan Strait, officially banned by Taiwan since 1949. Di-
rect transportation between the mainland and Taiwan officially
resumed on December 15, 2008, after a series of steps over the
past decade.153 In 2000, for example, China and Taiwan agreed
to allow trade and passenger traffic between the Taiwanese is-
lands of Quemoy and Matsu and the mainland, referred to as
the “Three Mini-Links.” 15¢ With the 2008 resumption of direct
links, Taiwan opened 11 seaports for direct shipping—includ-
ing its two largest, Kaohsiung and Keelung *—while the PRC
opened up 63.7 Using previous steps such as the 2005 resump-
tion of direct flights during holidays and the July 2008 agree-
ment for weekend direct charter flights, a limited number of
daily direct charter flights began in December 2008.155 Origi-
nally capped at 108 direct flights a week, the number in-
creased to 270 in August 2009 (see Supplementary Agreement
on Cross-Strait Air Transport below). In addition to the daily
chartered flights, regularly scheduled cargo flights across the
Taiwan Strait also began in August 2009.156 The final direct
link is postal service, allowing mail and cargo to travel directly
from the mainland to Taiwan.

The resumption of direct links between Taiwan and the
mainland could benefit Taiwan’s economy. Flight and maritime
shipping costs could be reduced by $90 million a year, and

*The other nine ports are Wuchi, Hualien, Putai,and Mailiao, as well as several ports on the
Taiwanese islands of Penghu, Jimen, and Mazu. China Post, “Direct Cross-Strait Links in
Place,” December 15, 2008. http://www.chinapost.com .tw/taiwan/china-taiwan-relations/2008/12/
15/187643/Direct-across-strait.htm.

TA sampling of these ports includes Dairen, Fuzhou, Guangzhou, Nanjing, Qingdao,

Quanzhou, Shanghai, Shantou, Tianjin, Wuhan, and Xiamen.
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postage costs could shrink by a third.'57 In addition, as the
Commission learned on a May 2009 trip to Xiamen, China, the
closest point opposite Taiwan, a greater number of people are
traveling, and more containers are being shipped directly be-
tween Taiwan and the mainland. The deputy director of
Xiamen City’s Taiwan Affairs Office said that the number of
passengers traveling by ferry between the mainland and Tai-
wan had grown from 677,000 in 2007 to 910,000 in 2008 and
had already surpassed 400,000 at the time of the Commission’s
trip.158 The Taiwanese Minister of Transportation and Com-
munications, Mao Chih-kuo, substantiated this, stating that
the number of mainland visits to Taiwan in the first six
months of the year had increased 260 percent from the same
period in 2008. By the end of 2009, the total number of visits
to the island could reach 900,000, with revenues from these
visits possibly reaching $1 billion.159

o The Financial Cooperation Agreement—Signed during the third
round of the Straits Exchange Foundation-Association for Rela-
tions Across the Taiwan Strait cross-Strait dialogue in April
2009, the Financial Cooperation Agreement established a coop-
erative financial regulatory mechanism to evaluate whether
the banking, securities, futures, and insurance sectors on both
sides would be conducive to further financial cooperation. This
cooperation could include currency management and exchanges
of commercial banking branches.16© Under this financial co-
operation agreement, regulators on both sides will evaluate the
cross-Strait financial sector in order to help Chinese and Tai-
wanese commercial and financial institutions establish agen-
cies across the Taiwan Strait and to begin currency ex-
changes.161 After the agreement was signed, the Bank of China
applied to be the first mainland bank to set up a branch in
Taiwan after financial regulators finish pending their initial
evaluation.162

o The Cross-Strait Food Safety Agreement—Partially driven by
poisonings from melamine-tainted milk powder the mainland
sold to Taiwan, the Straits Exchange Foundation and the Asso-
ciation for Relations Across the Taiwan Strait signed an agree-
ment concerning food safety on November 4, 2008. According
to Taiwan’s official entity responsible for handling cross-Strait
affairs, the Mainland Affairs Council,* the main content of the
cross-Strait Food Safety Agreement involves the prompt notifi-
cation of major incidents concerning trade food safety, the es-
tablishment of a coordination mechanism to handle major food
safety incidents, and the creation of a system of institutional-
ized meetings and visits of experts from both sides.163 This
agreement went into effect in mid-November 2008.164

o The Agreement on Joint Cross-Strait Crime-fighting and Mu-
tual Judicial Assistance—Signed during the third Straits Ex-
change Foundation-Association for Relations Across the Tai-

*The Mainland Affairs Council was established in 1991 to deal with burgeoning Cross-Strait
relations and is the “authorized agency directly under the Executive Yuan responsible for han-
dling China affairs.” Mainland Affairs Council, “Mainland Affairs Council—An Introduction,”
August 2005. http://lwww.mac.gov. twlenglishlenglish/orafunc/ora0l1.pdf.
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wan Strait meeting in April 2009, this agreement established
“an institutionalized cooperation platform for joint cross-Strait
crime prevention” to exchange information and cooperate on
crime prevention activities.16> This was the first formal agree-
ment on law enforcement cooperation between Taipei and Bei-
jing.166

The Supplementary Agreement on Cross-Strait Air Transport—
Also signed during the third Straits Exchange Foundation-As-
sociation for Relations Across the Taiwan Strait meeting (April
2009), this agreement significantly expanded cross-Strait air
travel options. In particular, both sides agreed to the addition
of two new flight routes, an increase in the number of airports
involved in direct flights on both sides of the Strait, an expan-
sion in the number of weekly chartered flights from 108 to 270,
and a doubling of the weekly cargo flights from 14 to 28.167
The effects of direct air travel are beginning to show—accord-
ing to Taiwan’s Mainland Affairs Council, the number of main-
land visitors to Taiwan in the month of June 2009 increased
218 percent over June 2008.168

The Tourism Promotion Agreement—In July 2009, representa-
tives from the Taiwan Strait Tourism Association and the
mainland’s Cross-Strait Tourism Exchange Association agreed
to set up offices on both sides of the Taiwan Strait.169 The of-
fices are aimed at promoting tourism through the distribution
of information and services. However, they are separate from
the official offices that handle cross-Strait tourism links and
visa distribution.170

Growing Cross-Strait Informal Ties
During the Commission’s May 2009 trip to China, the Com-

mission learned about the growing informal ties between Taiwan
and China.l”! In a meeting with the Commission, the deputy di-
rector of Xiamen City’s Taiwan Affairs Office described how Tai-
wan and China were increasingly linked by more than just offi-
cial agreements. For example:

e Taiwan investment into Xiamen has surpassed $9 billion.

¢ Xiamen-Taiwan two-way trade totals $3.8 billion.

e There are more than 3,000 Taiwanese businesses in Xiamen
City.

¢ Roughly 80,000 Taiwanese live or conduct business in Xiamen
City.

e 10,000 Taiwanese own apartments in the area.

1,300 Taiwanese children attend school in Xiamen City.

e Frequent municipality-sponsored conventions and expos occur
with participants from both sides of the Taiwan Strait.

¢ Reciprocal visits occur between mainland and Taiwanese think
tanks.

In addition to the above agreements, progress also has been
made toward a cross-Strait free trade agreement. In February
2009, the Ma Administration first raised the idea of a free trade
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agreement for economic cooperation between Taiwan and the main-
land, entitled the Economic Cooperation Framework Agreement.
Originally the administration called it the Comprehensive Eco-
nomic Cooperation Agreement but changed it for political reasons.*
If finalized, it will allow for “the free flow of goods, services and
capital across the Taiwan Strait.”172 Specific issues contained
within the proposal include tariffs, nontariff measures, investment
protection, intellectual property rights, and a mechanism for dis-
pute mediation.173 According to President Ma, the intention of the
proposal is to prevent the marginalization of Taiwan’s regional eco-
nomic ties, promote normalization of cross-Strait economic rela-
tions, and increase Taiwan’s international economic relations.174
The proposal enjoys only mixed support within Taiwan.

Proponents, spearheaded by the Ma Administration and major
industry associations, argue that signing this proposal with China
represents Taiwan’s best near-term option for revitalizing its econ-
omy after the effects of the global economic crisis.1”> Because of its
reliance on exports, Taiwan has been hit particularly hard during
the global financial crisis. According to official Taiwan government
calculations, Taiwan’s economy is projected to shrink 3.75 percent
in 2009, primarily as a result of the drop in exports. Taiwan’s first
and second quarter 2009 exports declined by 36.7 and 32 percent,
respectively (year on year).176 In addition, unemployment on the is-
land rose to a record 6 percent in August 2009.177 In a study com-
missioned by the Taiwanese Ministry of Economic Affairs to assess
the economic impact of this financial agreement, the Chung-Hua
Institution for Economic Research predicted that the agreement
could increase Taiwan’s gross domestic product (GDP) by 1.65-1.72

ercent; raise mainland foreign direct investment into Taiwan by
58.9 billion over seven years; create more than 230,000 jobs in Tai-
wan; and benefit domestic industries, such as plastics, petrochemi-
cals, petroleum, textiles, coal, and steel.178

There is widespread opposition to the plan on Taiwan, however.
Some opponents of the plan, led by the Democratic Progressive
Party, charge that a free trade agreement would “sell out” Taiwan.
Skeptics also maintain that it would be tantamount to a “one-
China market” and, eventually, political reunification with the
mainland.17® Tsai Ing-wen, Democratic Progressive Party chair-
person, said that the Economic Cooperation Framework Agreement
was not just an economic issue but rather “a security issue that in-
volved the cross-Strait political agenda and economic inter-
action.” 180 QOther commentators maintain that signing the agree-
ment with China would harm Taiwan’s economy by “hollowing out”

*The name was changed by the Ma Administration because its acronym (CECA) sounded too
similar to the acronyms of the economic cooperation agreements signed between the mainland
and the Hong Kong and Macao Special Administrative Regions, the Closer Economic Partner-
ship Arrangement, or CEPA. According to the Macao CEPA, these agreements are “an FTA [free
trade agreement]-like arrangement concluded between two separate customs territories of a sin-
gle sovereign state.” To avoid invoking the notion of China and Taiwan as one state, the name
was changed to its current Economic Cooperation Framework Agreement. Terry Cooke, “Cross-
Strait Matrix: The Economic Cooperation Framework Agreement,” China Brief 9:11 (May 2009);
Rupert Hammond-Chambers, “Taiwan and China Make Strides: Can America Respond?” (Wash-
ington, DC: The Brookings Institution, March 2009). http://www.brookings. edu/opmwns/2009/
03 taiwan china_hammondchambers. aspx; and Economic Services Bureau, “Mainland and
Macao Closer Economic Partnership Arrangement (CEPA),” (Macao SAR [Spemal Administrative
Region]: October 2003). http://www.economia.gov.mo/web/DSE/public?7nf:vb=true&4page Label
=Pg EETR CEPA_Sé&locale=en_US.
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its manufacturing and electronics industries; crowding out trade
with the United States, Japan, the European Union, and the Asso-
ciation of Southeast Asian Nations (ASEAN); and increasing Tai-
wan’s economic dependency on China.181

President Ma also faces opposition over this proposal within his
own party. Taiwan’s Chinese Nationalist Party-controlled Legisla-
tive Yuan has expressed its concern that it has been left out of
these cross-Strait economic negotiations. In February 2009, Legis-
lative Speaker and Chinese Nationalist Party member Wang Jin-
Pyng called for a legislative review of the proposal before it is
signed into effect.1®2 In addition, on September 17, 2009, Taiwan’s
Legislative Yuan collectively released a report noting that it should
be allowed to play a part in policy formation with regard to the
Economic Cooperation Framework Agreement.183 Further fueling
uncertainty on Taiwan is the belief among many Taiwanese that
they have had insufficient information about the proposal—accord-
ing to one poll, upwards of 90 percent of those surveyed do not
know what the proposal actually entails.18¢ Although the Ma Ad-
ministration originally intended to have a completed agreement by
late 2009, domestic opposition to the plan has slowed the adminis-
tration’s timeline, and a date for signing the proposal has yet to be
announced.185

Currently, the United States officially supports these attempts to
improve cross-Strait relations. According to then director of the
American Institute in Taiwan Stephen A. Young, Washington “fully
supports and applauds Taiwan’s efforts to enhance cooperation and
lower tension in the cross-strait region.” 186 Four months later, he
again mentioned U.S. support for attempts to improve Taiwan-
mainland relations, stating that strong U.S.-Taiwan ties are not in-
compatible with the “recently warming links between Taiwan and
China.” 187

As part of a new diplomatic strategy, President Ma has signaled
that Taiwan is taking a moderated approach to its international
space. For example, Taiwan’s Ministry of Foreign Affairs stated in
June 2009 that rather than seeking direct participation in the
United Nations (UN) as it has in the past, it would take a more
pragmatic stance by seeking entry to UN-affiliated activities and
specialized agencies, as it did successfully with the World Health
Assembly, mentioned above.188

Cross-Strait Military Balance Tilts Further in Beijing’s
Direction

Despite the above-mentioned improvements in the cross-Strait
relationship, there has been no progress on the military side. In
March 2009, then Deputy Assistant Secretary of Defense for East
Asia David S. Sedney testified to the Commission that there is no
evidence of the People’s Liberation Army (PLA) reducing its mili-
tary posture or capabilities across the Taiwan Strait.18° According
to the Department of Defense, “China’s military build-up and the
deployment of advanced capabilities opposite the island have not
eased.”190 A report that the Science Applications International
Corporation completed for the Commission on the cross-Strait mili-
tary balance found that China’s military had become a “clear and
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present threat” to Taiwan’s autonomy due to significant improve-
ments in its missile, air, and naval capabilities.1®1 China’s contin-
ued buildup of military capabilities opposite Taiwan “despite a
thaw in the once-strained relations across the Taiwan Strait over
the past year” led President Ma in September 2009 to call on Tai-
wanese defense forces to improve their combat capabilities.192 The
remainder of this section will discuss China’s growing capabilities
in these three areas as they relate to Taiwan.

Missile Capabilities

In the event of a military conflict between China and Taiwan,
one possible option that the PLA could employ is a missile satura-
tion campaign in order to soften the island’s defenses.193 The table
below demonstrates that the PLA has a large inventory of ballistic
and cruise missiles, as well as antiradiation attack drones—used to
knock out radar installations—at its disposal for such a campaign.
China’s 1,100+ short-range ballistic missiles targeting Taiwan are
sufficiently accurate to pose a serious threat to a wide range of im-
mobile targets on the island, such as command and control facili-
ties, air defense nodes, air bases, naval bases, and political tar-
gets. 194 According to a 2009 RAND Corporation study, China’s ar-
senal is more than sufficient to seriously affect Taiwan’s defenses;
depending on missile accuracy, the PLA would only need between
90 and 240 short-range ballistic missiles to “cut every runway at
Taiwan’s half-dozen main fighter bases and destroy essentially all
of the aircraft parked on ramps in the open at those installa-
tions.” 195

Figure 2: PRC Missiles Targeting Taiwan

Name Type Quantity

DF 11 (CSS-7) | Short-range ballistic missile 700-750
DF-15 (CSS-6) | Short-range ballistic missile 350—-400

DH-10 Cruise missile 150-300
C-602 Cruise missile unknown
As-17 (Kh-31) Antiradiation cruise missile unknown
Harpy Antiradiation drone unknown

Source: Eric C. Anderson and Jeffrey G. Engstrom, Capabilities of
the Chinese People’s Liberation Army to Carry Out Military Action in
the Event of a Regional Military Conflict (McLean, VA: Science Appli-
cations International Corporation, May 2009), p. 37.

The PLA would likely conduct missile saturation attacks along
with land-attack cruise missiles and antiradiation attack drones.196
The PLA’s growing arsenal of land-attack cruise missiles (both
ground and air launched) would target immobile, hard-to-strike,
high-value assets and would pose a serious challenge to Taiwanese
defenders. Antiradiation attack drones, such as China’s Israeli-pro-
duced Harpy, would target hidden air defense radars. In the event
of a successful attack, these drones could severely weaken Taiwan’s
air defense capabilities. The PLA also could use domestically pro-
duced cruise missiles, such as the air-launched AS—17 antiradiation
cruise missile, to augment its Harpy drone attacks.197



241

Complicating matters for Taiwan are its limited missile defenses.
Currently, Taiwan’s missile defense arsenal has only 330 missiles,
consisting of the Patriot (PAC-2), Hawk, and Skybow/Tien Kung
surface-to-air missile batteries.198 In the event of a PLA missile
saturation attack, these limited amounts would be incapable of pro-
viding sustained protection and would likely be exhausted quick-
ly.199

Taipei does, however, have a limited missile counterattack capa-
bility. Taiwanese cruise missiles could be used to strike mainland
missile repositories, command and control facilities, and possibly
even air bases or ports. In addition, Taiwanese aircraft are capable
of attacking the mainland. However, the Taiwanese military is
likely to conserve these for air defense purposes instead.200

Taiwan’s 2009 Quadrennial Defense Review

In March 2009, Taiwan’s Ministry of National Defense re-
leased its first-ever Quadrennial Defense Review in order to “de-
scribe the prospects and reform directions of [Taiwan’s] Armed
Forces in the face of challenges in an evolving strategic environ-
ment.” Based on the central theme of “building a professional
armed force and maintaining peace in the Taiwan Strait,” the
Quadrennial Defense Review is broken into four chapters:

e Core Defense Challenges—focuses primarily on PRC challenges
to Taiwan’s international space, the growing cross-Strait
military imbalance, the influence of defense transformation,
and the necessity for defense reform.

o National Defense Strategic Guidance—focuses on describing
the “Hard ROC” [Republic of China] defense policy and how
Taiwan’s defense and military strategy conforms to this
policy.*

o Defense Transformation Planning—focuses on transforming
and modernizing Taiwan’s military, to include organization,
personnel, planning, command, and fiscal reforms. In addition,
this section discusses Taiwan’s goal of achieving an all-
volunteer force by 2014.

o Guidance for Joint Warfighting Capability Development—
focuses on the need to develop various capabilities required for
joint operations.201

Air Capabilities

After initial attacks, the PLA could be expected to launch a cam-
paign to seize air superiority.292 The success of seizing air superi-
ority is critical in determining the outcome of any large-scale use
of force against Taiwan.203 Over the years, Taiwan’s air capabili-

*According to the Taiwanese Ministry of Defense, the Hard ROC defense policy centers
around three aspects: ensuring the survivability of Taiwan’s warfighting capability and infra-
structure, making maximum use of joint operations to destroy the enemy at sea or in the air
(prior to landing on Taiwan), and improving defense mobilization activities. Ministry of National
Defense, Quadrennial Defense Review 2009 (Taipei: March, 2009), p. 65.



242

ties relative to China’s have begun to shrink.204 The table below
shows a comparison between current PLA and Taiwanese aircraft.

Figure 3: Total Taiwan and PLA Fighters and Airborne
Early Warning and Control (AEW&C) Aircraft *

Taiwan PLA

Name Type QTY Name Type QTY
Mirage 2000 | Fighter-Interceptor 57 | Su-30MKK Fighter-Multirole 127
F-16 A/B Fighter-Multirole 144 | Su-27SK/J-11B | Fighter-Multirole 132
F-CK-1 A/B | Fighter-Multirole 125 | J-10 Fighter-Multirole 80
F-5E Fighter-Multirole 50 | J-8 Fighter-Interceptor 390
E-2T AEW&C 6| J-7 Fighter-Multirole 579
Q-5 Fighter-Ground Attack 235

JH-TA Fighter-Ground Attack 70

KJ—2000 AEW&C 5

Y-8J AEW&C 2

Source: Eric C. Anderson and Jeffrey G. Engstrom,, Capabilities of the Chinese People’s Lib-
eration Army to Carry Out Military Action in the Event of a Regional Military Conflict (McLean,
VA: Science Applications International Corporation, May 2009), p. 41.

In recent years, the PLA has taken three steps to improve its air
capabilities. First, it is increasing the number of its advanced com-
bat aircraft through domestic production or foreign acquisition. For
example, the RAND Corporation projects that by 2013 there will be
a significant increase in the number of all of the PLA Air Force’s
advanced combat aircraft—already significantly larger than Tai-
wan’s.205 Second, the PLA is improving its older aircraft, such as
the J-8, by equipping them with updated avionics to enhance mis-
sile-launching capabilities.206 Third, Beijing is strengthening its
ability to coordinate air strikes by acquiring improved airborne
%e{arlg ;g$rning and control aircraft, such as the KJ-2000 and the

—8J.

In contrast to the growing size and quality of the PLA’s fighter
force, Taiwan has not substantially upgraded its fighter force in the
past decade and may not do so in the near future.208 Although Tai-
wan requested the sale of 66 F-16 C/D fighters from the United
States, these aircraft were not part of the Bush Administration’s
October 2008 notification to Congress of U.S. arms sales to Taiwan.
Although these fighters are still desired by Taiwan, it is unclear
whether the Obama Administration will agree to sell these, or
other, modern aircraft to Taiwan.209

Naval Capabilities

As discussed in chapter 2, section 2, of this Report, Beijing ex-
pects the PLA Navy to prevent Taiwan’s secession. The key focus
of this mission is to seize maritime superiority around Taiwan,
thus enabling an amphibious invasion or blockade of the island.210
According to the Science Applications International Corporation’s

*This table represents the total number of aircraft available for each military. It does not ac-
count for the number of aircraft that would be held in reserve due to other missions, such as
defending Beijing or providing border defense in other parts of China or held in reserve for later
use.
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report, China holds “nearly a 29:1 advantage in attack submarines,
a 7:1 advantage in destroyers, and an approximate 2:1 advantage
in frigates and fast [attack] craft.”211 Furthermore, if China did
achieve air superiority over the Strait, PLA air and surface attacks
would likely overwhelm Taiwan’s naval forces, rendering its anti-
submarine assets unusable.212 Although discussion of U.S. support
for a Taiwanese indigenous submarine program has occurred for
several years, a submarine design program was not included in the
2008 arms deal.213 The table below demonstrates the naval advan-
tage China currently enjoys over Taiwan.

Figure 4: Comparison of PLA and Taiwan Naval Surface and
Subsurface Fleets

Taiwan PLA
Name Type QTY Name Type QTY
Keelung Destroyer 4 | Luyang I, IT Destroyer 4
Luzhou Destroyer 2
Sovremenny Destroyer 4
Luhu Destroyer 2
Luda I, IT Destroyer 14
Luhai Destroyer 1
Cheng Kung Frigate 8 | Jiangkai I Frigate 3
Kang Ding Frigate 6 | Jianghu I-V Frigate 31
Knox Frigate 8 | Jiangwei I, II | Frigate 14
Hai Lung Attack Submarine 2 | Han Attack Submarine 4
Shang Attack Submarine
Yuan Attack Submarine 1
Song Attack Submarine 13
Kilo Attack Submarine 12
Ming Attack Submarine 19
Romeo Attack Submarine 7
N/A Fast Attack Craft 50 | N/A Fast Attack Craft 77

Source: Eric C. Anderson and Jeffrey G. Engstrom,, Capabilities of the Chinese People’s Lib-
eration Army to Carry Out Military Action in the Event of a Regional Military Conflict (McLean,
VA: Science Applications International Corporation, May 2009), p. 45.

Conclusions

e Since the May 2008 inauguration of President Ma Ying-jeou,
cross-Strait relations between China and Taiwan have improved
on some fronts. Although noticeable political and economic im-
provements in the relationship have occurred, these improve-
ments are not matched in the military arena. Instead, the PLA’s
capabilities continue to grow, increasing the military threat con-
fronting Taiwan.

e One area of improvement entails the resumption of semiregular,
high-level meetings between the two sides. In particular, the
cross-Strait dialogue between Taiwan’s Straits Exchange Foun-
dation and mainland China’s Association for Relations Across the
Taiwan Strait has occurred three times, with a fourth tentatively
scheduled for late in 2009.
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¢ As a result of improving cross-Strait relations, a growing number
of agreements have been signed between Taiwan and China since
May 2008. These agreements include the resumption of the
Three Direct Links, the signing of a financial cooperation agree-
ment, the commencement of cooperation on combating cross-
Strait crime, and the establishment of a food safety agreement.
In addition, there has been substantial progress toward the es-
tablishment of a free trade agreement.



SECTION 3: HONG KONG

«

. the United States-China Economic and Security Review
Commission ... shall investigate and report exclusively on—

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability. ...”

Introduction

The Chinese central government in Beijing has continued to ex-
pand its influence over the government and economy of Hong Kong,
despite formal denials of interference from Beijing and explicit
safeguards in the 1984 Sino-British Joint Declaration setting the
terﬁs of the handover of Hong Kong from British to Chinese con-
trol.

Beijing has moved decisively in several areas to exert increased
influence over the Hong Kong Special Administrative Region’s
(SAR) government. Beijing has been strengthening its official liai-
son office in Hong Kong, the Central Government Liaison Office,
even to the point of attempting to influence day-to-day affairs in
Hong Kong. The central government in Beijing took an active role
in limiting demonstrations in Hong Kong to mark the 20th anni-
versary of the Tiananmen Square massacre. The global financial
crisis and Beijing’s response have allowed the central government
increased leverage over Hong Kong’s much smaller economy, which
is dependent on financial and trade ties to the mainland.

Beijing’s Growing Political Influence over Hong Kong

A frequent theme during the Commission’s May 2009 meetings
in Hong Kong was the concern expressed by some residents and of-

*In 1992, Congress passed the United States-Hong Kong Policy Act, in which the United
States agreed to treat Hong Kong as an entity separate from mainland China as long as its
political, economic, and trade systems remain autonomous. The act required the secretary of
State to submit an annual report to Congress on the conditions of Hong Kong through the year
2000, and it was amended to extend the reporting requirement through 2006. Since 2007, no
reporting requirement has been reestablished. United States-Hong Kong Policy Act, 102nd
Cong., 2nd sess., 1992, Pub. L. 102-383, 106 Stat. 1448. htip://hongkong.usconsulate.gov/
ushk pa 1992.html.

(245)
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ficials that the government in Beijing has been deliberately and
steadily encroaching upon the autonomy of Hong Kong’s govern-
ment. In particular, meeting participants said that the Chinese
central government has been strengthening the Central Govern-
ment Liaison Office in order to increase Beijing’s oversight over the
Hong Kong government. A 2008 article in a newspaper affiliated
with the Chinese Communist Party’s (CCP) Central Party School
was frequently cited. This article stated that Beijing has the right
to exert its influence over the Hong Kong SAR government in cer-
tain key areas.214 This line of reasoning appears to contravene arti-
cle 22 of Hong Kong’s Basic Law, as explained later in this section.

Prodemocracy Hong Kong Legislative Council delegates ex-
pressed concern at a May 10, 2009, meeting with the Commission
about the growing influence of the Central Government Liaison Of-
fice in Hong Kong’s domestic affairs. According to the delegates
present, the liaison office was taking on a more active role in the
daily affairs of Hong Kong. Some complained that the office was or-
chestrating elections within the Hong Kong government, in part by
requiring the office to review and approve all potential candidates,
effectively operating as a “second government” in Hong Kong.215
U.S. consulate staff also noted that the Central Government Liai-
son Office was “taking a more active role in Hong Kong civil af-
fairs.” Consulate staff viewed the growing strength of the office as
something that should be closely monitored, especially given that
the U.S. consulate had yet to make contact successfully with the
liaison office by the time of the Commission’s trip, despite repeated
U.S. attempts.216

According to the Central Government Liaison Office’s Web site,
as Beijing’s representative office in Hong Kong, the office’s official
functions are the following:

1. “Integrate the Ministry of Foreign Affairs’ Special Delegation
Office in Hong Kong and the Hong Kong detachment of the
Chinese People’s Liberation Army.

2. Integrate and help the mainland’s relevant departments to
manage Chinese investment organizations.

3. Promote economic, educational, science and technology, cul-
tural, and athletic exchanges and cooperation between Hong
Kong and the mainland. Integrate with Hong Kong people
from all levels of society, and advance the exchanges between
the mainland and Hong Kong. Report on the Hong Kong resi-
dents’ views toward the mainland.

4. Handle relevant issues that touch upon Taiwan.

5. Undertake other matters handed over from the central gov-
ernment.” 217

The Central Government Liaison Office’s membership guarantees
its loyalty to Beijing. For China’s leaders, it is particularly impor-
tant to have “loyalists” upon whom it can consistently rely to carry
out Beijing’s will.218 Currently, the liaison office’s senior leadership
consists entirely of individuals who have previously held trusted
positions within CCP organizations. For example, the current direc-
tor of the liaison office, Peng Qinghua, was once secretary of the
CCP’s Central Organization Department, director of the Party
Building Research Institute, and editor of the CCP journal, Party
Building Research.?19 Li Gang, a deputy director of the Central
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Government Liaison Office, was previously a deputy director of the
CCP’s Office of Foreign Propaganda.220

In essence, this concern revolves around the interpretation of ar-
ticle 22 of the Basic Law, Hong Kong’s de facto constitution. Ac-
cording to article 22, Beijing is not allowed to interfere in the Hong
Kong government’s local affairs.221 However, the previously cited
2008 CCP newspaper article argued that Beijing does indeed have
the right to exert its influence over Hong Kong on certain issues.
The author, Cao Erbao, currently the director of the Central Gov-
ernment Liaison Office’s Research Department, wrote that after
Hong Kong reverted back to Chinese control on July 1, 1997, it
went from being ruled by one entity to being ruled by two: the
Hong Kong government and “a team of Central and Mainland au-
thorities carrying out Hong Kong work.” Mr. Cao stated that Bei-
jing has responsibility for issues related to China’s sovereignty and
Beijing-Hong Kong relations, while the Hong Kong SAR govern-
ment is responsible for internal issues.?22 Furthermore, Mr. Cao
wrote that the central government representatives

exercise constitutional powers to govern the Special Admin-
istrative Region (including handling relationships between
central and mainland authorities, and the Hong Kong Spe-
cial Administrative Region, in accordance with our consti-
tution and the Basic Law of the Hong Kong Special Admin-
istrative Region, without interfering in affairs within the
scope of Special Administrative Region self-government.223

Most importantly, Mr. Cao also wrote that the relationship be-
tween the central authorities and the Hong Kong SAR government
is one of “authorizer and authorized,” respectively.224 According to
Ching Cheong, a senior writer at the Singapore-based newspaper
The Straits Times, Mr. Cao’s article demonstrated that Beijing is
taking “a very liberal interpretation” of the Basic Law. Further-
more, if Mr. Cao’s views were to be implemented, it would result
in “a very serious change to the Basic Law.” 225

Article 22 of Hong Kong’s Basic Law

No department of the Central People’s Government and no
province, autonomous region, or municipality directly under the
Central Government may interfere in the affairs which the Hong
Kong Special Administrative Region administers on its own in
accordance with this Law.

If there is a need for departments of the Central Government,
or for provinces, autonomous regions, or municipalities directly
under the Central Government to set up offices in the Hong
Kong Special Administrative Region, they must obtain the con-
sent of the government of the Region and the approval of the
Central People’s Government.

All offices set up in the Hong Kong Special Administrative Re-
gion by departments of the Central Government, or by provinces,
autonomous regions, or municipalities directly under the Central
Government and the personnel of these offices shall abide by the
laws of the Region.
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Article 22 of Hong Kong’s Basic Law—Continued

For entry into the Hong Kong Special Administrative Region,
people from other parts of China must apply for approval.
Among them, the number of persons who enter the Region for
the purpose of settlement shall be determined by the competent
authorities of the Central People’s Government after consulting
the government of the Region.

The Hong Kong Special Administrative Region may establish
an office in Beijing.226

One example of Beijing exerting its influence over Hong Kong
was the Hong Kong SAR decision to deny visas for people seeking
to enter Hong Kong to attend demonstrations commemorating the
20th anniversary of the Tiananmen Square massacre. According to
news reports, several individuals—mostly participants in the origi-
nal Tiananmen protest in 1989—were alternately denied visas or
entry to Hong Kong. Tiananmen-era dissidents Xiang Xiaoji (a U.S.
citizen) and Yang Jianli (a U.S. permanent resident) were denied
entry to Hong Kong, while Wang Dan and Wang Juntao, both ex-
iled Chinese citizens residing in the United States, were denied
entry visas.22? In addition to former Tiananmen protesters, Jens
Galschiot, a Danish artist who created a sculpture depicting vic-
tims from the Tiananmen massacre, was also denied entry to Hong
Kong.228

Transshipment of Controlled Technology of China, and the
Particular Problem of Hong Kong

The transshipment of controlled technology through false end-
users in other countries or regions is a significant means of illegal
technology transfer from the United States to other nations.229 Ex-
pert testimony presented to the Commission this year indicated a
problem with Hong Kong serving as a way station for illegal dual-
use technology exports into the People’s Republic of China (PRC).
Under U.S. law, the Hong Kong Special Administrative Region and
the PRC are treated as separate customs entities for purposes of
export control. Hong Kong is treated more liberally as an export
destination than is the PRC, and some items subject to the U.S.
government’s Export Administration regulations that require an
export license for exports to the PRC do not require such a license
for exports to Hong Kong.230

There are instances in which this dual system has made Hong
Kong an export destination for those wishing to do an end-run
around U.S. export control regulations, notwithstanding strict
Hong Kong regulations.231 As James Mulvenon, an expert on the
Chinese military-industrial complex, testified to the Commission:

Hong Kong ... was established as a separate customs entity
during the handover [from Britain to Chinal for very ...
noble and pure reasons, but [it] has now become a very
troubling transshipment point for Chinese economic espio-
nage. ... I would submit that it is a significant problem ...
[and] a large percentage of the export control cases that I
have seen have involved Hong Kong transshipment.232
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This may present a particular problem in light of the long history
of Hong Kong as a center for PRC intelligence operations.233 Fur-
thermore, well-connected relatives of high-level CCP cadres, known

s “princelings,” within the People’s Liberation Army (PLA) hier-
archy also have a long record of involvement with enterprises in
Hong Kong,234 including the alleged placement of agents in compa-
nies such as the Everbright Group and China Resources Holding
Company.235 However, the proliferation of “entrepreneurial espio-
nage” carried out by private actors on behalf of the PRC means
that virtually any firm willing to profit from service as a middle-
man could potentially act as a legally and geographically conven-
ient transshipment point for controlled technology headed to an un-
authorized end-user in the PRC. (For further discussion of “entre-
preneurial espionage” and illicit technology transfers conducted on
behalf of the PRC, see chap. 2, sec. 3 of this Report, “China’s
Human Espionage Activities that Target the United States, and
the Resulting Impacts on U.S. National Security.”) The ease of
transshipment from addresses in Hong Kong to the PRC represents
a significant and exploitable weakness in U.S. export control policy
related to China.

Impact of the Global Economic Crisis, and Hong Kong’s
Growing Dependence on Mainland China

Hong Kong’s economic success stems from its reliance on the rule
of law, its open markets, its banking system, and from being one
of the world’s biggest ports and the financial gateway to Asia and
mainland China in particular.* China is Hong Kong’s biggest and
most important trading partner, with bilateral trade in 2008
amounting to HK$2.7 trillion ($359 billion).236 So it is little sur-
prise that the global financial crisis, which has depressed demand
for Chinese exports shipped through Hong Kong, triggered Hong
Kong’s biggest contraction since the Asian financial crisis in 1997.
The year-on-year decline in Hong Kong’s gross domestic product
(GDP) narrowed from 7.8 percent in the first quarter to 3.8 percent
in the second quarter.23”7 Hong Kong’s exports slid by the largest
amount since 1954, dropping 13.9 percent in August 2009 over the
year earlier, after shrinking 19.9 percent in July 2009 year-on-
year.238 The unemployment rate, which has been rising steadily
since September 2008, climbed to 5.4 percent in August 2009.239
Due in part to improved export performance and to the pickup in
economic activity in China, in the second quarter of the year Hong
Kong’s economy actually grew by a seasonally adjusted 3.3 percent,
suggesting that the recession may be over in Hong Kong.240 This
was the first positive growth in Hong Kong’s economy, following
four consecutive quarters of decline.241

Costs for shipping goods have fallen in the past year, partly be-
cause retailers are paring orders due to weak consumer spending.
Container lines have parked ships and delayed deliveries of new

*Since 1983, the Hong Kong dollar has been pegged to the U.S. dollar at a rate of $1 to 7.8
Hong Kong dollars, and since 2005 the Hong Kong dollar has been allowed to trade up to five
cents on either side of that level. The fixed exchange rate against the dollar has conferred sev-
eral advantages on Hong Kong, including the ability to withstand speculative attacks (as was
the case during the Asian financial crisis) and the indirect subsidization of its exports through
undervaluation.
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vessels to curb excess capacity. Shipping lines are also trying to
delay deliveries of new vessels to ease a capacity glut.242 Investors
hope, however, that a revival of the Chinese economy may help
Hong Kong recover as well. Despite the downturn, K.C. Chan,
Hong Kong secretary for Financial Services and the Treasury, told
the Commission during its 2009 trip to Hong Kong that Hong
Kong’s banking system is very healthy and less leveraged, unlike
that in the West, so there is much less worry over the financial cri-
sis, despite short-term volatility in the stock market.

To help increase its exports, Hong Kong has rolled out HK$87.6
billion ($11.2 billion) of stimulus measures, including increased
transportation infrastructure spending and various tax cuts.243
Hong Kong’s economic distress also has provided an opportunity for
the central government in Beijing to come to the rescue and, in
doing so, to forge closer economic and political ties. In a December
2008 meeting with Hong Kong’s Chief Executive Donald Tsang,
Premier Wen Jiabao promised that Beijing would implement 14
measures to help Hong Kong deal with the financial crisis.244
These include

e Strengthening cooperation on financial affairs between the
mainland and Hong Kong, including allowing companies to set-
tle trade in renminbi (RMB) with Hong Kong. The People’s
Bank of China and the Hong Kong monetary authority entered
into a currency swap agreement with the Hong Kong Monetary
Authority on January 20, 2009, providing liquidity support of
up to HK$227 billion or 200 billion RMB ($29 billion).245

e Launching measures to help small- and medium-sized enter-
prises, including increasing tax rebates on exports and assist-
ing trade and providing guarantees to help small- and me-
dium-sized enterprises get capital.

e Expanding the individual travelers’ program, allowing main-
landers living in Shenzhen to apply for 12-month, multientry
visas to travel to Hong Kong.246

¢ Opening up the mainland’s service industry to Hong Kong com-
panies.

e Speeding up infrastructure projects, such as the Hong Kong-
Zhuhai-Macao Bridge, and ensuring a stable supply of food,
water, electricity, and natural gas.

e Strengthening economic cooperation between Hong Kong and
the Pearl River Delta region.

¢ Encouraging Hong Kong firms to participate in the construc-
tion of the Shenzhen railway.

The initial plan for individual travelers’ program would have ex-
tended it to some eight million other mainlanders living in
Shenzhen although not registered in Guangdong Province, but Bei-
jing suspended the project in May 2009 without any definitive
timetable for implementation.24?” Hong Kong Secretary for Com-
merce and Economic Development Rita Lau Ng Wai-lan said she
anticipates that the new multientry visas would significantly in-
crease tourism, which would benefit the hospitality, retail, and en-
tertainment sectors battered by the economic crisis and assuage
fears relating to the HIN1 (“swine flu”) influenza.248
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On May 9, 2009, Hong Kong and mainland China also signed a
sixth round of the Closer Economic Partnership Agreement, origi-
nally launched in 2003 in the midst of the SARS epidemic.24°
Under the new supplement, which came into effect on October 1,
2009, qualified mainland securities firms will be able to set up sub-
sidiaries in Hong Kong upon approval by regulatory authorities,
while Hong Kong banks will be able to open branches in Guang-
dong more easily. Also, securities firms in the mainland and Hong
Kong will be allowed to set up joint-venture advisory companies in
Guangdong.250 In addition, China eliminated import tariffs on 28
goods from Hong Kong, including food, medicine, and textiles,
starting July 1, 2009.251 The Closer Economic Partnership Agree-
ment also eased visa rules, allowing mainland tourist groups to
visit Taiwan and Hong Kong using a single visa.252

The introduction of the pilot program on April 8, 2009, to use
RMB to settle cross-border trade with Hong Kong is a particularly
important step. Following calls by the People’s Bank of China to re-
place the U.S. dollar as the global reserve currency, China has
been promoting greater use of the RMB in international trade, in-
cluding 650 billion RMB ($95 billion) in swap agreements with
Hong Kong, Argentina, Indonesia, South Korea, Malaysia, and
Belarus (see chap. 1, sec. 1, for more details).253 The new cross-bor-
der trade program with Hong Kong, however, will be a first true
test for the use of the RMB outside of mainland China. The pro-
gram would allow Shanghai and four cities in the Pearl River
Delta—Shenzhen, Guanzhou, Zhuhai, and Dongguan—to settle
international trade in RMB. The Bank of China, China’s largest
foreign exchange bank, announced on July 6, 2009, that it had
transacted the first cross-border RMB trade settlement deal.254
Hong Kong Chief Executive Donald Tsang said the program will
further the city’s bid to become a regional RMB clearing center and
help shield companies doing business with the mainland from
exchange-rate risk.355

During the Commission’s May trip to China and Hong Kong,
Hong Kong democratic activists expressed concern that China
plans to marginalize and eventually absorb Hong Kong. According
to the activists, following the July 1, 2003, protests to oppose the
antisubversion Hong Kong Basic Law article 23, the Chinese gov-
ernment started using its vast financial resources to penetrate
Hong Kong’s political and economic establishment. Hong Kong’s
growing economic dependence on the mainland is seen by some as
a weakness, making Hong Kong’s political development subject to
China’s financial clout.

At the same time, China is trying to reduce its dependency on
Hong Kong by developing Shanghai into a major global financial
center and shipping hub by 2020.256 For many years, Hong Kong
has profited from its status as the gateway to trade and investment
in mainland China as well as from its rule of law, open business
environment, taxation policy, and more rigorous regulatory regime.
As China positions Shanghai as a major financial center, the var-
ious pilot programs that the central government is running in the
Pearl River Delta are challenging Hong Kong’s role. Hong Kong’s
competitive edge is its independence, financial freedom, and rule of
law. This transition will be a gradual process, however, because the
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RMB is still not convertible, and China’s institutions and the rule
of law do not provide the protection of Hong Kong’s. If the RMB
were to become convertible, Shanghai would have a much broader
appeal, especially for companies trying to get access to RMB busi-
ness, leading to a possible flight of capital and a relocation of busi-
ness from Hong Kong to the mainland.

Politicians on both the mainland and in Hong Kong have consist-
ently played down the rivalry between Hong Kong and Shanghai,
underscoring their complementary natures.25” Hong Kong has
international standing, while Shanghai has advantages in China’s
domestic markets, including the large number of state-owned en-
terprises that are listed on Shanghai’s stock exchange.

Speaking about Hong Kong’s economic cooperation with the cen-
tral government during the Commission’s trip to China, Secretary
K.C. Chan stressed that Hong Kong is very independent and sets
its own economic policy. Secretary Chan said that there is a very
clear understanding, however, that future economic growth in the
region will depend on China. According to Mr. Chan, Hong Kong
does its own lobbying in Beijing, but Hong Kong’s access to the cen-
tral government is not as good as that of the mainland provinces,
such as Guangdong Province.

Media Control in Hong Kong

There are signs of “creeping repression” for journalists in Hong
Kong. Journalists from Hong Kong have expressed concerns that
China’s increasing economic influence in their territories could un-
dermine local press freedom.258 For example, Hong Kong-based re-
porter Daisy Chu was fired from her position at the Hong Kong
edition of Esquire magazine when she reported on her blog that the
magazine’s editors withdrew her story on the 20th anniversary of
the Tiananmen massacre.25? Journalists from Hong Kong are now
required to obtain a press pass from the central government and
the consent of interviewees in order to travel to the mainland to
report.260 When reporting in the mainland, Hong Kong journalists’
operations have been subject to a disproportionate amount of vio-
lence and harassment.261 For example, on September 4, 2009, three
reporters from Hong Kong were “kicked, punched, shoved to the
ground, handcuffed by police and detained for about three hours”
as they were trying to escape tear gas fired to disperse crowds in
Urumgqi.262

On February 25, 2009, Macao’s legislative assembly enacted a
national security law that included the same vaguely worded “state
secrets” provisions that are used on the mainland to intimidate, de-
tain, and punish dissidents.263 This is significant for Hong Kong as
well, because the government of Hong Kong tried to introduce simi-
lar legislation in 2003 but backed down in the face of strong public
opposition.264 Now, concerns are mounting that this move could
pressure Hong Kong authorities to follow and that Macao’s legisla-
tion could act as a template.265 According to the Hong Kong Jour-
nalists Association, “Media freedoms remain largely intact [but] the
scope for expressing dissenting views—in particular on subjects
that are sensitive to Beijing—is narrowing.” 266
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Conclusions

The influence of China’s central government in Hong Kong is in-
creasing, including in the political and economic spheres.

As a very export-dependent economy, Hong Kong has been se-
verely impacted by the current economic crisis, both in its own
right and as result of a fall in demand for Chinese exports.

Beijing has been very active in offering economic support to Hong
Kong, but democratic activists are worried about Hong Kong’s
growing economic dependence on the mainland, which they see
as undermining Hong Kong’s autonomy and international com-
petitive edge.

Beijing appears to be increasing its influence over the Hong
Kong SAR government by strengthening the position of its offi-
cial representative organization, the Central Government Liaison
Office, and promoting pro-Beijing political parties within the
Hong Kong Legislative Committee.

A crucial component of Beijing’s strategy of reining in Hong Kong
appears to be its policy of chipping away incrementally at the
legal support for Hong Kong’s autonomy in domestic affairs. Evi-
dence exists that Beijing already may be interfering in Hong
Kong’s domestic issues.

Due to its geographic convenience as a transshipment point, as
well as the long-standing presence of Chinese government-affili-
ated intelligence and commercial interests, Hong Kong could
emerge as a significant transshipment point for transfers of ex-
port-controlled technologies into China in violation of U.S. law.



RECOMMENDATIONS

China in Afghanistan, Pakistan, and Central Asia

The Commission recommends that Congress encourage the ad-
ministration to continue to work with China to utilize its influ-
ence with Islamabad to bolster Pakistan’s stability and prevent
the Taliban from gaining control of the region.

The Commission recommends that Congress encourage the ad-
ministration to examine carefully development programs and in-
vestment opportunities in Afghanistan and work with U.S. pri-
vate businesses interested in investing there to ensure that they
are able to compete effectively with Chinese state-owned compa-
nies.

Taiwan

The Commission recommends that Congress urge the adminis-
tration to support recent improvements in the cross-Strait rela-
tionship.

The Commission recommends that Congress urge the adminis-
tration to take additional steps to encourage the People’s Repub-
lic of China (PRC) to demonstrate the sincerity of its desire for
improved cross-Strait relations by drawing down the number of
forces, including missiles, opposite Taiwan.

The Commission recommends that Congress encourage the ad-
ministration to identify opportunities to strengthen bilateral eco-
nomic relations between the United States and Taiwan.

The Commission recommends that Congress encourage the ad-
ministration to continue to work with Taiwan to modernize its
armed forces, with particular emphasis on its air defense needs.

Hong Kong

The Commission recommends that Members of Congress, when
visiting mainland China, also visit Hong Kong and that Congress
encourage senior administration officials, including the secretary
of State, to make visits to Hong Kong part of their travel. The
Commission also recommends that Members of Congress seek
dialogue with members of the Legislative Council of Hong Kong.

The Commission recommends that Congress encourage its Mem-
bers to raise the issue of preserving Hong Kong’s special status
when meeting with members of China’s National People’s Con-
gress.

(254)
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¢ The Commission recommends that Congress reenact the United
States-Hong Kong Policy Act of 1992, which expired in 2007.

e The Commission recommends that Congress examine and assess
the adequacy of U.S. export control policy for dual-use technology
as it relates to the treatment of Hong Kong and the PRC as sepa-
rate customs entities. The Commission further recommends that
Congress urge the administration to consider ways to collaborate
more closely with the authorities in Hong Kong in order to pre-
vent the transshipment of controlled technologies from Hong
Kong into the PRC.
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CHAPTER 4:

CHINA’S MEDIA AND
INFORMATION CONTROLS—
THE IMPACT IN CHINA AND

THE UNITED STATES

SECTION 1: FREEDOM OF
EXPRESSION IN CHINA

“The Commission shall investigate and report exclusively on—

“FREEDOM OF EXPRESSION—The implications of restrictions
on speech and access to information in the People’s Republic of
China for its relations with the United States in the areas of
economic and security policy. ...”

Introduction

In the run-up to the 2008 Beijing Olympic Games, both inter-
national pressure and a concern for China’s image prompted the
Chinese government to announce a set of reforms that relaxed
some restrictions for foreign journalists. Some journalists and civil
society organizations have asserted that these reforms amounted
only to the illusion of media liberalization, ! as the Chinese govern-
ment has employed new techniques for controlling or “guiding”
flows of publicly available information. And when propaganda au-
thorities and Chinese government officials deem an issue to be
“sensitive,” 2 the reforms are substantively ignored.

Although the Internet has provided a venue for discussion of sen-
sitive issues, the Chinese government maintains the world’s most
sophisticated system for controlling Web content. Recently, in-
creased government concerns about the Internet’s potential to en-
able mass protests, or to embarrass government officials through
revelations of malfeasance, have prompted the government to em-
ploy controversial new methods for Internet control. These methods
have included the introduction of the “Green Dam Youth Escort”
filtering software in May 2009. The reversal of the government’s
original decision to mandate the installment of this software re-
veals that the government’s media policies may, to a limited de-
gree, be affected by public opinion.

Public health emergencies that became international problems as
a result of China’s media and information control practices illus-
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trate how such policies may have a direct and detrimental impact
on U.S.-China relations. Finally, the involvement of U.S. companies
in Chinese Internet censorship has been an issue of concern and
controversy in the United States during the past several years, and
legislative initiatives and a voluntary industry code of ethics have
both been proposed to address this situation. This section will dis-
cuss the means that China uses to restrict foreign and Chinese
journalists, the controls that China places on promulgating “sen-
sitive” news stories, the Internet’s challenges to these restrictions
and controls, China’s system for managing the use of the Internet,
and the role of U.S. companies in handling China’s information
control efforts.

The Impact of Recent Media Reforms on Reporting Condi-
tions for International Journalists in China

In January 2007, amid increased international scrutiny and pres-
sure for greater media freedom in the run-up to the 2008 Summer
Olympic Games in Beijing, the Chinese Ministry of Foreign Affairs
announced a series of media reforms.3 These reforms, which were
initially intended to be temporary, lifted restrictions on the ability
of foreign journalists to travel throughout China and to interview
Chinese citizens without official permission. After the conclusion
of the Olympic Games, there was a period of uncertainty as to
whether these policies would continue; however, during a hastily
organized press conference convened 15 minutes before the regula-
tions originally were set to expire at midnight on October 17, 2008,
the Chinese Ministry of Foreign Affairs announced that the re-
forms would be made permanent.?

These reforms have resulted in modest improvements in the re-
porting climate for foreign journalists in China, but the Chinese
government’s selective implementation of these policies and use of
alternative means for impeding the work of foreign journalists have
significantly reduced their potential benefits.® Phelim Kine, Asia
research associate at Human Rights Watch, testified that “the Chi-
nese government is giving something on paper with regards to a
new freedom while undermining the ability of journalists to really
be able to take advantage of those freedoms.””

For example, the central government has restricted journalists’
travel to certain regions in an attempt to reduce coverage of spe-
cific “sensitive” issues.8 In fact, a Foreign Correspondents’ Club of
China’s survey of 57 of its members revealed 100 instances of jour-
nalists restricted from entering public places in the year following
the 2008 Summer Olympic Games in Beijing.?® This was the case
in the lead-up to the one-year anniversary of the May 12, 2008,
earthquake in Sichuan Province, when numerous journalists re-
ported that they were detained, harassed, and intimidated as they
attempted to report from the earthquake zone.10

More recently, in August 2009, provincial officials from Shaanxi
Province harassed and turned away a BBC correspondent, stating
that “the central government has its rules, and we have ours.” 11
Officials at some levels of the Chinese government have simply ig-
nored the January 2007 media reforms when they could be politi-
cally damaging.
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Assaults against foreign journalists remain a problem. For exam-
ple, on September 18, 2009, authorities stormed the Beijing hotel
room of three correspondents from Japan’s Kyodo News Agency
who were covering a rehearsal for the October 1 National Day Pa-
rade, attacked the reporters, and damaged their equipment.12
Other foreign journalists have reported experiencing a less violent
form of harassment from Chinese officials.!3 For example, on the
20th anniversary of the June 4, 1989, Tiananmen Square mas-
sacre, plainclothes police used umbrellas to obstruct the cameras of
foreign reporters from CNN, BBC, and Agence France-Presse re-
porting from Tiananmen Square.l* Although this type of harass-
ment is not as physically threatening to the journalist, it has been
a successful means of impeding effective reporting.15

Pressure on Chinese News Assistants and Interviewees

The Chinese government has undermined journalists’ ability to
report by pressuring and influencing the Chinese news assistants
and sources who contribute to foreign journalists’ work on sensitive
issues.1® On February 13, 2009, the Chinese government issued a
code of conduct for foreign correspondents’ Chinese news assistants
that forbids the news assistants and translators from engaging in
“independent reporting” and obliges them to spread “positive infor-
mation.” 17 One Chinese news assistant told Human Rights Watch,
“I won’t do stories about forced evictions anymore because there is
a chance that there will be thugs there and I will be beaten. I will
be the Chinese guy [with a foreign reporter], so I'll be a target.” 18
Authorities often directly contact Chinese news assistants and
translators to warn them not to publicize news before it appears in
state media.1? Phelim Kine of Human Rights Watch said, “That in-
tensified pressure appears designed to maintain a veneer of free-
dom for foreign journalists while seriously undermining their ca-
pacity to report effectively.” 20

Foreign journalists are finding that Chinese citizens may be less
willing to cooperate than in the past. According to Madeline Earp,
Asia research associate at the Committee to Protect Journalists,
there is a rising sense of antiwestern nationalism and a widely
shared perception—reinforced by messages in the People’s Republic
of China’s (PRC) media—that foreign journalists have an “anti-
China” bias. This perception has prompted many Chinese citizens
to greet foreign journalists with suspicion or hostility.21 In some in-
stances, Chinese citizens may abstain from participating in inter-
views because they fear punitive action by the Chinese govern-
ment, particularly when “sensitive” issues are involved. For exam-
ple, the Christian Science Monitor has reported that Uighurs in
Urumgqi are “too terrified of the government to say anything” to for-
eign journalists about the riots that occurred there in July 2009.22
Thus, while promises to permit foreign journalists greater latitude
in conducting interviews with ordinary citizens may sound like a
significant advance in press freedoms, the absence of an environ-
ment in which citizens are willing to speak openly to journalists
has limited the potential improvements in the actual quality of in-
formation available about social conditions in China.
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The Environment for Chinese Journalists

Tight Restrictions Remain on the Chinese Media

The Chinese government’s promises of greater press freedom did
not extend to China’s own journalists, and China maintains one of
the world’s most controlled media systems. According to 2009
rankings of press freedom compiled by Freedom House, China
ranks 181 out of 195 countries evaluated.23 Furthermore, according
to the Committee to Protect Journalists, China’s 28 reporters jailed
as of December 1, 2008, represent the largest number for any sin-
gle country.24

The Chinese Communist Party’s (CCP) Central
Propaganda Department

The Chinese Communist Party’s propaganda and information
control efforts are aimed at minimizing the public’s exposure to
information deemed harmful to the ruling position of the CCP
and proactively engaging the public with positive propaganda in
order to “guide” public opinion.25 The principal organization
managing this endeavor is the Chinese Communist Party’s Cen-
tral Propaganda Department (hereafter “Propaganda Depart-
ment”), a secretive organization that maintains a presence at the
national, provincial, and local levels of China’s government and
media institutions.26

The Propaganda Department wields power through its guiding
role in promulgating the overall ideological direction of Com-
munist Party institutions; in establishing authority over per-
sonnel appointments; in having the ability to suppress informa-
tion and establish official narratives through directives to media
officials; and in its power to allocate and terminate licenses and
contracts for media outlets.2?” Propaganda officials use these
channels of influence to communicate the latest CCP policies; up-
date news agencies with the “correct” vocabulary and termi-
nology to use with regard to certain issues; inform editors about
which stories to promote and which to avoid; and guide news
agencies’ coverage of sensitive issues and crises.28 Reporters and
editors who stray too far from the norms established by the
Propaganda Department do so at the risk of being demoted,
fired, or imprisoned.2?

The reporting climate in China is especially hazardous for jour-
nalists who report on “sensitive” political issues or investigate alle-
gations of corruption at the local level.30 Several Chinese journal-
ists reported that their cars were smashed by people using iron
bars and hammers while the journalists were attempting to report
on the July 2009 riots in Xinjiang.3? On September 1, 2009,
Guangzhou Daily reported that a reporter was thrown to the
ground and beaten for 10 minutes by security guards when he at-
tempted to take photos of a crime scene in Guangdong, the prov-
ince’s third attack on the press in two months.32 Chinese investiga-
tive reporters who seek to expose official corruption face “a climate
of impunity for local officials who attack journalists.” 33
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Limited Improvements in Chinese Media Freedom

While the overall picture for press freedom in China is not good,
certain areas have improved, partly as a result of the commer-
cialization of China’s media sector over the past several decades.
Editors’ selection of stories on the basis of what will sell has re-
sulted in an increased number of reports about topics that appeal
to their target audiences.3* Media commercialization also has led
to a “new ethos of professionalism” among Chinese journalists, and
publications such as the Southern Metropolitan News, Southern
Weekend, and Caijing magazine have encouraged reporters to test
the boundaries of the central government.35

Judy Polumbaum, professor of communications at the University
of Towa, testified to the Commission that this new professionalism
has increased the extent and quality of investigative reporting on
social problems such as corruption. She also noted that the foreign
press now closely watches Chinese media for important stories,
stating that much of the “best foreign reporting [now] hinges on the
best domestic Chinese reporting.”3¢ Several investigative stories
have had a major impact in China, such as the reports about the
poor construction of school buildings in Sichuan Province that con-
tributed to the deaths of scores of children during the 2008 earth-
quake.37 However, the subsequent clampdown on reporting about
the school construction problem 38 has demonstrated the Chinese
government’s willingness and capability to monopolize discussion
on sensitive issues or to silence discussion of certain topics entirely
when it feels that they pose a threat to Communist Party rule.

“State Secrets” in China

The Chinese government has employed vaguely defined state
secrets laws to detain and imprison dissident journalists and ac-
tivists.39 The definition of a “state secret” is both ambiguous and
highly elastic. State secrets can include common economic and
sociological data, such as the numbers of workers laid off from
state enterprises, or statistics regarding prisoners in “reeduca-
tion through labor” facilities. “State secrets” can also encompass
arbitrary and retroactive classification of nearly anything that
portrays the government in a negative light.40 Evidence in state
secrets cases can be treated as classified information, the pro-
ceedings are held behind closed doors, and journalists can be de-
tained for extended pretrial periods.4! A revised draft state se-
crets law was unveiled in July 2009 by China’s National People’s
Congress, but the new law would do little to clarify the vague
and expansive definitions of what may be classified as a “state
secret.” 42 Instead, the new law focuses on “strengthening rules
for protecting secrets and supervising their use within govern-
ment institutions ... there is no attempt to narrow the expansive
scope of state secrets.” The revised law still allows for “classifica-
tion of information that if leaked would negatively impact one of
several vague national interests, such as ethnic unity and social
stability ... [Chinese courts have also endorsed] prosecutions
where the accused ‘should have known’ that an unlabelled docu-
ment sent abroad would have an impact on state interests.” 43




274

“State Secrets” in China—Continued

The arbitrary and politicized invocation of “state secrets” was
observable in the June 2009 arrests in Gansu Province of anti-
nuclear campaigner Sun Xiaodi and his daughter, who were de-
tained on charges of “divulging state secrets abroad” for publi-
cizing information about radioactive contamination at a uranium
mine. Mr. Sun and his daughter were both sentenced to “reedu-
cation through labor” at a prison camp.44

The arbitrary and politicized handling of “state secrets” may
also affect the business world, as seen in the July 2009 arrests
in Shanghai of Stern Hu, a senior representative of the Aus-
tralian mining company Rio Tinto and a naturalized Australian
citizen of Chinese origin, and three local Chinese employees of
Rio Tinto. Chinese officials initially stated that the Rio Tinto em-
ployees had “stolen state secrets which [have] greatly damaged
China’s economic security.” 45 Chinese press outlets subsequently
claimed that Rio Tinto company computers were found to contain
information regarding the status of individual steel mills in
China, such as production schedules, projected sales and pur-
chases, and raw material stocks.4¢ Amid international criticism,
the Chinese government backed away from initial indications
that the Rio Tinto employees would be charged with espionage
and violation of China’s vaguely defined “state secrets” law. The
Chinese government charged the four on August 11 with com-
mercial bribery and trade secrets infringement.4? As of the writ-
ing of this Report, the case has yet to be adjudicated.

Control of Information Regarding “Sensitive” News Stories
in China

Economic Propaganda in China

The Chinese government considers the economy to be an ex-
tremely sensitive issue, because the Communist Party bases much
of its legitimacy on the ability to maintain robust levels of economic
growth. The central government uses official media outlets to prop-
agate narratives of national macrolevel economic success as well as
to present stories of common citizens who have benefited greatly
from economic reform. Such examples include profiles of workers
laid off from state-owned enterprises who subsequently found good-
paying jobs in other fields of work.4® State-owned media outlets
proactively report and publish in support of government positions
and seek to refute any criticism of the government’s economic poli-
cies.4? The official media also actively promotes the government’s
official economic statistics on matters such as unemployment lev-
els, retail sales, and gross domestic product (GDP) growth, even
though journalists are restricted from investigating the reliability
of such information.5°

The PRC’s economic propaganda messages for foreign audiences
emphasize China’s attractiveness as a destination for investment
and also seek to restrict information about social problems that
might raise concerns among foreign investors. (For more on this
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topic, see chap. 4, sec. 2, of this Report, “China’s External Propa-
ganda and Influence Operations.”) However, according to testimony
provided to the Commission by Victor Shih, professor of political
science at Northwestern University, the Chinese government also
understands investors’ crucial need for accurate international eco-
nomic and financial news and has relaxed information controls in
that realm to a limited degree.5! Business media in China, such as
Caijing, 21st Century Business Herald, and Economic Observer,
now publish financial and economic news from more objective per-
spectives.?2 In one example cited by Dr. Shih, these media have
published articles that expressed major skepticism when the cen-
tral government claimed that urban wages in China had increased
significantly.53 Additionally, these media sometimes publish the
opinions of, and interviews with, foreign economists and govern-
ment officials, even if their views contradict Chinese official pol-
icy.54 These media generally maintain a stance that is sympathetic
to the Chinese government, but the opposing perspective is still re-
ported.55

It remains to be seen whether China’s bolder print publications
will able to maintain their more independent reporting on economic
and political issues. The magazine Caijing has been frequently
cited by many experts on the Chinese media as one of the publica-
tions most willing to tackle sensitive issues such as corruption or
to question certain aspects of government policy. However, in Octo-
ber 2009 Caijing’s general manager Wu Chuanhui, along with 60
to 70 of the magazine’s staff, resigned as a result of a struggle over
editorial control of the magazine. The magazine’s publisher report-
edly asked that it “focus more on finance and the economy, and
leave politics more on the side.” 56

China’s media coverage of the current global financial crisis has
primarily been aimed at promoting a narrative of the government’s
ability to guide the country smoothly through the crisis and to re-
fute arguments that China has a partial role in its origins.57 Chi-
nese media outlets have been extremely critical of the failings of
U.S. and U.K. (United Kingdom) government regulation and overly
relaxed monetary policies.?® Chinese state media have also focused
attention on the U.S. government’s budget deficit and on refuting
claims that China’s exchange rate policies may have exacerbated
global economic imbalances and might therefore be partially re-
sponsible for the global economic recession.5® (For further discus-
sion of China’s role in these matters, see chap. 1, sec. 2, of this Re-
port, “China’s Role in the Origins of the Global Financial Crisis,
and China’s Response.”).

“Sensitive” Anniversaries in 2009

Anniversaries of protest movements, as well as any events that
allow for large public gatherings, have always been viewed with
concern by the CCP. In 2009, the Chinese government sought to
control media coverage on these “sensitive” dates.6© While foreign
journalists were obstructed in reporting from Tiananmen Square
on June 4, many Chinese journalists considered the anniversary of
the Tiananmen Square massacre to be an unofficial “vacation” and
refrained from reporting anything negative until the anniversary
passed, even on stories unrelated to the 1989 crackdown.é! Foreign
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reporters were barred from Tibet during the weeks surrounding the
one-year anniversary of the March 2008 riots in the region.62 In
preparation for the 60th anniversary of the PRC’s founding on Oc-
tober 1, the Chinese government prohibited journalists from report-
ing on military parade rehearsals, conducting interviews, or taking
photographs in Tiananmen Square prior to the event.®3

The July 2009 Riots in Xinjiang, and “Flooding the Zone”

China’s media strategy in the aftermath of the July 2009 riots
in Xinjiang Province marked a drastic departure from its handling
of the March 2008 riots in Tibet.6* Many Chinese officials now ap-
pear to believe that shutting journalists out in a postcrisis situa-
tion may make that action a large part of the story in and of itself.
Therefore, China has begun to employ new controls over the flow
of information.65 In contrast to its actions after the riots in Tibet,
in July 2009 the Chinese government welcomed journalists to
Urumgqi following the crisis, set up press centers, and inundated
journalists with information to “keep journalists busy with good in-
formation so that they would not get busy with rumors,” according
to Stephen Dong Guanpeng, director of the Global Journalism In-
stitute at Tsinghua University and a media advisor to China’s
State Council.®6 Chinese security forces also protected foreign cor-
respondents in Xinjiang rather than harassing them, as they did
just over a year earlier in Tibet.6” The government organized offi-
cial tours to propagate the official narrative that the riots were in-
cited by separatist terrorists.6® According to one witness who testi-
fied before the Commission in April, such measures are part of a
new effort to “flood the zone” with information sympathetic to the
government’s point of view.69

Obtaining objective information remained difficult for several
reasons: First, the majority of the city’s residents were afraid to
talk to journalists;7? and second, the Chinese government was
quick to shut down the Internet, block Twitter, and cleanse Inter-
net search engines of unofficial accounts of the violence, thereby
cutting journalists off from tools that are essential for modern re-
porting.”1 The official response to the crisis illustrated that the
Chinese government is placing a higher priority on conveying its
message in a timely manner and demonstrated a strategy of pro-
viding foreign journalists with perceived increased access while re-
stricting their ability to take advantage of it.72

Public Health Emergency Cover-ups: The San Lu Tainted
Milk Scandal

The San Lu tainted milk scandal demonstrates how Chinese gov-
ernment attempts to cover up official corruption or corporate mal-
feasance can have dangerous consequences and potentially exacer-
bate public health emergencies. The scandal occurred as a result of
two seemingly unrelated government policies in the run-up to the
2008 Beijing Olympic Games: First, the Central Propaganda De-
partment instructed Chinese media to refrain from reporting on
“sensitive” issues, specifically including food safety issues; and sec-
ond, the Chinese government pressured producers of staple food
products and other basic commodities to avoid price increases that
might threaten “social stability” during such a sensitive time pe-
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riod.”3 In order to maximize profits, some dairy farmers and food
distributers began to add melamine, a toxic industrial chemical
that produces artificially high protein readings in product testing,
to their dairy products in order to conceal the widespread dilution
of milk products as a cost-cutting, or profit-increasing, measure.

Melamine contamination in milk products reached harmful, even
deadly, levels by the end of 2007. The products of San Lu, one of
China’s largest dairy companies, were particularly affected, and by
December 2007 the company was receiving complaints about its
products causing children to become sick. Customers were offered
money and boxes of formula to keep quiet.”* The local government
in Shijiazhuang, Hebei Province, where San Lu is headquartered,
forbade media discussion of the complaints. The local government
also failed to inform provincial or central health authorities and al-
lowed those implicated to continue production of melamine-con-
taminated products through August 2008.75 In June 2008, the PRC
Ministry of Health was alerted to large numbers of babies suffering
from kidney problems after drinking San Lu milk but did nothing.

In August 2008, Fonterra, a New Zealand company that formerly
owned 43 percent of San Lu,76 was notified about the melamine
contamination, and a trade recall of San Lu products was con-
ducted privately, with distributors being told to take San Lu prod-
ucts off shelves and replace them with new shipments, with little
or no explanation.”” Children continued to become ill, and when
the story finally broke into the public domain in September 2008,
propaganda directives were issued instructing media not to criticize
the government’s role in the handling of the scandal and to follow
the Xinhua version of the story. San Lu offered 3 million renminbi
(RMB) (approximately $439,000) in “public relations” payments to
Chinese Web portals to screen or black out negative information on
the company.”8

Per official Chinese figures, more than 279,000 infants were af-
fected with problems such as kidney stones, and six infants died.
However, these figures were likely kept artificially low for political
reasons, and many more families came forward saying their chil-
dren had died from drinking San Lu baby formula.”® San Lu Chief
Executive Officer Tian Wenhua and four directors were arrested
and sentenced in a one-day, closed trial for selling “fake or shoddy
products.” 8% No one else involved with San Lu milk production or
the Ministry of Health was held accountable.

Citizen Initiatives for Political Reform: The Case of
Charter 08

Charter 08 is a citizens’ manifesto that was introduced in China
on December 9, 2008, the eve of the 60th anniversary of the United
Nations’ (UN) introduction of the Universal Declaration of Human
Rights. Charter 08, drafted by several dozen Chinese intellectuals
and signed by nearly 10,000 supporters throughout the country,
called for sweeping political reforms, including “constitutional de-
mocracy, human rights, rule of law, and a republican government
that observes the tri-partite separation of powers.”8! Inspired by
the example of Charter 77, a 1977 manifesto on political reform
issued by dissident intellectuals in Czechoslovakia, Charter 08 is a
strong public statement seeking an end to one-party rule.82
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The ruling CCP views calls for democratic reform as a funda-
mental threat to its ruling position and to the security and cohe-
sion of China itself. The CCP treated Charter 08 as an attempt to
diminish its control over both the Chinese government and the Peo-
ple’s Liberation Army—and, therefore, a direct challenge to the
PRC’s authoritarian political system and the CCP’s hold on power.
The Chinese government’s immediate response to the release of
Charter 08 was therefore predictable: to identify, interrogate, and
detain the charter’s 303 original signatories. Chinese officials raid-
ed the homes of numerous organizers, confiscating books, com-
puters, bank information, notebooks, and papers. According to
Charter 08’s organizers, Chinese police met with all of the charter’s
303 original signers for “chats” in order to uncover information
about the charter’s organization and to attempt to dissuade its fol-
lowers from engaging in similar activities in the future. Liu Xiaobo,
one of the more famous signatories of Charter 08, was physically
detained by police on December 8, 2008, and held at an undisclosed
location until June 23, 2009, when he was charged with “inciting
subversion of state power.” According to Perry Link, professor of
Comparative Literature and Foreign Languages, University of Cali-
fornia-Riverside, the detention of Mr. Liu was a clear attempt to
intimidate anyone else who has signed, or is considering signing,
Charter 08.83

Around the world, Charter 08 received significant attention from
news agencies, but inside China the topic has been banned from
the state-controlled press and purged from the Internet.84 Accord-
ing to Professor Link, a Google.cn search for “Charter 08” yielded
several hundred thousand results in early January but came up
empty following the purge.8> There has been virtually no mention
of Charter 08 in China’s print media. The few publications that
could be construed as references to the charter are indirect, do not
mention Charter 08 by name, and have not been widely publicized.
According to Professor Link, “We know that the media silence is
not mere oversight or indifference, because there is powerful evi-
dence that Charter 08 has drawn the attention of China’s rulers,
who have taken measures to repress it.” 86

According to Professor Link, there are two probable reasons why
the Chinese government withheld comment about Charter 08.
First, the central government understands that the ideas expressed
in the manifesto are attractive to many Chinese citizens and dif-
ficult to refute. The Chinese government also understands from
past experience that attempts to refute movements in support of
human rights and democracy easily can backfire. The second factor
inhibiting the Chinese government’s ability to refute Charter 08 is
Beijing’s insistence that it has a meaningful constitution and that
it is, in fact, already a “people’s democracy.” As Professor Link stat-
ed, “Even as the Chinese government criticizes [calls for democratic
reform], it needs to pretend that it is, in fact, democratic.” 87

Sensitive International Political Events: The June 2009
Iranian Elections

Since the fall of the Soviet Union and continuing through the
course of nonviolent “people power” protests that have challenged
authoritarian post-Soviet regimes—the “Orange Revolution” in



279

Ukraine, the “Rose Revolution” in Georgia, and the “Tulip Revolu-
tion” in Kyrgyzstan—the CCP has maintained a deep sense of anx-
iety regarding these “color revolutions.”®8 Some Chinese bloggers
drew comparisons between the demonstrations in Tehran with Chi-
na’s own large-scale protests in 1989.8° As a result of such factors,
the disputed July 2009 elections in Iran and the large-scale pro-
tests that followed in their wake attracted considerable attention
from Chinese propaganda authorities.

After a week of relatively open reporting on the elections and
protests, the Chinese government began to clamp down on media
coverage of, and Internet discussion about, Iran.?® The Washington
Post reported that tens of thousands of comments about Iran were
deleted from Chinese online discussion boards.?! China’s propa-
ganda authorities issued a directive banning news editors and col-
umnists from “criticizing or commenting on the Iranian govern-
ment’s latest measures to control the disorder” and prohibiting any
news agency other than Xinhua and People’s Daily from publishing
reports on the elections.92

Official media began to publish editorials supporting Iranian
President Mahmoud Ahmadinejad’s victory and criticizing the reac-
tions of western governments.?3 The editorials claimed that west-
ern governments were using social-networking applications, such
as Twitter, to interfere in Iran’s “internal affairs” and further
claimed that news services such as BBC and Voice of America are
merely “Western government mouthpieces.”?¢ Additionally, the
Chinese press portrayed Twitter in a negative light, claiming that
it was “undemocratic” and used to spread false information.?>

The Chinese state media also sympathetically echoed statements
from the Iranian government and slanted coverage to make asser-
tions that the unrest in Iran was supported by western intelligence
agencies intent on covertly subverting the Iranian government. As
stated in one paper run by the Central Propaganda Department,

[the western forces] arranged for intelligence agents and
anti-government organizations to ‘cause trouble and dis-
order’ ... .Those arrested have already admitted that they
were trained at camps in Iraq run by the American mili-
tary, tasked with sowing chaos after the elections in Iran.
Meanwhile, in Britain, there are still ... command centers
which control their movements ... .While these nations
have denied ’meddling’ in Iran’s election, it is a widely
known secret that Western intelligence agents have long
participated in activities to subvert the Iranian regime.

[The West] has used its media and the Internet to foment
unrest ... in recent news reports on the Iranian elections,
Voice of America and the British Broadcasting Corporation
[took] on the role of mouthpieces for the United States and
Britain, and command centers for inciting unrest in Iran
with the objective of fostering divisions amongst the Ira-
nian people.96

The reaction of the PRC state media to the Iranian unrest illus-
trates the Chinese government’s perception—and/or desire to per-
petuate the perception—that western media outlets are tools of



280

their national governments and are used to spread hostile propa-
ganda against other countries.

The Internet’s Challenges to China’s Information Control
Regime

The Chinese government insists its Internet filtering efforts are
used primarily to limit the spread of phenomena such as pornog-
raphy and gambling. However, Chinese Internet users can access
such information much more easily than politically sensitive con-
tent, such as information related to human rights violations or po-
litical and religious groups.®? In practice, the goal of China’s Inter-
net censorship is the same as its efforts to control traditional
media: to keep the Chinese Communist Party in power. As with the
Chinese government’s efforts to control traditional news media, the
central government seeks to filter content that challenges the
CCP’s legitimacy or contradicts the party line on sensitive issues.%8
Information technology-enabled protests and reform movements,
and the use of the Internet to scrutinize individual public officials,
have motivated the Chinese government to tighten its control over
the Internet.?2 The Chinese government also seeks to embrace the
Internet as a tool for disseminating proactive propaganda and
“guiding” public opinion.100

Internet-enabled Protests and Campaigns

The “viral” nature of the dissemination of information on the
Internet has caused major concern among Chinese propaganda offi-
cials, who place a particular emphasis on preventing the mass dis-
tribution of information that may lead to further collective action
such as organized public protests and signature campaigns.191 In
China, the Internet provides a forum for discussion that is freer
than traditional media, enabling new forms of protests and cam-
paigns that deeply concern the Chinese government.102 The reac-
tion to Charter 08 and the “Twitter Revolution” in Iran, as well as
the decision to shut down Twitter, Facebook, and other social net-
working sites following the Xinjiang riots, illustrates the depth of
the government’s concern over the Internet’s potential as a channel
for organizing dissent.103

Scrutiny of Individual Public Officials on the Internet

The use of the Internet to expose personal information about the
private lives of individuals has become a cause for concern among
Chinese government officials.104 Chinese “cyber-vigilantes” use the
power of the Internet to harass or embarrass targeted individuals
by uncovering and publishing information about their private lives
on the Web—a phenomenon known in China as the “human flesh
search engine.” Chinese netizens have used the “human flesh
search engine” to target and humiliate individuals ranging from
unfaithful spouses to corrupt public officials.195 Stephen Dong
Guanpeng, who advises the State Council on publicity and crisis
communication issues, stated in August 2009 that “the Internet
has become a major concern for [local and provincial] officials, who
are increasingly being scrutinized by the general public.” 196 During
the past year, numerous government officials have been fined,
fired, or imprisoned as a result of corrupt practices or illegal activi-
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ties exposed on the Internet. In response to this phenomenon, one
local propaganda official told a Chinese journalist “it was so much
better when there was no Internet.” 107

Examples of Government Corruption and Malfeasance Exposed on the
Internet in China

Date Location Description
March 2007 Zhaoqing, Thirteen officials from Zhaoqing used public
Guangdong funds totaling 450,000 renminbi ($65,800)

to pay for a “study trip” to the Middle East
and Africa. After a 17-minute video of the
trip portraying the officials as being on va-
cation was posted on the Internet, the local
deputy Communist Party secretary was

sacked.
October 2008 Shenzhen, Lin Jiaxiang, a party secretary of the
Guangdong Shenzhen Maritime Administration, was ac-

cused of grabbing an 11-year-old girl by the
neck and attempting to force her into the
men’s room of a Shenzhen restaurant after
asking her to show him its location.

Dec. 2008 Luoyang, Dan Shuqin was relieved of his official post
Henan after netizens disclosed that villas were
being built dangerously close to the
Longmen Grottoes, a Buddhist World Herit-
age site. Nine other supervisory officials in-
volved in the construction were punished
for serious breach of duty.

Dec. 2008 Nanjing, Zhou Jiugeng, a director of the Real Estate
Jiangsu Management Bureau of Jiangjing District,
lost his job because photos surfaced on the
Internet showing him smoking very expen-
sive cigarettes and wearing a $15,000 Swiss
watch. Outrage from netizens forced local
officials to investigate his misuse of public
funds and dismiss him from his position.

March 2009 Maoming, A prison chief and his senior staff were fired
Guangdong for corruption after a former inmate leaked
information on the Internet that the chief
allowed prisoners to deal drugs, sold the
best prison jobs to inmates, and accepted il-
legal cash payments for reduced sentences.
The chief and his deputy made more than
10 million renminbi ($1.46 million) each
year from prisoners.

May 2009 Enshi, Hubei Netizens helped a waitress, Deng Yujiao,
avoid punishment after she stabbed a Hubei
official to death when he attempted to sexu-
ally assault her.

Source: Compiled by Commission staff from multiple sources.

The Internet’s Potential as a Propaganda Tool

Although the Chinese government sees many challenges that the
Internet poses to its regime of information control, it also views the
Internet as an extremely effective tool for propaganda and “thought
work.” 108 The government has come to realize the Internet’s effec-
tiveness as a means for publicizing its version of a story before al-
ternative versions appear elsewhere.199 Moreover, the largest seg-
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ment of Internet users consists of young, educated urbanites, the
social group considered a priority by China’s propaganda authori-
ties. Instead of just attempting to control the content already on
the Internet, the Chinese propaganda authorities seek to create
content that conveys the Communist Party’s message and is attrac-
tive to a large audience of Internet users.110 For example, in July
2000, propaganda authorities supported the development of three
computer games in which the sole objective was to attack and ridi-
cule then Taiwanese President Lee Tung-hui.111

China’s System for Controlling the Internet

The Chinese government allegedly maintains a large workforce of
Internet police to monitor Web content. Although there are no pub-
licly available official figures on its size, some estimate that the
Chinese government employs upwards of 30,000 cyberpolice.112
PRC authorities also sponsor large, loosely organized groups of
Internet monitors—sometimes called the “Fifty Cent Party” or
“commentator teams”—to screen Web sites for objectionable mate-
rial and to “guide public opinion” by interjecting progovernment po-
litical commentary.113

The Chinese government’s physical system of controlling the
Internet through the use of software has sometimes been referred
to as the “Golden Shield” or the “Great Firewall”114 and is one of
the most technologically sophisticated in the world. The primary
infrastructural limitation on open access to the Internet in China
is the arrangement by which the country’s Internet connections are
controlled by “six to eight state-run operators that maintain ad-
vanced international gateways in Beijing, Shanghai, and
Guangzhou.” 115 Additionally, the Chinese government has begun
to exploit the system of “automated packet filtering.” 116 Under this
system, “packets” of electronic information pass through the Chi-
nese government-controlled international Internet routers, and
those containing politically sensitive or controversial keywords are
detected. Internet users attempting to access information deemed
inappropriate by the Chinese propaganda authorities often are re-
directed to Web sites deemed “safe” or “politically neutral.” 117

China’s Great Firewall is largely successful in restricting the ma-
jority of China’s Internet users from accessing foreign sources of in-
formation deemed undesirable. However, technologically advanced
netizens in China are able to bypass the firewall.118 Additionally,
this system is not an absolute means of controlling information and
has produced some unintended consequences for the Chinese gov-
ernment and Internet users: In particular, the system of requiring
all information to travel through a small number of control points
has proven costly for the Chinese government and has drastically
reduced Internet connection speeds. This problem was one of the
main reasons that prompted the Chinese government to attempt to
modify the control system to incorporate client-side filtering soft-
ware, effectively offloading the burden of sorting through content
to individual computers connected to the network.11°

The Controversy Surrounding “Green Dam Youth Escort”

On May 19, 2009, the Ministry of Industry and Information
Technology notified computer manufacturers that it would require
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the preinstallation of “Green Dam Youth Escort” (hereafter “Green
Dam”), a filtering software, on all new personal computers sold in
China.120 Although the software’s purported function was to filter
“unhealthy and vulgar” material from the Internet, Green Dam’s
primary purpose appears to be political in nature. Green Dam uses
keyword filtering and image processing to block a wide range of
Web sites, including pornography, gaming, gay content, religious,
and political sites. In practice, content censored by Green Dam’s fil-
ter has been unpredictable and seemingly arbitrary, ranging from
material related to the 1989 prodemocracy protests in Tiananmen
Square to images of Garfield, a popular American cartoon char-
acter.121 The widespread use of this type of software system would
allow for a “much more intrusive and comprehensive filtering sys-
tem than the more centralized [Internet Service Provider]-level fil-
tering schemes.” 122

In addition to its filtering functions, with its automated update
feature Green Dam is capable of actively monitoring personal com-
munications and Internet browsing behavior.123 The software is ca-
pable of shutting down applications like Microsoft Word if
blacklisted terms are entered.!2¢ An investigation undertaken by
scholars at the University of Michigan found that Green Dam soft-
ware “contains serious security vulnerabilities due to programming
errors” and that “[olnce Green Dam is installed, any web site the
user visits can exploit these problems to take control of the com-
puter.” 125

The introduction of Green Dam was met with swift and diverse
criticism from both Chinese netizens and international observers.
Chinese citizens complained about the security risks, the potential
waste of taxpayers’ money, the lack of due diligence, and the viola-
tion of China’s antimonopoly law.126 Netizens also posted a number
of mocking cartoons depicting a character named “Green Dam
Youth Girl.” 127 At least one school system in Wuhan, Hubei Prov-
ince, announced in September 2009 that it was uninstalling Green
Dam from its computers due to the program’s blocking of access to
software programs necessary for normal school administrative func-
tions.128

Additionally, a coalition of technology and business associations,
including the U.S. Chamber of Commerce and the European-Amer-
ican Business Council, presented a letter to Chinese Premier Wen
Jiabao requesting that the Green Dam requirement be lifted.12°
U.S. Trade Representative Ron Kirk and Secretary of Commerce
Gary Locke wrote a letter to the Chinese government urging Bei-
jing to repeal the installation requirement for Green Dam, hinting
that this might warrant a World Trade Organization challenge on
the grounds that a portion of the software may have been illegally
sourced from a U.S. company called Solid Oak Software.

As a result of this widespread criticism of Green Dam, the Chi-
nese government postponed its requirement to preinstall the soft-
ware on computers manufactured in China.13% As of mid-September
2009, Hewlett-Packard and Dell had not shipped the software with
their computers sold in China; Sony and Acer initially shipped
laptops with Green Dam but have since stopped doing so; and
Lenovo, a Chinese computer manufacturer, includes a Green Dam
disc with its computers.131 Although efforts to install Green Dam
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have been postponed, many analysts believe that the Chinese gov-
ernment’s quest to install filtering software on computers in China
is “far from over.” 132 The Chinese government may make a more
subtle attempt to have similar software installed in the future once
it has addressed some of Green Dam’s technical problems.133 None-
theless, the case of Green Dam provides an example of how the
Internet provided a forum for the mobilization of successful opposi-
tion to government policy. This opposition, combined with a chal-
lenge to the state’s economic interests, forced a temporary change
in government policy.134 Moreover, it demonstrated that the Chi-
nese government’s Internet and media policies are not immune to
criticism and that in some limited circumstances propaganda au-
thorities may respond to popular reaction.135

Encouraging Self-censorship Online

The Chinese government encourages online self-censorship by re-
stricting anonymity and by placing the primary burden for content
censorship on Internet Service Providers, Internet Content Pro-
viders, and cybercafé owners. These entities are responsible for any
patron who violates the government’s “stringent but ambiguous”
Internet regulations.136 The Propaganda Department’s power to al-
locate or terminate licenses and lucrative contracts to state and
commercial organizations in the media sector provides a strong in-
centive for service providers to censor content.137 As a result, Inter-
net Content Providers have begun to regulate and censor chat
rooms and bulletin boards to avoid potentially serious financial and
legal repercussions.138

Additionally, increased momentum over the past years for real-
name registration systems threatens the ability of netizens to use
the Internet anonymously. In March 2005, the Communist Party
ordered that all university online bulletin board systems must
block off-campus users and require users to register personal iden-
tifying information when going online.13° In January 2009, Beijing
Mobile announced that it would require customers to show identi-
fication when purchasing prepaid cell phone SIM cards; 4% and in
May 2009 the city of Hangzhou attempted to become the first city
in China to require real-name registration in order to participate
in local chat rooms or online forums, but this plan has since been
placed in abeyance.'4! However, according to a government official
in Nanjing, the State Council Information Office issued a notice on
July 27, 2009, mandating that domestic news Web sites require
users to register with their real names and identity numbers prior
to publishing any comments online.l42 Furthermore, the central
government requires Internet Service Providers to retain users’
personal information—such as the user’s identity, Web sites vis-
ited, length of visit, and the content of electronic communications—
and must turn this information over to authorities upon request.143
These restrictions on Chinese netizens’ anonymity will likely result
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in increased self-censorship, because Internet users will have great-
er reason to fear punitive action for their online activities.

Examples of Individuals Punished for Activities on the Internet in 2009

Date Location Description

February 2009 | Beijing Blogger-lawyer Liu Xiaoyuan was harassed by
authorities because he supported a direct
election of the Beijing Lawyers Association.
The Haidain District Bureau of Justice
forced his law firm to shut down for six
months and required the firm to turn in all
of its lawyers’ licenses.

April 2009 Ordos, Inner Netizen Wu Baoquan was forced to serve a
Mongolia two-year sentence for defaming the govern-
ment, because he posted information that
peasants were being forced to sell their land
to the government at extremely low prices.
The government then auctioned off the land
for a healthy profit. Government officials’
cottages were built on the requisitioned
land.

July 2009 Beijing Ilham Tohti, professor at Minzu University
and founder of Uighurbiz.cn was detained
from July 7 until August 23 for posting a
statement on his blog that the Shaoguang
factory fight preceding the Xinjiang riots
should be discussed and that he was ready
to go to trial to defend his rights.

July 2009 Fuzhou, Fyjian | Twitterer Guo Baofeng and five other netizens
were arrested for posting the story of Yan
Xioaling, a woman who was allegedly gang-
raped and killed by authorities in Fujian

Province.
August 2009 Hangzhou, Xiong Zhongjun, an influential blogger, was
Zhejiang arrested and held for 10 days after ques-

tioning the identity of a person who ap-
peared in court as Hu Bin, a member of a
wealthy family who was accused of vehic-
ular manslaughter in May 2009.

Source: Compiled by Commission staff from multiple sources.

The Role of U.S. Companies in China’s Information Control
Efforts

U.S. high-tech companies operating in China are faced with the
sometimes difficult decision of either complying with directives
from PRC officials or risking the loss of access to the Chinese mar-
ket. Nart Villeneuve, a fellow with the Citizen Lab at the Univer-
sity of Toronto, described the predicament of U.S. companies as fol-
lows:

A failure to comply with China’s censorship policies can re-
sult in the wholesale blocking of a company’s entire service
or significant levels of interference due to China’s filtering
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system. Companies that have a physical presence in China
face the challenge of obtaining proper licensing, and their
Chinese employees may face legal threats for the foreign
cqmliﬂzy’s failure to comply with China’s censorship poli-
cies.

As a result, many U.S. companies have been involved in China’s
Internet censorship regime. Indeed, most of China’s Internet sur-
veillance technology is sourced from western companies, 145 includ-
ing Cisco’s sale of the switches and routers that served as the hard-
ware foundation for the “Golden Shield.” 146 U.S.-based Internet
Service Providers and Internet Content Providers, such as Yahoo!
and Google, have complied with China’s demands to filter undesir-
able material and have also faced pressure to provide the Chinese
government with personally identifiable user information on indi-
vidual Chinese citizens.147 In particular, Yahoo! came under heavy
public criticism after admitting to providing information to the Chi-
nese government that led to the arrest and imprisonment of at
least two Chinese online dissidents.148

U.S. Policy Options for Dealing with Internet Censorship

Developing a response to these challenges has focused on two dif-
ferent policy approaches. The first policy approach is the “Global
Network Initiative,” a voluntary industry code of ethics and best
practices announced in late 2008. The second policy approach
under consideration in the United States is the Global Online Free-
dom Act of 2009 (H.R. 2271), legislation that would regulate the ac-
tivities of U.S. high-tech companies operating in authoritarian
states.149

Google, Microsoft, and Yahoo! are members of the Global Net-
work Initiative, as are several human rights organizations and
media watchdog organizations. The stated purpose of the Global
Network Initiative is “to provide guidance to the [information &
communication technology] industry and its stakeholders on how to
protect and advance the human rights of freedom of expression and
privacy when faced with pressures from governments to take ac-
tions that infringe upon these rights.”150 According to Robert
Faris, research director at the Berkman Center for Internet and
Society, Harvard University, “after three years of collective negotia-
tions, the GNI [Global Network Initiative] is showing promise,” but
“it’s too soon to evaluate the ultimate effectiveness of the organiza-
tion and the approach.” 151

Other observers of the Global Network Initiative’s progress have
been more critical of the pace of the organization’s development
and the prospects for its effectiveness. Robert Guerra, project direc-
tor for Internet Freedom at Freedom House, has stated that “GNI
[Global Network Initiative] has not advanced at an acceptable
pace” and, as a result, key players have been left out of, or have
chosen not to participate in, the discussions about its development,
including many of the major “Web 2.0” companies such as Facebook
and Twitter, which are leading players in the rapidly changing
field of Internet usage.l2 However, Professor Faris noted that
“planning is underway for outreach and public events designed to
expand membership of the Initiative to include additional tech-
nology companies and human rights groups.” 153
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The second policy approach under consideration in the United
States is the Global Online Freedom Act of 2009.154 Among the
provisions of the act, it would create an “Office of Global Internet
Freedom” within the Department of State and direct the Secretary
of State annually to designate Internet-restricting countries; pro-
hibit U.S. businesses that provide or host Internet services from lo-
cating any personally identifiable user information in Internet-re-
stricting countries; and require any U.S. businesses that collect or
obtain personally identifiable information through the Internet to
notify the Office of Global Internet Freedom and the attorney gen-
eral before responding to a disclosure request from an Internet-re-
stricting country. In addition, the attorney general would have the
authority to prohibit a business from complying with the request
except for legitimate foreign law enforcement purposes.155

Some claim that the Global Online Freedom Act would place U.S.
companies at a competitive disadvantage.156 Professor Faris has
stated that the legislation might have the unintended consequence
of shutting U.S. companies out of the Chinese market, an outcome
that is “unlikely to have a positive impact on the human rights sit-
uations there ... [leaving] consumers with fewer and worse choices
and the West with a reduced understanding of government activi-
ties and opportunities to engage.” 157 Expressing the opposing view,
Daniel Calingaert, deputy director of Programs at Freedom House,
has stated that “rather than put U.S. companies at a competitive
disadvantage, GOFA [the Global Online Freedom Act] is likely to
raise international standards for business to protect and advance
Internet freedom, much as the Foreign Corrupt Practices Act led
to the OECD [Organization for Economic Co-operation and Devel-
opment] Convention on Combating Bribery of Foreign Public Offi-
cials in International Business Transactions.” 158

On May 6, 2009, H.R. 2271 was referred to the House Foreign
Affairs Committee and the House Energy and Commerce Com-
mittee.159

Conclusions

e The January 2007 media reforms instituted in response to inter-
national pressure leading up to the Summer Olympics Games in
Beijing and extended indefinitely in October 2008 have resulted
in modest improvements in the working conditions for foreign
journalists in China, but their effect has been limited because of
the Chinese government’s selective implementation and adoption
of new strategies for restricting the flow of information.

e The January 2007 reforms have not improved working conditions
for Chinese journalists, who remain subject to intimidation, har-
assment, violence, and imprisonment, often on vaguely defined
“state secrets” charges.

e The Chinese government is employing a diverse array of strate-
gies for silencing or guiding discussion about issues it considers
politically sensitive.

e The Internet has emerged as a contested space in China. It pro-
vides a venue for discussion that is more open than traditional
media but is also subject to the world’s most sophisticated Web
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filtering system. The Chinese government’s insecurity about
Internet-enabled protests and the increased scrutiny of govern-
ment officials on the Web has prompted the government to add
additional elements to its already advanced Internet control sys-
tem.

The case of Green Dam demonstrates that even if the Chinese
government had the technological capability to assert complete
control over the Internet, it would not necessarily have the polit-
ical clout to achieve this end. Furthermore, the case of Green
Dam demonstrates that the Chinese government is not immune
to pressure on information control issues from the international
community.



SECTION 2: CHINA’S EXTERNAL PROPAGANDA
AND INFLUENCE OPERATIONS,
AND THE RESULTING IMPACTS
ON THE UNITED STATES

“The Commission shall investigate and report exclusively on—

“REGIONAL ECONOMIC AND SECURITY IMPACTS—The tri-
angular economic and security relationship among the United
States, Taipei and the People’s Republic of China (includ-
ing the military modernization and force deployments of the
People’s Republic of China aimed at Taipei), the national
budget of the People’s Republic of China, and the fiscal
strength of the People’s Republic of China in relation to inter-
nal instability in the People’s Republic of China and the like-
lihood of the externalization of problems arising from such
internal instability.

“FREEDOM OF EXPRESSION—The implications of restrictions
on speech and access to information in the People’s Republic of
China for its relations with the United States in the areas of
economic and security policy. ...”

Introduction

The Chinese government makes a considerable effort to shape
international perceptions of China through the extensive use of
propaganda and the dissemination of selective information. The co-
ordinated messages of the party and the government emphasize
China’s economic growth and attractiveness as a destination for in-
vestment, the government’s stated desire for a peaceful inter-
national system, and China’s “stability” and “harmony” under
party leadership. The effort serves two goals: the continued sur-
vival and growth in influence of the Communist Party within
China and the enhancement of China’s reputation and influence
abroad.

The Chinese government views foreign propaganda as an essen-
tial tool of state power and maintains an extensive bureaucracy
dedicated to this purpose. It also seeks to deploy its state-controlled
media in the service of China’s foreign policy goals. Motivated by
a pervasive belief that western governments manipulate the press
to unfairly portray China in a negative light, the Chinese govern-
ment is increasing resources devoted to China’s state-sponsored for-
eign language media outlets. In addition to the expansion of media

(289)
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directly controlled by the government, China is expanding the cre-
ation of facade “independent” news outlets in which the Chinese
government or Chinese state-owned firms exercise influence behind
the scenes.

In recent years, Beijing has also increasingly sought out the as-
sistance of western public relations and lobbying firms to help im-
prove its international image as well as to advocate for its pre-
ferred policies. The advice of these firms has helped to shape the
messages that the Chinese government presents to international
audiences. Additionally, the Chinese government seeks to shape
opinion in elite policy-making circles by influencing the com-
mentary about China and U.S.-China relations that emerges from
U.S. academics and think tanks. This effort includes giving re-
wards to “friendly” scholars, such as preferred access to career-en-
hancing interviews and documents, as well as taking punitive ac-
tions, such as visa denials, for academics who anger the authori-
ties. These rewards and punishments offer the Chinese government
leverage over the careers of foreign scholars and thereby encourage
a culture of academic self-censorship. By influencing scholars, these
actions also shape analysis and public understanding of China.

Foreign Propaganda of the People’s Republic of China in
the Wake of the Tiananmen Square Massacre

The events of 1989 proved to be a watershed in the relations be-
tween China’s Communist government and the rest of the world.
The Tiananmen Square massacre was followed by a lurch back to
an authoritarian hard line and a period of diplomatic isolation from
much of the rest of the world. While much of this temporary isola-
tion was imposed by foreign governments and foreign public opin-
ion, it was also engendered from within by declarations from senior
leaders that blamed the 1989 protests on the instigation of western
governments.160 Chinese propaganda campaigns declared China to
be under siege from foreign “hostile forces” intent on overthrowing
the government and making China into a weak, vassal state.161
This official post-Tiananmen narrative has shaped the Chinese
Communist Party’s (CCP) outlook on the western world in general
and the United States in particular.

Post-June 1989, the CCP leadership also recognized the need to
revive China’s image in the rest of the world. A primary focus was
placed on emphasizing three broad themes: first, maintaining Chi-
na’s social and economic stability, under the leadership of the CCP;
second, continuing the policies of “reform and opening up;” and,
third, promoting foreign trade and investment. Chinese leaders
also placed a renewed emphasis on attracting the support of influ-
ential foreigners “friendly to China,” with a particular stress on
cultivating business leaders and political figures.162

China’s Institutions for Conducting Foreign Propaganda

Prior to the June 1989 Tiananmen Square Massacre, the bodies
responsible for the CCP’s internal and external propaganda were
concentrated in the Central Propaganda Department. Internal and
external propaganda contained many of the same messages, and
the information relayed to outsiders was not especially refined, fre-
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quently taking the form of rhetoric directly translated from domes-
tic Chinese propaganda.

In the wake of Tiananmen and its impact on the People’s Repub-
lic of China’s (PRC) reputation, the government’s external propa-
ganda efforts became more controlled, and the CCP tightened
media and message management in an effort to better shape Chi-
na’s outwardly projected image. In 1990, the CCP revived the Cen-
tral Committee Foreign Propaganda Group to function as the most
senior bureaucratic entity overseeing the field of foreign propa-
ganda.163 The group plays the leading role in guiding the messages
that are promoted by subordinate and provincial propaganda or-
gans. These themes touch upon foreign trade; tourism; overseas
Chinese affairs; radio and television; print media; and cultural,
educational, and sporting institutions.164

In 1991, primary responsibility for external propaganda work
was taken out of the Central Propaganda Department and moved
to its own department under the names of both the Office of For-
eign Propaganda and the State Council Information Office. Its role
is to develop China’s foreign publicity activities and to monitor and
censor all activities that the CCP sees as belonging to the foreign
propaganda domain, including policing the activities of foreign jour-
nalists, monitoring foreign social science research on China, and
controlling the Internet.165 The Central Propaganda Department
and the dual bureaucracy of the Office of Foreign Propaganda/State
Council Information Office remain closely coordinated.166 Provinces
and localities in China also have their own foreign propaganda
units that mirror those higher in the state/party apparatus, focus-
ing on more localized issues.

The CCP’s Motivations and Ideology in Conducting Foreign
Propaganda

The Need for a Positive International Image to Build the
Economy

The CCP believes that projecting a positive international image
for China is necessary to attract foreign investment and to boost
China’s economic and technological development. Much of the dis-
course within CCP circles on foreign-directed propaganda stresses
economic goals. The party guidance on these matters emphasizes
the need to accentuate positive messages—such as the value of
China as a destination for investment—while restricting informa-
tion that might raise doubts among foreign investors.167

One example is seen in the excerpts below, taken from an ad-
dress delivered at a 2007 conference on foreign propaganda held in
Suixi County, Anhui Province. In the speech, a local CCP official
lectures on the trends to follow in communicating with a foreign
audience:

At present our country is in the grand development and
opening up period ... development tasks require us to work
hard to eliminate noise and interference to ensure the big
picture of development without any negative impact ... The
current mission of external propaganda is to effectively pro-
mote each region, each sector to the outside world, in order



292

to attract outside investors’ attention and build up outside
investors’ confidence. We can safely say that the purpose of
doing external propaganda work is to attract outside in-
vestment and undertake commercial projects.

The Information Center of the county government must
strengthen the Internet news management, and do a good
job in selecting, filtering and transmitting information
from different work units. It must quickly block, divert and
respond to bad public opinion and information online ... In
the meantime, it must strengthen positive online propa-
ganda, using mainstream, positive opinion to influence and
guide netizens. 168

As revealed in such messages, CCP internal discussions on infor-
mation control approach it from a strict view of its utilitarian value
to the authorities. In this case, whatever message is of value for
attracting foreign investment to Suixi County must be promoted;
whatever is contrary to this political and economic goal must be
suppressed.

The Need for a Great Power to Have Great Propaganda

Nicholas Cull, a professor of communications at the University of
Southern California, testified to the Commission that PRC officials
emphasize effective “public diplomacy”—which he defined as “the
process by which an international actor conducts foreign policy by
engaging a foreign public’—as a primary component of national
power.169 Li Changchun—a member of the Standing Committee of
the Politburo, the most senior policy-making body in the Chinese
government—is the official in overall charge of the government’s
ideology and propaganda system.170 During a November 2008 visit
to the state television channel China Central Television, Mr. Li
extolled the role of the television channel in “guiding public opin-
ion” and “actively publicizing the ideology, line, principles and pol-
icy of the Party.” Mr. Li also addressed the proper role of the media
in the “going out’ of Chinese culture” as follows:

Communication capacity determines influence. In the mod-
ern age, whichever nation’s communication methods are
most advanced, whichever nation’s communication capacity
is strongest, it is that nation whose culture and core values
are able to spread far and wide, and that nation that has
the most power to influence the world . . . Enhancing our
communication capacity domestically and internationally is
of direct consequence to our nation’s international influence
and international position, of direct consequence to the
raising of our nation’s cultural soft power, and of direct
consequence to the function and role of our nation’s media
within the international public opinion structure. 171

These and other comments indicate that the CCP views “commu-
nication capacity” as both a critical element of national power and
a competition in which China has fallen behind. China intends to
catch up by sponsoring media that promote Beijing’s points of view.
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The Need for Propaganda to “Break the Siege”

Another striking aspect of the CCP’s discourse on internationally
directed propaganda is the frequent use of militaristic language to
describe public relations efforts, with language evoking struggle
and warfare used to describe the party’s need to promote its mes-
sages to the world. CCP leaders have come to see themselves as
more and more engaged in a “global war for public opinion.” 172

One February 2009 article, which appeared in a media outlet
managed by a special branch of Xinhua that prepares information
and analysis for CCP cadres,'73 is titled “A Careful Analysis of Chi-
na’s Public Relations Map.” The article stated that “[i]t is obvious
that the West still has the upper hand while the East remains
weak. ... Whenever there is an agenda dispute, international pub-
lic opinion will form a force that involves the West’s besieging the
East.” In response, the article called for “national public relations
weapons,” defined as “dialogues between nations or between a
country and relevant stakeholders against the backdrop of competi-
tion over power and interest.” 174

Language from the article compared international public rela-
tions with combat in even starker terms and advocated more active
foreign propaganda work:

China’s public relations drive is ... a long-running battle
[that] involve[s] three stages: defense, confrontation, and
counterattack. From the strategic level of national public
relations, the defense stage comprises passive defense and
active defense. We divide the confrontation period into two
parts: confrontation resulting from both sides being well
matched in strength, and [then] dialogue brought about by
a balance of power. The counterattack stage involves at-
tacking and conquering. ... While we should not dem-
onstrate toughness characteristic of the confrontation stage
and the counterattack stage, we cannot continue making
the kind of unprincipled compromises or maintaining the
unrestrained modesty that marks the passive defense
stage.175

Using Foreign Propaganda to Conduct Domestic Propa-
ganda

Perhaps the most important motivation for the Chinese govern-
ment’s efforts at foreign propaganda actually relates back to Chi-
na’s own domestic politics. As the CCP worked to rebuild its tat-
tered legitimacy in the wake of June 1989, a cornerstone of its ef-
forts was the construction of a nationalist narrative of restored
Chinese historical greatness. One component of this effort is pre-
senting to China’s own citizens a message that foreigners now
greatly admire China due to its recent achievements under CCP
leadership. Dr. Cull testified that this is a matter of “conducting
domestic propaganda by conducting foreign propaganda.” 176

This process includes emphasizing to a domestic audience the ex-
panding number of foreigners studying the Chinese language and
the similarly expanded level of Chinese-language news media now
available within U.S. cities. It also includes spectacles such as the
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lavish opening ceremonies surrounding the August 2008 Beijing
Olympics. As Dr. Cull stated, this is about “display[ing] the kudos
that come to the Communist Party by saying, ‘Look, behold, we
give you the gift of the admiration of the world.”” 177

China’s International Media Outlets

In January 2009, media reports indicated that the Chinese gov-
ernment plans to expand its current external propaganda efforts by
investing 45 billion renminbi (RMB) (approximately $6.6 billion) to
expand its foreign language news coverage. Included in these plans
are a 24-hour English-language, news-based television network in-
tended to be modeled after CNN or Al Jazeera.l”® When the plan
was announced, Li Changchun, China’s top propaganda official,
stated that China needed to take its “key central media and make
them into first-rate international media with a global influence.” 179

Witnesses before the Commission this year indicated that these
plans for media expansion are motivated by a genuine sense of
frustration that news about China is distorted by foreign media
outlets. As described by Anne-Marie Brady, professor of political
science at the University of Canterbury, Christchurch, New Zea-
land,

Those in propaganda work feel, and the population [as
well] are in great sympathy with this idea that the West is
continually distorting news about China ... [China] feels
very hard done by the western media and western media
companies. So they think it’s worth putting a lot of money
in on all sorts of levels so that people will hear what they
have to say and their perspective on world events.180

Judy Polumbaum, a professor of communications at the Univer-
sity of Iowa, testified that other issues could also be in play in Chi-
na’s plans for expanded support of its foreign language media.
Many propaganda officials may hold a genuine but mistaken belief
that the market in the United States for Chinese media is greater
than it actually is. Dr. Polumbaum also stated that these expan-
sions of media organizations could represent a certain amount of
bureaucratic “empire building” by actors within the state media
system.181

This intent to increase the reach of the Chinese foreign language
media has been clearly displayed in the expanded scope of China
Central Television, the official television news network of the PRC.
In 2002, China Central Television started a 24-four hour English-
language service called CCTV-9. The channel is available on a
number of cable and satellite providers in the United States, in the
United Kingdom, and throughout Asia. Since 2004, China Central
Television has also broadcast in Spanish and French,®2 and an Ar-
abic language China Central Television channel went on the air in
July 2009.183 There are also reported plans to start a Russian lan-
guage channel by December 2009.184

The example of CCTV-9 provides an insight into some of the
problems inherent in China’s efforts to compete in the realm of
international media. An inherent tension exists between the need
to make stories compelling and convincing to a foreign audience
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and the restrictions imposed by Chinese government censors.
CCTV-9 is widely viewed as a mouthpiece for the Chinese govern-
ment’s perspective on international affairs,185 and its reporters
may be sanctioned for deviating too far from the preferred script.
In one illustrative example presented to the Commission this year,
in 2005 CCTV-9 journalists reported factually on a series of coal-
mining disasters in China. This was followed by a complaint from
the Ministry of Foreign Affairs that such reporting hurt China’s
image, resulting in disciplinary actions against the editorial staff
and reporters.186

China Daily, the country’s most widely published English lan-
guage newspaper, serves a function similar to that of CCTV-9 as
an official mouthpiece of the Chinese government. The Office of
Foreign Propaganda/Information Office of the State Council con-
ducts regular meetings with editors and journalists at the news-
paper in order to provide “guidance” and updates on what they
should and should not print. According to figures from its own Web
site, China Daily has an average daily circulation of 300,000 in
about 150 and regions. The newspaper’s Web site claims that it re-
ceives more than 12 million daily hits, two-thirds of which are from
overseas.!87 The Chinese government sponsors the publication of
China Daily within the United States and has paid an approximate
average of $726,000 per year between 2003 and 2008 for printing
and distribution services.188

The Chinese government also operates a radio news service
called China Radio International, which is self-identified as one of
“three central media organizations in China,” alongside China Na-
tional Radio and China Central Television.182 According to infor-
mation from China Radio International itself, the radio network
has emerged as “one of the major broadcasting networks in the
world,” broadcasting in 53 languages to listeners in 161 different
“countries and regions” throughout the world.190

Dr. Brady testified that another significant model could be
emerging for the future operations of Chinese state-affiliated media
outlets. Phoenix Television, based in Hong Kong, is nominally inde-
pendent; however, its founder has close ties to the Chinese state
propaganda system, and its largest shareholder (with approxi-
mately 20 percent of stock) is the state-owned enterprise, China
Mobile. She further argued that its outward image as an inde-
pendent entity lends Phoenix’s news coverage an air of greater ob-
jectivity relative to directly state-controlled outlets such as CCTV-
9; however, Phoenix Television takes a strongly pro-Chinese gov-
ernment stance in its news coverage and is viewed by CCP propa-
ganda officials as “more loyal than CCTV.” The Chinese govern-
ment reportedly has plans to support the establishment of another
television station, possibly operating out of Singapore or Thailand,
which would similarly cover world news from a point of view
friendly to Beijing.191

Most witnesses who testified before the Commission this year
shared a view that the expansion of the English language coverage
by the Chinese state media is not a cause for alarm. The real issue
to be addressed, in Dr. Cull’s view, is not that China’s efforts in
this realm are so active but rather that parallel U.S. efforts in re-
cent years have been comparatively anemic and ineffective. He
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warned that the United States risks losing influence in the inter-
national realm if it does not increase its own efforts in public diplo-
macy.192

Media Directed Toward Overseas Chinese

Witness testimony and research also indicated to the Commis-
sion that the Chinese government has invested considerable atten-
tion to shaping the messages received by ethnic Chinese outside of
China. In the aftermath of Tiananmen, the CCP found itself con-
cerned about the extent of support for the prodemocracy movement
among ethnic Chinese communities abroad. The Chinese govern-
ment therefore became directly engaged in an effort to perform
public relations, lobbying, and mobilization work among overseas
Chinese communities in order to “turn them into propaganda bases
for China,” in the words of Dr. Brady.193

The Chinese government operates multiple media outlets aimed
primarily at ethnic Chinese outside the borders of the PRC. The
PRC’s China News Service is a state-run international news service
aimed at Hong Kong, Macao, Taiwan, and ethnic Chinese living in
other countries. While its central office is located in Beijing, the
network has offices in nine different countries, including four
branches located in the United States: New York, Washington, Los
Angeles, and San Francisco.194 China News Service feeds many of
its stories to CCTV—4, China Central Television’s international tel-
evision broadcast in Mandarin Chinese that is directed at Chinese
living outside the country. CCTV—4 tends to take a more political
line than CCTV-9 and is meant to compete with Taiwan television
stations broadcasting abroad. On the east and west coasts of the
United States, the channel is broadcast for free on the Fox and
Time Warner networks.195

There are also a number of Chinese language newspapers that
are printed and distributed in the United States.19¢ In the past,
Chinese language newspapers and other media outlets in the
United States relied heavily on news services in Hong Kong and
Taiwan. However, in more recent years, the PRC has worked ac-
tively to supplant these outlets by providing overseas Chinese
media with free material derived from mainland sources. From
2003 to 2008, the Chinese government paid an average of more
than $2 million per year for the printing and distribution of Chi-
nese-language newspapers within the United States, although the
actual figure is likely higher.197 PRC embassy and consular offi-
cials are also directly engaged in the Chinese language broadcast
media, seeking to ensure that pro-Chinese government views are
the predominant message received by ethnic Chinese citizens of
other countries.198

The most important form of media for the Chinese government
in its recent efforts to influence overseas Chinese perceptions has
been the Internet. Web sites based in mainland China have
emerged as the leading source of Chinese language news for ethnic
Chinese audiences overseas, providing the Chinese government
with a highly effective means of “guiding” opinion within this tar-
get audience and a means of organizing and mobilizing these com-
munities to act on its behalf.199 (For examples of the Chinese gov-
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ernment’s effort to mobilize some Chinese-American civic groups to
act on its behalf, see chap. 2, sec. 3, of this report, “China’s Human
Espionage Activities that Target the United States, and the Result-
ing Impacts on U.S. National Security.”)

Is the PRC Deceptive in its Foreign Propaganda?

While all governments seek to present their policies in the best
possible light, the Chinese government frequently conceals negative
information about itself or Chinese society and sometimes actively
propagates false information. This is practiced when the CCP is in
a reactive mode responding to an unexpected crisis or criticism,;
during “sensitive” periods such as the anniversaries of major polit-
ical events; or when the CCP is otherwise seeking to suppress, in
the name of “social stability,” information deemed damaging to the
party’s image and authority.

An example of deceptive messages during a “sensitive” time pe-
riod occurred in the lead-up to the August 2008 Olympics, when
the Chinese government announced to both the domestic and for-
eign press that three parks would be designated as legal “protest
zones” for citizens to air their grievances. However, those actually
seeking to demonstrate were either warned away by police or ar-
rested, leading to suspicions that the “protest parks” were either an
empty public relations gesture or a ruse designed to draw out po-
tential troublemakers.200

A recent example of suppressing information deemed harmful to
“social stability” was seen in the San Lu tainted milk scandal of
2008, in which a variety of dairy products produced by the San Lu
company were revealed to be contaminated with the toxic indus-
trial chemical melamine. PRC government officials were aware of
the contamination problem for months before the story became
public but suppressed information about the affair in part to com-
ply with central government directives to suppress bad news sto-
ries and maintain “social stability” in the lead-up to the Beijing
Olympics. (For a fuller account of the San Lu scandal, see chap. 4,
sec. 1, of this Report, “Freedom of Expression in China.”)

Explanations for such behavior may be found within the institu-
tional culture and accustomed practices of the Chinese Communist
Party. The CCP has a deeply ingrained tendency toward secretive-
ness and a long history of proactively using information to promote
the party’s objectives while suppressing information deemed harm-
ful to its interests.201 Concentric circles of truth and partial truth
surround the leadership of the CCP: While information in the pub-
lic domain remains subject to control, party leaders receive classi-
fied reporting on both domestic and international news prepared by
the security services and the Xinhua state news agency.202 These
restricted reports are made available in multiple versions to CCP
officials, with classification levels and distribution both growing
more restricted at higher levels of authority. These documents in-
clude information on events such as outbreaks of social unrest that
party leaders may wish to know about but do not want discussed
in public.203

The dual practices of secrecy and the manipulation of informa-
tion are so ingrained in CCP institutional culture and discourse
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that the propaganda system will promote whatever message is
deemed to be most advantageous to the authorities, without regard
to whether or not it is objectively “true.” The leadership of the CCP
is unlikely to regard such actions as being in any way unusual, as
it assumes that governments in other countries naturally control
information in the same way.204

China’s Efforts to Influence U.S. Institutions and Public
Opinion

This year, the Commission also examined alleged efforts by the
Chinese government to influence both public and elite opinion as
it relates to China policy. The CCP employs a range of both carrots
and sticks to ensure that those able to shape U.S. public opinion
and government policies advance positions that are in alignment
with Beijing’s interests. This has included efforts to influence com-
mentary emerging from the U.S. academic and think tank commu-
nity, encouraging U.S.-based corporations to advocate policies that
are in Beijing’s interests, and sponsoring lobbying and public rela-
tions activities by U.S. firms.

Efforts to Influence U.S. Academics and Think Tanks

Testimony received and interviews conducted by the Commission
this year demonstrated that the Chinese government employs both
positive inducements and coercive pressure to draw favorable com-
mentary from scholars in U.S. universities and think tanks. This
influence can take the form of giving career rewards for favored au-
thors, such as providing greater access to officials and documents
for research, as well as the harsher hand of meting out penalties
for scholars who publish materials critical of the Chinese govern-
ment. As stated by one academic economist, “Academics who study
China ... habitually please the Chinese Communist Party, some-
times consciously, and often unconsciously ... the incentives for
academics all go one way: one does not upset the Party.” 205

One of the punitive tools that the Chinese government may em-
ploy to intimidate foreign academics is the denial of visas to enter
China to conduct research. Although the PRC will not officially ac-
knowledge doing so, elements within the Chinese government have
clearly placed a number of foreign academics on a visa denial
“blacklist” due to their publishing on topics that hit a nerve with
Beijing. One example may be seen in the case of several authors
who contributed to a 2004 collection of articles about Xinjiang and
subsequently found themselves denied visas to enter China. As de-
scribed by one of the affected authors, no official explanation was
given, other than, “You are not welcome in China. You should
know why.” 206

To be denied access to China for research purposes can seriously
damage scholarly careers, particularly for younger academics still
seeking tenure or hoping to become established in their fields.207
The resulting fear of visa denial throws a shadow of self-censorship
over sociological and political science research on China, but this
phenomenon has not been widely discussed in public—most likely
because those not blacklisted fear bringing attention to the issue,
and many of those who have been blacklisted may hope to be “for-



299

given” if they keep silent. Out of six allegedly blacklisted academics
contacted by Commission staff this year, only two were willing and
available to speak publicly on the record about the issue.208

Such control over access—along with the positive rewards grant-
ed to academics deemed “friendly”209—can give the Chinese gov-
ernment real influence over the ways in which academic
opinionmakers address issues related to China. Perry Link, pro-
fessor of comparative literature at the University of California—Riv-
erside—and himself denied visas to enter China since 1996 210—
has described this phenomenon as an “anaconda in the chandelier”
that hangs silently over scholars who deal with China. He has stat-
ed that “[t]he problem is most salient ... for political scientists who
study the Chinese government and need to nurture their contacts
among Chinese officials. The effects are hard to measure, because
people are reluctant to speak about them [and] no scholar likes to
acknowledge self-censorship.” 211

Another prominent sinologist, Orville Schell, has described the
process of self-censorship as follows:

I try to say, ‘Okay, here is what I think, what I understand,
what I think I see, have learned and read.” Then, I try and
think through what the Chinese government’s reaction will
be. ... And then I try to be as truthful as I can in a way
that is respectful and unprovocative but that is not pan-
dering. China has a tremendously highly evolved capacity
to create panderers both among its own people and for-
eigners who become involved with them.212

One academic who was willing to speak in public about this issue
was Ross Terrill, a professor of modern Chinese history and cur-
rently a fellow in research at Harvard University’s John K.
Fairbank Center for Chinese Studies. Dr. Terrill put the matter
this way:

Self-censorship, which is a daily necessity for journalists in
China, also occurs in diluted form among American edi-
tors, academics, and others dealing with China. Folk worry
about their next visa, their access to a sensitive area like
Xinjiang for research, or take a Beijing point of view be-

cause of the largesse available for their projects from the
Chinese side.213

Dr. Link, who testified before the Commission this year, stated
that both academics and government officials are also encouraged
to self-censor by the opportunities available for profitable con-
sulting work outside of the channels of academia and government.
He expressed concern that the U.S. government might not always
receive the best or most objective advice on U.S.-China policy as a
result of the “subterranean economic interests that are at play.” 214
Dr. Victor Shih, professor of political science at Northwestern Uni-
versity, echoed some of these concerns. He testified to the Commis-
sion that

[a] problem is [that] Western academics and government of-
ficials ... are self-censoring themselves ... For example ...
People who do research in Xinjiang in a very serious way
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are barred from going to China. So many of us avoid that
topic ... and then there [are] the economic interests which
face both academics and government officials. They don’t
want to offend the Chinese government and ... close the
doors to future opportunities to make money.215

Others among the handful of academics willing to discuss this
issue in public have further described a “radiation effect,” in which
the negative example of those penalized by the Chinese govern-
ment deters other scholars from researching or writing on “sen-
sitive” issues that might offend the CCP.216 As summed up by an-
other academic sinologist, “There is a tendency not to do anything
that will threaten your ability to get access.” 217

The resulting power either to foster or to hobble academic ca-
reers has given the Chinese government significant authority to
shape the formation of public knowledge and opinion regarding
China. In response, Dr. Terrill recommended to the Commission
that the government of the United States should “resist China’s
picking of winners and losers among Americans dealing with cul-
tural and intellectual exchanges with the PRC.” 218

Exchanges between U.S. and Chinese Think Tanks and
Academic Institutions

In recent years, exchanges have continued to expand between
academic and think tank institutions in the United States and
their counterparts in China. However, despite the many poten-
tial benefits of academic dialogue, these are not exchanges be-
tween groups of objective scholars: Chinese academics working in
the social sciences at prominent institutions are selected in part
based on their loyalty to the CCP.219 Chinese think tanks do
have limited leeway to engage in debates on public policy; how-
ever, they operate as adjunct institutions of the party-state, with
no independent status.220 Chinese think tanks are also actively
engaged in the process of formulating government policy, a role
that has been increasing in importance in recent years.22! Not-
withstanding a tendency by many foreign academics to treat Chi-
nese institutions as if they operate in a parallel fashion to their
western counterparts,222 the status of Chinese think tanks as
government institutions inherently means that they serve as a
channel for propagating the preferred messages of the Chinese
Communist Party.
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Exchanges between U.S. and Chinese Think Tanks and
Academic Institutions—Continued

One of China’s most prominent think tanks is the China Insti-
tutes for Contemporary International Relations (CICIR) in Bei-
jing, which also functions as a bureau of one of China’s leading
foreign intelligence agencies, the Ministry of State Security. (For
further information on the ministry and other Chinese intel-
ligence services, see chap. 2, sec. 3, of this Report, “China’s
Human Espionage Activities that Target the United States, and
the Resulting Impacts on U.S. National Security.”) CICIR is one
of the largest foreign policy think tanks in China, employing ap-
proximately 150 research analysts and 220 support staff. 223 Ac-
cording to information from the institute’s Web site, CICIR par-
ticipated in 119 different visits or exchanges with scholars from
U.S. think tanks and universities from January 2007 through
June 2009.22¢ Members of this Commission have also held dis-
cussions with representatives of CICIR in the course of fact-find-
ing trips to China, including meetings in March 2008 and May
2009.225 While such visits offer a genuine opportunity for ex-
changes of scholarly views—as well as a potentially productive
pathway for “Track Two” dialogue—they also offer the PRC a
channel for controlled and coordinated efforts at perception man-
agement. CICIR’s expanding international contacts allow it
greater opportunities to shape international perceptions of
China: As one such example, a workshop held at CICIR contrib-
uted to the deliberations of the U.S. National Intelligence Coun-
cil in producing its 2008 report, Global Trends 2025: A Trans-
formed World.226

The Employment of Public Relations and Lobbying Firms

Public Relations Firms

In addition to revamping its foreign propaganda messages, in re-
cent years the Chinese government also has sought out the assist-
ance of western public relations firms in an effort to improve its
image abroad. Hill & Knowlton is one of the largest international
firms in the field of “communications consultancy,” with 80 offices
in 43 different countries.227 The New York-based firm has operated
in China since 1984 228 and became one of the first companies in-
volved in public relations work on behalf of the Chinese govern-
ment in the aftermath of the Tiananmen Square massacre.22° Such
support dates to June 1991, when Hill & Knowlton signed a con-
tract with the PRC embassy in Washington, DC, to offer services
including

[a]dvis[ing the] Client on public relations/public affairs as-
pects of China’s policies and problems ... Build[ing] public
relations support to avoid negative effects on China-U.S. re-
lations by all means permitted by laws of the United States
... Respond[ing] to urgent criticism about [the] situation in
China ... [and] Identify[ing], recruit[ing] and organiz[ing]
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third party allies on bilateral issues between China and the
United States.230

Among the more recent public relations support provided by Hill
& Knowlton was sponsorship of a 2007 study titled Brand China,
which laid out recommendations as to how the Chinese government
might seek to improve its image in western countries.231 The au-
thor of the study, Joshua Cooper Ramo, a partner and managing
director with the consulting firm Kissinger & Associates, 232 was
the same person appointed to act as the English-language commen-
tator for the National Broadcasting Corporation’s coverage of the
2008 Olympics opening ceremonies.233 Hill & Knowlton was also
under contract with the Beijing Olympic Organizing Committee
throughout 2007 and 2008 to provide public relations support for
the 2008 Beijing Summer Olympic Games.234

Other firms also have been involved in providing public relations
advice to the Chinese government. After the 1993 failure of China’s
bid for the 2000 Olympics—led by Chen Xitong, the hard-line
mayor of Beijing in 1989 and a leading figure in the Tiananmen
massacre—the much smoother bid for the 2008 Olympics was ad-
vised by the U.S. firm Weber Shandwick Worldwide and the United
Kingdom (UK) firm Bell Pottinger. The firms both provided public
relations advice and lobbied the International Olympic Committee
on China’s behalf. A central message promoted in the course of the
bid was that hosting the Olympics would improve human rights
conditions in China—a theme promoted to foreign audiences but
not widely disseminated within China itself. 235 The firm Saatchi &
Saatchi also provided recommendations to the Chinese government
in the late 1990s that it should promote “brand values” empha-
sizing China’s ancient cultural achievements, its “mystery” and
“harmony,” and its social and economic dynamism. Many of these
ideas emerged as central themes symbolically displayed in the cere-
monies of the 2008 Olympics.236

Lobbying by U.S. Corporate Interests

In past years, the Chinese government had only limited involve-
ment with directly hiring lobbying firms in Washington, DC, to ad-
vocate for their preferred policies. Chinese officials preferred in-
stead to cultivate close personal relationships with influential U.S.
political figures.237 Where lobbying was involved, the Chinese gov-
ernment preferred to encourage U.S. corporations and U.S. busi-
ness associations with a common interest in trade issues to act on
its behalf. As one U.S. business executive said, “We used to get
calls from the [Chinese] embassy almost every time there was some
kind of anti-China measure on Capitol Hill. ... It was like we had
to put out fires for them.” 238 However, whatever China’s preferred
policies may be, it is worth noting that U.S. corporations and trade
associations engaged in such lobbying activity are acting in the
pursuit of their own interests, which on many trade issues run par-
allel to the interests of China.
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Pressure on U.S. Businessmen and
China’s Bid for the Olympics

One of the clearest public examples of lobbying activity on be-
half of the PRC by U.S. businessmen was revealed in the course
of court proceedings in 2008, in which billionaire Las Vegas gam-
ing executive Sheldon Adelson described meetings in Beijing in
early July 2001 with Qian Qichen, the PRC vice premier, and
Liu Qi, the mayor of Beijing. These meetings took place in the
context of Mr. Adelson’s “not leaving any friendship stone
unturned” in hopes of ultimately obtaining licenses from the Chi-
nese government to open casinos in Macao, 239 and also took
place immediately prior to the International Olympics Commit-
tee’s selection of the host city for the 2008 Olympics Games.

According to the account provided by Mr. Adelson, these PRC
officials asked him to exercise his influence with Members of
Congress to help defeat a draft House resolution sponsored by
the late Representative Tom Lantos (D—CA). This draft resolu-
tion, H.Con.Res.73, would have “[e]lxpress[ed] the sense of Con-
gress that the 2008 Olympic Games should not be held in Beijing
unless the Government of the People’s Republic of China re-
leases all political prisoners, ratifies the International Covenant
on Civil and Political Rights, and observes internationally recog-
nized human rights.” 240 Mr. Adelson stated that in response to
these requests from PRC officials, he called “four or five” Mem-
bers of Congress and requested information from them regarding
the status of the resolution.24! The draft resolution had been re-
ported (amended) by the House Committee on International Re-
lations and placed on the House calendar in April 2001 but was
never brought to the floor for a vote.242

Washington-based business associations, such as the Business
Roundtable and the U.S.-China Business Council, have in the past
generally taken the lead in opposing legislation before Congress in-
tended to force the Chinese government to change its policies on
trade and currency valuations.243 Other U.S. trade associations,
such as the National Association of Manufacturers, have found
themselves divided: Smaller member firms of the association have
advocated tougher trade stances vis-a-vis China, while larger mem-
ber firms with interests in China have tended to support more con-
ciliatory positions.244

However, some U.S. corporate leaders and trade associations
have recently displayed a greater willingness to voice measured
complaints about the trade policies of the Chinese government. For
example, in testimony presented in early October 2009 to the U.S.
government’s interagency Trade Policy Staff Committee, the presi-
dent of the U.S.-China Business Council presented a generally up-
beat picture of U.S.-China trade ties but did express concerns re-
garding the state of China’s compliance with trade commitments in
areas such as intellectual property rights pertaining to pharma-
ceuticals; restrictions on market access for many U.S. goods, such
as agricultural products; and barriers to foreign providers of serv-
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ices such as insurance, transportation, and financial services.245
(For a fuller discussion of the status of the U.S.-China trade rela-
tionship, see chap. 1, sec. 1, of this Report, “The U.S.-China Trade
and Economic Relationship’s Current Status and Significant
Changes During 2009.”)

Direct Lobbying on Behalf of the Chinese Government and
Chinese State-owned Firms

In recent years, the Chinese central government—as well as pro-
vincial governments and large Chinese corporations and state-
owned enterprises—have become more directly involved in retain-
ing U.S. lobbying firms to act on their behalf. Part of this change
may be due to a relative weakening in the determination of some
U.S. corporations and trade groups to press issues on behalf of
China—spurred in part by splits between larger and smaller firms
regarding the outsourcing of production to China and by a con-
tinuing lack of adequate intellectual property protection.246 How-
ever, some Chinese actors and investors also may feel an increas-
ing need for lobbying and public relations assistance to overcome
U.S. concerns regarding the security implications of certain Chi-
nese state-backed investments.

A watershed event appears to have been the controversy sur-
rounding the abortive 2005 attempt by the state-owned China Na-
tional Off-Shore Oil Corporation (CNOOC) to purchase the Cali-
fornia-based energy conglomerate Unocal. Officials of CNOOC and
the Chinese government were surprised by the negative reaction to
the deal within the United States, and CNOOC hired several lob-
bying and public relations firms—Akin Gump Strauss Hauer &
Feld, BKSH & Associates, the Brunswick Group, and Public Strate-
gies—in pursuit of the deal.247 As part of a full-court press on the
deal, employees of Akin Gump Strauss Hauer & Feld made con-
tacts with federal and state officials 250 times in a single one-
month period as the sale was under consideration.248 Chevron Cor-
poration, CNOOC’s rival bidder in the purchase of Unocal, hired its
own lobbyists and public relations companies to oppose the CNOOC
purchase before Congress. Citing political pressures, CNOOC even-
tually dropped out of the bidding, and Chevron purchased Unocal
for about $18 billion.24°

In terms of U.S. lobbying activity directly funded by the Chinese
central government—to exclude lobbying activities performed by
Chinese state-owned firms—there has been a significant increase
in such activity from 2006 to 2008. (Full data for 2009 were not yet
available as of the writing of this Report.) According to data from
the U.S. Department of Justice’s database for disclosure filings
under the Foreign Agents Registration Act, U.S.-based lobbying
and public relations firms performing work on contracts directly for
the government of the PRC earned at least $432,000 in 2006;
$587,920 in 2007; and $1,230,932 in 2008.250 The full, actual fig-
ures will be higher, as not all payments to these firms are required
to be reported. These activities included media and public relations
work to improve China’s image in the United States, lobbying with
Members of Congress and staff regarding trade issues of interest
to the PRC, and providing counsel to the Chinese government re-
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garding the U.S. government’s policy-making process (see box
below).

Selected Examples of Lobbying Activity Performed on
Behalf of the Chinese Government, 2005-2008

2005

The PRC Ministry of Commerce hires McDermott Will &
Emery for legal services and to lobby against proposed restric-
tions on the imports of textile products from China. The firm is
paid 2$514,940 for the six-month period ending November 30,
2005.251

The Chinese government hires the firm Patton Boggs to per-
form undisclosed lobbying services, primarily directed at Mem-
bers of the Senate Foreign Relations and the Senate Armed
Services committees. The firm has 116 reported contacts with
lawmakers or aides from July to December 2005 and is paid
$22,000 per month for this period.252

2006

The Beijing Organizing Committee for the Games of the XXIX
Olympiad contracts with Hill & Knowlton throughout 2006 for
“public relations communications and public relations counsel”
related to the 2008 Olympics. (Amount of remuneration not dis-
closed.) 253

Patton Boggs continues lobbying work on behalf of the PRC
embassy, earning $264,000 for the year.254

Hogan & Hartson provides counsel related to World Trade Or-
ganization (WTO) issues and performs lobbying services on be-
half of the Chinese government. The firm also represents the
Liaoning provincial government in litigation. (Amount of remu-
neration not fully disclosed.) 255

The firm Jones Day performs lobbying work on behalf of the
Chinese embassy and advises the client on the status of draft
legislation (related to tariff and intellectual property issues,
human rights, Tibet, and Taiwan) that might affect U.S.-China
relations. The firm earns $168,000 for the year.256

2007

Hill & Knowlton continues work with the Beijing Olympics
Committee for public relations work related to the 2008 Olym-
pics. (Amount of remuneration not disclosed.) 257

Patton Boggs performs lobbying work on behalf of the PRC
embassy. The firm lobbies with the legislative branch, including
holding discussions of “U.S.-China bilateral issues” and “trade
and currency legislation.” The firm earns $198,000 in the first
half of the year and $66,000 in the second half. 258
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Selected Examples of Lobbying Activity Performed on
Behalf of the Chinese Government, 2005-2008—Continued

2007

Hogan & Hartson performs lobbying work on behalf of the cen-
tral government of the PRC, providing “strategic advice and
counsel” related to “the World Trade Organization’s negotiations
and related matters.” The firm earns $143,920 for the first half
of the year and an additional $273,947 for a six-month period
ending in February 2008.259

2008

Patton Boggs continues lobbying work on behalf of the PRC
embassy, contacting U.S. government officials and Congressional
staffers on issues affecting U.S.-China relations. The firm earns
a reported total of $418,000 for the year.260

Hogan & Hartson continues lobbying work on behalf of the
PRC central government on trade and other issues. The firm re-
ports earnings of $389,985 for the six-month period ending in
August 2008.261

Selected Examples of Lobbying Activity Performed on
Behalf of Chinese State-owned and State-affiliated Firms,
2005-2008

2005

The state-owned enterprise CNOOC hires several firms (Akin
Gump Strauss Hauer & Feld; BKSH & Associates; the Bruns-
wick Group; and Public Strategies) in an unsuccessful attempt to
purchase Unocal.262 Two of the most active are Public Strategies
and Akin Gump Strauss Hauer & Feld, paid $669,909 and
$3,159,166, respectively, for the six-month period ending Decem-
ber 31, 2005.263

2006

The Bank of China pays the firm Public Strategies $285,000
for public relations work on its behalf, including “implementing a
media plan ... in conjunction with an initial public offering.” The
firm is paid $255,687 for the second half of the year; remunera-
tion for the first half of the year not disclosed.264

Lenovo Group, Ltd., spends $429,000 in the first half of 2006
for lobbying efforts on its own behalf. A company lobbyist con-
tacts Members of Congress and multiple agencies of the execu-
tive branch in regards to multiple legislative initiatives involving
U.S.-China trade issues.265
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Selected Examples of Lobbying Activity Performed on
Behalf of Chinese State-owned and State-affiliated Firms,
2005-2008—Continued

2007

Hogan & Hartson registers as a lobbyist performing work on
behalf of the Hangzhou Zhongce Rubber Company, a tire and
rubber company in which the largest shareholder is the
Hangzhou Provincial Government. Specific services provided,
and the amount of remuneration, are not publicly disclosed.266

Vinson & Elkins LLP provides legal advice and briefing mate-
rials, and makes contacts with U.S. government officials on be-
half of the China Chamber of Commerce of Metals, Minerals and
Chemicals Importers and Exporters, earning $40,000 for the
year.267

2008

International Government Relations Group registers as a lob-
byist for Huawei Technologies Company, Ltd., to perform lob-
bying on trade and tax issues. (Amount of remuneration not dis-
closed.) 268

However, despite such a significant increase in recent years, the
Chinese government’s direct sponsorship of lobbying activities re-
mains relatively modest in contrast with the efforts of many other
foreign governments. By way of comparison, Barbour Griffiths &
Rogers, one of 12 U.S. firms retained by Taiwan, received pay-
ments of $1.5 million for services on behalf of Taiwan’s government
in 2006.262 In all, Taiwan’s government paid U.S. firms $2,993,230
for lobbying services in 2007 and $2,550,457 in 2008.270 In 2008,
some of the biggest lobbying sponsors spent amounts that signifi-
cantly eclipsed those of either the PRC or Taiwan: The United Arab
Emirates spent $11 million, the United Kingdom spent $6 million,
and Japan and Turkey each spent $4 million.271
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Figure 1: Lobbying Efforts on Behalf of the
PRC Government by U.S. Firms, 1995-2008
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Note: Significant spike in lobbying activity in 2005 assessed to be related primarily to the
abortive effort by the PRC state-owned firm China National Offshore Oil Company to purchase
the U.S. energy firm Unocal 76.

Source: Data compiled by Commission staff from Reports of the Attorney General to the Con-
gress of the United States on the Administration of the Foreign Agents Registration Act of 1938
(Washington, DC: 1995-2008).

Conclusions

e The Chinese government is directly engaged in promoting its
preferred propaganda narratives to foreign audiences and has an
extensive bureaucracy dedicated to work in this area. The inter-
national propaganda messages of the government are similar in
most respects to those for a Chinese audience—emphasizing Chi-
na’s economic growth, China’s desire for a peaceful international
system, and China’s “stability” under CCP leadership.

e To its domestic audience, the Chinese government promotes the
message that China is under attack from hostile forces abroad.
Many figures within both the Chinese government and the public
express a sense of frustration that the western media presents
unfair portrayals of China and state that China therefore needs
more le{ffective international communication tools to counter such
“attacks.”

e The Chinese government views effective foreign propaganda as
an essential tool of state power and is significantly increasing the
level of effort and resources devoted to China’s state-sponsored
foreign language media outlets. Some of these efforts may also
assume the form of nominally “independent” news outlets in
which the Chinese government or Chinese state-owned firms ex-
ercise considerable influence behind the scenes.

e The Chinese government actively seeks to influence the com-
mentary about China and U.S.-China relations that comes from
U.S. academics and think tanks. This takes the form of providing
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both positive rewards to “friendly” scholars—such as preferred
access to interviews and documents—as well as taking punitive
actions such as denying visas for academics who anger Beijing.
These rewards and punishments offer the Chinese government
leverage over the careers of foreign scholars and thereby encour-
age a culture of academic self-censorship.

In recent years, U.S. public relations and lobbying firms have
played a more prominent role in Beijing’s efforts to improve its
image and advocate for its preferred policies. The advice of west-
ern public relations firms has helped to shape the messages that
the Chinese government presents to international audiences.
However, China’s use of direct lobbying in the United States is
still limited in scale compared to the efforts of many other coun-
tries.



RECOMMENDATIONS

Freedom of Expression in China

The Commission recommends that Members of Congress in their
interparliamentary exchanges continue to raise concerns regard-
ing freedom of expression in China in their dialogues with offi-
cials of the Chinese government.

The Commission recommends that Congress continue to monitor
and assess the development and progress of industry and other
efforts to create and implement an effective code of ethics and
best practices related to the operations of U.S. high-tech firms in
China and other authoritarian countries where Internet content
and activity are controlled and monitored by the government.

The Commission recommends that Congress continue to monitor
and assess the Chinese government’s efforts to implement an
end-user Internet control system. The Commission further rec-
ommends that Congress assess whether such efforts are compli-
ant with China’s commitments as a signatory to the World Trade
Organization.

China’s External Propaganda and Influence Operations’ and

the Resulting Impacts on the United States

The Commission recommends that Congress urge the adminis-
tration to have the U.S. Department of State raise with its coun-
terparts in the PRC Foreign Ministry concerns related to the de-
nial of visas to U.S. academics who require travel to China in
order to engage in substantive research.

(310)
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COMPREHENSIVE LIST OF
THE COMMISSION’S RECOMMENDATIONS

Chapter 1: The U.S.-China Trade and Economic Relationship
Section 1: The U.S.-China Trade and Economic Relationship’s

Current Status and Significant Changes During 2009

. The Commission recommends that Congress urge the adminis-

tration to employ more aggressively all trade remedies author-
ized by World Trade Organization (WTO) rules to counteract
the Chinese government’s practices. The Commission further
recommends that Congress urge the administration to ensure
that U.S. trade remedy laws are preserved and effectively im-
plemented to respond to China’s unfair or predatory trade ac-
tivities.

. The Commission recommends that Congress urge the United

States Trade Representative (USTR) to strengthen its over-
sight of China’s compliance with the rulings of the WTO’s dis-
pute settlement panels.

. The Commission recommends that Congress urge the USTR, as

part of its annual National Trade Estimates report, to identify
and prioritize for elimination barriers in China limiting the ex-
port of U.S. goods and services.

. The Commission recommends that Congress undertake over-

sight of the Strategic and Economic Dialogue to ensure that
the talks benefit American farmers, workers, and businesses.

The Commission recommends that Congress direct the U.S.
Department of the Treasury to report annually on the status
of the U.S. dollar as the world’s reserve currency. This report
should highlight actions, if any, taken during the reporting pe-
riod by China and other nations that may contribute to the ero-
sion of this status.

Section 2: China’s Role in the Origins of the Global Finan-

6.

cial Crisis and China’s Response

The Commission recommends that Congress urge the adminis-
tration to press China to allow the renminbi (RMB) to become
flexible and responsive to market forces, thereby contributing
to the correction of global economic imbalances. The Commis-
sion further recommends that Congress consider legislation
that has the effect of offsetting the impact on the U.S. economy
of China’s currency manipulation.

The Commission recommends that Congress pass legislation
urging the administration to report specifically on information

(325)
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regarding Chinese-sourced products and services used in U.S.
federally funded stimulus programs and make this information
available to the public on a periodic basis.

Section 3: China’s Industrial Policy and its Impact on U.S.

8.

10.

11.

12.

Companies, Workers, and the American Economy

The Commission recommends that Congress urge the adminis-
tration to employ more aggressively trade remedies to counter-
act the Chinese government’s subsidies to favored industries.
The Commission further recommends that Congress assess the
adequacy of the resources of the U.S. Department of Commerce
to investigate such subsidies.

The Commission recommends that Congress urge the National
Science Foundation to study and recommend to Congress ways
to enhance the effectiveness of basic and applied research pro-
grams in the United States, with particular emphasis on ad-
vancing the competitiveness of key domestic production sectors.

The Commission recommends that Congress urge the U.S. De-
partment of Commerce to prepare an annual report on produc-
tive capacity in China in major industrial sectors. The report
should identify what steps, if any, China has taken to develop,
expand, retract, or change the utilization of capacity in these
sectors over the previous years.

The Commission recommends that Congress urge the U.S. De-
partment of Commerce to develop rules and procedures for the
collection and evaluation of information on the activities of
U.S. companies in terms of their sourcing arrangements with
producers (whether independent, joint venture, subsidiary, or
other relationship) in China, to the extent authorized by law.
The U.S. Department of Commerce shall prepare an annual re-
port, based on this information, identifying changing sourcing
patterns and key areas of interest and concern. This informa-
tion should be subject to business proprietary confidentiality
and only utilized in the report, to the extent practicable, on an
aggregate basis.

The Commission recommends that Congress urge the United
States Trade Representative to evaluate the use of selective
value added tax rebates by China and their trade-distorting ef-
fect and determine what steps, if any, should be taken to ad-
dress the issue.

Section 4: China’s Industrial Policy and its Impact on Up-

13.

14.

state New York

The Commission recommends that Congress explore the eco-
nomic benefits to local communities of a national innovation
strategy to meet the challenges of China’s industrial policy.

The Commission recommends that Congress request the Na-
tional Academy of Sciences to conduct a study on the impact
of outsourcing of manufacturing on U.S. domestic research, de-
velopment, and innovation.
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15. The Commission recommends that Congress urge the Depart-
ment of Energy, in consultation with other appropriate agen-
cies, to report to Congress on the impact of Chinese subsidies
and other elements of China’s industrial policy on U.S.-based
companies manufacturing clean energy products.

Chapter 2: China’s Activities Directly Affecting U.S. Security
Interests

Section 1: China’s Military and Security Activities Abroad

16. The Commission recommends that Congress make freedom of
navigation a priority issue in its U.S.-China interparliamentary
exchanges.

17. The Commission recommends Congress urge the administra-
tion to encourage further People’s Liberation Army (PLA) par-
ticipation in United Nations (UN) multinational security oper-
ations.

18. To emphasize continued U.S. commitments to and interests in
the region, the Commission recommends that Congress encour-
age the U.S. Department of Defense to maintain and strength-
en military diplomacy with nations throughout East Asia.

Section 2: China’s Naval Modernization

19. The Commission recommends that Congress assess the ade-
quacy of planning and resourcing of U.S. Department of De-
fense programs that would limit China’s antiaccess capabili-
ties. In particular, Congress should focus on antisubmarine
warfare and ballistic missile defense programs. Congress
should also assess the adequacy of funding and resources for
the U.S. Department of Defense’s Pacific Command.

20. The Commission recommends that Members of Congress in
their interparliamentary exchanges encourage Beijing to in-
crease the transparency of its naval modernization efforts. Of
particular interest are China’s aircraft carrier, antiship bal-
listic missile, and ballistic missile submarine programs, as well
as its naval expansion and modernization efforts.

21. The Commission recommends that Congress urge the U.S. De-
partment of Defense to continue to interact actively with U.S.
allies and friends in Asia to reassure them of the U.S.’s com-
mitment to the region.

22. The Commission recommends that Congress encourage the ad-
ministration to continue to push for more engagement between
the U.S. Navy and the PLA Navy as a confidence-building
measure.

23. The Commission recommends that Congress encourage the ad-
ministration to consider establishing a formal mechanism for
preventing and managing maritime incidents between the U.S.
and Chinese navies.
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Section 3: China’s Human Espionage Activities that Target

24.

25.

26.

the United States, and the Resulting Impacts on U.S. Na-
tional Security

The Commission recommends that Congress assess the ade-
quacy of resources available for intelligence, counterintel-
ligence, and export control enforcement programs to ensure
that U.S. government agencies are able to meet the rising chal-
lenge of Chinese human intelligence and illicit technology col-
lection.

The Commission recommends that Congress assess the ade-
quacy of resources available for China-oriented counterintel-
ligence awareness and law enforcement programs throughout
the U.S. government and contractor community.

The Commission recommends that Members of Congress in
their interparliamentary exchanges raise U.S. concerns regard-
ing the monitoring and harassment of U.S. citizens and legal
permanent residents by agents of the Chinese government.

Section 4: China’s Cyber Activities that Target the United

27.

28.

States, and the Resulting Impacts on U.S. National Secu-
rity

The Commission recommends that Congress assess the effec-
tiveness of and resourcing for law enforcement, defense, and
intelligence community initiatives that aim to develop effective
and reliable attribution techniques for computer exploitation
and computer attacks.

The Commission recommends that Congress urge the adminis-
tration to develop measures to deter malicious Chinese cyber
activity that is directed at critical U.S. infrastructure and U.S.
government information systems.

Chapter 3: China in Asia

Section 1: China in Afghanistan, Pakistan, and Central Asia

29.

30.

The Commission recommends that Congress encourage the ad-
ministration to continue to work with China to utilize its influ-
ence with Islamabad to bolster Pakistan’s stability and prevent
the Taliban from gaining control of the region.

The Commission recommends that Congress encourage the ad-
ministration to examine carefully development programs and
investment opportunities in Afghanistan and work with U.S.
private businesses interested in investing there to ensure that
they are able to compete effectively with Chinese state-owned
companies.

Section 2: Taiwan

31.

The Commission recommends that Congress urge the adminis-
tration to support recent improvements in the cross-Strait rela-
tionship.
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33.

34.
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The Commission recommends that Congress urge the adminis-
tration to take additional steps to encourage the People’s Re-
public of China (PRC) to demonstrate the sincerity of its desire
for improved cross-Strait relations by drawing down the num-
ber of forces, including missiles, opposite Taiwan.

The Commission recommends that Congress encourage the ad-
ministration to identify opportunities to strengthen bilateral
economic relations between the United States and Taiwan.

The Commission recommends that Congress encourage the ad-
ministration to continue to work with Taiwan to modernize its
armed forces, with particular emphasis on air defense needs.

Section 3: Hong Kong

35.

36.

37.

38.

The Commission recommends that Members of Congress, when
visiting mainland China, also visit Hong Kong and that Con-
gress encourage senior administration officials, including the
secretary of State, to make visits to Hong Kong part of their
travel. The Commission also recommends that Members of
Congress seek dialogue with members of the Legislative Coun-
cil of Hong Kong.

The Commission recommends that Congress encourage its
Members to raise the issue of preserving Hong Kong’s special
status when meeting with members of China’s National Peo-
ple’s Congress.

The Commission recommends that Congress reenact the United
States-Hong Kong Policy Act of 1992, which expired in 2007.

The Commission recommends that Congress examine and as-
sess the adequacy of U.S. export control policy for dual-use
technology as it relates to the treatment of Hong Kong and the
PRC as separate customs entities. The Commission further rec-
ommends that Congress urge the administration to consider
ways to collaborate more closely with the authorities in Hong
Kong in order to prevent the transshipment of controlled tech-
nologies from Hong Kong into the PRC.

Chapter 4: China’s Media and Information Controls—The

Impact in China and the United States

Section 1: Freedom of Expression in China

39.

40.

The Commission recommends that Members of Congress in
their interparliamentary exchanges continue to raise concerns
regarding freedom of expression in China in their dialogues
with officials of the Chinese government.

The Commission recommends that Congress continue to mon-
itor and assess the development and progress of industry and
other efforts to create and implement an effective code of ethics
and best practices related to the operations of U.S. high-tech
firms in China and other authoritarian countries where Inter-
net content and activity are controlled and monitored by the
government.
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The Commission recommends that Congress continue to mon-
itor and assess the Chinese government’s efforts to implement
an end-user Internet control system. The Commission further
recommends that Congress assess whether such efforts are
compliant with China’s commitments as a signatory to the
World Trade Organization.

Section 2: China’s External Propaganda and Influence Oper-

42.

ations, and the Resulting Impacts on the United States

The Commission recommends that Congress urge the adminis-
tration to have the U.S. Department of State raise with its
counterparts in the PRC Foreign Ministry concerns related to
the denial of visas to U.S. academics who require travel to
China in order to engage in substantive research.
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ADDITIONAL VIEWS OF COMMISSIONER
PATRICK A. MULLOY

The Commission in this Report has attempted to elucidate the
nature of the industrial policies and mercantilist trade practices
that China has followed for 30 years to grow its economy at nearly
a 10 percent annual rate. That unprecedented economic growth un-
derpins the dramatic increase of China’s military power and global
political and financial influence that the Report also discusses.

It is important that our political leaders and citizens understand
that these developments, with their enormous geopolitical implica-
tions, are not simply the outgrowth of free market forces and free
trade. China’s impressive economic growth stems from sophisti-
cated economic policies adopted by that nation to restore its great
power status. To help understand the context of what is happening,
it is useful to review a little Chinese history.

China was for thousands of years the dominant power and civili-
zation in Asia. The Chinese considered their Emperor the supreme
political authority and themselves the geopolitical center of the
world. China’s Qing Dynasty (1644-1911) at its high point around
1760, was cultured and wealthy, held sway over a vast territory,
and received tributes from neighboring states.

When the Western powers, whose strength was being fueled by
industrialization and scientific advances, arrived in Asia in the
17th and 18th centuries, they sought to trade with the prosperous
Chinese Empire. The Chinese viewed the new arrivals as barbar-
ians, who offered little that China needed, and opened only the city
of Canton as a port and then only on a part-time basis. In time the
British found they could trade opium grown in India to the Chinese
for the tea and porcelains the British wanted. In time the Chinese
imperial authorities, disturbed by the harmful economic and social
consequences of opium addiction, tried to shut off the opium im-
ports. The British launched the first Opium War (1839-1843) in
the name of free trade, and the Chinese were shocked to discover
their opponent’s superior military technologies and capabilities.
Over the next 30 years, after a series of other conflicts between
China and Western powers, the great Chinese Empire was reduced
to a semi-colony. Only the so-called “Open Door” policy championed
by the U.S. government saved China from total dismemberment
and formal colonization. The Chinese Empire and its once proud
people were totally humiliated, and by 1911 the last Emperor fell
and China experienced a period of civil wars, famine, and foreign
invasion. The Chinese struggled to find a way to restore their lost
great power status and standard of living.

The Communist Party, led by Mao Tse Tung, eventually tri-
umphed over the Nationalists after a long civil war. On October 1,
1949, Mao announced the founding of the People’s Republic of
China (PRC) and proclaimed that “China has stood up.” In short
order he drove foreign influences, including foreign missionaries,
out of China. The trauma suffered by China during its “century of
humiliation” still drives China’s policies. China’s President Hu
Jintao in an October 1, 2009, speech marking the founding of the
PRC stated:
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Sixty years ago today, the Chinese people after more than
100 years of bloody struggle, finally scored the great victory
of the Chinese revolution. Sixty years ago, Chairman Mao
solemnly proclaimed to the world the establishment of the
People’s Republic of China, and stated that the Chinese
people had stood up. The Chinese nation, with some 5,000
years of civilization and history, thus entered a new his-
toric era of development and progress.

From 1949 to his death in 1976, Mao and his government at-
tempted, without success, to restore China’s great power status and
rebuild its economy through a domestic-based, centrally planned
economy. In the struggle for power after Mao’s death, Deng
Xiaoping emerged as China’s new ruler. He promptly advocated in
1978 the development of a new economic program which could help
build what the Chinese call their “comprehensive national power.”
That new economic strategy was built on the concept of enticing
foreigners to help China grow its economy by attracting their cap-
ital, technology, know-how, and markets. Since 1978 China has
grown increasingly sophisticated in its use of investment incentives
such as subsidies, an underpriced currency, and import barriers.
The goal is to induce foreign companies, including U.S.-based mul-
tinationals, to increase their profits by transferring production fa-
cilities, advanced technologies, and increasingly even research and
development to China, where goods could be made and sold in
China and also exported to America and other markets.

Since 1979, when America established official diplomatic rela-
tions with the PRC and granted it annual most-favored-nation
(MFN) trading status, our country has run approximately $2 tril-
lion worth of trade deficits with China. Since 2001 alone, when
China joined the WTO and thereby locked permanent MFN (with
its low tariffs) into place, outsourcing by U.S. and other foreign
companies of production to China has increased dramatically, and
our China trade deficits have totaled approximately $1.5 trillion
since then. Sixty per cent of China’s exports are produced by for-
eign-invested companies.

I would have no objection to China’s growth if it was not being
achieved at the expense of our own country’s productive capacities
and the future standard of living of our citizens and with the as-
sistance of mercantilist trade practices that violate China’s WTO
and IMF treaty obligations. The shift of wealth and power from
America to China that is described is this Report is not good for
our nation.

After experiencing a century of decline, China developed a strat-
egy to grow its comprehensive national power. Now our nation
needs to develop a coordinated, comprehensive national policy and
strategy to maintain our own manufacturing and technological
base. That strategy should include modernizing our infrastructure,
improving our educational system, reforming our health care sys-
tem, and investing to develop new technologies. Even doing that
will not be enough. We must also develop trade policies that will
balance our trade account and tax policies that will incentivize
American-based producers to keep good-paying jobs in this country.
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ADDITIONAL VIEWS OF COMMISSIONERS
WILLIAM A. REINSCH AND ROBIN CLEVELAND

We join our colleagues in endorsing this report. Commissioner
Reinsch has in past years been critical of a number of the rec-
ommendations in previous reports, but this year’s edition largely
abandons suggestions that would disrupt our bilateral relationship
if implemented.

The Commission continues its record of thorough, balanced hear-
ings with expert witnesses from the government and the private
sector. That body of work provides an in-depth set of studies on
topics important to the bilateral relationship, and the hearing
records contain significant amounts of data and other information
of use to scholars and policymakers. In addition, now that its re-
search contracting process has been established, the Commission
has begun to fund more innovative research that will contribute
significantly to our understanding of China. In the future, this is
where the Commission’s value added will lie. The hearings, while
enlightening, risk becoming repetitive. There are only so many
times one can review Chinese exchange rate policy, for example,
and still learn something new. As the global economy recovers and
visible irritants in the relationship are hopefully resolved, it makes
more sense for the Commission to focus on research that examines
some of the complex, underlying trends in China that may not
make headlines today but that will challenge the relationship to-
mMorrow.

This year’s report, as usual, is critical of China on many points.
Some are well-taken, but they are too often made out of fear rather
than out of confidence. While blame is tempting in global policy
debates—and often well placed—it is our destiny we control, not
China’s. Faulting Beijing for doing things in their own interest may
be politically expedient but ultimately an empty gesture. Our lead-
ers serve our people best when they act in our interests and when
they persuade the Chinese to work with us in pursuit of common
interests.

One such area of growing importance is climate change, a global
commons issue where our interests are aligned. There, in many
ways, the Chinese have quietly made progress, which is admittedly
easier for them since they do not have an independent legislative
process with which to contend. However, they still have not taken
the lead in the developing world by stepping up with clear public
commitments on reducing their emissions. The report does not re-
view this important issue nor discuss the progress made. We hope
China’s policies on climate change and environmental degradation
will be a matter for consideration in hearings early next year.

An additional area of growing concern is the disturbing trend
away from the evolution toward a market system. When dJiang
Zemin and Zhu Rongji led the government, there was an uneven
but nonetheless consistent march in the direction of a market econ-
omy. Hu Jintao and Wen Jiabao, on the other hand, have halted
that trend and in some areas reversed it. Instead of concentrating
on meeting its WTO obligations, welcoming foreign investment, and
encouraging private sector activity, the current government has
turned to selecting national champions, increasing subsidies and
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selective tax benefits, creating new standards barriers, and discour-
aging joint ventures. These actions will make China’s economic re-
lations with the rest of the world more acrimonious, as already can
be seen in the growing number of unfair trade complaints being
filed against China by many countries.

In the short term, this is a problem for the United States and
the other victims of their practices; in the long run, it will be a
problem for China as it will magnify distortions in its economy and
create unsustainable bubbles. The United States has the unen-
viable challenge of trying to persuade China to change policies that
appear to be quite successful for it in the short run by arguing that
they make things worse for everybody in the long run.

As Commissioner Reinsch reflected in previous Reports, for
China to become a responsible stakeholder does not simply mean
that it must agree with us on all important issues. Each subse-
quent Report has reflected greater understanding of this point and
the reality that we do best with China when we can explain to its
leaders why a particular action is good for it rather than why that
action is good for us. America’s challenge is patience and perspec-
tive. Progress will inevitably be two steps forward and one step
backward, and, most recently, the reverse. The Commission could
perform a real service to Congress by making that point from time
to time and recommending to Congress a degree of patience at the
same time as we urge China to move more rapidly.

China, in turn, if it wishes to assume a global role commensurate
with its size, potential, and aspirations, must understand and be
prepared to assume the obligations of leadership, which often re-
quires a degree of self-abnegation. China’s leaders have dem-
onstrated that they have a clear understanding of what is in their
immediate interest. Their challenge will be to demonstrate they
also understand what is in the larger interest of the global system
of which they are a part, that the health of that system is inex-
tricably tied with their own, and that they are prepared to act re-
sponsibly on that understanding.



APPENDIX I

UNITED STATES-CHINA ECONOMIC AND
SECURITY REVIEW COMMISSION CHARTER

22 U.S.C. 7002 (2001)

The Commission was created on October 30, 2000, by the Floyd
D. Spence National Defense Authorization Act for 2001 § 1238,
Pub. L. No. 106-398, 114 STAT. 1654A-334 (2000) (codified at 22
U.S.C. §7002 (2001), as amended by the Treasury and General
Government Appropriations Act for 2002 § 645 (regarding employ-
ment status of staff) & §648 (regarding changing annual report
due date from March to June), Pub. L. No. 107-67, 115 STAT. 514
(November 12, 2001); as amended by Division P of the “Consoli-
dated Appropriations Resolution, 2003,” Pub. L. No. 108-7 (Feb-
ruary 20, 2003) (regarding Commission name change, terms of
Commissioners, and responsibilities of Commission); as amended
by Pub. L. No. 109-108 (enacted November 22, 2005) (regarding re-
sponsibilities of Commission and applicability of FACA); as amend-
ed by Pub. L. No. 110-161 (enacted December 26, 2007) (regarding
changing annual report due date from June to December; reporting
unobligated balances and submission of quarterly financial reports;
deemed Commission a committee of Congress for printing and bind-
ing costs; amended employee compensation levels, and performance-
based reviews and awards subject to Title 5 USC; and directed that
travel by members of the Commission and its staff shall be ar-
ranged and conducted under the rules and procedures applying to
travel by members of the House of Representatives and its staff).

§7002. United States-China Economic and Security Review
Commission

(a) Purposes. The purposes of this section are as follows:

(1) To establish the United States-China Economic and Security
Review Commission to review the national security implications of
trade and economic ties between the United States and the People’s
Republic of China.

(2) To facilitate the assumption by the United States-China Eco-
nomic and Security Review Commission of its duties regarding the
review referred to in paragraph (1) by providing for the transfer to
that Commission of staff, materials, and infrastructure (including
leased premises) of the Trade Deficit Review Commission that are
appropriate for the review upon the submittal of the final report
of the Trade Deficit Review Commission.

(b) Establishment of United States-China Economic and Security
Review Commission.
(335)
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(1) In general. There is hereby established a commission to be
known as the United States-China Economic and Security Review
Commission (in this section referred to as the “Commission”).

(2) Purpose. The purpose of the Commission is to monitor, inves-
tigate, and report to Congress on the national security implications
of the bilateral trade and economic relationship between the United
States and the People’s Republic of China.

(3) Membership. The United States-China Economic and Security
Review Commission shall be composed of 12 members, who shall
be appointed in the same manner provided for the appointment of
members of the Trade Deficit Review Commission under section
127(c)(3) of the Trade Deficit Review Commission Act (19 U.S.C.
2213 note), except that—

(A) Appointment of members by the Speaker of the House of Rep-
resentatives shall be made after consultation with the chairman of
the Committee on Armed Services of the House of Representatives,
in addition to consultation with the chairman of the Committee on
Ways and Means of the House of Representatives provided for
under clause (iii) of subparagraph (A) of that section;

(B) Appointment of members by the President pro tempore of the
Senate upon the recommendation of the majority leader of the Sen-
ate shall be made after consultation with the chairman of the Com-
mittee on Armed Services of the Senate, in addition to consultation
with the chairman of the Committee on Finance of the Senate pro-
vided for under clause (i) of that subparagraph;

(C) Appointment of members by the President pro tempore of the
Senate upon the recommendation of the minority leader of the Sen-
ate shall be made after consultation with the ranking minority
member of the Committee on Armed Services of the Senate, in ad-
dition to consultation with the ranking minority member of the
Committee on Finance of the Senate provided for under clause (ii)
of that subparagraph;

(D) Appointment of members by the minority leader of the House
of Representatives shall be made after consultation with the rank-
ing minority member of the Committee on Armed Services of the
House of Representatives, in addition to consultation with the
ranking minority member of the Committee on Ways and Means of
the House of Representatives provided for under clause (iv) of that
subparagraph;

(E) Persons appointed to the Commission shall have expertise in
national security matters and United States-China relations, in ad-
dition to the expertise provided for under subparagraph (B)GA)(I) of
that section;

(F) Each appointing authority referred to under subparagraphs
(A) through (D) of this paragraph shall—

(i) appoint 3 members to the Commission,;

(ii)) make the appointments on a staggered term basis, such
that—

(I) 1 appointment shall be for a term expiring on December 31,
2003;

(IT) 1 appointment shall be for a term expiring on December 31,
2004; and

(IIT) 1 appointment shall be for a term expiring on December 31,
2005;
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(ii1) make all subsequent appointments on an approximate 2-year
term basis to expire on December 31 of the applicable year; and

(iv) make appointments not later than 30 days after the date on
which each new Congress convenes.

(G) Members of the Commission may be reappointed for addi-
tional terms of service as members of the Commission; and

(H) Members of the Trade Deficit Review Commission as of the
date of the enactment of this Act [enacted Oct. 30, 2000] shall
serve as members of the United States-China Economic and Secu-
rity Review Commission until such time as members are first ap-
pointed to the United States-China Economic and Security Review
Commission under this paragraph.

(4) Retention of support. The United States-China Economic and
Security Review Commission shall retain and make use of such
staff, materials, and infrastructure (including leased premises) of
the Trade Deficit Review Commission as the United States-China
Economic and Security Review Commission determines, in the
judgment of the members of the United States-China Economic and
Security Review Commission, are required to facilitate the ready
commencement of activities of the United States-China Economic
and Security Review Commission under subsection (c) or to carry
out such activities after the commencement of such activities.

(5) Chairman and vice chairman. The members of the Commis-
sion shall select a Chairman and Vice Chairman of the Commission
from among the members of the Commission.

(6) Meetings.

(A) Meetings. The Commission shall meet at the call of the
Chairman of the Commission.

(B) Quorum. A majority of the members of the Commission shall
constitute a quorum for the transaction of business of the Commis-
sion.

(7) Voting. Each member of the Commission shall be entitled to
one vote, which shall be equal to the vote of every other member
of the Commission.

(¢) Duties.

(1) Annual report. Not later than June 1 each year [beginning in
2002], the Commission shall submit to Congress a report, in both
unclassified and classified form, regarding the national security im-
plications and impact of the bilateral trade and economic relation-
ship between the United States and the People’s Republic of China.
The report shall include a full analysis, along with conclusions and
recommendations for legislative and administrative actions, if any,
of the national security implications for the United States of the
trade and current balances with the People’s Republic of China in
goods and services, financial transactions, and technology trans-
fers. The Commission shall also take into account patterns of trade
and transfers through third countries to the extent practicable.

(2) Contents of report. Each report under paragraph (1) shall in-
clude, at a minimum, a full discussion of the following:

(A) The portion of trade in goods and services with the United
States that the People’s Republic of China dedicates to military
systems or systems of a dual nature that could be used for military
purposes.
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(B) The acquisition by the People’s Republic of China of advanced
military or dual-use technologies from the United States by trade
(including procurement) and other technology transfers, especially
those transfers, if any, that contribute to the proliferation of weap-
ons of mass destruction or their delivery systems, or that under-
mine international agreements or United States laws with respect
to nonproliferation.

(C) Any transfers, other than those identified under subpara-
graph (B), to the military systems of the People’s Republic of China
made by United States firms and United States-based multi-
national corporations.

(D) An analysis of the statements and writing of the People’s Re-
public of China officials and officially-sanctioned writings that bear
on the intentions, if any, of the Government of the People’s Repub-
lic of China regarding the pursuit of military competition with, and
leverage over, or cooperation with, the United States and the Asian
allies of the United States.

(E) The military actions taken by the Government of the People’s
Republic of China during the preceding year that bear on the na-
tional security of the United States and the regional stability of the
Asian allies of the United States.

(F) The effects, if any, on the national security interests of the
United States of the use by the People’s Republic of China of finan-
cial transactions and capital flow and currency manipulations.

(G) Any action taken by the Government of the People’s Republic
of China in the context of the World Trade Organization that is ad-
verse or favorable to the United States national security interests.

(H) Patterns of trade and investment between the People’s Re-
public of China and its major trading partners, other than the
United States, that appear to be substantively different from trade
and investment patterns with the United States and whether the
(Siifferences have any national security implications for the United

tates.

(I) The extent to which the trade surplus of the People’s Republic
of China with the United States enhances the military budget of
the People’s Republic of China.

(J) An overall assessment of the state of the security challenges
presented by the People’s Republic of China to the United States
and whether the security challenges are increasing or decreasing
from previous years.

(3) Recommendations of report. Each report under paragraph (1)
shall also include recommendations for action by Congress or the
President, or both, including specific recommendations for the
United States to invoke Article XXI (relating to security exceptions)
of the General Agreement on Tariffs and Trade 1994 with respect
to the People’s Republic of China, as a result of any adverse impact
on the national security interests of the United States.

(d) Hearings.

(1) In general. The Commission or, at its direction, any panel or
member of the Commission, may for the purpose of carrying out
the provisions of this section, hold hearings, sit and act at times
and places, take testimony, receive evidence, and administer oaths
to the extent that the Commission or any panel or member con-
siders advisable.
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(2) Information. The Commission may secure directly from the
Department of Defense, the Central Intelligence Agency, and any
other Federal department or agency information that the Commis-
sion considers necessary to enable the Commission to carry out its
duties under this section, except the provision of intelligence infor-
mation to the Commission shall be made with due regard for the
protection from unauthorized disclosure of classified information
relating to sensitive intelligence sources and methods or other ex-
ceptionally sensitive matters, under procedures approved by the Di-
rector of Central Intelligence.

(3) Security. The Office of Senate Security shall—

(A) provide classified storage and meeting and hearing spaces,
when necessary, for the Commission; and

(B) assist members and staff of the Commission in obtaining se-
curity clearances.

(4) Security clearances. All members of the Commission and ap-
propriate staff shall be sworn and hold appropriate security clear-
ances.

(e) Commission personnel matters.

(1) Compensation of members. Members of the United States-
China Economic and Security Review Commission shall be com-
pensated in the same manner provided for the compensation of
members of the Trade Deficit Review Commission under section
127(g)(1) and section 127(g)(6) of the Trade Deficit Review Commis-
sion Act [19 U.S.C. 2213 note].

(2) Travel expenses. Travel expenses of the United States-China
Economic and Security Review Commission shall be allowed in the
same manner provided for the allowance of the travel expenses of
the Trade Deficit Review Commission under section 127(g)(2) of the
Trade Deficit Review Commission Act [19 U.S.C § 2213 note].

(3) Staff. An executive director and other additional personnel for
the United States-China Economic and Security Review Commis-
sion shall be appointed, compensated, and terminated in the same
manner provided for the appointment, compensation, and termi-
nation of the executive director and other personnel of the Trade
Deficit Review Commission under section 127(g)(3) and section
127(g)(6) of the Trade Deficit Review Commission Act [19 U.S.C.
§ 2213 note]. The executive director and any personnel who are em-
ployees of the United States-China Economic and Security Review
Commission shall be employees under section 2105 of title 5,
United States Code, for purposes of chapters 63, 81, 83, 84, 85, 87,
89, and 90 of that title [language of 2001 amendment, Sec. 645].

(4) Detail of government employees. Federal Government employ-
ees may be detailed to the United States-China Economic and Se-
curity Review Commission in the same manner provided for the de-
tail of Federal Government employees to the Trade Deficit Review
Commission under section 127(g)(4) of the Trade Deficit Review
Commission Act [19 U.S.C. §2213 note].

(5) Foreign travel for official purposes. Foreign travel for official
purposes by members and staff of the Commission may be author-
ized by either the Chairman or the Vice Chairman of the Commis-
sion.

(6) Procurement of temporary and intermittent services. The
Chairman of the United States-China Economic and Security Re-
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view Commission may procure temporary and intermittent services
for the United States-China Economic and Security Review Com-
mission in the same manner provided for the procurement of tem-
porary and intermittent services for the Trade Deficit Review Com-
mission under section 127(g)(5) of the Trade Deficit Review Com-
mission Act [19 U.S.C. § 2213 notel].

(f) Authorization of appropriations.

(1) In general. There is authorized to be appropriated to the
Commission for fiscal year 2001, and for each fiscal year thereafter,
such sums as may be necessary to enable the Commission to carry
out its functions under this section.

(2) Availability. Amounts appropriated to the Commission shall
remain available until expended.

(g) Federal Advisory Committee Act. The provisions of the Fed-
eral Advisory Committee Act (5 U.S.C. App.) shall not apply to the
Commission.

(h) Effective date. This section shall take effect on the first day
of the 107th Congress.

Amendments:

SEC. 645. (a) Section 1238(e)(3) of the Floyd D. Spence National
Defense Authorization Act for Fiscal Year 2001 (as enacted by Pub-
lic Law 106-398) is amended by adding at the end the following:
“The executive director and any personnel who are employees of
the United States-China Economic and Security Review Commis-
sion shall be employees under section 2105 of title 5, United States
Code, for purposes of chapters 63, 81, 83, 84, 85, 87, 89, and 90 of
that title.” (b) The amendment made by this section shall take ef-
fect on January 3, 2001.”

SEC. 648. DEADLINE FOR SUBMISSION OF ANNUAL RE-
PORTS BY UNITED STATES-CHINA ECONOMIC AND SECU-
RITY REVIEW COMMISSION. Section 1238(c)(1) of the Floyd D.
Spence National Defense Authorization Act for Fiscal Year 2001 (as
enacted into law by section I of Public Law 106-398) is amended
by striking “March” and inserting “June”.

Changes: Enacted into law by Division P of the “Consolidated
Appropriations Resolution, 2003” Pub. L. No. 108-7 dated Febru-
ary 20, 2003:

H. J. Res. 2—

DIVISION P—UNITED STATES-CHINA ECONOMIC AND SE-
CURITY REVIEW COMMISSION

SECTION 1. SHORT TITLE.—This division may be cited as the
“United States-China Economic and Security Review Commission”.

SEC. 2. (a) APPROPRIATIONS.—There are appropriated, out of
any funds in the Treasury not otherwise appropriated, $1,800,000,
to remain available until expended, to the United States-China
Economic and Security Review Commission.

(b) NAME CHANGE.—

(1) IN GENERAL.—Section 1238 of the Floyd D. Spence National
Defense Authorization Act of 2001 (22 U.S.C. 7002) is amended—
as follows:
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In each Section and Subsection where it appears, the name is
changed to the “U.S.-CHINA ECONOMIC AND SECURITY RE-
VIEW COMMISSION"—

(2) REFERENCES.—Any reference in any Federal law, Executive
Order, rule, regulation, or delegation of authority, or any document
of or relating to the United States-China Security Review Commis-
sion shall be deemed to refer to the United States-China Economic
and Security Review Commission.

(c) MEMBERSHIP, RESPONSIBILITIES, AND TERMS.—

(1) IN GENERAL.—Section 1238(b)(3) of the Floyd D. Spence
National Defense Authorization Act of 2001 (22 U.S.C. 7002) is
amended by striking subparagraph (F) and inserting the following:

“(F) each appointing authority referred to under subparagraphs
(A) through (D) of this paragraph shall—

“(i) appoint 3 members to the Commission;

“(ii)) make the appointments on a staggered term basis, such
that—

“(I) 1 appointment shall be for a term expiring on December 31,
2003;

“(II) 1 appointment shall be for a term expiring on December 31,
2004; and

“(III) 1 appointment shall be for a term expiring on December 31,
2005;

“(iii)) make all subsequent appointments on an approximate 2-
year term basis to expire on December 31 of the applicable year;
and

“(iv) make appointments not later than 30 days after the date on
which each new Congress convenes;”.

SEC. 635. (a) Modification of Responsibilities.—Not withstanding
any provision of section 1238 of the Floyd D. Spence National De-
fense Authorization Act for Fiscal Year 2001 (22 U.S.C. 7002), or
any other provision of law, the United States-China Economic and
Security Review Commission established by subsection (b) of that
section shall investigate and report exclusively on each of the fol-
lowing areas:

(1) PROLIFERATION PRACTICES.—The role of the People’s Re-
public of China in the proliferation of weapons of mass destruction
and other weapons (including dual use technologies), including ac-
tions, the United States might take to encourage the People’s Re-
public of China to cease such practices.

(2) ECONOMIC TRANSFERS.—The qualitative and quantitative
nature of the transfer of United States production activities to the
People’s Republic of China, including the relocation of high tech-
nology, manufacturing, and research and development facilities,
the impact of such transfers on United States national security, the
adequacy of United States export control laws, and the effect of
such transfers on United States economic security and employ-
ment.

(3) ENERGY.—The effect of the large and growing economy of
the People’s Republic of China on world energy supplies and the
role the United States can play (including joint research and devel-
opment efforts and technological assistance), in influencing the en-
ergy policy of the People’s Republic of China.
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(4) UNITED STATES CAPITAL MARKETS.—The extent of ac-
cess to and use of United States capital markets by the People’s
Republic of China, including whether or not existing disclosure and
transparency rules are adequate to identify People’s Republic of
China companies engaged in harmful activities.

(5) REGIONAL ECONOMIC AND SECURITY IMPACTS.—The
triangular economic and security relationship among the United
States, Taipei and the People’s Republic of China (including the
military modernization and force deployments of the People’s Re-
public of China aimed at Taipei), the national budget of the Peo-
ple’s Republic of China, and the fiscal strength of the People’s Re-
public of China in relation to internal instability in the People’s Re-
public of China and the likelihood of the externalization of prob-
lems arising from such internal instability.

(6) UNITED STATES-CHINA BILATERAL PROGRAMS.—
Science and technology programs, the degree of non-compliance by
the People’s Republic of China with agreements between the
United States and the People’s Republic of China on prison labor
imports and intellectual property rights, and United States enforce-
ment policies with respect to such agreements.

(7) WORLD TRADE ORGANIZATION COMPLIANCE.—The
compliance of the People’s Republic of China with its accession
agreement to the World Trade Organization (WTO).

(8) FREEDOM OF EXPRESSION.—The implications of restric-
tions on speech and access to information in the People’s Republic
of China for its relations with the United States in the areas of eco-
nomic and security policy.

(b) Applicability of Federal Advisory Committee Act.—Subsection
(g) of section 1238 of the Floyd D. Spence National Defense Author-
ization Act for Fiscal Year 2001 is amended to read as follows:

(g) Applicability of FACA.—The provisions of the Federal Advi-
sory Committee Act (5 U.S.C. App.) shall apply to the activities of
the Commission.

The effective date of these amendments shall take effect on the
date of enactment of this Act [November 22, 2005].

Changes: Enacted into law by the Consolidated Appropriations Act,
2008, Pub. L. No. 110-161 dated December 26, 2007:

H.R. 2764—

For necessary expenses of the United States-China Economic and
Security Review Commission, $4,000,000, including not more than
$4,000 for the purpose of official representatlon to remain avail-
able until September 30, 2009: Provided, That the Commission
shall submit a spending plan to the Committees on Appropriations
no later than March 1, 2008, which effectively addresses the rec-
ommendations of the Government Accountability Office’s audit of
the Commission (GAO-07-1128): Provided further, That the Com-
mission shall provide to the Committees on Appropriations a quar-
terly accounting of the cumulative balances of any unobligated
funds that were received by the Commission during any previous
fiscal year: Provided further, That for purposes of costs relating to
printing and binding, the Commission shall be deemed, effective on
the date of its establishment, to be a committee of Congress: Pro-
vided further, That compensation for the executive director of the
Commission may not exceed the rate payable for level II of the Ex-
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ecutive Schedule under section 5314 of title 5, United States Code:
Provided further, That section 1238(c)(1) of the Floyd D. Spence
National Defense Authorization Act for Fiscal Year 2001, is amend-
ed by striking “June” and inserting “December”: Provided further,
That travel by members of the Commission and its staff shall be
arranged and conducted under the rules and procedures applying
to travel by members of the House of Representatives and its staff.

COMMISSION FINANCIAL MANAGEMENT

SEC. 118. (a) REQUIREMENT FOR PERFORMANCE RE-
VIEWS.—The United States-China Economic and Security Review
Commission shall comply with chapter 43 of title 5, United States
Code, regarding the establishment and regular review of employee
performance appraisals.

(b) LIMITATION ON CASH AWARDS.—The United States-
China Economic and Security Review Commission shall comply
with section 4505a of title 5, United States Code, with respect to
limitations on payment of performance-based cash awards.






APPENDIX II
BACKGROUND OF COMMISSIONERS

Carolyn Bartholomew, Chairman

Carolyn Bartholomew was reappointed to the Commission by
House Speaker Nancy Pelosi on December 19, 2007, for a fourth
term expiring December 31, 2009. Chairman Bartholomew was
unanimously elected as the Commission’s Chairman for the 2009
report cycle and served as the Commission Vice Chairman for the
2006 and 2008 report cycles and Chairman for the 2007 report
cycle.

Chairman Bartholomew worked at senior levels in the U.S. Con-
gress, serving as Counsel, Legislative Director, and Chief of Staff
to U.S. House of Representatives Democratic Leader Nancy Pelosi.
She also served as a Professional Staff Member on the House Per-
manent Select Committee on Intelligence. Previously, she was a
legislative assistant to then-U.S. Representative Bill Richardson.

In these positions, Ms. Bartholomew was integrally involved in
developing U.S. policies on international affairs and security mat-
ters. She has particular expertise in U.S.-China relations, including
issues related to trade, human rights, and the proliferation of
weapons of mass destruction. Ms. Bartholomew led efforts in the
establishment and funding of global AIDS programs and the pro-
motion of human rights and democratization in countries around
the world. Ms. Bartholomew was a member of the first Presidential
Delegation to Africa to Investigate the Impact of HIV/AIDS on
Children; and a member of the Council on Foreign Relations Con-
gressional Staff Roundtable on Asian Political and Security issues.
In addition to U.S.-China relations, her areas of expertise include
terrorism, trade, proliferation of weapons of mass destruction,
human rights, U.S. foreign assistance programs, and international
environmental issues. She also currently serves on the Board of Di-
rectors of the Kaiser Aluminum Corporation and the Polaris
Project.

Chairman Bartholomew received a B.A. from the University of
Minnesota, an M.A. in anthropology from Duke University and J.D.
from Georgetown University Law Center. She is a member of the
State Bar of California.

Daniel A. Blumenthal

Daniel A. Blumenthal was reappointed to the Commission by
Senate Republican Leader Mitch McConnell for a second two-year
term expiring December 31, 2009. Commissioner Blumenthal
served as the Commission’s Vice Chairman for the 2007 report
cycle.

(345)
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Daniel Blumenthal is a Resident Fellow in Asian Studies at the
American Enterprise Institute for Public Policy Research. He is a
member of the Academic Advisory Group of the Congressional U.S.-
China Working Group and has been a member of the Project 2049
Institute’s Board of Advisers since 2008. Previously, Mr. Blumenthal
was senior director for China, Taiwan, Hong Kong, and Mongolia
in the Office of the Under Secretary of Defense for International
Security Affairs from March 2004 to November 2004 during the first
George W. Bush administration. He developed and implemented de-
fense policy toward China, Taiwan, Hong Kong, and Mongolia, dur-
ing which time he received the Office of the Secretary of Defense
Medal for Exceptional Public Service. From January 2002 to March
2004, he was County Director for China, Taiwan, and Hong Kong in
the Office of the Secretary of Defense, International Security Affairs.

Before his service at the Department of Defense, Mr. Blumenthal
was an Associate Attorney, Corporate and Asia Practice Groups, at
Kelley Drye & Warren L.L.P. Earlier, he was an Editorial and Re-
search Assistant at the Washington Institute for Near East Policy.

Mr. Blumenthal received an M.A. in International Relations and
International Economics from the Johns Hopkins University School
of Advanced International Studies, and a J.D. from the Duke Uni-
versity School of Law in 2000. He has written extensively on na-
tional security issues.

Peter T.R. Brookes

Commissioner Brookes was reappointed to the Commission by
House Minority Leader John Boehner on December 6, 2007, for a
second two-year term expiring December 31, 2009.

As senior Fellow at The Heritage Foundation, Peter Brookes de-
velops and communicates Heritage’s stance on foreign policy and
national security affairs through media appearances, research, pub-
lished articles, congressional testimony, and speaking engagements.

In addition, he writes for the New York Post. Brookes is also a
contributing editor for Armed Forces Journal magazine and a con-
tributor at Townhall magazine, having over 300 articles published
in over 50 newspapers, journals and magazines.

He is the author of A Devil’s Triangle: Terrorism, Weapons of
Mass Destruction and Rogue States (Lanham, MD: Rowman &
Littlefield, hardback 2005, paperback 2007).

Brookes has made nearly 1,000 appearances as a commentator
on TV and radio and has been quoted by many of the world’s larg-
est newspapers and magazines. He is also a frequent public speak-
er both in the United States and overseas and has testified numer-
ous times before both the U.S. Senate and House of Representa-
tives on foreign policy, defense, and intelligence issues as an ad-
ministration official and as a private citizen.

Before coming to Heritage, Brookes served in the George W.
Bush Administration as the deputy assistant secretary of Defense
for Asian and Pacific Affairs. Prior to joining the Bush Administra-
tion, he worked as a Professional Staff Member with the Com-
mittee on International Relations in the U.S. House of Representa-
tives. He also served with the CIA. Just prior to his CIA service,
he worked for the State Department, at the United Nations, and
in the defense industry.
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Brookes is a decorated military veteran, having served on active
duty with the U.S. Navy in Latin America, Asia, and the Middle
East. He is a graduate of the U.S. Naval Academy, the Defense
Language Institute, the Naval War College, and the Johns Hopkins
University.

Robin Cleveland

Principal, Olivet Consulting, LLC. Ms. Cleveland has three dec-
ades of legislative, management, budget, and policy experience in
national security and international economic and development af-
fairs. She has served as the Counselor to the President of the
World Bank, Associate Director at the White House Office of Man-
agement and Budget and in a variety of positions serving U.S. Sen-
ator Mitch McConnell on the Senate Intelligence Committee, the
Senate Foreign Relations Committee, and the Senate Appropria-
tions Committee. During her tenure in the White House, Ms.
Cleveland co-led the interagency effort to develop two Presidential
initiatives, the Millennium Challenge Corporation and the Presi-
dent’s Emergency Plan for AIDS Relief, reflecting her experience
linking policy, performance, and resource management. Ms. Cleve-
land graduated from Wesleyan University with honors.

Jeffrey L. Fiedler

Jeffrey L. Fiedler was reappointed to the Commission by House
Speaker Nancy Pelosi on December 19, 2007, for a second term ex-
piring December 31, 2009. Fiedler is Assistant to the General
President, and Director, Special Projects and Initiatives, for the
International Union of Operating Engineers. Previously, he was
President of Research Associates of America (RAA) and the elected
President of the Food and Allied Service Trades Department, AFL—
CIO (“FAST”). This constitutional department of the AFL—CIO rep-
resented 10 unions with a membership of 3.5 million in the United
States and Canada. The focus of RAA, like FAST before it, was or-
ganizing and bargaining research for workers and their unions.

He served as a member of the AFL-CIO Executive Council com-
mittees on International Affairs, Immigration, Organizing, and
Strategic Approaches. He is also on the Board of Directors of the
Consumer Federation of America, and a member of the Council on
Foreign Relations, and the Pacific Council on International Policy.

In 1992, Fiedler co-founded the Laogai Research Foundation
(LRF), an organization devoted to studying the forced labor camp
system in China. When the Foundation’s Executive Director, Harry
Wu, was detained in China in 1995, Fiedler coordinated the cam-
paign to win his release. He still serves as a director of the LRF.

Fiedler has testified on behalf of the AFL-CIO before the Senate
Foreign Relations Committee and the House International Affairs
Committee and its various subcommittees, as well as the Trade
Subcommittee of the House Ways and Means Committee con-
cerning China policy. He attended three of the American Assembly
conferences on China sponsored by Columbia University and has
participated in a Council on Foreign Relations task force and study
group on China. He has been interviewed on CBS, NBC, ABC,
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CNN, and CNBC on China policy, international trade issues,
human rights, and child labor.

A Vietnam veteran, Fiedler served with the U.S. Army in Hue
in 1967-68. He received his B.A. in Political Science from Southern
Illinois University. He is married with two adult children and re-
sides in Virginia.

The Honorable Patrick A. Mulloy

Patrick A. Mulloy was appointed by Senate Majority Leader
Harry Reid to a two-year term on the Commission that began on
January 1, 2007, and expires December 31, 2009. Mr. Mulloy pre-
viously served as a member of the Commission from 2001 through
2006. He also presently serves as a consultant to the President of
the Alfred P. Sloan Foundation and as an Adjunct Professor of
International Trade Law at the law schools of Catholic University
and George Mason University. He is also on the Advisory Board of
the Center for the Study of the Presidency and Congress.

Prior to assuming his present responsibilities, Commissioner
Mulloy was nominated by President Clinton and confirmed by the
U.S. Senate as Assistant Secretary for Market Access and Compli-
ance in the Department of Commerce’s International Trade Admin-
istration, where he served from 1998 to 2001. In that position,
Commissioner Mulloy directed a trade policy unit of over two hun-
dred international trade specialists, which focused worldwide on re-
moving foreign barriers to U.S. exports and on ensuring that for-
eign countries comply with trade agreements negotiated with the
United States. This latter activity involved discussions both in the
World Trade Organization (WTO) and with individual govern-
ments. He traveled extensively, meeting with foreign leaders to ad-
vance market-opening programs in the European Union, Eastern
Europe, China, India, Taiwan, Indonesia, Canada, and Central and
South America. He was also appointed by President Clinton to
serve as a member of the Commission on Security and Cooperation
in Europe.

Prior to his employment as Assistant Secretary in the Depart-
ment of Commerce, Commissioner Mulloy served 15 years in var-
ious senior positions on the staff of the U.S. Senate Banking Com-
mittee, including Chief International Counsel and General Counsel.
In those positions, he contributed to much of the international
trade and finance legislation formulated by the Committee such as
the Foreign Bank Supervision Enhancement Act of 1991, the Ex-
port Enhancement Act of 1992, the Defense Production Act Amend-
ments of 1994, and titles of the Omnibus Trade and Competitive-
ness Act of 1988 dealing with foreign bribery, foreign investment,
exchange rates, and export controls.

Before coming to the Senate, Commissioner Mulloy served as a
senior attorney in the Antitrust Division of the U.S. Department of
Justice, where he directed a staff of lawyers and economists, which
supervised participation by U.S. oil companies in the Paris-based
International Energy Agency (IEA). In earlier duties at the Justice
Department, he represented the United States in a variety of cases
related to Federal environmental laws, including criminal and civil
enforcement actions in various U.S. District Courts, several Circuit
Courts of Appeal, and the U.S. Supreme Court.
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Commissioner Mulloy began his public service career as a For-
eign Service Officer at the U.S. Department of State, where he
served in the Office of UN Political Affairs, the Office of Inter-
national Environmental and Oceans Affairs, and as Vice Consul in
the U.S. Consulate General in Montreal, Canada.

Commissioner Mulloy, a native of Kingston, Pennsylvania, holds
an LL.M. from Harvard University Law School, a J.D. from George
Washington University Law School, an M.A. from the University of
Notre Dame, and a B.A. from King’s College. He is a member of
the D.C.and Pennsylvania Bars and is a member of the Asia Soci-
ety. He resides in Alexandria, Virginia, with his wife Marjorie, and
they have three adult children.

The Honorable William A. Reinsch

William A. Reinsch was reappointed to the Commission by Sen-
ate Majority Leader Harry Reid for a term expiring December 31,
20009.

On April 2, 2001, Commissioner Reinsch joined the National For-
eign Trade Council as President. The council, founded in 1914, is
the only business organization dedicated solely to trade policy, ex-
port finance, international tax, and human resource issues. The or-
ganization represents some 300 companies through its offices in
New York and Washington, DC.

Prior to joining the National Foreign Trade Council, Reinsch
served as Under Secretary for Export Administration in the U.S.
Department of Commerce. As head of the Bureau of Export Admin-
istration (subsequently renamed the Bureau of Industry and Secu-
rity), he was charged with administering and enforcing the export
control policies of the U.S. government, as well as its antiboycott
laws. Major accomplishments during his tenure included refocusing
controls in light of economic globalization, most notably on high-
performance computers, microprocessors, encryption, and other
items; completing the first complete revision of the Export Admin-
istration regulations in over 40 years; revising the interagency
process for reviewing applications; and permitting electronic filing
of applications over the Internet.

From 1991 through 1993, Commissioner Reinsch was a senior
Legislative Assistant to Senator John D. Rockefeller IV, responsible
for the Senator’s work on trade, international economic policy, for-
eign affairs, and defense. He also provided staff support for Senator
Rockefeller’s related efforts on the Finance Committee and the
Commerce, Science, and Transportation Committee.

From 1977 to 1991, Commissioner Reinsch served on the staff of
the late Senator John Heinz as Chief Legislative Assistant, focus-
ing on foreign trade and competitiveness policy issues. During that
period, Senator Heinz was either Chairman or ranking minority
member of the Banking Committee’s Subcommittee on Inter-
national Finance. He was also a member of the International Trade
Subcommittee of the Finance Committee. Commissioner Reinsch
provided staff support for the Senator on both subcommittees,
which included participation in five revisions of the Export Admin-
istration Act and work on four major trade bills. Prior to 1977,
Commissioner Reinsch was a Legislative Assistant to Representa-
tives Richard Ottinger and Gilbert Gude, acting Staff Director of
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the House Environmental Study Conference, and a teacher in
Maryland.

During his tenure as Under Secretary, Commissioner Reinsch de-
livered more than 200 speeches and testified 53 times before var-
ious committees of Congress. His publications include “Why China
Matters to the Health of the U.S. Economy,” in Economics and Na-
tional Security: The Case of China, 2002; “The Role and Effective-
ness of U.S. Export Control Policy in the Age of Globalization,” The
Monitor (Center for International Trade and Security: Spring
2000); “Export Controls in the Age of Globalization,” The Monitor
(Center for International Trade and Security: Summer 1999);
“Should Uncle Sam Control U.S. Technology Exports?” Insight
Magazine, September 8, 1997; “Encryption Policy Strikes a Bal-
ance,” Journal of Commerce, March 5, 1997; “Building a New Eco-
nomic Relationship with Japan,” in I.M. Destler and Yankelovich,
D., eds., Beyond the Beltway: Engaging the Public in U.S. Foreign
Policy (W.W. Norton: April 1994).

In addition to his legislative work, Commissioner Reinsch served
as an adjunct associate professor at the University of Maryland
University College Graduate School of Management and Tech-
nology, teaching a course in international trade and trade policy.
He is also a member of the boards of the Middle East Institute, the
Executive Council on Diplomacy, and KHI Services, Inc.

The Honorable Dennis C. Shea

Commissioner Dennis C. Shea was reappointed on April 21,
2009, by Senate Republican Leader Mitch McConnell for a second
two-year term expiring December 31, 2010.

Commissioner Shea is an attorney with more than 20 years of
experience in government and public policy. Mr. Shea began his ca-
reer as a corporate lawyer at Skadden, Arps, Slate, Meagher &
Flom. In 1988, he joined the Office of Senate Republican Leader
Bob Dole as counsel and later became the office’s deputy chief of
staff. In these capacities, he advised Senator Dole and other Repub-
lican Senators on a broad range of domestic policy issues, was in-
volved in the drafting of numerous pieces of legislation, and was
recognized as one of the most influential staffers on Capitol Hill.
Mr. Shea’s service in the Office of the Senate Republican Leader
was interrupted in 1992, when he ran for Congress in New York’s
7th Congressional District after receiving the Republican and Con-
servative Party nominations.

In 1995 and 1996, Mr. Shea continued to help shape the national
public policy debate while serving as director of policy for the Dole
for President Campaign. Following the 1996 presidential election,
Mr. Shea worked in the private sector, providing legislative and
public affairs counsel to Fortune 500 companies, major U.S. finan-
cial institutions, professional associations, and children’s hospitals,
while employed at BKSH & Associates and Verner, Liipfert, Bern-
hard, McPherson and Hand. Mr. Shea also served as a consultant
to the American Enterprise Institute and The Brookings Institution
on a report that outlined recommendations for reforming the inde-
pendent counsel statute.

In 2003, Mr. Shea was named the executive director of the Presi-
dent’s Commission on the U.S. Postal Service. Many of the commis-
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sion’s recommendations were adopted as part of postal reform legis-
lation recently enacted by Congress and signed into law. In 2004,
Mr. Shea was nominated by President George W. Bush and later
confirmed as assistant secretary for Policy Development and Re-
search (“PD&R”) at the U.S. Department of Housing and Urban
Development (HUD). As the head of the PD&R office, Mr. Shea led
a team responsible for conducting much of the critical economic
analysis necessary to support HUD’s mission. In 2005, Mr. Shea
left HUD to serve as senior advisor to Senator Elizabeth Dole in
her capacity as chair of the National Republican Senatorial Com-
mittee.

Mr. Shea received a J.D., an M.A. in American History, and a
B.A. in government, all from Harvard University. He is admitted
to the bar in New York and the District of Columbia. Mr. Shea cur-
rently resides in Alexandria, Virginia, with his wife Elizabeth and
daughter Juliette.

Daniel M. Slane

Daniel M. Slane was appointed to the Commission by House Mi-
nority Leader John Boehner on December 10, 2007, for a two-year
term expiring on December 31, 2009.

Mr. Slane is the founder and co-owner of the Slane Company,
whose principal businesses include real estate development, lum-
ber, furniture, waste treatment, telecommunications, energy, and
medical treatment for cancer tumors. Mr. Slane has extensive
international business experience, including operating a business
in China. Prior to becoming a member of the Commission, Mr.
Slane manufactured plywood and related wood products at fac-
tories in Harbin, Dalian, and Balu (Pizhou), China. In 2007, he
sold his interest in this company.

Mr. Slane served two years on active duty as a U.S. Army Cap-
tain in Military Intelligence. He served for a number of years as
a Case Officer with the U.S. Central Intelligence Agency. He
worked in the White House under President Gerald R. Ford.

Mr. Slane was the former Chairman of the Board of Trustees of
the Ohio State University. Ohio State is the nation’s largest uni-
versity, with an annual budget of $4 billion. He is also the former
chairman of University Hospital, a 1,000 bed regional hospital in
Columbus and the former chairman of the James Cancer Hospital,
one of 11 NIC Comprehensive Cancer Centers in the country. He
currently serves on the board of two financial institutions and on
a number of nonprofit boards.

He received a Bachelor of Science Degree in Business Adminis-
tration and Juris Doctor Degree in Law from The Ohio State Uni-
versity. He holds a Master’s Degree in International Law from the
Europa Institute at the University of Amsterdam, The Nether-
lands. Mr. Slane is a member of the Ohio Bar and formerly a part-
ner in the law firm of Grieser, Schafer, Blumenstiel and Slane.

Peter Videnieks

Mr. Videnieks was reappointed on November 20, 2008, by Senate
Majority Leader Harry Reid for a second two-year term expiring
December 31, 2010.
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Prior to his appointment, Commissioner Videnieks served on the
staff of Senator Robert C. Byrd (D-WVA), President Pro Tempore
of the U.S. Senate and Chairman of the U.S. Senate Appropriations
Committee, as an advisor on international affairs and energy
issues. He also served on the staffs of the U.S. Trade Deficit Re-
view Commission and the U.S.-China Economic and Security Re-
view Commission. Mr. Videnieks was previously a contracting offi-
cer for NASA, the Justice Department, and the U.S. Customs Serv-
ice, where he was Division Director. He has also been an IRS rev-
enue officer. He holds degrees from the University of Maryland
(B.A. economics) and the George Washington University (M.S.A.
with concentration in procurement and contracting). Mr. Videnieks
was born in Latvia and lives with his wife Barbara on a farm in
1(\}Iorthern Virginia. His language skills are Latvian, Spanish, and

erman.

Michael R. Wessel

Commissioner Michael R. Wessel is an original member of the
U.S.-China Economic and Security Review Commission and was re-
appointed by House Democratic Leader Nancy Pelosi for a two-year
term expiring December 31, 2010.

Commissioner Wessel is President of The Wessel Group Inc., a
public affairs consulting firm offering expertise in government, poli-
tics, and international affairs. He was formerly the Executive Vice
President at the Downey McGrath Group, Inc. He served on the
staff of House Democratic Leader Richard A. Gephardt for more
than 20 years, leaving his position as General Counsel in March
1998. In addition to his duties as General Counsel, Commissioner
Wessel was Mr. Gephardt’s chief policy advisor, strategist, and ne-
gotiator. He was responsible for the development, coordination,
management, and implementation of the Democratic Leader’s over-
all policy and political objectives, with specific responsibility for
international trade, finance, economics, labor, and taxation.

During his more than 20 years on Capitol Hill, Commissioner
Wessel served in a number of positions: He was Mr. Gephardt’s
principal Ways and Means aide, where he developed and imple-
mented numerous tax and trade policy initiatives. He participated
in the enactment of every major trade policy initiative from 1978
until his departure in 1998. In the late 1980s, he was the Execu-
tive Director of the House Trade and Competitiveness Task Force,
where he was responsible for the Democrats’ trade and competitive-
ness agenda as well as overall coordination of the Omnibus Trade
and Competitiveness Act of 1988.

He was intimately involved in the development of comprehensive
tax reform legislation in the early 1980s and every major tax bill
during his tenure. Beginning in 1989, he became the principal ad-
visor to the Democratic Leadership on economic policy matters and
served as tax policy coordinator to the 1990 budget summit. In
1995, he developed the 10 percent Tax Plan, a comprehensive tax
reform initiative that would enable roughly four out of five tax-
payers to pay no more than a 10 percent rate in federal income
taxes. It became the principal Democratic tax reform alternative.
In 1988, he served as National Issues Director for Gephardt’s Pres-
idential campaign. During the 1992 Clinton/Gore campaign, he as-
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sisted on a broad range of issues and served as a Senior Policy Ad-
visor to the Clinton/Gore transition office. In 2004 he was a Senior
Policy Advisor to the Gephardt for President campaign and later
co-chaired the Trade Policy Group for the Kerry-Edwards cam-
paign. In 2008, he was publicly identified as a trade and economic
policy advisor to President Obama’s presidential campaign.

He has coauthored a number of articles with Democratic Leader
Gephardt and a book, An Even Better Place: America in the 21st
Century (Public Affairs: 1999). Commissioner Wessel served as a
member of the U.S. Trade Deficit Review Commission in 1999-—
2000, a congressionally created commission charged with studying
the nature, causes, and consequences of the U.S. merchandise
trade and current account deficits.

Commissioner Wessel holds a B.A. and a J.D. from George Wash-
ington University. He is a member of the bar of the District of Co-
lumbia and Pennsylvania and is a member of the Council on For-
eign Relations. He and his wife Andrea have four children.

Larry M. Wortzel, Ph.D, Vice Chairman

Larry M. Wortzel was reappointed by House Republican Leader
John Boehner on December 10, 2008, for a fifth term expiring De-
cember 31, 2010. He was unanimously elected as the Commission
Vice Chairman for the 2009 report cycle effective January 1, 2009.
He previously served as Chairman for the 2006 and 2008 report cy-
cles.

He previously served as the Director of the Asian Studies Center
and Vice President for foreign policy at The Heritage Foundation.
A leading authority on China, Asia, national security, and military
strategy, Commissioner Wortzel had a distinguished 32-year career
in the U.S. armed forces. His last military position was as director
of the Strategic Studies Institute of the U.S. Army War College.

Following three years in the Marine Corps, Commissioner
Wortzel enlisted in the U.S. Army in 1970. His first assignment
with the Army Security Agency took him to Thailand, where he fo-
cused on Chinese military communications in Vietnam and Laos.
Within three years, he had graduated Infantry Officer Candidate
School, as well as both Airborne and Ranger schools. After four
years as an infantry officer, he shifted to military intelligence.
Commissioner Wortzel traveled regularly throughout Asia while
serving the U.S. Pacific Command from 1978 to 1982. The following
year he attended the National University of Singapore, where he
studied advanced Chinese and traveled in China and Southeast
Asia. He next worked for the Under Secretary of Defense for Policy,
developing counterintelligence programs to protect emerging de-
fense technologies from foreign espionage. In addition, he managed
programs to gather foreign intelligence for the Army Intelligence
and Security Command.

From 1988 to 1990, Commissioner Wortzel was Assistant Army
Attaché at the U.S. embassy in China, where he witnessed and re-
ported on the Tiananmen Massacre. After assignments as an army
strategist and managing army intelligence officers, he returned to
China in 1995 as the Army Attaché. In December 1997, he became
a faculty member of the U.S. Army War College, serving as director
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ofltheIStrategic Studies Institute. He retired from the army as a
colonel.

Commissioner Wortzel’s books include Class in China: Stratifica-
tion in a Classless Society (Greenwood Press: 1987); China’s Mili-
tary Modernization: International Implications (Greenwood: 1988);
The Chinese Armed Forces in the 21st Century (Carlisle, PA: 1999);
and Dictionary of Contemporary Chinese Military History (Green-
wood: 1999). He regularly publishes articles on Asian security mat-
ters.

A graduate of the Armed Forces Staff College and the U.S. Army
War College, Commissioner Wortzel earned his B.A. from Colum-
bus College, Georgia, and his M.A. and Ph.D. from the University
of Hawaii. He and his wife, Christine, live in Williamsburg, Vir-
ginia. They have two married sons and two grandchildren.



APPENDIX III
PUBLIC HEARINGS OF THE COMMISSION

Full transcripts and written testimonies are available online at
the Commission’s Web Site: www.uscc.gov.

February 17, 2009: Public Hearing on “China’s Role in the
Origins of and Response to the Global Recession,”
Washington, DC

Commissioners present: Carolyn Bartholomew, Chairman; Larry
M. Wortzel, Vice Chairman; Daniel A. Blumenthal; Peter T.R.
Brookes; Jeffrey L. Fiedler; Hon. Patrick A. Mulloy; Hon. William
A. Reinsch; Daniel M. Slane (Hearing Co-Chair); Peter Videnieks;
Michael R. Wessel (Hearing Co-Chair).

Witnesses: Robert B. Cassidy, Kelley Drye & Warren LLP; Gor-
don Chang, author of “The Coming Collapse of China”; Alexandra
Harney, author of “The China Price”; Nicholas R. Lardy, Ph.D.,
Peterson Institute for International Economics; Michael Pettis,
Peking University; Eswar Prasad, Ph.D., Cornell University and
The Brookings Institution; Stephen S. Roach, Ph.D., Morgan Stan-
ley Asia; Derek Scissors, Ph.D., The Heritage Foundation; Wing
Thye Woo, Ph.D., University of California at Davis and The Brook-
ings Institution.

March 4, 2009: Public Hearing on “China’s Military and
Security Activities Abroad,” Washington, DC

Commissioners present: Carolyn Bartholomew, Chairman (Hear-
ing Co-Chair); Larry M. Wortzel, Vice Chairman (Hearing Co-
Chair); Daniel A. Blumenthal; Peter T.R. Brookes; Jeffrey L. Fie-
dler; Hon. Patrick A. Mulloy; Hon. William A. Reinsch; Daniel M.
Slane; Peter Videnieks; Michael R. Wessel.

Witnesses: Michael Auslin, Ph.D., American Enterprise Institute;
Bernard Cole, Ph.D., National War College; Susan L. Craig, author
of “Chinese Perceptions of Traditional and Non-Traditional
Threats”; Daniel Hartnett, CNA; Chin-hao Huang, Stockholm
International Peace Research Institute; Eric McVadon, the Insti-
tute for Foreign Policy Analysis, Inc.; John J. Norris, U.S. Depart-
ment of State; David S. Sedney, U.S. Department of Defense; Paul
J. Smith, Ph.D., Naval War College.

(355)
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March 24, 2009: Public Hearing on “China’s Industrial Policy
and its Impact on U.S. Companies, Workers, and
the American Economy,” Washington, DC

Commissioners present: Carolyn Bartholomew, Chairman; Larry
M. Wortzel, Vice Chairman; Daniel A. Blumenthal; Peter T.R.
Brookes; Hon. Patrick A. Mulloy (Hearing Co-Chair); Hon. William
A. Reinsch; Daniel M. Slane (Hearing Co-Chair); Peter Videnieks;
Michael R. Wessel.

Congressional Perspectives: Hon. Sherrod Brown, U.S. Senator
from the state of Ohio.

Witnesses: Richard P. Appelbaum, Ph.D., University of California
at Santa Barbara; Eugene G. Arthurs, Ph.D., the International So-
ciety for Optical Engineering; Ralph E. Gomory, Ph.D., New York
University and The Alfred P. Sloan Foundation; George T. Haley,
Ph.D., University of New Haven; Michael S. Lebby, Ph.D., Opto-
electronics Industry Development Association; Richard McCormack,
Manufacturing & Technology News; Clyde V. Prestowitz, Jr.,
Economic Strategy Institute; Denis F. Simon, Ph.D., Penn State
University; Terence P. Stewart, Stewart and Stewart; Richard P.
Suttmeier, Ph.D., University of Oregon; Andrew Z. Szamosszegi,
Capital Trade, Inc.; Alan William Wolff, Dewey & LeBoeuf LLP.

April 30, 2009: Public Hearing on “China’s Propaganda and
and Influence Operations, its Intelligence Activities that
Target the United States, and the Resulting Impacts on
U.S. National Security,” Washington, DC

Commissioners present: Carolyn Bartholomew, Chairman; Larry
M. Wortzel, Vice Chairman; Daniel A. Blumenthal, Peter T.R.
Brookes (Hearing Co-Chair); Robin Cleveland; Jeffrey L. Fiedler;
Hon. Patrick A. Mulloy; Hon. William A. Reinsch (Hearing Co-
Chair); Hon. Dennis C. Shea; Daniel M. Slane; Peter Videnieks;
Michael R. Wessel.

Witnesses: Eric Anderson, Ph.D., SAIC; Anne-Marie Brady,
Ph.D., University of Canterbury; Kevin G. Coleman, Technolytics;
Nicholas Cull, Ph.D., University of Southern California; James
Mulvenon, Ph.D., Defense Group Inc.; Jacqueline Newmyer, Ph.D.,
Long Term Strategy Group; Judy Polumbaum, Ph.D., University of
Towa; Rafal A. Rohozinski, the SecDev Group and the Citizen Lab;
I.C. Smith, Federal Bureau of Investigation (Ret.); Ross Terrill,
Ph.D., Harvard University.

May 20, 2009: Public Hearing on “The Impact of China’s
Economic and Security Interests in Continental Asia on
the United States,” Washington, DC

Commissioners present: Carolyn Bartholomew, Chairman; Daniel
A. Blumenthal (Hearing Co-Chair); Peter T.R. Brookes; Robin
Cleveland; Jeffrey L. Fiedler (Hearing Co-Chair); Hon. Patrick A.
Mulloy; Hon. William A. Reinsch; Hon. Dennis C. Shea; Daniel M.
Slane; Peter Videnieks.



357

Witnesses: Stephen J. Blank, Ph.D., U.S. Army War College; Lisa
Curtis, The Heritage Foundation; Abraham M. Denmark, Center
for a New American Security; Julia Nanay, PFC Energy; Walid
Phares, Ph.D., Foundation for the Defense of Democracies’ Future
of Terrorism Project; Michael Schiffer, U.S. Department of Defense;
Martin Spechler, Ph.D., Indiana University-Purdue University;
Daniel Twining, German Marshall Fund.

June 11, 2009: Public Hearing on “The Implications of
China’s Naval Modernization for the United States,”
Washington, DC

Commissioners present: Carolyn Bartholomew, Chairman; Larry
M. Wortzel, Vice Chairman (Hearing Co-Chair); Robin Cleveland;
Jeffrey L. Fiedler; Hon. Patrick A. Mulloy; Hon. William A.
Reinsch; Hon. Dennis C. Shea; Daniel M. Slane; Peter Videnieks
(Hearing Co-Chair); Michael R. Wessel.

Congressional Perspectives: Hon. Madeleine Z. Bordallo, U.S.
Congresswoman from the territory of Guam; Hon. J. Randy Forbes,
U.S. Congressman from the state of Virginia; Hon. John Warner,
former U.S. Senator from the state of Virginia.

Witnesses: Cortez A. Cooper, The RAND Corporation; Peter
Dutton, U.S. Naval War College; Richard D. Fisher, Jr., Inter-
national Assessment and Strategy Center; Paul S. Giarra, Global
Strategies and Transformation; RADM Michael McDevitt (USN,
Ret.), CNA; Ronald O’Rourke, Congressional Research Service;
Frederic Vellucci, Jr., CNA.

July 23, 2009: Public Hearing on “The Impact of Trade with
China on New York State and Opportunities for
Economic Growth,” Rochester, NY

Commissioners present: Carolyn Bartholomew, Chairman; Daniel
A. Blumenthal; Peter T.R. Brookes; Robin Cleveland; Hon. Patrick
A. Mulloy (Hearing Co-Chair); Hon. Dennis C. Shea (Hearing Co-
Chair); Daniel M. Slane; Peter Videnieks.

Witnesses: Clive R. Barons, Fuji Xerox Operations; James V.
Bertolone, Rochester Labor Council (AFL-CIO); Linda Dickerson
Hartsock, Center for Clean Tech Entrepreneurship; Ron Hira,
Ph.D., Rochester Institute of Technology; William A. Johnson, Jr.,
Rochester Institute of Technology; Ed Kowalewski, Upstate Empire
State Development Corporation; Marnie LaVigne, Ph.D., University
of Buffalo Center for Advanced Biomedical and Bioengineering
Technology; Nabil Nasr, Ph.D., Rochester Institute of Technology;
Edward Patton, Rochester Precision Optics; John Perrotti, Gleason
Corporation; Peter Robinson, University of Rochester Medical Cen-
ter and Strong Health; Nicholas Rostow, State University of New
York, Albany; Willy C. Shih, Ph.D., Harvard University Business
School; Paul Vargovich, National Solar Technologies.
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September 10, 2009: Public Hearing on “China’s Media and
Information Controls—The Impact in China and the
United States,” Washington, DC

Commissioners present: Carolyn Bartholomew, Chairman (Hear-
ing Co-Chair); Larry M. Wortzel, Vice Chairman; Daniel A.
Blumenthal (Hearing Co-Chair); Peter T.R. Brookes; Robin Cleve-
land; Jeffrey L. Fiedler; Hon. Patrick A. Mulloy; Hon. William A.
Reinsch; Hon. Dennis C. Shea; Daniel M. Slane; Peter Videnieks;
Michael R. Wessel.

Witnesses: Madeline Earp, the Committee to Protect Journalists;
Robert Faris, Ph.D., Harvard University; Robert Guerra, Freedom
House; Phelim Kine, Human Rights Watch; Perry Link, Ph.D.,
University of California, Riverside; Lawrence Liu, Congressional-
Executive Commission on China; Victor Shih, Ph.D., Northwestern
University.
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2009 Hearings

Full transcripts and written testimonies are available online at
the Commission’s Web Site: www.uscc.gov.

Alphabetical Listing of Panelists Testifying before USCC

Panelist Name

Panelist Affiliation

USCC Hearing

Anderson, Eric

SAIC

April 30, 2009

Appelbaum, Richard P.

University of California,
Santa Barbara

March 24, 2009

Arthurs, Eugene G.

The International Society for
Optical Engineering

March 24, 2009

Auslin, Michael

American Enterprise Institute

March 4, 2009

Barons, Clive R.

Fuji Xerox Operations

July 23, 2009

Bertolone, James V.

Rochester Labor Council
(AFL-CIO)

July 23, 2009

Blank, Stephen J.

U.S. Army War College

May 20, 2009

Bordallo, Madeleine Z.

U.S. Congresswoman
from the territory of Guam

June 11, 2009

Brady, Anne-Marie

University of Canterbury

April 30, 2009

Brown, Sherrod

U.S. Senator
from the state of Ohio

March 24, 2009

Cassidy, Robert B.

Kelley Drye & Warren LLP

February 17, 2009

Chang, Gordon

Author of “The Coming
Collapse of China”

February 17, 2009

Cole, Bernard

The National War College

March 4, 2009

Coleman, Kevin G.

Technolytics

April 30, 2009

Cooper, Cortez A.

The RAND Corporation

June 11, 2009

Craig, Susan L.

Author of “Chinese Percep-
tions of Traditional and
Non-Traditional Threats”

March 4, 2009
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Cull, Nicholas

University of Southern
California

April 30, 2009

Curtis, Lisa

The Heritage Foundation

May 20, 2009

Denmark, Abraham M.

Center for a New American
Security

May 20, 2009

Dutton, Peter

U.S. Naval War College

June 11, 2009

Earp, Madeline

The Committee to Protect
Journalists

September 10, 2009

Faris, Robert

Berkman Center for Internet
and Society, Harvard
University

September 10, 2009

Fisher, Jr., Richard D.

International Assessment and
Strategy Center

June 11, 2009

Forbes, J. Randy

U.S. Congressman
from the state of Virginia

June 11, 2009

Giarra, Paul S.

Global Strategies and
Transformation

June 11, 2009

Gomory, Ralph E.

New York University and The
Alfred P. Sloan Foundation

March 24, 2009

Guerra, Robert

Freedom House

September 10, 2009

Haley, George T.

University of New Haven

March 24, 2009

Harney, Alexandra

Author of “The China Price”

February 17, 2009

Hartnett, Daniel

CNA

March 4, 2009

Hartsock, Linda Dickerson

Center for Clean Tech
Entrepreneurship

July 23, 2009

Hira, Ron

Rochester Institute of
Technology

July 23, 2009

Huang, Chin-hao

Stockholm International
Peace Research Center

March 4, 2009

Johnson, Jr., William A.

Rochester Institute of
Technology

July 23, 2009

Kine, Phelim

Human Rights Watch

September 10, 2009

Kowalewski, Ed

Upstate Empire State
Development Corporation

July 23, 2009

Lardy, Nicholas R.

Peterson Institute for
International Economics

February 17, 2009

LaVigne, Marnie

Buffalo Center for
Advanced Biomedical and
Bioengineering Technology

July 23, 2009
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Lebby, Michael S.

Optoelectronics Industry
Association

March 24, 2009

Link, Perry

University of California,
Riverside

September 10, 2009

Liu, Lawrence

Congressional-Executive
Commission on China

September 10, 2009

McCormack, Richard

Manufacturing & Technology
News

March 24, 2009

McDevitt, Michael

CNA

June 11, 2009

McVadon, Eric

The Institute for Foreign
Policy Analysis, Inc.

March 4, 2009

Mulvenon, James

Center for Intelligence
Research and Analysis,
Defense Group, Inc.

April 30, 2009

Nanay, Julia

PFC Energy

May 20, 2009

Nasr, Nabil

Rochester Institute of
Technology

July 23, 2009

Newmyer, Jacqueline

Long Term Strategy Group

April 30, 2009

Norris, John J.

U.S. Department of State

March 4, 2009

O’Rourke, Ronald

Congressional Research
Service

June 11, 2009

Patton, Edward

Rochester Precision Optics

July 23, 2009

Perrotti, John

Gleason Corp.

July 23, 2009

Pettis, Michael

Peking University

February 17, 2009

Phares, Walid

Foundation for the Defense of
Democracies’ Future of
Terrorism Project

May 20, 2009

Polumbaum, Judy

University of Iowa

April 30, 2009

Prasad, Eswar

Cornell University and The
Brookings Institution

February 17, 2009

Prestowitz, Jr., Clyde V.

Economic Strategy Institute

March 24, 2009

Roach, Stephen S.

Morgan Stanley Asia

February 17, 2009

Robinson, Peter

University of Rochester
Medical Center and
Strong Health

July 23, 2009

Rohozinski, Rafal A.

The SecDev Group and The
Citizen Lab

April 30, 2009

Rostow, Nicholas

State University of New York
at Albany

July 23, 2009
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Schiffer, Michael

U.S. Department of Defense

May 20, 2009

Scissors, Derek

The Heritage Foundation

February 17, 2009

Sedney, David S.

U.S. Department of Defense

March 4, 2009

Shih, Victor

Northwestern University

September 10, 2009

Shih, Willy C.

Harvard University Business
School

July 23, 2009

Simon, Denis F.

Penn State University

March 24, 2009

Smith, I.C.

Federal Bureau of
Investigation

April 30, 2009

Smith, Paul J.

Naval War College

March 4, 2009

Spechler, Martin

Indiana University-Purdue
University

May 20, 2009

Stewart, Terence P.

Stewart and Stewart

March 24, 2009

Suttmeier, Richard P.

University of Oregon

March 24, 2009

Szamosszegi, Andrew Z.

Capital Trade, Inc.

March 24, 2009

Terrill, Ross

John K. Fairbank Center
for Chinese Studies,
Harvard University

April 30, 2009

Twining, Daniel

German Marshall Fund

May 20, 2009

Vargovich, Paul

National Solar Technologies

July 23, 2009

Vellucci, Jr., Frederic

CNA

June 11, 2009

Warner, John

Former U.S. Senator
from the state of Virginia

June 11, 2009

Wolff, Alan William

Dewey & LeBoeuf LLP

March 24, 2009

Woo, Wing Thye

University of California at
Davis and The Brookings
Institution

February 17, 2009




APPENDIX IV
INTERLOCUTORS’ ORGANIZATIONS
2009 Asia Fact Finding Trip
CHINA AND HONG KONG, MAY 2009

During the visit of a U.S.-China Commission delegation to
China and Hong Kong in May 2009, the delegation met with
representatives of the following organizations:

In Beijing
U.S. Government
e U.S. Embassy, Beijing

China’s Government

Ministry of Foreign Affairs

Ministry of Commerce

Ministry of Finance

Chinese People’s Institute of Foreign Affairs

National Defense University of the People’s Liberation Army

Research Organizations
¢ China Institutes for Contemporary International Relations
¢ China Center for International Economic Exchanges
e China Institute of International Strategic Studies

Business Interests
¢ American Chamber of Commerce, People’s Republic of China

In Xiamen

Fujian Provincial Government
e Xiamen Municipal Government
¢ Xiamen Food and Drug Administration
e Taiwan Affairs Office of Xiamen Municipal Government
e Xiamen Port Authority

Chinese Enterprises
¢ Xiamen Gulong Canned Food Co., Ltd.
e Xiamen Amoytop Biotech Co., Ltd.

Universities
e Taiwan Research Institute of Xiamen University

In Nanjing

Chinese Enterprises
¢ Nanjing Pharmaceutical Co., Ltd.
¢ Nanjing Jiangning Economic and Technological Development
Zone
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Universities
e The Johns Hopkins University—Nanjing University Center
for Chinese and American Studies

In Hong Kong

U.S. Government
e U.S. Consulate, Hong Kong

Hong Kong Government
¢ Financial Services and the Treasury Bureau
e Hong Kong Legislative Council members

Religious Organizations
e Hong Kong Catholic Diocese

Business Interests
¢ American Chamber of Commerce, Hong Kong
e Morgan Stanley (Asia)
e CLSA Capital Partners (HK) Ltd.
e Hill & Associates



APPENDIX V
LIST OF RESEARCH MATERIAL
Funded Research Projects, 2009 *

*The research projects listed below were funded in 2009. Upon
acceptance by the Commission, the research material will be
posted to the Commission’s Web site www.uscc.gov in fiscal
year 2010.

e Economist Intelligence Unit, Report Examining Issues Sur-
rounding a Potential Bilateral Investment Treaty Between
the United States and the People’s Republic of China

e Defense Group, Inc., Report Examining Reforms in the De-
fense Industry of the People’s Republic of China

e NSD Biogroup, LLC, Report Examining Potential Health &
Safety Impacts of the Use of Chinese-Produced Raw Ingre-
dients in the Manufacture of U.S. Pharmaceutical Prod-
ucts

e Northrop Grumman Corp., Report Examining Capabilities of
the People’s Republic of China to Conduct Cyber Warfare
and Computer Network Exploitation

e Reperi, LLC, Report Examining Potential National Security
Implications of Chinese Investments in the Communica-
tions Industry

*The material noted below is available online at www.usce.gov.

All of the Commissioned research projects listed below were pre-
pared at the request of the Commission to support its delibera-
tions and is intended to promote greater public understanding
of the issues addressed by the Commission. Inclusion in the
Report does not imply an endorsement by the Commission or
any individual Commissioner of views expressed in the mate-
rial.

Completed and Released Research Studies by the
Commission Awarded in 2008 *

e Capital Trade, Inc.: “An Assessment of China’s Subsidies to
Strategic and Heavyweight Industries”
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e MBG Information Services: “China’s Soaring Commercial
and Financial Power: How it is Affecting the U.S. and the
World”

e NSD BioGroup, LLC: “Research Report on Chinese High-
Tech Industries”

e Science Applications International Corporation: “Capabilities of
the Chinese People’s Liberation Army to Carry Out Military
Action in the Event of a Regional Conflict”



APPENDIX VI
ABBREVIATIONS AND ACRONYMS

AEW&C Airborne Early Warning & Control Aircraft
ASEAN Association of Southeast Asian Nations

AVIC China Aviation Industry Corporation

C4ISR command, control, communications, computers,
intelligence, surveillance, and reconnaissance

CCP Chinese Communist Party

CCTV China Central Television

Chinalco China Aluminum Company

CIA Central Intelligence Agency

CICIR China Institutes for Contemporary International
Relations

CIISS China Institute of International Strategic Studies

CNOOC China National Off-Shore Oil Corporation

DHS Department of Homeland Security

DoD Department of Defense

EU European Union

FBI Federal Bureau of Investigation

GATT General Agreement on Tariffs and Trade

GDP gross domestic product

IMF International Monetary Fund

NATO North Atlantic Treaty Organization

NORINCO China North Industries Corp.

NSA National Security Agency

PLA People’s Liberation Army

PRC People’s Republic of China

RAT remote administration tool

RMB renminbi

SAR Special Administrative Region

SARS Severe Acute Respiratory Syndrome

3G third generation (wireless standard)

UN United Nations

USDA U.S. Department of Agriculture

USTR U.S. Trade Representative

VAT value added tax

WAPI wireless application protocol standard

WHO World Health Organization

WTO World Trade Organization
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