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Overview

This testimony builds on an extensive body of published research on China's data governance
strategy, cross-border data flows, and digital trade. The works on which it directly draws are:
"Testimony Before the U.S.-China Economic and Security Review Commission Regarding
China's Cloud Computing Market" (ITIF, 2021); "Testimony to the U.S. Senate Subcommittee on
Trade Regarding Censorship as a Non-Tariff Barrier to Trade" (ITIF, 2020); "How Barriers to
Cross-Border Data Flows Are Spreading Globally, What They Cost, and How to Address Them,"
co-authored with Luke Dascoli (ITIF, 2021); "Writing the Rules: Redefining Norms of Global
Digital Governance," in China's Digital Ambitions: A Global Strategy to Supplant the Liberal
Order, National Bureau of Asian Research (NBR, 2022); "The Case for U.S. Leadership on
Global Data Governance," co-authored with Akanksha Sinha (NBR, 2025); and "House Ways
and Means Subcommittee on Trade Testimony: Maintaining U.S. Innovation and Technology
Leadership through Digital Trade” (2026).!

Taken together, these works establish the foundation on which this testimony builds: China's data
governance strategy is not a discrete set of policies but a sustained, state-directed campaign to
control a foundational input of the digital economy, domestically through accumulation and
restriction, internationally through norm-setting and institution-building.

The Central Analytical Problem

China has built, over the past decade, the world's most elaborate legal and regulatory architecture
for governing data and simultaneously the world's least constrained system for state access to it.
That juxtaposition is not a contradiction. It is the design.

The legislative foundation — the Cybersecurity Law (CSL), Data Security Law (DSL), Personal
Information Protection Law (PIPL), the Data Twenty Articles, the Network Data Security
Management Regulations, and the continuous stream of implementing rules documented
throughout this testimony — creates an expanding perimeter of obligations on private actors,
often relating to private sector involvement in strategic technologies and development interests.
All the while it preserves maximum discretion for the state. The obligations run one way: firms
must classify, protect, localize, and seek approval for moving data. The state faces no equivalent
constraint. There is no independent judiciary capable of reviewing state data access. There is no
transparency requirement that would reveal when access occurs. The National Intelligence Law's
standing cooperation obligation and the Data Security Law's Article 36 asymmetry are not gaps
in an otherwise well-designed system. They are features of it.

Against this domestic backdrop, Chinese digital firms are expanding globally at a pace and scale
that has no historical precedent in the technology sector besides U.S. firms after the creation of
the modern Internet. Chinese digital firms now hold dominant or near-dominant positions across
multiple layers of the digital economy in Southeast Asia and beyond. In e-commerce and
consumer platforms, they collectively account for approximately half of regional gross
merchandise value across key Association of Southeast Asian Nation (ASEAN) economies. In
physical digital infrastructure, Chinese firms have built the undersea cable networks, data
centers, and 5G systems that form the transport and processing layer for a significant portion of
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global data flows. In consumer applications, social media, short-form video, mobile payments,
ride-hailing, logistics, and fast-fashion retail, Chinese platforms have rapidly captured market
share across the world. In enterprise services, Chinese cloud providers are aggressively
expanding data center footprints in emerging markets, competing primarily on price and
leveraging state financing that Western commercial providers cannot replicate. Across all of
these sectors, the pattern is consistent: rapid market penetration, pricing that reflects state
subsidy rather than commercial cost recovery and competitiveness, and a governance
architecture that makes the data generated by hundreds of millions of users in dozens of
countries legally accessible to Chinese state actors upon demand.

There are a growing number of anecdotal stories and cases of Chinese tech firms making
decisions in third-country markets that show they are not competing on commercial merit. The
testimony documents all of this. What it cannot definitively resolve — and what no public
evidence base fully resolves — is the intentionality question: is China's overseas digital
expansion accompanied by a deliberate state objective of collecting and aggregating data from
overseas, or is data acquisition incidental to commercial expansion that happens to be state-
subsidized?

The structural asymmetry that distinguishes Chinese digital expansion from that of U.S. and
other foreign firms is not primarily about commercial behavior — it is about the governance
architecture within which commercial behavior occurs. American firms operating globally are
subject to legal process under rule-of-law systems: warrants, subpoenas, court orders,
independent judicial review, transparency reporting, and oversight by elected officials, civil
society, and the media. They compete on commercial merit, bear the full cost of their overseas
operations, and face the same data protection obligations as domestic firms in host countries.
Chinese firms operate under a fundamentally different architecture — one in which state
compulsion is always legally available, commercial and strategic objectives are deliberately
intertwined, and the distinction between private enterprise and state instrument is a matter of
political discretion rather than legal principle. They are additionally supported by state financing
that allows them to compete on price and penetration terms that commercially driven firms
cannot match.

The stakes extend well beyond which country's technology firms dominate global markets. The
deeper question is which model of digital governance becomes the global default — and the
answer is being determined now, in procurement decisions, regulatory drafting rooms, and
bilateral digital agreements across the developing world. If Chinese digital infrastructure,
platforms, and governance frameworks become the dominant model in Southeast Asia, Africa,
and Latin America, it will not simply be a commercial loss for the United States. It will represent
the normalization of a model structurally incompatible with privacy, rule of law, and democratic
accountability. That contagion does not require deliberate ideological export. It happens through
adoption, imitation, and the gravitational pull of market dominance.

The most difficult analytical question — whether China's overseas digital expansion is
accompanied by a deliberate state objective of aggregating foreign data, or whether data access is
incidental to commercially-motivated expansion — cannot be definitively resolved from the
public evidence. But the legal architecture makes the distinction less consequential than it might
appear. The National Intelligence Law creates a standing cooperation obligation. The Data
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Security Law creates compulsory disclosure rights without specifying how they will be
exercised. The military-civil fusion framework creates systematic pathways from commercial
capability to military and intelligence applications. A Chinese firm does not need to be tasked
with data collection for its overseas data to be accessible to Chinese state actors as the
compulsion architecture is always on, regardless of whether it is being actively used. The critical
difference from Western governance models is not behavioral but structural: there is no
transparency mechanism that would reveal when state access occurs, and no independent
judiciary capable of constraining it. That opacity is itself the problem, and no amount of
corporate compliance investment can resolve it.

The Evolution of China’s Data Governance Architecture

China recognizes data’s critical role in economic development and national security and has built
an evolving legal framework around this foundational point. In 2015, the 13th Five-Year Plan
(2016-2020) described data as a "basic strategic resource.” In 2020, China formally designated
data as the fifth factor of production, after land, labor, capital, and technology.? Chinese President
Xi has consistently used the phrase “data as a factor of production,” placing data on equal

footing with land, labor, capital, and technology as a basic input to economic output. He first said
this in his October 2021 Politburo speech, stating that:

“Data has become a new type of production factor, and has a major influence on the
transformation of traditional production methods...The digital economy...is not only a
new economic growth point, but also a supporting point for transforming and upgrading
traditional industries...The healthy development of the digital economy benefits
promoting the building of new advantages in national competition... [views data as] a
critical force in reorganizing global factor resources, reshaping global economics
structures, and changing global competition structures.”

Xi has repeatedly called national security “the bedrock of national rejuvenation” and said that
“Cybersecurity affects the whole body and profoundly influences the security of politics,
economy, culture, society, military, and other domains. Without cybersecurity, there is no
national security.”* Xi views the security of data, and the Chinese Communist Party’s (CCP)
ability to control it, as a critical step to maintaining public order and as a necessary precondition
for development.s In 2022, the 20" National Congress report was the first to dedicate a special
section specifically to national security, with the integration of development and security as a
major throughline of the report.® Specifically, the chapter calls for building a “new security
pattern” to aid in the creation of a “new development pattern,” following what President Xi has
said publicly about development being impossible without security.’

Key Institutions and Agencies

China's data governance framework involves multiple agencies whose authorities overlap,
compete, and in some cases remain deliberately ambiguous. The lead regulator is not an
administrative agency in any conventional sense.

The Cyberspace Administration of China (CAC)



The Cyberspace Administration of China traces its origins to the CCP propaganda system, not to
the state administrative apparatus. Its predecessor, the State Internet Information Office, was
established in 2011 as an internal sub-office of the State Council Information Office — itself a
government nameplate for the CCP's External Propaganda Office — with a mandate to unify
online content management and investigate website violations.® As Jamie Horsley (Senior
Fellow, Paul Tsai China Center, Yale Law School) documented in her 2022 DigiChina analysis,
the CAC is formally listed under the CCP Central Committee rather than the State Council — a
"single institution with two nameplates" — meaning it is simultaneously a state enforcement
agency and a party organ.’ Xi Jinping chairs its governing commission, the Central Cyberspace
Affairs Commission. Not a single meeting of that commission has ever been publicly reported.
There is also no publicly documented direct bilateral engagement between the CAC specifically
and any U.S. government agency.

That institutional design is not a technicality. Rogier Creemers of Leiden University describes
the CAC as "the world's most powerful digital institution" precisely because of this dual
structure.'® It houses the secretariat of the Central Cybersecurity and Informatization
Commission, meaning it sits at the junction of party policy and state regulation with no
institutional separation between the two. Creemers identifies the CAC as having "several
different roles, both political and regulatory" simultaneously — an observation that has direct
implications for how foreign firms, foreign governments, and courts should interpret its
enforcement actions. When the CAC acts, there is no reliable mechanism to determine whether a
given decision reflects regulatory policy, party direction, or some combination of both. A
November 2025 peer-reviewed analysis in the Journal of Chinese Political Science extended this
institutional analysis to the municipal level, finding that local CAC branches are tasked with
"often divergent mandates of digital innovation, regulatory enforcement, and political control"
simultaneously, and that even Municipal Cyberspace Administrations (MCAs) within a single
province vary significantly in how they prioritize these roles—with some emphasizing
surveillance and others inverting the hierarchy to prioritize local digital economy development.
This variation compounds the unpredictability that foreign firms already face at the national
level, since enforcement priorities shift not just over time but across jurisdictions.'!

Through the three foundational laws enacted between 2017 and 2021 — the CSL, DSL, and
PIPL — the CAC's authority has been progressively codified and expanded. The CSL designated
it as the body responsible for overall planning and coordination of cybersecurity regulation
across all other agencies. The DSL tasked it with overall coordination of online data security and
authorized it to regulate important data exports. The PIPL granted it overarching powers for
comprehensive planning, coordination, and supervision of personal information protection
work.'? The CAC's direct rulemaking authority remains legally imprecise in some areas, as
Horsley documents in detail — it has cited the Three Laws collectively as authority for specific
regulatory actions while sometimes noting the need for State Council authorization in others,
creating an inconsistent legal basis that gives regulated entities limited predictability and gives
the CAC maximum discretion.’® The September 2025 Dior enforcement action — penalizing the
luxury firm for transferring personal information to its French parent without approval —
demonstrates that the CAC's enforcement posture has sharpened considerably and now applies
directly and assertively to foreign-invested enterprises.

The National Information Security Standardization Technical Committee
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One regulatory body conspicuously absent from a lot of policy analysis of China's data
governance framework is TC260, the National Information Security Standardization Technical
Committee. Operating under the Standardization Administration of China in close coordination
with the CAC, TC260 translates CAC policy into the binding and quasi-binding technical
standards that determine how China's data laws are operationalized in practice. For example, its
March 2024 data classification and grading standard (GB/T 43697-2024) is the technical
backbone of the "important data" system, providing the reference framework that all sectoral
regulators such as the Ministry of Industry and Information Technology (MIIT), National
Financial Regulatory Administration (NFRA), and local data bureaus must follow when building
industry-specific data catalogs.'* In the AI domain, TC260 has sharply accelerated its output
since 2023, publishing standards on generative Al security, Al training data, and data annotation,
culminating in a comprehensive Al Safety Governance Framework in September 2024 that the
CAC subsequently endorsed as authoritative policy guidance, making TC260, in effect, the
technical standard-setter whose output the CAC then enforces.'> That relationship matters
strategically because TC260 holds China's seat on ISO/IEC JTC1/SC27, the principal
international body for cybersecurity and privacy standards, and its 2025 work priorities explicitly
instruct the committee to "leverage the hosting of the SC27 international conference to actively
lead the development of international standards."'

The National Data Bureau (NDB)

In October 2023, the National Data Bureau (also see section below) was established. Its first
director, Liu Liehong, came from the CAC where he had served as deputy director, and before
that from MIIT and China Unicom. Tom Nunlist of Trivium China offered the most analytically
precise characterization of the CAC/NDB division at the time of the NDB's establishment: "The
security side will still firmly be [the domain of the] CAC. The NDB is expected to deal primarily
with the development side of data governance."!” That framing, security versus development —
captures the intended institutional division but understates the jurisdictional tensions that have
emerged since. For example, the January 2026 CAC draft on financial data classification,
introducing a new "Sensitive General Data" subcategory that effectively supersedes the People’s
Bank of China’s (PBoC) five-tier classification system, is evidence that the CAC is not content
to cede the development agenda to the NDB where data security interests are at stake.'®

Other Important Organizations

The CAC does not govern alone. The MIIT, MPS, the State Administration for Market
Regulation (SAMR), and other industry regulators oversee law enforcement in their respective
industries, with the CAC coordinating above them.! In practice, this coordination is imperfect.
MIIT administers telecoms licensing and has driven the development of sector-specific important
data identification standards, publishing draft guidelines for the industrial field in late 2024 that
took effect April 2025.2° MPS governs law enforcement data access and administers real-name
registration requirements for online services. SAMR oversees anti-monopoly enforcement and
consumer rights, including data-related market power abuses. In November 2024, CAC, SAMR,
MPS, and MIIT jointly launched a special enforcement campaign targeting algorithm violations
on online platforms, a multi-agency coordination that reflects a new pattern of cross-agency
collaboration on emerging regulatory frontiers, though it also reveals how enforcement priorities
can shift rapidly and without advance notice.?!



The result is a structural tension at the heart of China's data governance architecture. The CAC's
security-first mandate and the NDB's circulation-first mandate pull in opposite directions, with
no institutional mechanism for resolution below the level of the CAC. The NDB’s creation
reflects the CCP's broader strategy of concentrating control over sectors it views as determinative
of long-term political and economic power, which means the NDB's development mandate is
ultimately subordinate to the party's security interests whenever the two conflict.?? Foreign firms
operating across financial services, telecoms, and data-intensive industries accordingly face
overlapping and sometimes conflicting guidance from agencies whose jurisdictional boundaries
are disputed among themselves.

Developments in China's Cybersecurity Review System

China's cybersecurity review regime is best understood not as a rules-based compliance system
but as a discretionary tool of state power that has, in practice, preserved maximum regulatory
flexibility. As Graham Webster and Rogier Creemers documented in their authoritative
DigiChina analysis, the relevant laws "were drafted in full knowledge that technology and its
context would develop rapidly." This language functions as a standing justification for regulatory
adaptation without legislative amendment.? Over nearly a decade of continuous revision, the
system has evolved from a narrow procurement review mechanism into a broad framework for
state oversight of any technology activity deemed to touch national security.

The regime traces to Article 59 of the 2015 National Security Law and was operationalized
through Article 35 of the 2017 Cybersecurity Law, which required critical information
infrastructure operators to submit to security review before procuring network products or
services that might affect national security. The current Cybersecurity Review Measures,
finalized in December 2021, represent the third major iteration in five years.

Two triggers for mandatory filing are enumerated: CII operators procuring potentially sensitive
network products, and firms handling more than one million users' data seeking a foreign IPO.
But the Cybersecurity Review Office also retains authority to initiate reviews on its own
initiative, drawing legal weight from the broad provisions of the NSL, CSL, and Data Security
Law rather than from the Measures themselves.>* The Micron case in March 2023 extended this
pattern to a major U.S. semiconductor firm, on publicly stated CII security grounds whose
specific factual basis was never disclosed.?

The October 2025 CSL amendments (the first major revision since enactment, effective January
1, 2026) substantially harden the enforcement architecture in two ways that directly affect
foreign firms. First, penalties have escalated dramatically: general violation fines rose fivefold to
RMB 500,000, while a new severe violations category carries fines up to RMB 10 million ($1.4
million), business suspension, and license revocation. Individual liability now extends to all
directly responsible personnel, with personal fines reaching RMB 1 million.?® Second, and more
consequentially, the extraterritorial scope has been explicitly expanded from overseas activities
harming Chinese CII to any overseas activity that endangers China's cybersecurity — potentially
capturing foreign cloud providers, SaaS firms, and data analytics companies processing China-
related data anywhere in the world. The February 2025 Compliance Audit Measures add a
parallel mechanism of continuous state visibility: firms processing more than ten million
individuals' personal information must conduct mandatory audits every two years, and the CAC
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may require third-party audits of any firm it determines presents material risks — a threshold left
undefined.”” Both instruments operate through the CAC. A third parallel mechanism took effect
November 1, 2025: the Administrative Measures for National Cybersecurity Incident Reporting,
which consolidate previously dispersed reporting obligations into a structured framework
requiring real-time disclosure to regulators when security incidents occur — adding continuous
event-driven visibility to the ongoing audit visibility the Compliance Audit Measures create.

How China Promotes the Accumulation of Data as a Strategic Asset:
The Data Twenty Articles and the National Data Bureau

The Data Twenty Articles are a major new data initiative for China. China enacted these changes
to not only ensure economy-wide integration of data into its economy but to create rules to
"activate” the value of data.”” China’s “data element market” is a state initiative to commodify,
trade, and circulate data as a new productive factor to drive digital economic growth.* In 2026,
the initiative is now fully operational, having reached its “industrialization” phase. Per the
Chinese government, this initiative is now in the last year of this phase, aiming to achieve an
annual data industry growth rate of over 20 percent by the end of 2026.3'

China created the NDB to accelerate the utilization of data to pursue economic growth and to
create the digital infrastructure necessary to support the growth of a “digital China” via a unified
national data market, moving away from prototype local markets, and seeks to build national-
level data infrastructure and “industry databases” to provide training sets for artificial
intelligence (Al) large language models (LLMs).3? The NDB has focused on moving the Data
Twenty Articles from principle to a structured economic ecosystem, by institutionalizing data as
a “factor of production.” It does this through four main pillars (below).?* China has also launched
the World Data Organization (WDO) to help export the “Data Twenty Articles” model as a global
standard (see below).**

The four pillars:

1. Pillar 1: Data Property Rights: The document introduces a three-way structural separation
of data rights: the right to hold data resources, the right to process and use data, and the
right to operate data products. This applies differently to public, enterprise, and personal
data, with the governing principle of "whoever invests, contributes, benefits." The
framework is designed to allow commercial data circulation while preserving state
control over sensitive categories.

2. Pillar 2: Data Circulation and Transaction: Covers compliance rules, standardized
national data exchanges, and a data services ecosystem including brokers, auditors, and
dispute arbitration. The cross-border subsection explicitly bases China's international
engagement on the Global Data Security Initiative and calls for resisting what it terms
"data hegemony, data protectionism, and long-arm jurisdiction in the data field" — direct
references to U.S. export controls and sanctions policy embedded in China's foundational
data governance document.

3. Pillar 3: Data Revenue Distribution: Market-based contribution assessment governs
distribution, with explicit government redistribution mechanisms to address inequality.
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The document links data revenue policy to common prosperity, calls for preventing
monopolistic capital expansion in the data domain, and requires large data enterprises to
bear social responsibility obligations alongside commercial interests.

4. Pillar 4: Data Governance: A multi-party governance structure involving government,
enterprises, and society. Government sets the regulatory framework including a negative
list of data that cannot be traded. Enterprises bear primary compliance responsibility and
are prohibited from using data or algorithmic advantages to restrict competition. Anti-
monopoly enforcement is an explicit component alongside data security oversight.>

China's data elements initiative has generated substantial institutional activity with more than 20
state-led data exchanges now operate nationwide. The NDB reports that China's data industry
reached 5.86 trillion yuan (approximately $816 billion) in 2024, up 117 percent from 2020.°¢ Yet
trading volumes at the exchanges themselves remain marginal relative to that scale. China's first
data exchange, the Guiyang Big Data Exchange established in 2015, had annual trading volume
of less than 5 million yuan before its restructuring. This is a trajectory that prompted one widely
cited internal Chinese analysis to describe the initiative's first six years as "idealism abundant,
reality gaunt.”” By mid-2023, the exchanges in Shenzhen, Guiyang, and Guangzhou had each
crossed 1 billion yuan in trading volume, but this is still a fraction of the industry the government
claims to be building.?*

The gap between China’s data policy ambition and reality reflects a structural contradiction that
institutional restructuring will struggle to resolve. The security architecture Beijing built to
control data — localization requirements, national security carve-outs, broad state access powers
— is the same architecture that acts as a barrier to the commercial data circulation the Data
Twenty Articles initiative was designed to create. A concrete illustration emerged in December
2024, when the first batch of digital asset public bidding projects in Fuling District, Chongqing,
was suspended. Law firm analysis of that failure identified three unresolved barriers: no clear
legal guidance on public data transfers, unclear data ownership rules and undefined privacy
boundaries, and hidden compliance risks in government data transactions.* These are the
predictable consequence of trying to build a data market under a governance framework whose
primary purpose is control, not circulation.

The data property rights system has not resolved this underlying legal ambiguity. A November
2025 academic analysis identifies four specific failures: ambiguity in the subject matter of data
property rights, excessive exclusivity of those rights as constructed, insufficient protection of
individual data rights, and inadequate data sharing.** The NDB's January 2025 consultation draft
on common terminology in the data sector attempted to address definitional ambiguity by
providing formal definitions for data property rights, data holding rights, data usage rights, and
data operational rights, but a peer-reviewed assessment confirms that no concept of data property
rights yet exists in Chinese laws and regulations, and the glossary's definitions have not resolved
the underlying legal gap.*' As the Journal of International Economic Law noted in its October
2024 comparative analysis of China's data property rights system and the EU Data Act, China
creates new property rights for data processors rather than imposing obligations on them. This is
a philosophically distinct approach that nonetheless leaves the same fundamental questions of
ownership, valuation, and enforceability unresolved.* The cross-border dimension compounds
these domestic challenges. The party-state's ongoing push to restrict foreign access to data about
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China's economy, science, and technology actively undermines the cross-border data commerce
that would be necessary for the data elements market to achieve its stated economic objectives.

Technology Specific Case Study: AI Robotics Data

The next competitive frontier in Al is not text generation but physical intelligence. Al systems
that perceive, reason about, and act within the real world. Robotics is the primary arena. Training
these systems follows a fundamentally different path from LLMs. Where LLMs are pre-trained
on publicly available text and refined through human feedback, physical Al systems require
thousands of hours of real-world operational data collected before any labeling process begins.
That data is then annotated and structured to build Vision Language Action Models and once
deployed, the systems generate further operational data that continuously improves their
performance. The training bottleneck is not compute. It is the physical data itself, generated only
through robots operating in real-world environments at scale.*

China's state-directed robotics data strategy rests on an interlocking set of policy instruments
enacted at the national level. The USCC's March 2026 working paper "Two Loops: How China's
Open Al Strategy Reinforces Its Industrial Dominance" identifies the core mechanism: China's
open Al model strategy and its manufacturing dominance are mutually reinforcing, with open
models enabling low-cost deployment across factories and logistics networks that in turn
generate the real-world data feeding back into model improvement.* Ceding the robotics data
layer to China is not an abstract technology policy concern, it is a potential critical infrastructure
risk.®

In January 2023, the "Robotics+" Application Action Plan (co-signed by MIIT and seventeen
other government departments) subsidizes robot deployment across manufacturing, logistics,
healthcare, and consumer services.* The plan's data logic is straightforward: by subsidizing
deployment at scale, Beijing simultaneously subsidizes the generation of real-world operational
training data across every sector the plan touches. MIIT's October 2023 Guiding Opinions on the
Innovative Development of Humanoid Robots established embodied Al as a national technology
priority, setting a 2025 target for a preliminary humanoid robot innovation system and a 2027
target for a secure supply chain, with data infrastructure identified as a core enabling
component.*’” The most technically specific instrument is MIIT's Intelligent Data Collection
Standard 1.0, issued in November 2024. This is a unified, enforceable framework for
synchronizing, formatting, labeling, and quality-grading multimodal robot training data across
the industry, explicitly designed to ensure interoperability so that data generated across disparate
deployments can be aggregated into shared training pools rather than remaining in proprietary
silos.*

China industrialized data generation in a way the United States has not. China's January 2025
guidelines on the data labeling industry, issued jointly by the NDRC and the NDB, commit to
establishing data labeling hubs nationwide and supporting the sector with favorable fiscal,
financial, and tax policies.* This represents a general Al data infrastructure development
program that has robotics training data as one of its priority applications.* In one government
data collection center in Hubei province, close to 100 humanoid robots (controlled by human
operators) practice movements like folding clothes, ironing, and wiping tables hundreds of times
daily.”' The data-sharing institutional architecture is equally deliberate. Beijing and Shanghai
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have each established state-funded national humanoid robotics innovation centers whose explicit
mandate includes aggregating training data and sharing it across the industry to reduce
development costs for smaller firms. As of December 2025, more than 40 state-funded robot data
collection centers had been announced nationwide, with approximately two dozen already in
operation.” AgiBot's data factory generates approximately 50,000 data captures per day, which is
a throughput that peer facilities also target, with at least one firm, Parsini, aiming an order of
magnitude higher. Large real-world data factories operate in Shanghai, Beijing, and
Shenzhen/Tianjin. Regional data consortia have been established in Hubei and Guangzhou. Open
datasets including AgiBot World and RoboMIND supplement facility-based collection. The
Robot Report describes this network as "a national data engine for multi-skill, multimodal robot
learning."*

Leading Chinese robotics firms AgiBot and Fourier have released open training datasets as part
of this strategy. This may appear to be a commercially counterintuitive move that RAND’s "Full
Stack: China's Evolving Industrial Policy for AI" report attributes directly to state pressure to
build shared industry infrastructure rather than proprietary competitive moats.> The Chinese
Academy of Sciences white paper adopted in March 2025 formalizes this as part of a three-stage
roadmap: shared datasets and open middleware through 2027; scaled deployment in factories,
logistics, and elder-care pilots through 2030; and mass-market generalization post-2030.% Taken
together, these instruments constitute not a collection of sector policies but a coordinated
national campaign to control the foundational data inputs of physical Al before the rest of the
world has recognized the strategic stakes.

Cross Border Data Flows and Foreign Data Access

China has established a comprehensive legal framework for cross-border data transfers primarily
though the CSL, the DSL, and the PIPL. CAC oversees the data transfer regime as the apex
authority. CAC states that the current cross-border data transfer regime mainly regulates important
data and personal information, and other types of data may be freely transferred overseas. There
are currently three mechanisms to transfer such data abroad, including a Security Assessment
performed by the CAC, Personal Information Protection (PIP) Certification issued by CAC-
approved institutions, and filing Standard Contractual Clauses (SCC). Overall, the Chinese
approach is considered one of the most restrictive, with strict data localization requirements and a
government-led supervision regime over cross-border data flow. Although the CAC’s recent policy
developments and initiatives send a signal of liberalization of restrictive outbound data transfer,
these changes have not yet proven substantive or commercially significant, especially compared
to most other countries' data transfer frameworks.>

Recent regulatory changes related to cross-border data flows:

e In March 2024, CAC issued Provisions on Promoting and Regulating Cross-Border Data
Flows. These regulations introduced the easing of select cross-border data transfer
constraints such as for transfers of China-collected data related to international trade;
necessary transfers for signing or performing e-commerce contracts; essential transfer of
personal information to safeguard an individual’s life in emergencies; and transfer of non-
sensitive personal information, totaling fewer than 100,000 individuals by noncritical
information infrastructure operators”’. Guided by these Provisions, various industry sectors
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actively followed up by issuing a series of industry-specific cross-border data guidelines.
Key sectors such as finance, automotive, shipping, and biopharmaceuticals successively
ended up releasing specific guidelines to promote cross-border data flows.

e In February 2025, CAC issued Measures for the Administration of Compliance Audits on
Personal Information Protection (Audit Measures), which took effect on May 01, 2025.
These Audit Measures require data processors to assess and quantify the scale of their
personal information processing activities.>

e In April 2025, the CAC published an FAQ for cross-border data transfers reflecting its
evolved position towards cross-border data transfers along with practical guidance for data
processors. The FAQs clarified the concept of free trade zones (FTZs) as being permitted
to develop “negative lists” for cross-border data transfers. This essentially implies that all
data is exempted from the general legal framework and can be transferred cross-border
from these FTZs without restriction, so long as the data is not contained on the “negative
lists”. Significantly, the FAQ confirmed that “negative lists” enacted by one FTZ will be
automatically effective in other FTZs to ensure consistency across regions. As of June
2025, FTZs in Tianjin, Beijing, Hainan, Shanghai, and Zhejiang had released “negative
lists” covering 17 industry sectors.®® However, as DigiChina analysis documents, FTZ rules
must be established "under the framework of the national categorized and graded protection
system for data." This means FTZ flexibility is bounded by the national security
classification architecture rather than operating independently of it.*!

e In October 2025, the CAC and SAMR jointly issued the long-awaited Measures for
Certification of Cross-Border Personal Information Transfer, effective January 01, 2026.
The Measures clarified key aspects of the certification process, including scope and
applicability, application procedures, certification body obligations, as well as supervision
and enforcement. These marked a pivotal moment in China’s data governance landscape
as they completed the three-pathway framework for cross-border personal information
transfers established under the PIPL®.

e On November 1, 2025, an important new national standard took effect, “Data Security
Technology — Security Requirements for Processing of Sensitive Personal Information
(GB/T 45574 — 2025)”. It further clarifies the scope of the sensitive personal information
and sets out detailed security and compliance requirements for its processing. Overall, it
adopts a more cautious and refined approach to identifying sensitive personal information
than previous standards (e.g., GB/T 35273 — 2020).%

China's approach to cross-border data is structurally asymmetric. Its domestic framework
imposes onerous restrictions on outbound data transfers while simultaneously having broad and
vague legal authorities for Chinese government access to data held anywhere in the world by
Chinese firms. That asymmetry is deliberate and long-standing, but it is becoming more
consequential as Chinese firms expand. The operational expression of Beijing's data strategy
appears to be: control the outflow, expand the inflow. The result is a system in which foreign
governments, firms, and individuals that interact with Chinese platforms and infrastructure are
subject to Chinese state access rights that have no transparency, no access to any independent
judicial system for redress, and no equivalent reciprocal obligation.
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The strategic value of foreign data to China operates across multiple dimensions. Consumer
behavioral data from foreign markets, purchasing patterns, payment preferences, social graphs,
location data, health and genomic information, feeds China's Al development ecosystem. China's
ability to train and refine large language models and recommendation algorithms depends on
data diversity and volume. Having access to hundreds of millions of people across highly diverse
countries and demographics, such as in Southeast Asia, is valuable in ways that go well beyond
any individual firm's business interests. Financial and transaction data from foreign markets
provides intelligence on economic activity, supply chain relationships, and individual financial
behavior that has both commercial value for Chinese fintech firms and intelligence value for the
state. Geospatial and mapping data from overseas operations (collected through ride-hailing
services, logistics platforms, and smart city projects) has potential national security applications.
Genomic and health data, particularly from populations with different genetic profiles from the
Chinese population, has pharmaceutical and other values.

On outbound transfers, firms seeking to move data out of China must navigate three compliance
pathways: mandatory security assessment for large-scale or important data; standard contract
filing for mid-scale personal information; and certification for smaller volumes. The March 2024
CAC regulation introduced partial exemptions that left the core architecture intact. One of the
regulation's most consequential changes was to the volume threshold triggering mandatory
security assessment — raised from transfers involving more than 100,000 individuals under the
2022 Measures to more than 1 million individuals under the 2024 Provisions. This change
provided meaningful relief for small and medium-sized firms, but as Sacks, Chen Zeng, and
Webster note, it is not difficult to exceed 1 million users in a market of 1.09 billion internet users
— meaning major domestic and foreign companies operating at that scale continue to face the
security assessment process with all its attendant uncertainty.® The critical feature is the explicit
exclusion of "important data" from all exemption categories, meaning that any data Beijing
designates as strategically significant is subject to mandatory security assessment regardless of
commercial rationale. The legal definition of "important data" remains insufficiently precise at
the national level, giving regulators discretionary power to designate commercial data as subject
to national security review after the fact.®

The 2024 Provisions compound this ambiguity rather than resolving it. Article 2 simultaneously
requires data handlers to identify and declare important data themselves, while stating that absent
regulatory notification, they need not file for a security assessment. As Sacks, Chen Zeng, and
Webster document in their authoritative DigiChina analysis, "the two seemingly contradictory
thoughts in Article 2 are equally present in the text, and government practice or guidance has not
appeared to clarify matters" — leaving regulators with ample space to explore their own
interpretations.® A further dimension of this ambiguity is the personal information/important data
overlap: Article 5 of the 2024 Provisions makes explicit that even when personal information
qualifies for a transfer exemption, that exemption does not apply if the data has been designated
as important data. The national security designation can therefore strip away privacy-based
exemptions after the fact, embedding the security classification architecture directly into the
personal information protection regime.®’ A final unresolved area concerns the "necessity"
standard embedded throughout the 2024 Provisions' exemption categories. Transfers for
international trade, contract performance, and emergency purposes are exempt if "necessary," but
neither the regulation nor subsequent guidance specifies who determines necessity or by what
standard.®
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Chinese Government Access to Data

On inbound state access to data, Article 36 of the DSL prohibits domestic organizations and
individuals from providing data stored in China to foreign judicial or law enforcement authorities
without government approval from competent Chinese authorities.® Crucially, this restriction
applies to all data regardless of sensitivity level — not only "important data" or "core data."
Jones Day's analysis of the provision notes that it appears to apply to all types of data and that
the law does not specify what activity constitutes a transfer to a foreign authority or how
approval may be obtained, giving Chinese regulators maximum discretion.” Entities providing
data without approval face fines up to 5 million yuan and cancellation of business licenses.

The National Intelligence Law (2017) gets a lot of attention (understandably) from U.S.
policymakers. It compounds this framework. Article 7 stipulates that "all organizations and
citizens shall support, assist, and cooperate with national intelligence efforts in accordance with
law."”" Article 14 grants intelligence agencies authority to insist on this cooperation.” A
December, 2020, U.S. Department of Homeland Security business advisory concluded that
Chinese firms that own and operate data centers, both within China and abroad, "are subject to
laws which require their secret cooperation with PRC intelligence services" and may be required
to "secretly share data with the PRC government or other entities upon request, even if that
request is illegal under the jurisdiction in which these firms operate."” China Law Translate's
Jeremy Daum offers a more cautious reading of Article 7, noting it is far from clear the provision
was intended to require active participation in information gathering.’ This may well be the case,
but the key point is not the outer boundaries of the legal obligation but the practical reality: there
is no independent judiciary in China capable of constraining state access to firm data, and no
transparency requirement that would allow the outside world to know when such access occurs.

Contrasting Chinese and U.S. Firms’ Data Practices in Southeast Asia

The most analytically revealing theater for comparing Chinese and U.S. firms' data practices is
not the United States or the European Union, where both sets of firms face meaningful regulatory
constraints, but third-country markets — particularly Southeast Asia — where those constraints
are nascent, enforcement capacity is limited, and the governance and behavioral gap between
Chinese and U.S. firms is most consequential. It is in these markets that the structural asymmetry
this testimony has documented throughout plays out with the fewest external checks. The
asymmetry between Chinese and U.S. firms operating in Southeast Asia is legal, architectural,
and operational.

Southeast Asia is a hugely consequential theater for Chinese commercial data acquisition outside
China's borders. The scale is substantial. According to Bain & Company, Chinese platforms
together held approximately 50 percent of the e-commerce market across Indonesia, Thailand,
and the Philippines in 2024.” Momentum Works reported that Southeast Asia's total e-commerce
gross merchandise volume reached $114.6 billion in 2023, more than double its 2020 level.”
Beyond e-commerce, Chinese firms are major players in regional digital infrastructure. A Center
for Strategic and International Studies report notes directly that China's control over optical fiber
networks transports "huge amounts of personal, government, and financial data, which would
presumably be shared with the Chinese government if controlled by Chinese companies."”” The
combination of consumer platform and physical infrastructure control creates a potential layered
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data collection architecture. Chinese firms accumulate behavioral and transaction data through
consumer platforms at the application layer while simultaneously positioning Chinese-controlled
networks as the transport layer through which that data moves.

Chinese firms operating in Southeast Asia face a genuine structural contradiction: China's DSL
requires Chinese firms to report data generated overseas to Chinese authorities upon request,
while host country privacy and data protection laws may prohibit disclosure of that same data to
foreign governments. Vietnam's Decree 53/2022 mandates local data storage for telecom and e-
commerce platforms. Indonesia's Government Regulation 71/2019 similarly mandates domestic
data storage for electronic systems operators.” These requirements directly conflict with Chinese
state access obligations.

The starting point to compare U.S. and Chinese firm data management operations is the
regulatory environment in which both sets of firms actually operate in the region. Southeast Asia
does not have a unified data protection framework. Each country maintains its own regime at
varying stages of development and enforcement. No Southeast Asian data protection authority
has the investigative resources, technical capacity, or institutional independence of the Irish Data
Protection Commission (DPC) or the U.S. Federal Trade Commission (FTC). This enforcement
gap is the operating condition that makes the comparison between Chinese and U.S. firms in the
region analytically significant. Both sets of firms are formally subject to local law when
operating in these markets. The meaningful distinction is not the formal legal obligation but the
behavioral constraints that operate independently of local enforcement, specifically, the
extraterritorial obligations each set of firms carries from its home jurisdiction.

U.S. firms operating in Southeast Asia carry a set of home-country legal and reputational
obligations that function as behavioral constraints regardless of local enforcement capacity. U.S.
cloud firms publish detailed global transparency reports disclosing government data requests and
their responses across all jurisdictions. They operate under the EU’s General Data Protection
Regulation’s (GDPR) extraterritorial reach for any processing of EU residents' data, which
imposes purpose limitation, data minimization, and consent requirements on their global data
architectures. They are also subject to FTC oversight and to the reputational and litigation risk
that flows from U.S. civil society, media scrutiny, and class action litigation. The World
Benchmarking Alliance's 2025 Ranking Digital Rights Index, which for the first time included
major Chinese firms in its assessment, found that while some scored near the middle of the pile
on privacy and freedom of expression metrics, they lagged on governance transparency
compared to the major U.S. platforms. This finding reflects the structural difference between
firms operating under externally verified transparency obligations and those that do not.”

U.S. technology firms also face asymmetric regulatory and political scrutiny relative to Chinese
competitors, even though U.S. firms tend to operate some of the world’s most sophisticated
compliance systems for privacy, security, and lawful access. Yet in many third-country debates,
scrutiny disproportionately fixates on U.S. legal authorities (often centered on the CLOUD Act),
while comparatively little attention is paid to Chinese providers’ legal exposure, compliance, and
transparency. The result in developing-country markets is a lopsided legal and operational risk
conversation: policymakers may subject U.S. providers to intense legal scrutiny because U.S.
processes are visible and contestable, while under-weighting the governance and legal
constraints affecting Chinese providers—constraints that are often less transparent and harder for
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customers to assess, particularly where sensitive government or critical-infrastructure data is
involved.

There’s asymmetry in commercial data practices, which are most visible in behavioral targeting
and algorithmic personalization. Chinese platforms dominating Southeast Asian e-commerce and
social media accumulate behavioral data from hundreds of millions of users across markets with
limited data minimization requirements, no meaningful purpose limitation enforcement, and no
independent supervisory authority capable of auditing cross-border data flows at the technical
layer. That data feeds recommendation and advertising algorithms that drive platform
commercial performance. The more comprehensive the behavioral profile, the more effective the
personalization; the more effective the personalization, the higher the engagement and
conversion rates that generate advertising and transaction revenue. U.S. firms building equivalent
systems in the same markets face their own governance obligations — extraterritorial GDPR
reach where EU users are involved, FTC scrutiny for deceptive data practices, and the
reputational constraints of operating under U.S. civil society and media oversight. Chinese firms
do not face equivalent external constraints and, critically, face internal constraints from a home-
country governance regime whose enforcement runs through the CAC.

The transparency asymmetry compounds the commercial one. None of China's major platform
firms operating in Southeast Asia publish transparency reports disclosing government data
requests and their responses across jurisdictions, despite operating at the scale of U.S. firms that
do. No equivalent institutional pressure exists in Southeast Asia to require or verify such
transparency from Chinese platforms, because no local regulator has the capacity to do so and no
extraterritorial obligation from a home-country privacy regime requires it. U.S. firms'
transparency reports are imperfect instruments, but they create a public record that enables
independent verification, civil society scrutiny, and regulatory accountability. The absence of any
equivalent from Chinese firms is not a compliance gap — it reflects a governance architecture in
which transparency toward external parties is structurally disincentivized.

There’s also a clear difference in market preference. U.S. and other foreign firms operating in
Southeast Asia actively oppose data localization requirements in the region on the grounds that
such requirements create duplicative costs, undermine global service capabilities, and harm
cybersecurity. Chinese platforms have actively embraced and promoted data localization as a
competitive differentiator, accurately reading that some host country governments prioritize
physical control over data regardless of the security consequences. As I documented in my 2021
USCC testimony, Alibaba Cloud's general manager for India explicitly described the Indian
government's push toward data localization as "a big opportunity," and Alibaba Cloud President
Simon Hu stated that "Indian data should be stored in India" as a matter of policy.*

The competitive consequence is a structural advantage in data-intensive markets that is also
strategically valuable in ways that extend well beyond advertising revenue because the
behavioral data, financial transaction records, and social information being accumulated by
Chinese platforms in Southeast Asia is data that China's DSL and National Intelligence Law may
access and use for targeted cybersecurity, industrial development, and other interests.

World Data Organization
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On March 30, 2026, China held the founding assembly of its newly launched World Data
Organization (WDO), which it is positioning as the first international organization in history
dedicated specifically to data governance and development.®' The WDO will be based in Beijing,
but it aims to serve as a global, non-governmental, and non-profit platform for dialogue,
rulemaking, and collaboration. It has a threefold mission of bridging the data divide, unlocking
data’s value, and powering the digital economy. The WDO ultimately aims to “break barriers”
around different data policies in countries by promoting industry consensus and helping
multinational enterprises reduce data compliance costs.®? It also aims to build ecosystems through
applying data in practical scenarios such as medical care, education, and energy to promote project
implementation and industrial innovation. As of its first assembly, the organization had amassed
more than 200 members from over 40 countries. Its membership includes companies, universities,
think tanks, international organizations, and institutions across industries such as finance, medical
care, energy, internet, and automobiles.®3

Key policy considerations®:

e Even though the WDO will not establish binding rules, it will focus on policy coordination,
standard-setting recommendations, and capacity building. It’s unclear what it means by
work on standards (whether technical standards akin to those from the ISO and IEEE) or it
means general policy development, which may then form the basis for engagement in
formal standards making at the ISO and other technical standards bodies. China clearly
recognizes the role and value of taking leadership roles and being engaged in the
development of technical standards. It’s a matter of watching how it tries to leverage the
WDO agenda to encourage other countries to adopt similar positions on standards.

e [t appears part of a long-term, methodical global Chinese strategy for creating a China-led
or friendly global order for digital policy. China’s creation of the WDO is clearly in part
motivated by the U.S. governments withdrawal from many multinational institutions and
forums. It also follows in the footsteps of other key policy initiatives, such as creating the
National Data Bureau and the Global Cross-Border Data Flow Cooperation Initiative.

e The president of the UN Commission on Science and Technology for Development spoke
at the inaugural assembly, signaling that the UN recognizes the WDO as a relevant forum
for global discussions and potential rulemaking.

Overall, the WDO plans to achieve its mission through activities such as promoting member
services and industry self-regulation; conducting policy research and compliance services;
deepening industry studies and public interest initiatives; and providing a global platform for
exchange and collaboration on data governance®. Through the WDO, China has essentially
introduced a new actor with sufficient critical mass to shape agendas and build coalitions with the
potential to shape the global data governance in its favor.
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Trends to Watch

Al Distillation Attacks: A New Dimension to China's Data Acquisition Strategy

Adversarial Al distillation reveals something important about the evolution of China's data
acquisition strategy. Knowledge distillation is a well-established and legitimate Al technique in
which a smaller "student" model is trained on the outputs of a larger, more capable "teacher"
model, acquiring capabilities at lower cost than training from scratch. Frontier Al labs routinely
distill their own models to create smaller, cheaper versions for their customers. What Chinese
labs did was weaponize this process: using fraudulent accounts, proxy services, and evasion
infrastructure to circumvent geographic access restrictions, then systematically generating
crafted prompts at industrial scale to extract training data they used to improve competing
models. A China Business Law Journal analysis notes that if Chinese firms obtained output data
through commercial APIs rather than stealing internal parameters or source code, determining
that they used "deceptive means" or infringed trade secrets is legally complex. The more
actionable claim is likely violation of terms of service rather than intellectual property theft
under current frameworks.®® These are legitimate caveats. However, the operational facts are not
in dispute: the firms created fraudulent accounts, deliberately circumvented geographic
restrictions, and used proxy services to disguise the source of their requests.®’

This is data acquisition through the API layer, not the infrastructure layer. The Digital Silk Road
strategy potentially acquires foreign data through physical infrastructure, such as undersea
cables, data centers, and 5G networks. The distillation attacks described here acquire something
more valuable: the synthesized intelligence embedded in U.S. frontier AI models, accumulated
through billions of dollars of R&D investment and trained on vast datasets that Chinese labs do
not independently possess. Joe Khawam in a Just Security article describes this as "free riding on
the capabilities developed by OpenAl and other U.S. frontier labs."®® This understates the
strategic significance as what was extracted was not raw data, it was the distilled output of some
of the most advanced Al research in the world. This implicates U.S. export controls. The Just
Security analysis makes the connection explicit: "Distillation attacks therefore reinforce the
rationale for export controls: restricted chip access limits both direct model training and the scale
of illicit distillation." If Chinese labs can extract frontier model capabilities through API access
rather than through independent training, chip export controls are partially circumvented. The
Institute for Al Policy and Strategy's March 2026 analysis estimates that successful distillation
"lowers the compute threshold required to achieve near-frontier performance — meaning that
even with restricted chip access, Chinese labs can close the gap faster than export controls were
designed to allow."”?

The World Data Organization as an Institutional Inflection Point

The WDO may become a major vehicle for Chinese data governance policy. As described above,
it represents the institutional capstone of a decade-long Chinese strategy. The Commission
should track WDO membership growth closely, particularly which developing countries join,
under what terms, and whether WDO discussions produce outputs, and how those align or
conflict with international standards, U.S. policy, and emerging global best practices relating to
data policy. The stated goal of becoming "an internationally influential platform and trusted hub
in the data field" by 2030 is Beijing's own benchmark.’! The Commission should assess progress
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against it annually. However, much like China’s “Global Cross-Border Data Flow Cooperation
Initiative” it may not turn into anything major (thus far, nothing further has happened).

China's 15th Five-Year Plan Data Infrastructure Buildout (2026-2030)

NDB Director Liu Liehong's March 2026 Qiushi article frames National Data Infrastructure as
the defining priority of the 15th Five-Year Plan period, describing its purpose as to "open the
aorta of data circulation" and enable large-scale movement of data resources across China's
economy.’? The institutional and technical architecture being built now (national data
infrastructure, inter-agency data integration, provincial NDB networks linked to NDRC authority
etc.) will define China's data capabilities in the years ahead. The Commission should track
implementation of the 15th FYP data infrastructure commitments as a leading indicator of
China's ability to realize its goals to make data a strategic asset.

Al and Data Governance Fusion

China's enforcement campaigns targeting large language models and algorithms signal that data
governance and Al governance are formally merging in China's regulatory architecture. The
CAC's November 2024 "Qing Lang" special campaign on algorithmic issues (jointly launched
with three co-agencies) and subsequent enforcement waves through 2025 targeting LLM filing
compliance, PIPL violations in Al services, and algorithm transparency violations collectively
represent a significant intensification of Al governance that operates directly through the data
governance framework.”® The MIIT's Important Data Identification Guidelines in the Industrial
Field, effective April 1, 2025, begins the process of defining important data at the sectoral level,
covering high-technology data including integrated circuits, key software, and electronic
components.” As Al competition intensifies, the classification of Al-related training and model
data as important data, and thus subject to mandatory security assessment before any offshore
transfer, will become an increasingly consequential policy tool, one whose asymmetric
application could disadvantage foreign firms seeking to move Al-related data out of China. The
Commission should monitor how China uses its data classification architecture in this emerging
area.

Southeast Asia Data Governance Maturation

The United States should make Southeast Asia a priority for digital and technology policy
engagement and development. Several ASEAN economies are developing or revising national
data protection frameworks, but these can vary quite a lot.”> How these frameworks develop and
whether they are shaped by Global CBPR principles, GDPR-adjacent frameworks, or China's
sovereignty model will determine whether Chinese data collection in the region will face
meaningful constraint. The Commission should track ASEAN digital governance developments
as an early indicator of whether this region, like many others around the world, converges toward
or diverges from international data governance norms.

Personal Data and National Security Convergence

Both China and the United States are reclassifying certain personal data as national security
matters, producing a convergence that is analytically important and practically consequential.
China's March 2024 regulation explicitly excludes personal information designated as important
data from all transfer exemptions, embedding a national security frame into what might
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otherwise appear to be routine privacy regulation.’® The United States' Executive Order 14117
and the Department of Justice final rule implementing it establish a parallel framework,
designating bulk sensitive personal data flows to countries of concern as national security
matters rather than trade or privacy issues.”’ As both countries tighten restrictions on each other's
data access, third-country governments and firms may face pressure to choose sides. The
Commission should monitor how this convergence affects allied and partner countries' digital
trade and data governance frameworks, particularly in the Indo-Pacific.

China's Quantum Capabilities and the Post-Quantum Cryptography Imperative

Quantum-enhanced computing accelerates China's ability to derive analytical value from the vast
data volumes its regulatory and commercial architecture is accumulating. The more immediate
concern is the "harvest now, decrypt later" strategy — collecting encrypted data today for
decryption when quantum computers mature. The U.S. National Institute for Standards and
Technology (NIST) finalized three post-quantum cryptography standards in August 2024, and
National Security Agency’s Commercial National Security Algorithm Suite 2.0 framework
requires full federal migration by 2035.°® Congress should treat that deadline as an outer
boundary: the harvesting is happening now, and the urgency of post-quantum migration across
federal systems, defense contractors, and critical infrastructure operators should be calibrated
accordingly.

Policy Recommendations
Pass the Digital Trade Promotion Act and Codify U.S. Digital Trade Priorities

China's asymmetric market access — open global markets for Chinese digital firms, a closed
domestic market for foreign competitors — is a long-standing structural issue.”” The Biden
administration's October 2023 withdrawal from World Trade Organization (WTO) digital trade
negotiations eliminated longstanding U.S. protections for cross-border data flows, prohibitions
on data localization, and safeguards for source code at precisely the moment China was
advancing its own competing governance model. As Samm Sacks and I wrote in Lawfare at the
time, the U.S. Trade Representative (USTR) handed Beijing a victory and dealt a blow to
longstanding U.S. support for an open internet and digital economy.'®® Without a statutory
anchor, U.S. digital trade positions remain vulnerable to administrative reversal.

Congress should pass the Digital Trade Promotion Act, introduced by Senators Young, Coons,
Moran, and Bennet, to codify those positions in statute and prevent future reversals.'?! The Act
establishes a statutory process for addressing digital trade barriers; codifies cross-border data
flows, bans on data localization and discriminatory digital taxes, protection for source code and
algorithms, and support for interoperable privacy frameworks; empowers USTR with stronger
monitoring and enforcement tools; and establishes congressional oversight over digital trade
negotiations. Its most strategically significant feature is that it directly addresses regulatory
contagion from both China's data sovereignty model and the EU's digital regulatory agenda by
providing a durable legislative foundation that would remain operative even if EU courts again
invalidate the EU-U.S. Data Privacy Framework, as they have twice before.

Re-Engage WTO Digital Trade Negotiations with a Clear U.S. Position
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The Biden administration's October 2023 withdrawal from WTO Joint Statement Initiative (JSI)
negotiations on data flows handed Beijing a victory and a blow to U.S. efforts to counter Chinese
data policies. The WTO JSI concluded negotiations in July 2024 without meaningful U.S. input
on data flow provisions. Allowing China (and the EU) to define the terms of global digital trade
rules by default is not a neutral outcome. It is a concession of leadership at the most
consequential moment in the development of global data governance.

Congress should direct the administration to re-engage WTO digital trade negotiations with a
clear, affirmative U.S. position on cross-border data flows, prohibition of data localization, and
narrow, well-defined national security exceptions that cannot be exploited as pretexts for digital
protectionism. All of China’s problematic laws and issues this testimony has documented are
designed to exploit the absence of binding international rules that would constrain these
practices. The USCC's 2024 Annual Report recommended that Congress urge USTR to pursue
digital trade agreements with strong cross-border data flow provisions and prohibitions on data
localization.!”? Given the WDO's March 2026 launch and China's accelerating international
governance advocacy, that recommendation should be treated as urgent.

Support an Ambitious ASEAN Cloud and Digital Governance Engagement Strategy

The United States has an established foundation for digital engagement with the Association of
Southeast Asian Nations (ASEAN) through the U.S.-ASEAN Digital Work Plan 2023-2025 and
the six U.S. priority areas confirmed at the 6th ASEAN Digital Ministers' Meeting in January
2026.'% Congress should direct the State Department and Commerce Department to significantly
deepen this engagement, backed by U.S. International Development Finance Corporation (DFC)
financing and the American Al Exports Program established under Executive Order 14320
(Promoting the Export of the American Al Technology Stack), both of which should explicitly
prioritize Southeast Asia as a priority.

A comprehensive strategy should pursue three specific initiatives. First, active U.S. financial and
technical support for the ASEAN Trusted Data Corridor which pairs corridor-specific rules
limiting data localization with binding government data access safeguards modeled on OECD
trusted government access principles.!® Second, an accelerated campaign to expand Global CBPR
membership across the region as it is the most effective accountability mechanism available. The
U.S. should provide financial and technical support for each country's certification process. Third,
the DFC should support U.S.-backed data center and cloud infrastructure investments in Indonesia,
Vietnam, and the Philippines as credible alternatives to Chinese offerings. Ideally, a fourth
initiative would be a U.S.-ASEAN digital trade agreement to provide a common, high-standard
set of provisions on data and digital trade.

Promote the Global Cross Border Privacy Rules (CBPR) System

The Global CBPR System, officially launched in June 2025, is the most credible rules-based
mechanism currently available for building trusted cross-border data flows among like-minded
countries. Its thirteen current members include major U.S. trading partners (e.g. Japan, Canada,
and Australia) and partners critical to Al and technology leadership (e.g. Singapore and Taiwan).
Congress should direct the administration to make Global CBPR expansion a top-tier trade and
technology policy priority, integrating it explicitly into U.S. trade negotiations, the AI Action
Plan's international pillar, and bilateral technology dialogues. Congress should also explicitly
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recognize Asia Pacific Economic Cooperation CBPR and Global CBPR certifications as valid
data transfer mechanisms in U.S. law, providing domestic legal certainty that would accelerate
both U.S. firm participation and partner country interest in joining.

The Global CBPR framework is at an inflection point. Its credibility and network effects depend
on achieving critical mass in the near term. The United Kingdom is actively considering
membership; India has engaged the question in both government and private-sector channels;
Indonesia would be a transformative addition. Congress should direct USTR and the State
Department to prioritize securing Indian and Indonesian membership as the immediate
diplomatic objective, using trade negotiations, bilateral technology dialogues, and the Al Action
Plan as leverage. Global CBPR provides something no bilateral agreement can replicate: a
certifiable, multilateral accountability standard that distinguishes firms operating under rule-of-
law data governance from those subject to Chinese state compulsion obligations.

Operationalize OECD Trusted Government Access Principles

The Organization for Economic Cooperation and Development (OECD) Declaration on
Government Access to Personal Data, adopted December 2022, establishes the clearest available
multilateral differentiation between democratic and authoritarian approaches to government data
access: "We reject any approach to government access to personal data held by private sector
entities that, regardless of the context, is inconsistent with democratic values and the rule of law,
and 1s unconstrained, unreasonable, arbitrary or disproportionate."'* That declaration describes
China's model precisely. China's broad, arbitrary, and opaque ability to compel private firms to
disclose data to the state is the structural mechanism that makes Chinese digital firms
categorically different from their U.S. and European counterparts, regardless of where they
operate. The problem is that most jurisdictions — including key U.S. partners — lack the legal
mechanisms, frameworks, or diplomatic coordination to act on that conclusion systematically.

Congress should direct the administration to do three things. First, operationalize the OECD
declaration by developing concrete compliance tools — legal checklists, certification criteria,
risk assessments and risk indices for specific jurisdictions, and government access transparency
standards — that allow partner countries to formally distinguish trusted from untrustworthy
jurisdictions in their data transfer frameworks, using the U.S. experience implementing
Executive Order 14117 as a practical template.'® Second, launch a dedicated multilateral
dialogue on trusted government access to data running in parallel to the Global CBPR Forum.
The latter addresses commercial privacy, while this new forum would address government
access, with the goal to attract non-OECD countries in Southeast Asia and the Global South that
are grappling with exactly these questions and currently lack any multilateral framework to help
answer them. Third, integrate trusted government access standards explicitly into U.S. bilateral
technology dialogues with Australia, the EU, Japan, and the UK, developing common tools that
make data flows to China and other problematic jurisdictions addressable through coordinated
policy rather than unilateral restrictions.

Establish a Trusted Cloud Initiative with Key Allies and Partners

Cloud infrastructure is the foundation on which data governance either succeeds or fails. The
threat of governments compelling cloud providers to surrender customer data is not hypothetical.
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The United States has addressed this domestically through the CLOUD Act and the EU-U.S.
Data Privacy Framework. Meanwhile, Chinese cloud firms are aggressively expanding in
Southeast Asia and the Global South, competing primarily on price in markets where
governments recognize the importance of security and trust in cloud services but lack the tools to
evaluate and differentiate providers in practice. That gap is a strategic vulnerability the United
States has not closed.

Congress should direct the administration to establish a trusted cloud initiative with Five Eyes
partners, Japan, the EU, and others to develop a common, risk-based framework defining cloud
trustworthiness that can be applied across allied and partner country procurement decisions. The
initiative should produce a shared toolkit of technical controls, audit standards, and certification
criteria that allow governments and commercial buyers to distinguish trusted from untrustworthy
cloud providers on grounds beyond price. It should cover incident response requirements,
configuration management, government access transparency obligations, and data handling
safeguards.'”” A common catalog of trustworthiness criteria endorsed by the United States and its
partners would serve three simultaneous purposes: it would protect sensitive data from Chinese
state compulsion; it would give U.S. and allied cloud firms a credible, verifiable competitive
advantage over Chinese providers in third-country markets; and it would directly operationalize
the Trump administration's interest in ensuring that allies buying U.S. Al do so on approved,
trusted cloud infrastructure.'%

Establish a National Industrial Robotics Data Foundry

The United States has no institutional equivalent to what China has built at the physical Al data
layer. Individual U.S. firms generate operational robotics data in proprietary silos. SMEs — the
majority of U.S. industrial capacity — lack the deployment scale to generate meaningful training
data independently. Meanwhile, China's response is centralized and systematic.

The Commission should recommend that Congress and the Administration direct the
establishment of a National Industrial Robotics Data Foundry — a federated, IP-protecting
infrastructure to aggregate, standardize, and share physical Al training data across U.S.
manufacturers. The ARM Institute, with its 450+ member consortium, existing DoD
relationships, and Manufacturing USA co-location, is the natural institutional anchor. Its mandate
should be expanded to include standardized data formats — a direct U.S. answer to MIIT's Data
Collection Standard 1.0 — and a federated governance architecture modeled on the EU's Catena-
X automotive data space, where raw data never leaves participants' systems but model weights
and anonymized derivatives are shared.

NIST should simultaneously be directed to develop a national robotics data interoperability
standard through its proven voluntary multi-stakeholder process — replicating the twelve-month
Cybersecurity Framework model — to position U.S.-originated formats at ISO before Chinese
standards consolidate global adoption. Congress should authorize 58 regional testbed hubs co-
located with Manufacturing USA institutes to give SMEs access to shared robotic systems and
data collection infrastructure that no individual firm can build alone.

Institutionalize a Systematic BIS Chokepoint Assessment Framework
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The U.S. government’s connected vehicles rulemaking demonstrated that Bureau of Industry and
Security (BIS) can develop targeted, technically credible national security rules for complex
technology supply chains, but only when it has the time, industry engagement, and analytical
discipline to distinguish core control functions from ancillary components. That process, which
began with everything on the table and ended with a focused rule targeting operating systems and
primary control software rather than entire vehicle systems, is the right model for addressing
Chinese components in other critical technology infrastructure. Congress should direct BIS to
institutionalize that chokepoint identification framework — systematic, technology-by-
technology, proportionate, and in sustained engagement with U.S. industry — and apply it across
critical technology sectors in a disciplined and sequenced manner.

The connected vehicles process is the right model precisely because of how it evolved. BIS
began with everything on the table, then through sustained formal and informal industry
engagement learned to distinguish the operating system and core control functions — the
Advanced Driver Assistance Systems, the primary vehicle management software — from
ancillary hardware and software that feeds into those systems without controlling them. The final
rule was considerably more targeted than the proposed rule, reflecting BIS's receptiveness to
technical information sharing during development. That process produced a rule with a
defensible legal basis, a clear scope, and industry buy-in that would not have been achievable
through a top-down prescriptive approach.

The Department of Commerce's proposed Information and Communications Technology and
Services (ICTS) rulemaking targeting Chinese components in U.S. cloud services and data
centers is at an earlier, less structured, and stalled stage. BIS has conducted some industry
outreach covering data center market structure, customer and vendor profiles, traffic
management, access control, and supply chain composition down to the component level. But
unlike connected vehicles, BIS has not provided a clear statement of its objective, a defined
timeline, or guidance on how it is thinking about the distinction between critical core functions
and non-critical ancillary services.

Congress should direct BIS to apply the connected vehicles analytical framework across a
defined set of critical technology sectors on a rolling basis. Two additional conditions are
necessary for this framework to function. First, interagency coordination must be embedded in
the process from the outset. The current cloud and data center rulemaking appears to be
proceeding without adequate coordination with the U.S. Trade Representative on trade
implications, with State on ally and partner impacts, or with the National Security Council on its
relationship to the broader Al and supply chain strategy. These are gaps that risk producing rules
that conflict with trade negotiating objectives or that disadvantage U.S. firms in third-country
markets without corresponding security benefits. Second, the framework should explicitly
distinguish between prohibitions on foreign adversary control of core functions and broader
restrictions that would effectively require domestic sourcing of ancillary components
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