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PART II

EFFORTS TO REMAKE THE WORLD 
ORDER

CHAPTER 3: AXIS OF AUTOCRACY: CHINA’S 
REVISIONIST AMBITIONS WITH RUSSIA, IRAN, 

AND NORTH KOREA

Executive Summary
China, Russia, Iran, and North Korea are forging closer strate-

gic, military, and economic ties that increase their ability—indi-
vidually and collectively—to challenge the interests of the United 
States and its allies and partners around the world. These states 
share common objectives in undermining U.S. global leadership 
and elements of the international system that promote democra-
cy and human rights, while seeking to reshape them to endorse 
autocratic rule and the use of coercion and military force to ad-
vance national interests. Although the relationships among Chi-
na, Russia, Iran, and North Korea may not constitute an alliance 
as traditionally conceived, the partnerships allow the countries 
to consider the use of force, undertake provocative actions, and 
otherwise act in ways they could not sustain on their own. This 
cooperation has intensified since Russia’s invasion of Ukraine in 
2022, as China, Iran, and North Korea have provided Russia with 
political, economic, and military support to sustain its war of ag-
gression, allowing it to circumvent U.S. and international sanc-
tions and diplomatic pressure. As the alignment is based more 
on shared interests and expediency than trust and loyalty, each 
country may decline to assist meaningfully when counterproduc-
tive to their larger objectives, as China and Russia did after the 
United States struck nuclear facilities in Iran in June.

As the most powerful and systemically integrated of these 
countries, China has been the “decisive enabler” of this group and 
its destabilizing activities. By cooperating with—and legitimiz-
ing—these heavily sanctioned countries, Beijing has developed 
significant leverage over them, effectively casting them as junior 
partners in the relationship. While this dynamic has generated 
some underlying friction, the advantages gained from their col-
lective power have outweighed the disadvantages. To respond to 
this increasing alignment among China, Russia, Iran, and North 
Korea, the United States must work in concert with allies and 
partners to deter destabilizing activities and prepare to respond 
to multiple potential regional flashpoints. Unfortunately, the ne-
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cessity to confront this challenge has come at a time when grow-
ing divisions within many democratic societies have undermined 
their willingness and ability to act in a concerted fashion to resist 
these efforts.

Key Findings
	• China, Russia, Iran, and North Korea are forging closer stra-
tegic, military, and economic ties that increase their ability—
individually and collectively—to challenge the strategic in-
terests of the United States and its allies. This cooperation is 
rooted in a shared desire to undermine U.S. global leadership 
and reshape elements of the rules-based international order, 
including concepts of sovereign equality, peaceful resolution 
of conflict, and respect for human rights. Instead, the coun-
tries seek an order that favors autocratic governance and 
their capacity to extend their regional spheres of influence.

	• While China, Russia, Iran, and North Korea individually 
pose a significant threat to U.S. interests, their growing coop-
eration collectively magnifies the challenge. Each is embold-
ened to undertake actions it could not sustain on its own, 
and their cooperative efforts make it far more difficult to 
secure U.S. national security, economic prosperity, and peace 
and stability around the world.

	• Cooperation among the “axis” countries has deepened since 
Russia’s full-scale invasion of Ukraine in 2022, as Russia has 
drawn on China, Iran, and North Korea to support its war 
efforts and to help it overcome the subsequent internation-
al condemnation and sanctions. For example, China-Russia 
bilateral trade has increased 66.7 percent since 2021. Each 
axis country has also benefited in different ways from its 
support to Moscow.

	• China has played the central diplomatic, economic, and fi-
nancial role in this informal alignment. These relationships 
have become increasingly asymmetric, with China effective-
ly casting the others as junior partners. While this dynamic 
has generated some underlying friction, such tensions have 
largely been mitigated by shared interests and mutual ben-
efits.

	• As the alignment is based more on shared interests and ex-
pediency than trust and binding obligation, each country has 
freedom of action and the ability to decline to participate in 
a conflict. This flexibility was evident in the failure of Chi-
na and Russia to provide support to Iran after the United 
States struck its nuclear facilities in June.

	• China’s preference for flexible partnerships over formal al-
liances reflects its opportunistic approach to diplomacy, in 
which it seeks to take advantage of a relationship that serves 
its interests while avoiding entanglements that do not bene-
fit it. Beijing seeks to have it both ways—cooperating closely 
with these partners that defy international norms and insti-
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tutions while simultaneously trying to promote an image as 
a responsible stakeholder to the broader international com-
munity that values those norms and institutions.

	• China’s deepening cooperation with Russia, Iran, and North 
Korea raises significant concerns for Indo-Pacific security. 
Their coordination increases the risk of opportunistic ag-
gression, a situation in which one regional conflict creates 
an opening for another actor to take advantage of the Unit-
ed States’ diverted attention and resources to launch oper-
ations elsewhere. In a Taiwan contingency, such dynamics 
could force the United States to face tough choices on escala-
tion and resource allocation. The collaboration among these 
powers substantially increases the risk of regional conflicts 
transforming into broader global crises.

	• China is the major trade and investment partner for these 
countries, helping them mitigate the adverse effects of U.S. 
and multilateral sanctions. Chinese entities have been in-
strumental in facilitating circumvention of export controls. 
China’s opaque financial system has been vital in money 
laundering and sanctions evasion by Russian, Iranian, and 
North Korean agents. Together, China’s policies have provid-
ed a lifeline that has allowed these countries access to the 
resources, technologies, and dual-use equipment needed to 
stay in power and continue destabilizing activities.

	• The sum of China’s sanctions and export control evasion ac-
tivities is greater than the individual components. China’s 
role as a hub for a diverse array of countries’ sanctions eva-
sion activities effectively allows for pooling of resources and 
economies of scale for companies and service providers that 
facilitate sanctions evasion. The network effect of Chinese 
and non-Chinese actors creates shared learning opportu-
nities about evasion tactics, presenting new challenges for 
sanctions strategy and enforcement.

Introduction
The image was striking: General Secretary of the Chinese Com-

munist Party (CCP) Xi Jinping, flanked by Russian President 
Vladimir Putin and North Korean leader Kim Jong Un, striding 
together down the red carpet at China’s September 2025 military 
parade, followed by Iranian President Masoud Pezeshkian and oth-
er national leaders just behind them. The moment was a carefully 
choreographed display intended to send a message that countries 
are lining up behind Beijing in solidarity with its efforts to push 
back against the United States and the U.S.-led world order.1 Al-
though this was the first time the leaders of China, Russia, North 
Korea, and Iran appeared together in public, the alignment among 
the countries has been growing over recent years. The expanding 
cooperation raises serious concerns about the strategic challenges 
these countries pose—not only individually but also collectively—to 
the national security interests of the United States and its allies 
and partners.2 As the most powerful actor among them, China plays 
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a central enabling role, fostering coordinated strategic alignment 
aimed at undermining the United States and the post-World War 
II international order founded on the concepts of sovereign equality, 
peaceful conflict resolution, and universal human rights.* Even pri-
or to the beginning of the Russia-Ukraine war, the convergence of 
these countries sparked debate over whether to characterize their 
relationships as an “axis” or a looser “partnership of convenience.” † 3 
Advocates of the “axis” perspective point to trends of growing stra-
tegic coordination among these countries and their increasingly 
shared perception of the United States as a threat, while skeptics 
argue that most interactions remain bilateral and lack a formal al-
liance framework.

Regardless of the characterization of these relationships, the 
strengthening of ties among China, Russia, Iran, and North Korea 
represents a significant challenge to the strategic interests of the 
United States and its allies. These states share common objectives: 
to challenge U.S. global leadership, to reshape elements of the in-
ternational system to be more conducive to authoritarian forms of 
government, and to normalize the use of coercion, military force, and 
the abuse of human rights. Experts argue that this partnership em-
boldens each actor to engage in provocative actions, believing that 
mutual support will help them withstand consequences. The inter-
connectedness among these countries can act as a force multiplier 
against the United States and its allies, potentially destabilizing 
key regions while lowering the perceived costs of confrontation for 
these revisionist ‡ regimes. This dynamic also opens the door to op-
portunistic aggression, in which one actor exploits a conflict else-
where—such as tensions over Taiwan or in Ukraine—to advance its 
own regional objectives while U.S. attention and resources are di-
verted, increasing the likelihood that a single regional conflict could 
escalate into simultaneous crises across multiple theaters.§

The Relationships Were Built over Decades but 
Deepened by the Conflict in Ukraine

China’s relationships with Russia, Iran, and North Korea are root-
ed in decades of engagement, although it has pursued a more coordi-
nated and assertive alignment with these countries in recent years. 

* In this chapter, the rules-based international order refers to the global system that began to 
emerge after 1944 out of a desire to prevent a third catastrophic war in light of the devastation 
wrought by two world wars in the preceding 30 years. The goal was to establish a set of rules 
and legal norms that, if followed, would maintain peace and security among all states. Some of 
these rules, including principles of non-intervention in the internal affairs of other states, territo-
rial integrity, and the peaceful settlement of disputes, were enshrined in the UN Charter. Other 
rules and institutions aimed to promote free trade and economic interdependence as a means of 
sustaining peace, such as the Bretton Woods system, which created the International Monetary 
Fund, the World Bank, and the General Agreement on Tariffs and Trade, which later evolved into 
the WTO. Additional agreements and norms sought to articulate universal human rights, promote 
multilateral cooperation, and advance democracy.

† The term Axis originally referred to the World War II alliance of Germany, Italy, and Japan 
against the Allies. In modern geopolitics, some analysts use it to describe the informal alignment 
of China, Russia, Iran, and North Korea due to their shared revisionist goals; relatively high 
levels of cooperation, including military-related cooperation; and potential threat to the U.S.-led 
international order.

‡ Revisionism, a concept rooted in power transition theory, refers to the strategic posture of 
states that are dissatisfied with the existing international order and seek to reshape its norms, 
institutions, and power structures, often through assertive or coercive means.

§ This chapter draws upon the Commission’s February 2025 hearing on “Axis of Autocracy? 
China’s Relations with Russia, Iran, and North Korea,” consultations with experts, and open 
source research and analysis.
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The China-Russia relationship grew rapidly after the Communist 
takeover of mainland China in 1949, followed by the Sino-Soviet 
split in the 1960s over border disputes and competing visions for 
global communism.4 The two countries have slowly rebuilt ties since 
the late 1980s, evolving into what both now describe as a “no-limits” 
partnership.5 China’s engagement with Iran accelerated during the 
Iran-Iraq War in the 1980s, when Beijing emerged as a key arms 
supplier to Tehran.6 Over the past decade, China has become Iran’s 
largest trading partner, helping Iran circumvent international sanc-
tions aimed at isolating the country while providing crucial support 
to the development of Iran’s drone and ballistic missile programs.7 
(For more on China’s support for Iran’s destabilizing activities, see 
U.S.-China Economic and Security Review Commission, Chapter 5, 
“China and the Middle East,” in 2024 Annual Report to Congress, 
November 2024, 333–402.) Meanwhile, after coming to its aid during 
the Korean War, China formalized an alliance with North Korea in 
1961 through the Treaty of Friendship, Cooperation, and Mutual 
Assistance, the only defense pact China maintains with any coun-
try.8 Despite ongoing tensions, particularly over Pyongyang’s nucle-
ar weapons program, China has remained North Korea’s top trade 
partner for more than two decades.9

Russia’s Illegal Invasion of Ukraine Dramatically Accelerated 
Cooperation

Since Russia’s invasion of Ukraine in 2022, China, Russia, Iran, 
and North Korea have rapidly deepened their cooperation. Facing 
geopolitical isolation from the United States and Europe, Russia has 
been compelled to seek economic, military, and strategic partner-
ships with these countries, each of which has benefited from sup-
porting Moscow in different ways. China has emerged as Russia’s 
most critical partner, playing a central role by purchasing sanc-
tioned oil, maintaining trade and investment ties that bolster Rus-
sia’s economy, and providing dual-use technologies that enable Rus-
sia’s military aggression.* 10 This support helps sustain Russia as a 
key actor in China’s broader strategy to challenge U.S. leadership. A 
Russian collapse would significantly alter the global balance of pow-
er, weakening China’s influence and strategic position.11 Reflecting 
this concern, remarks made by China’s Foreign Minister Wang Yi to 
the EU foreign affairs chief during a July 2025 meeting suggest that 
Beijing may prefer a protracted conflict in Ukraine to keep the Unit-
ed States distracted from the Indo-Pacific—remarks that contradict 
China’s public neutrality.12

Iran has also seized the opportunity to strengthen ties with Rus-
sia. Notably, Iran was among the few countries that refused to con-
demn Moscow at the outset of the invasion.13 Ukrainian officials 

* Analysis indicates that while the U.S. government has publicized China’s provision of du-
al-use components to Russia’s military, such as semiconductors, recent reporting suggests more 
direct military support. This includes critical minerals and chemical precursors for explosives 
and gunpowder, tooling machines and drone components for defense industries, and the presence 
of over 150 Chinese nationals fighting alongside Russian forces. Two of those Chinese nationals 
were captured by Ukrainian officials in April 2025 but were not officially tied to the Chinese 
government, although Ukraine reports that Chinese authorities are aware of mercenaries being 
recruited by Russia. Maria Tril, “China Provides 80% of Critical Electronics for Russian Drones, 
Intelligence Agency Says,” Euromaiden Press, May 5, 2025; Samya Kullab, “Ukraine Says More 
than 150 Chinese Mercenaries Are Fighting for Russia in Ukraine,” AP News, April 9, 2025.
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have reported the use of Iranian-made Shahed drones by Russian 
forces, providing Iran with an opportunity to test and refine its 
drone and missile technologies in an high-intensity conflict against 
Western-equipped defenses.14 In April 2023, Ukraine shot down 
a Shahed-136 drone deployed by Russia and found it contained a 
voltage converter manufactured in China.15 Since then, Moscow 
has localized nearly 90 percent of its Shahed production—baseline 
Iranian models initially imported under a deal with Tehran—and 
investigators have identified more Chinese components, including 
transceivers, signal generators, signal converters, microchips, and 
antennas in Russia’s domestically produced variants.16 Maria Ber-
linska, head of Ukraine’s Air Intelligence Support Center and a top 
drone expert, cautioned that Russian-Iranian-Chinese engineering 
teams are carrying out “systematic, monumental scientific projects” 
that could significantly affect the war.17 She warned that Russia 
could soon deploy over 1,000 Shahed-type drones per day—exceed-
ing the 805 used in September’s largest strike.18 This underscores 
the complex supply chains fueling Russia’s war effort, with Chinese 
technology and expertise flowing between Iran and Russia.

Meanwhile, North Korea has leveraged the war to deepen its se-
curity relationship with Russia by sending ammunition and troops 
while reducing its own global isolation.19 In return for military sup-
port, North Korea has received important military benefits. Not only 
has it been able to refine its tactics, test military equipment, and 
obtain experience in the contemporary battlefield environment, but 
it has also reportedly received advanced Russian military technol-
ogies such as short-range air defense systems and advanced elec-
tronic warfare systems as well as core modules for building a nu-
clear-powered submarine.20 The significance of the Russia-Ukraine 
war is profound, marking the first time these four countries have 
fully converged in their strategic interests and actions in a real-time 
conflict. This alignment could serve as a catalyst for more coordinat-
ed cooperation in future conflicts involving any of them.

Overlapping Goals Undergird Strategic Alignment
These Revisionist Countries Share Antipathy toward the 

United States, Seek to Alter the World Order
Although China, Russia, Iran, and North Korea do not share a 

unified vision of a future world order, they are united in their dis-
satisfaction with the current one and see it as impeding their abil-
ity to achieve their national security goals. In their official rhetoric, 
these states consistently promote narratives that seek to frame the 
United States and its allies as hostile forces determined to contain 
and suppress their rise. Xi Jinping has repeatedly asserted that the 
United States and its allies seek “all-round containment, encircle-
ment, and suppression,” posing unprecedented challenges to China’s 
development.21 Similarly, President Putin has accused the United 
States and its allies of “trying to weaken, divide, and ultimately 
destroy our country.” 22

This framing is used to justify efforts to undermine existing inter-
national norms and reshape them in ways that protect and promote 
their own governance models, which are characterized by central-
ized governments that lack accountability to the people, disregard 
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human rights, and rule by law rather than by the rule of law. In 
doing so, these four countries seek to legitimize their own political 
models and to export tools of control to create a “world safer for 
autocracies.”

Within this alignment, China acts as a key enabler, providing cru-
cial diplomatic, economic, and political support that empowers these 
states to sustain military aggression, circumvent Western sanctions, 
and expand their global influence operations. Given China’s deep in-
tegration with and reliance on the global economic system, it tends 
to portray its efforts as reshaping existing global norms and institu-
tions, whereas Russia, Iran, and North Korea rely more heavily on 
disruptive tactics—including military aggression, sanctions evasion, 
and nuclear proliferation—to challenge the status quo.23

These Countries View Regime Security as a Core Interest
China, Russia, Iran, and North Korea share the fundamental 

necessity of ensuring the security of their regimes internally, guar-
anteeing the survival of their ruling elite, and safeguarding the 
regimes from foreign influence, domestic unrest, and ideological 
subversion.24 These shared imperatives shape both their domestic 
policies and their international alignments. In China, regime secu-
rity is institutionalized through the dominance of the CCP and has 
been bolstered in recent years by Xi’s comprehensive national secu-
rity concept, which has consistently expanded the range of private 
and public activities treated as essential to national security and 
strengthened China’s internal security apparatus.* 25 Similarly, Rus-
sia, Iran, and North Korea regard the spread of Western democratic 
norms—including civil society activism and international advocacy 
for political freedoms—as forms of external interference that endan-
ger their regimes’ hold on power and, by extension, their national se-
curity. This collective concern was explicitly stated in a Russia-China 
Joint Statement from February 2022, weeks before the invasion of 
Ukraine, which declared opposition to “attempts by external forces to 
undermine security and stability in their common adjacent regions” 
and pledged to “counter interference by outside forces in the internal 
affairs of sovereign countries under any pretext.” 26 The statement 
reflects China and Russia’s shared commitment to resisting so-called 
“color revolutions” and regime change influenced by values aligned 
with the existing international order and efforts that promote dem-
ocratic values.† Through military support, diplomatic coordination, 
and surveillance technology sharing, China, Russia, Iran, and North 
Korea actively reinforce one another’s internal control mechanisms, 
making regime security the bedrock of their cooperation.

* For more on Chinese leaders’ increasing concerns about internal and external security, see 
U.S.-China Economic and Security Review Commission, Chapter 7, “China’s New Measures for 
Control, Mobilization, and Resilience,” in 2024 Annual Report to Congress, November 2024, 461–
462.

† “Color revolutions” refers to a series of largely nonviolent, prodemocracy movements that 
emerged in the post-Soviet countries and parts of the Middle East and Asia during the late 
1990s and early 2000s. China and Russia use the term to describe what they claim are for-
eign-backed efforts to promote regime change or democratic reforms in other states, which 
they perceive as a challenge to sovereignty and to the existing international order. Ieva Bēr-
ziņa, “The Russian ‘Colour Counterrevolution’ Model for Containing Geopolitical Expansion 
by the West,” Journal of Military Operations 3, no. 1 (Spring 2015): 23–26; Lincoln Mitchell, 
“Putin’s Orange Obsession,” Foreign Affairs, May 6, 2022; “China’s Xi Says ‘Color Revolutions’ 
Must Be Prevented,” Voice of America, September 16, 2022.
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These Countries Seek to Assert Control and Influence over 
Regional Spheres

China, Russia, Iran, and North Korea all seek to establish region-
al spheres of influence, viewing U.S. alliances and partnerships as 
major obstacles to their ambitions. Each country aspires to domi-
nate its immediate neighborhood and rectify perceived historical in-
justices. China aims to assert primacy in the Indo-Pacific while Rus-
sia endeavors to reassert control over Eastern Europe and Central 
Asia and revive its Soviet-era level of global influence. Iran seeks 
to expand its influence across the Middle East, and North Korea 
aims to reshape the security dynamics on the Korean Peninsula in 
its favor.27

China seeks to become the preeminent power in the Indo-Pacific and 
eventually the world. China perceives the United States’ military alli-
ances and forward-deployed forces in Japan, South Korea, Guam, and 
Australia as a direct threat to its ability to assert authority in the 
Indo-Pacific region, including its broad and unsubstantiated maritime 
claims and claims over Taiwan.28 In the South and East China Seas, 
China has built artificial islands, militarized disputed features, and re-
jected international legal rulings in an effort to solidify control over 
vital maritime routes and counter U.S.-led security cooperation with 
countries like the Philippines and Japan.29

President Putin has a neo-imperial vision of Russian power, view-
ing the areas controlled by the former Soviet Union as properly with-
in Russia’s sphere of influence. Accordingly, he has bristled at the 
westward orientation of Russia’s former satellites—especially their 
integration with NATO and the EU. Moscow has repeatedly used 
military aggression to enforce its vision of its sphere of influence, as 
seen in Georgia in 2008, Crimea in 2014, and the war in Ukraine 
since 2022.30 These actions reflect a broader goal of reversing what 
Russia views as the strategic losses of the post-Cold War order.

Iran similarly views itself as a major Middle East power. The U.S. 
alliance with Israel and the U.S. role as the architect and enforcer 
of Iran’s international isolation are obstacles to its ability to reas-
sert itself throughout the Middle East. Tehran views its support 
for terrorist organizations and violent actors—such as Hezbollah in 
Lebanon, various militias in Iraq, the Houthis in Yemen, Hamas 
in Gaza, and the former Assad regime in Syria—as essential tools 
for projecting power and countering rival states, particularly Saudi 
Arabia and Israel.31

North Korea seeks to undermine the U.S.-South Korea alliance 
and establish itself as the dominant power on the Korean Peninsula. 
It uses nuclear weapons development, ballistic missile testing, and 
periodic military provocations to pressure regional actors, enhance 
deterrence, and consolidate the Kim Jong Un regime’s internal le-
gitimacy.32

In sum, these revisionist countries view U.S. security guarantees, 
military presence, and diplomatic networks as significantly constrain-
ing their ability to reshape their respective regions on their own terms. 
China, Russia, Iran, and North Korea’s cooperation is underpinned by 
the overarching goal of safeguarding their authoritarian regimes from 
perceived external and internal threats. These regimes seek to weaken 
U.S. alliances and challenge global norms such as free elections, human 
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rights, and freedom of expression that threaten their political models. 
By framing external criticism as foreign interference, they invoke na-
tionalism to justify repression and consolidate control at home under 
the guise of defending national sovereignty.

China Sees Geopolitical and Strategic Benefits from 
Cooperation with Authoritarian States

Through its support for Russia, Iran, and North Korea—and oth-
er authoritarian states around the world—China extends its geopo-
litical influence, secures strategic footholds in critical regions, and 
strengthens a shared resistance against U.S.-led political and secu-
rity structures.

China’s backing of Moscow in the Russia-Ukraine war is driven, 
at least in part, by the concern that a weakened or collapsed Rus-
sia would not only generate regional instability but also undermine 
China’s vision of a multipolar world and eliminate a key strategic 
partner in opposing U.S. dominance.33 This calculus shapes China’s 
continued support for Putin’s regime—through facilitating sanctions 
evasion, providing economic lifelines, supplying dual-use goods that 
fuel Russian military aggression, and amplifying anti-Western nar-
ratives across international platforms. China also derives significant 
strategic advantage from the prolonged U.S. engagement in the Rus-
sia-Ukraine war as it diverts U.S. attention away from the Indo-Pa-
cific and stretches U.S. military, financial, and diplomatic resources 
across multiple major geopolitical fronts.

Since the 1979 Islamic Revolution, China has had an interest in 
supporting the regime in Iran, which has seen the United States 
as a persistent threat to its internal stability, citing U.S. support 
for opposition groups, economic sanctions, and “maximum pressure” 
campaigns as attempts to destabilize the regime.34 China views the 
Iranian regime as strategically advantageous for its continued ac-
cess to Iranian energy resources and as a partner to balance against 
U.S. influence in the Middle East.35 China uses the narrative of U.S. 
overreach and instability in the Middle East (e.g., the wars in Iraq 
and Afghanistan and U.S. support for Israel) to burnish its image as 
a responsible non-interventionist, stabilizing power and to appeal to 
developing countries in the region.

China’s support for the Kim regime aligns with a longstanding 
strategic objective dating back to the Korean War: to maintain North 
Korea as a buffer state between China and U.S.-aligned South Ko-
rea, preventing hostile forces and U.S. weapons from being deployed 
on its border.36 Despite ongoing tensions over Pyongyang’s nucle-
ar program, Beijing has consistently prioritized regime stability in 
North Korea to safeguard this strategic barrier.

China, Russia, Iran, and North Korea Cooperate 
Multilaterally in Various Ways

Cooperation to Counter Global Economic and Financial 
Sanctions

As countries subject to various economic and financial sanctions 
imposed by the international community, Russia, Iran, and North 
Korea have a shared desire to establish financial linkages and trad-
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ing networks beyond the reach of U.S.-led sanctions. To this end, 
they have sought to build economic networks that, over time, could 
serve as viable alternative trade and payment channels.* Though 
not currently subject to such broad-based sanctions, China has pre-
viously been sanctioned, currently hosts numerous entities subject 
to financial sanctions, and more generally has an interest in weak-
ening the effectiveness of sanctions. In supporting countries sub-
ject to such sanctions, China advances multiple objectives, including 
undermining U.S. foreign policy, enhancing the capacity of its own 
sanctions evasion systems in light of its substantial future sanctions 
risk, and promoting alternative global economic systems that are 
less reliant on the dollar and increase the prominence of China’s 
currency.

China’s facilitation and coordination of alternative trade and 
payment channels have enabled a growing network of actors en-
gaged in evasion schemes to achieve economies of scale by more 
efficiently accessing financial services and buyers.37 For example, 
China facilitates networks consisting of middlemen commodity 
buyers and small independent oil refineries that purchase sanc-
tioned items or oil transported by a shadow fleet of vessels that 
purposefully hide their movements.38 Small regional Chinese 
banks largely siloed from the dollar-based financial system most 
often facilitate payments on behalf of buyers, while large Chi-
nese financial institutions connect to these small regional banks, 
thereby providing a conduit to international currency markets 
via Hong Kong or other financial hubs.39 Finally, front compa-
nies controlled by—or acting on behalf of—sanctioned regimes 
tap into this expansive system of evasion by conducting business 
with Chinese entities, whether witting and unwitting.40 (For 
more on China’s facilitation of sanctions and export control eva-
sion, see Graham Ayres and Lyndi Tsering, “China’s Facilitation 
of Sanctions and Export Control Evasion,” U.S.-China Economic 
and Security Review Commission, November 2025.)

Many front companies acting on behalf of Iran, Russia, and North 
Korea operate out of Hong Kong, given the city’s emergence in re-
cent years as a major hub for sanctions evasion. The official stance 
of Hong Kong authorities is that they will not enforce sanctions 
other than those implemented by the UN Security Council, and 
they have become increasingly uncooperative with U.S. authorities 
in light of growing pressure and influence from Beijing.41

The network effects, resource sharing, and level of coordina-
tion among actors in China, Russia, Iran, and North Korea, as 
well as in third-party countries like the United Arab Emirates 
(UAE), present added layers of complexity in targeting the nodes 
of these networks. According to testimony before the Commission 
by Kimberly Donovan, director of the Atlantic Council’s Econom-
ic Statecraft Initiative, disrupting these complex transnational 
money laundering schemes requires substantial resources and 
information sharing across government and with partner coun-
tries.42 She argued that while this can create a “whack-a-mole” 

* For more on China’s alternative cross-border payment systems, see U.S.-China Economic and 
Security Review Commission, Chapter 7, “China’s New Measures for Control, Mobilization, and 
Resilience,” in 2024 Annual Report to Congress, November 2024, 482–487.
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solution, these efforts are nonetheless effective in imposing costs 
and inefficiencies on the intended target.43

At a strategic level, the involvement of Chinese financial insti-
tutions with significant global interdependencies in sanctions eva-
sion activities makes it more difficult for the United States and 
allies to ratchet up enforcement through escalatory actions like 
secondary sanctions.44 Secondary sanctions restrict non-U.S. per-
sons from transacting with a primary designated entity through 
the threat of being denied access to the U.S. financial system.45 
Broadening the use of this powerful extraterritorial mechanism 
could potentially ensnare Chinese financial institutions with sig-
nificant international business, exposing foreign and U.S. clients 
to risk.46

China Has Broadened Its Military Cooperation

Since Russia’s invasion of Ukraine, military cooperation among 
China, Russia, Iran, and North Korea has intensified significantly 
in both scale and scope. While China’s military support to these 
revisionist countries remains primarily bilateral, these states have 
increasingly sought to expand their cooperation to trilateral and 
multilateral levels. One of the most notable examples of this grow-
ing alignment is the series of trilateral naval exercises—referred 
to as the Maritime Security Belt—conducted in the Gulf of Oman 
and the Indian Ocean by China, Russia, and Iran. These exercis-
es began in 2019 and have continued annually, though China did 
not participate in 2020 and 2021.* 47 In mid-March 2025, the three 
countries held their joint naval exercise near Chabahar, Iran.48 
This year’s drills marked a notable upgrade in scale and complex-
ity—including simulated attacks on maritime targets, antipiracy 
operations, inspections and detentions, and possible joint electronic 
warfare operations. During the exercises, the British military re-
ported Global Positioning System (GPS) interference in the Strait 
of Hormuz, likely caused by intentional jamming by one or more of 
the participating countries.49 This disruption, while not definitively 
linked to joint electronic warfare, suggests growing sophistication in 
their capabilities and highlights the potential for coordinated elec-
tronic operations aimed at undermining adversary systems. Such 
disruptions are especially concerning in a congested chokepoint like 
the Strait of Hormuz, where even a temporary loss of navigational 
reliability can endanger civilian shipping.50 Although North Korea 
does not regularly participate in multinational military exercises, 
South Korean officials reported that former Russian Defense Min-
ister Sergei Shoigu proposed trilateral naval drills with North Ko-
rea and China in 2023.51 While analysts generally assess that in-
teroperability among these militaries remains low, the increasing 
frequency and sophistication of trilateral exercises—particularly 
among China, Russia, and Iran—should not be underestimated.52 
These developments reflect a deepening alignment and a shared in-
tent to challenge U.S. maritime dominance and that of its partners 
in strategically vital regions.

* China did not participate in the exercises in 2020 and 2021, likely due to pandemic-related 
disruptions, although the drills continued with Russia and Iran.
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Continued Cooperation on Weapons Sales, Export Control 
Evasion, and Space Issues

Beyond multilateral exercises, these countries have strengthened 
their cooperation over the years in other critical military domains, 
such as weapons and materiel support. China, Russia, Iran, and 
North Korea are all subject to export controls on both weapons and 
dual-use items necessary for modern military systems. These revi-
sionist countries rely on one another to varying degrees to supply 
weapons and gain access to dual-use goods. For example, China has 
played a key role in supporting Iran’s military modernization—de-
spite international sanctions—by transferring military technology 
and indirectly supplying small arms and cruise missiles through 
third-party channels, including countries like North Korea.53 In 
April 2024, Britain’s Royal United Services Institute reported satel-
lite imagery showing a U.S.-sanctioned Russian cargo ship, Angara, 
docked at Zhoushan Xinya Shipyard in China.54 Angara was trans-
porting thousands of containers believed to contain North Korean 
weapons and ammunition.55

In addition to direct weapons sales, these revisionist countries 
support one another through the provision of dual-use goods and 
export control evasion. Jake Rinaldi, a defense analyst at the U.S. 
Army War College, testified to the Commission that as China has 
become more sensitive to reputational risks of direct arms sales to 
Iran and North Korea, it has shifted its military cooperation toward 
technology sharing and sales of dual-use products.56 In addition, Dr. 
Rinaldi’s testimony cited China’s role in more clandestine or covert 
export networks operating through third-party countries and in-
termediaries.57 This indirect support was illustrated in 2023 when 
Chinese-manufactured dual-use components were found in Iranian 
Shahed-136 drones, which were subsequently used in Russia’s at-
tacks against Ukraine.58 Chinese dual-use parts, including compo-
nents used in Russian guidance systems, various kinds of micro-
electronics, and engine components, have flowed through third-party 
countries or been routed via Russian payments processed through 
intermediaries in Hong Kong, Kyrgyzstan, Kazakhstan, and the 
UAE.59 These channels help obscure the origin and destination of 
sanctioned goods, enabling China to support Russia’s war efforts 
while avoiding detection and giving it the ability to claim plausible 
deniability. A significant amount of the trade between China and 
Russia involves militarily sensitive dual-use items identified on the 
Common High Priority List (CHPL), a designation used by the Unit-
ed States, the EU, Japan, and the UK.* 60 The CHPL includes items 
such as microchips for weapons guidance, ball bearings for tank pro-
duction, and other critical components.61 Russia’s reliance on China 

* As of February 23, 2024—the most recent publicly available update—the U.S. Department of 
Commerce’s Bureau of Industry and Security lists 50 items on the CHPL. Tier 1 items of highest 
concern include a broad range of electronic integrated circuits used in precision-guided weapons 
systems for which Russia has no domestic production capacity; Tier 2 items include electronic 
components Russia can produce but prefers to source from the United States and partners and 
allies; Tier 3.A includes electronic components with a broad range of suppliers; Tier 3.B includes 
mechanical and other components such as ball and roller bearings, airplane and helicopter parts, 
optics, navigation equipment, etc.; Tier 4.A includes manufacturing equipment for electronic com-
ponents; and Tier 4.B includes Computer Numerically Controlled (CNC) machines and compo-
nents used in mechanical and metal manufacturing. U.S. Department of Commerce, Bureau of 
Industry and Security, Common High Priority List, February 23, 2024.
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for these high-priority goods rose sharply from 32 percent in 2021 
to 89 percent in 2023, indicating the dramatic growth in defense 
industrial cooperation.62

These countries also cooperate in the space domain. In 2022, Pu-
tin and Xi signed agreements to promote interoperability of China’s 
BeiDou and Russia’s GLONASS satellite navigation systems and 
to jointly construct, operate, and maintain BeiDou and GLONASS 
ground stations, calling for mutual compatibility and data sharing 
between the two systems.63 The previous year, Iran and China had 
signed an agreement granting Iran access to the BeiDou system, 
which could be used for military applications.64 Iran could use the 
BeiDou system to improve targeting accuracy, select launch loca-
tions, and carry out more sophisticated ballistic and cruise missile 
strikes as well as enhance the precision and coordination of un-
manned aerial vehicles.65 Experts have also assessed that North 
Korea has adopted the GLONASS system for its missile tests.66 Ac-
cording to testimony from Jemima Baar, an independent China an-
alyst, given the shared use of BeiDou and its increasing interoper-
ability with GLONASS, China, Russia, Iran, and North Korea could 
enhance real-time intelligence sharing, secure communications, and 
battlefield awareness in the event of a conflict.67 This interoperabil-
ity could enable these countries to conduct operations with greater 
speed, precision, and strategic depth across multiple theaters and 
domains, making it more difficult for the United States and its allies 
to intervene and contain conflicts.

Advancing Autocratic Governance through Coordinated 
Action in International Institutions

China, Russia, Iran, and North Korea have coordinated actions 
in a systematic campaign in the UN and other international in-
stitutions to reshape global norms to legitimize and promote au-
thoritarian governance and preferred international norms relating 
to human rights, territorial sovereignty, economic development, and 
the governance of critical technologies.68 Their strategies have in-
cluded building blocs within these bodies to obstruct activity, cre-
ating parallel power structures, and selectively reinterpreting key 
documents to serve authoritarian ends. In the UN Human Rights 
Council, for example, China and Russia have played leading roles 
in the Like-Minded Group, a coalition of states that has worked to 
weaken international human rights protections and shield members 
from criticism over domestic crackdowns.69 Similarly, in 2021, Chi-
na, Russia, Iran, and North Korea joined other authoritarian-lean-
ing states in launching the Group of Friends in Defense of the UN 
Charter, an 18-member bloc that uses the language of international 
law to subvert it—using concepts like unilateralism and noninter-
ference to provide a façade of multilateral legitimacy to justify de-
stabilizing activities and repression.70

China and Russia have also leveraged their permanent seats on 
the UN Security Council to shield partners from accountability. Fol-
lowing North Korea’s 2022 intercontinental ballistic missile launch, 
both countries vetoed a resolution to impose additional sanctions, 
breaking a 16-year precedent of sanctions for North Korea’s missile 
tests and preventing the Council from responding to Pyongyang’s 
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destabilizing activities.71 Moreover, they have systematically under-
mined UN monitoring capabilities—Russian representatives suc-
ceeded in dismantling the panel of experts charged with monitoring 
sanctions enforcement on North Korea in 2024 after continual years 
of efforts by Chinese and Russian appointees to undermine the pan-
el’s credibility.72

A similar pattern is evident in their support for Iran. Both Chi-
na and Russia were original supporters of the Joint Comprehensive 
Plan of Action (JCPOA), the 2015 multilateral agreement aimed at 
limiting Iran’s nuclear capabilities in exchange for sanctions relief. 
However, following the U.S. withdrawal from the deal in 2018 and 
Iran’s violations of its commitments, China and Russia consistent-
ly blocked accountability measures, framing such measures as ille-
gitimate or politically motivated while providing diplomatic cover 
for Tehran’s nuclear escalation.73 In June 2025, the International 
Atomic Energy Agency’s 35-nation Board of Governors again called 
on Iran to fulfill its legal obligations and comply with its nuclear 
commitments, citing five previous resolutions to the effect between 
2020 to 2024.74 Collectively, these efforts pose a significant chal-
lenge to the integrity and credibility of the international system. 
By undermining institutions intended to promote transparency and 
accountability, prevent conflict, and protect human rights, China, 
Russia, Iran, and North Korea are working to reshape multilateral 
norms to protect authoritarian interests. If left unchecked, their co-
operation risks normalizing impunity for aggression, proliferation, 
and human rights abuses, which represents one of the gravest long-
term threats to international stability.

Creating Alternative International Institutions: BRICS and 
the Shanghai Cooperation Organization

Beyond undermining existing institutions like the UN that it re-
gards as favorable to the U.S.-aligned world order, China has led the 
effort to establish alternative international power structures more 
conducive to authoritarian governance and its preferred internation-
al norms, including BRICS and the Shanghai Cooperation Organi-
zation (SCO). (For analysis of developments over the last year in 
BRICS and the SCO, see Chapter 2, “U.S.-China Security and For-
eign Affairs (Year in Review).”)

China played a leading role in establishing what became known 
as BRICS in 2009, envisioning it as a counterweight to the G7 and 
a key forum to broaden its influence among nations of the “Global 
South.” The ten countries * now in BRICS represent roughly half 
of the global population and 27.2 percent of global gross domestic 
product (GDP).† 75 The organizational structure of BRICS remains 
largely informal, with no shared charter or common funds. The group 
operates on a consensus-based approach, with each member country 
hosting and serving as chair to set priorities on an annual rotating 
basis.76 With the admission of Iran in 2024, BRICS provides an av-
enue to offset Iran’s isolation in other international organizations. 

* BRICS is an intergovernmental organization founded by five major emerging economies—Bra-
zil, Russia, India, China, and South Africa—formed to promote mutual economic, political, and 
development interests of developing countries. The group has since expanded to include Egypt, 
Ethiopia, Iran, Saudi Arabia, and the UAE.

† China accounted for 61.8 percent of the combined GDP of the ten BRICS members.
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BRICS has been used to oppose UN condemnation of Russia’s war in 
Ukraine, develop a common position on Iran’s nuclear program, and 
explore an alternative international financial system to reduce re-
liance on the U.S. dollar.77 During the Commission’s February 2025 
hearing, witnesses concurred that BRICS thus far has had limited 
effectiveness as a multilateral bloc.78 However, they noted it may 
provide a forum for leading revisionist members China, Russia, and 
now Iran to seek to promulgate international norms, and it could 
facilitate the incremental construction of alternative international 
systems, such as payment channels that, while not likely to fully 
replace incumbents in the short run, do warrant continued moni-
toring.79

The SCO, established in 2001 by China and Russia with three 
Central Asian states, now has nine members, including India, Pa-
kistan, and Iran.80 Although its institutional structure is weak and 
members have divergent interests that limit its ability to enforce 
collective action, recent developments suggest that member states 
are beginning to align more closely.81 What began as a regional se-
curity bloc in Central Asia has since evolved into a broad political, 
economic, and technological organization aimed at counterbalanc-
ing U.S.- and Europe-led institutions. In September 2025, the SCO 
summit provided a high-profile platform for a unified anti-American 
gathering among the axis counties. At the summit, Xi introduced the 
Global Governance Initiative (GGI), seeking to position China as a 
leading voice and provider of an alternative governance framework 
for developing countries in regional and global institutions. While 
still nascent, Beijing’s concept paper indicates that the GGI is in-
tended to shape global norms and establish standards aligned with 
China’s preferences.82 Out of that summit also came a commitment 
to establish an SCO development bank to function as another mul-
tilateral lending instrument, but one serving otherwise isolated axis 
states and outside the reach of U.S. sanctions.83

The SCO also conducts recurring drills like Peace Mission and the 
Interaction-2024 exercise in Xinjiang, which provide a platform for Chi-
na, Russia, and Central Asian countries to deepen military coordination 
and gain training experience in areas such as air-ground combat op-
erations, long-distance mobilization, stability maintenance operations, 
conventional warfare, and drone testing.84 Moreover, mechanisms like 
the SCO’s Regional Anti-Terrorist Structure (RATS) support intelli-
gence sharing and cross-border surveillance but have also been used 
to suppress dissent and target minorities under the guise of counter-
terrorism.85 These activities underscore the SCO’s positioning as an 
alternative security framework aligned with the strategic priorities of 
China and Russia while also cultivating closer security and political 
relationships with developing countries.86

Drawing on the Authoritarian Toolkit: Building Influence 
through Technology and Information Control

Exporting Repression: Surveillance Technologies, Digital 
Control, and Policing Practices

These revisionist countries also seek to reshape international 
norms through the global export of surveillance technologies and 
digital control tools that enable repression and strengthen author-
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itarian governance. Increasingly, China is extending its reach by 
promoting domestic control through the export of its surveillance 
technologies, policing practices, and internal security models—not 
only to Russia, Iran, and North Korea but also to a wider range of 
countries across Africa, Southeast Asia, and elsewhere.87 According 
to testimony from Christopher Walker, vice president at the Center 
for European Policy Analysis, these exports include facial recogni-
tion systems, AI-driven monitoring platforms, digital ID systems, 
and centralized data management systems.88 Mr. Walker highlight-
ed that countries like Pakistan, Venezuela, and Uganda have ad-
opted these technologies, often with Chinese state-backed firms’ as-
sistance in building surveillance infrastructure through the Digital 
Silk Road initiative.89 China promotes its Digital Silk Road strategy 
as a model of governance that equates political stability with cen-
tralized control over information.90 Chinese AI surveillance systems 
have been deployed in over 80 countries, supporting initiatives like 
urban “safe cities,” social credit registries that blacklist individuals, 
and policing platforms designed to preemptively monitor dissent.* 91

Other “axis” countries pursue similar efforts. Russia has also 
played a key role in exporting tools of digital authoritarianism. It 
has provided “cybersecurity” systems and surveillance software to 
regimes such as Belarus and Venezuela, enabling these governments 
to monitor opposition activity, control public discourse, and restrict 
access to independent information.92 Iran has also likely supported 
the development of Venezuela’s cyber defense and censorship sys-
tems in exchange for financial gains to fund military activities.93 
While North Korea is less involved in the export of such technol-
ogies, it is a heavy domestic user of Chinese surveillance tools.94 
These include biometric data collection—such as fingerprints and 
photographs—used to monitor its population.

China also has used efforts such as its Global Public Security 
Cooperation Forum (GPSCF), formerly known as the Lianyungang 
Forum, to deepen international cooperation on law enforcement and 
public security.95 The GPSCF is an annual summit organized by 
China’s Ministry of Public Security (MPS) and serves as a platform 
to “showcase the PRC’s [People’s Republic of China] vision of global 
public security cooperation and advanced law enforcement technol-
ogies, including facial recognition software and drones.” 96 In recent 
years, the forum has attracted delegates from more than 120 coun-
tries, regions, and international organizations.97

In addition to these multilateral initiatives, China maintains sus-
tained bilateral internal security dialogues with Russia, Iran, and 
North Korea. China also uses internal security partnerships to pro-
tect its overseas interests by serving as tools for monitoring the di-
aspora and conducting transnational repression. Moreover, internal 
security cooperation allows China to build influence within recipient 
governments and potentially develop leverage for political coercion.† 
Collectively, these patterns represent a coordinated effort by China, 
Russia, Iran, and North Korea to develop and sustain authoritarian 

* Recent data show that two Chinese firms—Hikvision and Dahua Technology—account for 
roughly one-third of the global surveillance camera market. “Mapping More of China’s Tech Gi-
ants: AI and Surveillance,” Australian Strategic Policy Institute, November 28, 2019.

† See Chapter 4, “Crossroads of Competition: China and Southeast Asia” for a deeper discussion 
of this issue.
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governance in other countries by providing tools and training that 
promote information control and repression and challenge global 
standards of privacy, transparency, and human rights.

Shaping the Narrative: Propaganda, Disinformation, and 
Malign Influence

Additionally, China, Russia, Iran, and North Korea have stepped 
up coordination on information operations and psychological war-
fare to control narratives and shape public perceptions about events. 
These campaigns aim to legitimize authoritarian rule by spreading 
false or misleading narratives about adversaries, discrediting inter-
nal dissent, and glorifying regime achievements.98 The central goal 
in the information environment—as in their efforts more broadly—
is to reinforce their domestic control and undermine trust in U.S. 
global leadership while they reshape elements of the internation-
al system to legitimize aggression, coercion, and the repression of 
dissent. A key tactic in these efforts is the mutual amplification of 
state-sponsored content. For example, since the start of the Rus-
sia-Ukraine war in 2022, Russian state media and affiliated ac-
tors have actively pushed disinformation, portraying Russia as a 
victim of NATO aggression, denying war crimes, and framing the 
invasion as a “liberation” of Russian-speaking populations.99 These 
narratives are often echoed by Chinese, Iranian, and North Kore-
an state outlets, which reframe Russian talking points for domes-
tic audiences and sympathetic governments across the developing 
world. Chinese media frequently reshare Russian narratives or the 
purported failures of Western democracies.100 Iranian outlets cite 
Chinese sources to underscore claims of U.S. economic decline or 
global instability, while Russian media platforms reinforce North 
Korean denunciations of U.S. military exercises.101 This coordinat-
ed disinformation effort reinforces anti-Western messaging, lending 
credibility to otherwise fringe or fabricated claims. Together, these 
coordinated information campaigns form a non-kinetic front in glob-
al strategic competition. By manipulating digital spaces, revisionist 
regimes seek to spread authoritarian narratives, erode international 
rules and norms, and reshape global discourse in their favor.

China Has Sought to Balance Strategic Partnerships 
with the Desire for Global Legitimacy

China has downplayed the existence of a bloc with Russia, Iran, 
and North Korea and has sought to carefully manage the percep-
tion of its relationships to minimize reputational risks and maintain 
plausible deniability. China has long been skeptical of formal allianc-
es, rooted in concerns about the so-called “entrapment dilemma”—
the risk of being drawn into defending another country’s security 
interests at great cost to its own.102 Historically, Chinese leadership 
has publicly favored flexible “partnerships” that allow it to maintain 
autonomy and adapt to shifting global dynamics without being con-
strained by fixed obligations.103 This strategy also reduces the risk 
of entanglement in external conflicts that could jeopardize China’s 
broader strategic interests. China’s engagement with countries like 
Russia, Iran, and North Korea is guided by the caveat that China 
seeks to ensure support does not interfere with its other priorities, 
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such as maintaining stable relations with the EU, Gulf states, or 
East Asian neighbors.

This cautious approach is evident in China’s handling of the June 
2025 Israel-Iran conflict, which highlights the limits of its strategic 
partnerships. Despite Iran having signed a new strategic partner-
ship with China in 2021 and one with Russia in early 2025, nei-
ther country came to Iran’s assistance when its nuclear facilities 
were bombed by Israel and the United States in June. While both 
countries publicly condemned the attacks and called for a ceasefire, 
neither country offered to provide actual support to Iran such as 
advanced weaponry or the replenishment of its air defense architec-
ture destroyed in the strikes.104 Although the strategic partnership 
agreements did not include mutual defense pacts, they did call for 
increased defense cooperation, and Russia had agreed to provide 
Iran with advanced weaponry in 2023 and 2024.105 Analysts have 
speculated on a variety of reasons for the restraint—for example, 
Russia being overextended in Ukraine and China not wanting to 
disrupt ongoing trade talks with the Trump Administration or its 
broader economic interests. In any event, the failure to act may 
indicate limits to the robustness of the partnerships among these 
countries.

China’s restraint during the Israel-Iran conflict, as well as its care-
ful positioning in the Russia-Ukraine war, underscores a broader 
effort to resist being portrayed as the leader of an “axis” of authori-
tarian states. Beijing deliberately avoids framing its partnerships in 
opposition to democracies, recognizing that international discourse 
often portrays such regimes as illegitimate, repressive, and inferior 
to democratic governments.106 Another reason China has avoided 
the “axis” label is that it risks justifying NATO expansion and deep-
ening alignment among its rivals.107 Chinese leadership’s reluctance 
to be closely entangled with Russia, North Korea, and Iran also re-
flects a desire to avoid reinforcing the Western narrative that China 
is forming a Cold War-style bloc. At the 2023 Shangri-La Dialogue 
security forum, for example, former Defense Minister Li Shangfu 
condemned efforts to build NATO-like alliances in the Asia Pacific, 
stating that “in essence, attempts to push for NATO-like [alliances] 
in the Asia-Pacific is a way of kidnapping regional countries and ex-
aggerating conflicts and confrontations, which will only plunge the 
Asia-Pacific into a whirlpool of disputes and conflicts.” 108 Instead, 
Beijing has emphasized its opposition to exclusive alliances and 
“zero-sum thinking” and sought to present itself as a constructive, 
inclusive leader on the world stage, seeking to build a “community 
of common destiny” and a “shared future for mankind.” 109

Despite its public commitment to a multipolar international sys-
tem, China’s behavior suggests a clear preference for hierarchical, 
asymmetric relationships with itself at the center. This tendency 
is evident in the rollout of major foreign policy initiatives such as 
the Belt and Road Initiative (BRI), the Global Development Initia-
tive (GDI), the Global Security Initiative (GSI), the Global Civiliza-
tion Initiative (GCI), and the Global Governance Initiative (GGI). 
These efforts cast China as the principal architect of a reimagined 
international order, one in which Beijing defines the rules and sets 
the terms of engagement. In short, China’s vision of multipolarity 
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serves as a strategic instrument: a means to expand its own influ-
ence while reducing the leverage of the United States and its allies 
on the global stage. These frameworks are not designed to foster 
genuinely equal partnerships but rather to reinforce China’s lead-
ership by extending economic, security, and ideological benefits in a 
top-down fashion.

China’s Bilateral Relations with Russia, Iran, and 
North Korea

China’s Partnership with Russia
China’s partnership with Russia has been more robust and insti-

tutionalized than those with Iran or North Korea and has deepened 
in recent years in response to what both governments perceive as 
escalating geopolitical threats to their regimes. Their relationship 
has evolved from a bond rooted in communism in the early Cold War 
years to a more complex relationship driven by shared geopolitical 
goals and strategic alignment against the United States. Both Xi Jin-
ping and Vladimir Putin view their partnership as a counterweight 
to the international order favoring the United States, regarding one 
another as powerful partners capable of offering mutual political, 
economic, military, and technological support. Even in the absence 
of a formal military alliance, the two countries continue to cooper-
ate closely through coordinated joint statements, joint military ex-
ercises, and sales of weapons and technology. Their relationship has 
deepened in recent years in response to external pressures: Russia’s 
invasion of Ukraine and China’s intensifying trade war with the 
United States have pushed them to bolster their strategic align-
ment. While both countries emphasize that they are priority (“no 
limits”) partners rather than formal allies, military and economic 
cooperation remains a significant aspect of their partnership.110

Xi’s visit to Moscow in May 2025 for the Victory Day Parade 
commemorating the 80th anniversary of the end of WWII in Eu-
rope marked his 11th visit to Russia since becoming president in 
2013. In late August–early September 2025, President Putin re-
ciprocated by traveling to China to attend the SCO summit and 
the military parade celebrating China’s WWII victory, signaling his 
strong support for China’s leadership and deepening China-Russia 
relations.111 Xi and Putin have met more than 40 times, the high-
est number of meetings between Xi and any world leader.112 Amid 
rising tensions with the West—ranging from the U.S. imposition of 
tariffs on Chinese goods to continued pressure on Russia to end 
its war in Ukraine—Xi and Putin used the occasions to convey the 
durability of their partnership. Their May 2025 joint statement and 
press conference emphasized the “unique strategic value” of their 
relationship and reaffirmed their status as “priority partners” and 
“friends of steel.” 113 The statement also reaffirmed Russian support 
for the PRC’s claim over Taiwan and called for addressing the “root 
causes” of the Russia-Ukraine war, an endorsement of the Kremlin’s 
preferred rhetoric concerning the conflict.114 In another joint dec-
laration titled “Joint Statement by the People’s Republic of China 
and the Russian Federation on Global Strategic Stability,” China 
and Russia criticized U.S. military initiatives, including the “Gold-
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en Dome” proposed by President Donald Trump in January 2025, 
that is designed to counter growing missile threats, particularly 
from adversaries like China and Russia.115 The statement claimed 
that the United States was “turning outer space into an environ-
ment for placing weapons and an arena for armed confrontation” 
and creating a “strategic offensive arms [race].” 116 They emphasized 
that China and Russia were committed to the “peaceful use of outer 
space.” 117 This statement is hypocritical, given that both countries 
have conducted destructive anti-satellite tests that created signifi-
cant debris hazards and destabilized space security.118 China and 
Russia’s joint statements, alongside observable increased military 
cooperation, underscore how shared grievances toward the United 
States have strengthened their partnership.

China, Iran, and North Korea Fuel Russia’s War Machine
Russia’s invasion of Ukraine has accelerated the convergence 

of materiel and technological support among China, Russia, Iran, 
and North Korea. Although these countries do not operate under 
a formal joint command structure or multilateral coordination 
mechanism, they have increasingly supported each other’s stra-
tegic interests through bilateral arrangements. Key examples of 
support to Russia include:

	• China: Since Russia’s illegal 2022 full-scale invasion of 
Ukraine, Russia has become heavily dependent on China 
economically, technologically, and diplomatically, which is 
why NATO labeled China a “decisive enabler” of Russia’s 
war effort.119 This dependency has provided Beijing great-
er leverage to shape the terms of cooperation to its advan-
tage, reinforcing its role as the senior partner. Beijing has 
become a critical economic and technological lifeline for Mos-
cow, particularly through the export of dual-use products. 
Reports indicate that over 70 percent of Russian imports of 
semiconductors and 96 percent of secure microchip or “smart” 
cards—which are used in a variety of civilian and military 
applications—come from China.120 Beijing has also provid-
ed technical assistance to strengthen Russia’s satellite and 
space-based capabilities and provided satellite imagery to 
Russia to help it track Ukrainian troop movements.121 Addi-
tionally, as a key supplier to Iran’s drone program, China in-
directly has bolstered Iran’s support for Russia, as discussed 
below.

	• Iran: Tehran has delivered offensive Shahed-136 drones, 
short-range ballistic missiles, and ammunition to Russia, 
and it reportedly deployed paramilitary personnel to Crimea 
to train Russian troops in operating these drone systems.122 
In return, Iran has received advanced conventional weap-
ons from Russia, including fighter aircraft and attack heli-
copters.123 Iran’s own military may benefit from observing 
the performance of its equipment and associated tactics on 
Ukrainian battlefields.124
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	• North Korea: North Korea’s military support to Russia has 
been ongoing since at least mid-2023 and has continued since 
then, expanding to include direct military involvement.125 
Pyongyang has supplied Russia with ammunition, equip-
ment, and ground forces, using the war as a testing ground 
for its military hardware, doctrine, and training.126 Russia, in 
turn, has supplied North Korea with short-range air defense 
systems, sophisticated electronic warfare technology, and key 
components essential for constructing a nuclear-powered 
submarine.127 North Korea has also supplied Russia with 
ballistic missiles and launchers that have been used in the 
war against Ukraine. By early 2025, Pyongyang had trans-
ferred 148 KN-23 and KN-24 ballistic missiles to Russia, 
which have struck Ukrainian targets on the battlefield.128 
Moreover, reports indicate that North Korea has sent around 
14,000 troops to augment Russian forces fighting in Ukraine, 
with these forces deployed and fighting in the Kursk bor-
der region.129 Following a meeting between Russian Security 
Council Secretary Shoigu and Kim Jong Un, North Korea an-
nounced in June 2025 that it will send thousands of military 
construction workers and deminers to carry out reconstruc-
tion in Russia’s Kursk region.130

Looking ahead, the outcome of the war in Ukraine will likely 
shape the form and intensity of future cooperation among these 
four countries, though not its strategic direction. Experts argue 
that an outcome where Russia emerges triumphant would expose 
the limits of Western resolve, emboldening this network of au-
thoritarian countries to more forcefully challenge U.S.-led norms 
and institutions.131 Conversely, if Russia ends the war weakened 
or isolated, experts assess that China may scale back its overt 
support to avoid secondary sanctions or reputational damage.132 
However, this would likely shift the relationship into more covert 
or informal channels rather than dismantle it.133 In either sce-
nario, the underlying strategic factor uniting Beijing and Mos-
cow—their shared desire to resist perceived U.S. hegemony—is 
unlikely to be meaningfully altered.

China-Russia Security Cooperation: Extensive and Expanding
The China-Russia military partnership took root in its current 

form in the 1990s when the People’s Liberation Army (PLA) be-
came a major purchaser of Russian military hardware, but it has 
since evolved into much more extensive and strategic military co-
operation, particularly after 2014. China’s acquisition of Russian 
air defense systems, fighter jets, and air-to-air missiles significantly 
enhanced its military capabilities and served as a basis for its do-
mestic weapons production.134

China, Iran, and North Korea Fuel Russia’s War Machine—
Continued
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Arms Sales Involve Increasingly Sophisticated Weapons Systems
From the 1990s to 2024, Russia was China’s leading foreign arms 

supplier, accounting for approximately $38.5 billion in known weap-
ons sales—equivalent to 77 percent of China’s total arms imports 
during that period.135 Although Russia had previously limited the 
transfer of its most advanced military technologies in order to pre-
serve its military technology edge, since Russia’s 2022 invasion of 
Ukraine, Moscow has become increasingly reliant on China and has 
acquiesced to sharing some of the crown jewels in its arsenal.136 
In recent years, Moscow has exported more sophisticated systems 
to Beijing, including the Su-35 multi-role fighters and S-400 sur-
face-to-air missile systems.137 Russia may also be sharing sensitive 
submarine technologies with China, including those supporting im-
provements to the nuclear propulsion plant of its next-generation 
Type 096 ballistic missile submarine (SSBN).138 If true, this could 
pose a major challenge to U.S. naval posture and anti-submarine 
warfare strategies.

Beyond direct sales, Russia and China have announced cooper-
ation on the joint production of weapons, including heavy-lift heli-
copters and missile early warning systems.139 However, according 
to Elizabeth Wishnick, a senior research scientist at the Center for 
Naval Analyses, this cooperation generally involves Russia “supply-
ing a particular component or software” to China rather than joint 
production.140 At the same time, China has sought to reduce its 
reliance on foreign military suppliers, including Russia, by investing 
heavily in its own domestic defense weapons production.141

More recently, China’s cooperation with Russia has centered on 
supplying “dual-use” systems and technologies, particularly in the 
electronics sector, to help Moscow replace key components previous-
ly sourced from Ukraine and the West. As noted above, analyses 
indicate that in 2023, China accounted for 89 percent of the CHPL 
items needed for Russia’s war effort in Ukraine.142 According to 
Oleh Ivashchenko, the head of Ukraine’s Foreign Intelligence Ser-
vice, at least 20 Russian defense plants have received machine tools, 
gunpowder, chemical products, and other components from Chinese 
suppliers.143 Mr. Ivashchenko also said that Russia’s aviation sec-
tor has obtained “equipment, spare parts, and documentation” from 
China and that 80 percent of the “critical electronics” used in Rus-
sian drones came from China.144 In July 2025, European officials 
reported that Chinese firms have been covertly shipping engines to 
Russia’s weapons manufacturer IEMZ Kupol under false labels to 
evade sanctions, enabling the increased production of Garpiya-A1 
attack drones used against both military and civilian targets in 
Ukraine.145 China has also supplied nitrocellulose, a key ingredi-
ent in gunpowder and rocket propellant manufacturing, to support 
Russia’s munitions production, including artillery shells.146 Russian 
companies have become more reliant on China as a source of preci-
sion machine tools, such as computer numerically controlled (CNC) 
machines, and often obtain them indirectly through intermediary 
countries such as Belarus and various Central Asian nations.147 
(For more on China’s facilitation of sanctions and export control 
evasion, see Graham Ayres and Lyndi Tsering, “China’s Facilitation 
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of Sanctions and Export Control Evasion,” U.S.-China Economic and 
Security Review Commission, November 2025.)

Military-to-Military Cooperation Expands
Since Russia’s 2014 annexation of Crimea and ensuing geopoliti-

cal isolation, China-Russia military exercises have increased mark-
edly in frequency, scale, and operational complexity, incorporating 
a broader range of combat and combat support activities (see Fig-
ure 1). According to data from the National Defense University, 63 
percent of all recorded China-Russia military interactions over the 
past 23 years occurred between 2014 and 2024, underscoring a sig-
nificant intensification of bilateral military engagement.148 In their 
2025 joint statement on the Comprehensive Strategic Partnership 
of Coordination for a New Era, Beijing and Moscow reaffirmed their 
commitment to deepening defense ties, expressing their intent to 
further deepen military mutual trust and cooperation, expand the 
scale and scope of joint military exercises, regularly organize joint 
maritime and air patrols, strengthen exchanges and cooperation un-
der bilateral and multilateral frameworks, and promote China-Rus-
sia military cooperation to a higher level.149 For instance, intelli-
gence reports indicate that around 600 Chinese troops will train at 
Russian military installations in 2025, gaining exposure to combat 
tactics used against NATO-equipped forces.150

Figure 1: Frequency of China-Russia Military Diplomacy Activities, 
2002–2024
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In September 2025, the Royal United Services Institute, a Brit-
ish think tank, reported documents revealing deals dating back to 
2023 in which China supplied dual-use items to Russia in exchange 
for Russia equipping and training a Chinese airborne battalion and 
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sharing its battlefield expertise in airdropping armored vehicles.151 
These exchanges indicate that Beijing is moving beyond symbolic 
joint drills and public statements and deepening military coopera-
tion with Moscow to strengthen its power-projection and air maneu-
ver capabilities, including in ways that would be useful if it chooses 
to attack Taiwan.

China and Russia have significantly expanded the complexity 
and geographic scope of their joint air and naval patrols in recent 
years. In August 2025, they held Joint Sea Exercise 2025 in the 
Sea of Japan, followed by a 15-day joint naval patrol.152 According 
to Chinese state media, the drills included “submarine rescue, joint 
anti-submarine, air defense and anti-missile operations, and mar-
itime combat.” 153 Japan’s national defense white paper, published 
the previous month, warned that the growing tempo of China-Rus-
sia military operations near Japan poses a “grave concern” for its 
national security.154 These joint patrols are both symbolically and 
strategically significant, as they usually take place in proximity to 
disputed areas or sensitive sea lanes and have tested the readiness 
and response protocols of the United States, South Korea, and Ja-
pan. For example, in July 2024, the Russian and PLA navies con-
ducted a joint patrol near the United States for the first time, with 
their aircraft entering into Alaska’s air defense identification zone 
(ADIZ).155 Similarly, in November 2024, Chinese and Russian air-
craft conducted joint exercises from the Sea of Japan to the East 
China Sea and entered South Korea’s ADIZ without prior notice.156

Despite the growing frequency and geographic reach of these joint 
operations, however, many experts assess that true interoperability 
between Russian and Chinese forces remains limited.157 Both mili-
taries face enduring challenges stemming from their respective mil-
itary cultures, their independently developed command and control 
(C2) systems,* and their limited experience conducting joint opera-
tions with foreign partners.158 Hence, experts point to the largely 
scripted nature of drills, suggesting they may be as much about po-
litical signaling and confidence building as genuine operational inte-
gration.159 While these limitations currently constrain China-Russia 
military cooperation, they could ultimately be overcome if Xi and 
Putin perceive a significant deterioration in the international se-
curity environment that compels deeper collaboration in combined 
military operations.

Additionally, there are indications that China and Russia may be 
cooperating on gray zone activities, with the disruption of under-
sea cables frequently raised as a notable potential example. (Gray 
zone activities, including cable cutting, are discussed in Chapter 2, 

* Command and control (C2) systems are critical for countries seeking to achieve joint interop-
erability, serving as the backbone for coordination, communication, and decision-making across 
units, services, and countries. Both Russia and China face ongoing challenges with their respec-
tive C2 systems, which have hindered their ability to coordinate effectively even within their 
own military branches and theater commands. Reports from the Russia-Ukraine war indicate 
that Russia’s Soviet-era C2 structure was overly rigid, outdated, and disorganized, hindering 
battlefield adaptability and coordination. The PLA has undertaken C2 reforms, especially af-
ter 2015, to improve jointness and streamline its theater command structure, but analysts note 
continued shortcomings in joint operations and real-time decision-making. U.S. Department of 
Defense, Summary of the Joint All-Domain Command & Control (JADC2) Strategy, March 2022, 
7; Matthew Loh, “NATO Can’t Ignore the Russian Military’s Faster, More Dangerous Kill Chain,” 
Business Insider, April 28, 2025; Jasmin Alsaied, “The People’s Liberation Army’s Command and 
Control Affects the Future of Out-of-Area Operations,” Journal of Indo-Pacific Affairs (March–
April 2023): 148.
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“Security and Foreign Affairs Year in Review” and Chapter 11, “Tai-
wan.”) European officials reported that a Chinese-flagged vessel was 
present near the sites of two undersea cable-cutting incidents in the 
Baltic Sea and noted possible Russian involvement.160 In October 
2023, Finnish authorities identified a Chinese-flagged vessel, New-
new Polar Bear, which had Russian sailors on board, as the ship 
that severed the Balticconnector gas pipeline and a telecommuni-
cations cable linking Finland and Estonia.161 In another incident 
in November 2024, the Chinese-owned bulk carrier Yi Peng 3 cut 
two critical undersea data cables while dragging its anchor along 
the Baltic seabed for more than 100 miles—one connecting Sweden 
and Lithuania and the other linking Germany and Finland.162 The 
vessel was carrying Russian fertilizer and was crewed by a Chinese 
captain and at least one Russian sailor. European authorities from 
Denmark, Sweden, and Germany who have been investigating the 
incident suspect the sabotage was orchestrated by Russian intelli-
gence services, not the Chinese government.163 These incidents have 
heightened European suspicions that Chinese commercial vessels 
may be covertly enabling Russian gray zone operations and posing 
threats to critical European infrastructure.

In a potential Taiwan contingency, Russia may likely mirror Chi-
na’s approach to the Ukraine war by providing indirect military 
and economic support while avoiding direct involvement. According 
to then–Director of National Intelligence Avril Haines, China and 
Russia have conducted joint military exercises related to Taiwan, 
prompting the U.S. Department of Defense to increase planning for 
a potential conflict involving both countries.164 Experts anticipate 
that Russia’s support could take the form of stepped-up energy sup-
plies, dual-use technology, battlefield expertise, cyber capabilities, 
and missile defense cooperation.165 Russia’s contributions would en-
hance China’s warfighting capacity while allowing Russia to avoid 
the political and economic consequences of direct engagement.166 
Strategically, Russia would stand to gain from the United States 
being preoccupied in the Indo-Pacific, a factor that could influence 
its calculus on taking action to advance its interests elsewhere.

China-Russia Economics and Trade: Symbiotic, though 
Heavily Asymmetric

China has played a pivotal role in helping Russia’s economy with-
stand the broad-based economic sanctions and evade export controls 
that would otherwise limit its ability to manufacture weapons to 
attack Ukraine.

China’s economic support to Russia has increased tremendously 
since Putin’s full-scale invasion of Ukraine in 2022, enabling Rus-
sia to sustain its wartime economy despite heavy sanctions from 
the United States, Europe, and other countries. With vast energy 
reserves and one of the world’s most developed oil and gas sectors, 
Russia is heavily reliant on revenue from energy exports, which 
also makes it particularly susceptible to targeted trade sanctions 
on the energy sector.* While Europe curbed Russian imports and 
the G7 engineered a sanctions regime to limit Russia’s ability to 

* Russia’s oil and gas sector contributes about 20 percent of its GDP on average and 30 to 50 
percent of total federal budget revenues.
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sell oil above $60 per barrel, China’s purchases of Russian energy 
have allowed Moscow to replenish its resources and maintain fiscal 
solvency during the war (see Figure 2). Since the imposition of the 
oil price cap, China has been the largest purchaser of Russian fossil 
fuel by price (32 percent) and by volume (36 percent).167 China im-
ported 2.2 million barrels per day (bpd) from Russia in 2024 (about 
$62 billion in annual value), up from 1.6 million bpd in 2021.168 In 
2023, Russia surpassed Saudi Arabia as China’s largest crude oil 
supplier, now making up 21.5 percent of total Chinese crude imports 
compared to 15.5 percent prior to the war.169

Figure 2: Export Destinations for Russian Fossil Fuel (21-Day Rolling 
Average), February 2022–August 2025
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Chinese state firms Sinopec, Zhenhua Oil, and PetroChina ac-
counted for about half of China’s purchases of oil from Russia until 
early 2025, when they began to curb purchases in response to the 
U.S. Department of the Treasury’s expanded application of second-
ary sanctions on Russia’s energy sector.170 Small independent teapot 
refineries * purchase the remainder and have stepped up purchases 
to make up the difference.171 China has also helped prop up Rus-
sian farmers, as imports of Russian grain have increased over 400 
percent since 2021 to $428.6 billion, though this still only accounted 
for 2.9 percent of China’s total cereal imports in 2024.172 Progress 
continues on a “New Land Grain Corridor,” a series of joint invest-
ments to build out transportation infrastructure that will enable 
Russia to further expand trade with China and other parts of Asia, 
and for China to diversify from seaborne routes for food imports.173

* “Teapot” refineries are small independent refineries primarily clustered in Shandong Province 
that largely conduct transactions outside of the dollar-based financial system. Siyi Liu and Trixie 
Sher Li Yap, “China Teapot Oil Refiners Improve Run Rates but Demand Woes, Sanctions Weigh,” 
Reuters, April 6, 2025; Kimberly Donovan and Maia Nikoladze, “The Axis of Evasion: Behind 
China’s Oil Trade with Iran and Russia,” Atlantic Council, March 28, 2024.
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More generally, China has helped cushion the blow to Russia’s 
economy from broad economic sanctions. Last year, Russia’s GDP 
grew 4.3 percent, a level it would not have been able to achieve 
without the indispensable support of China.174 Economic activity 
between China and Russia has expanded substantially since the 
start of the war, as China is backfilling both Russia’s export sales 
and its need for imports and investment. Total China-Russia goods 
trade hit $245 billion in 2024, up 66.7 percent from the pre-war lev-
el of $147 billion in 2021 (see Figure 3).175 Chinese companies have 
accrued greater market share in Russia in the wake of an exodus 
of foreign firms. Of the 50 largest foreign companies operating in 
Russia, 11 are now Chinese, compared to just one (Huawei) before 
the war.176 This trend is especially pronounced in the auto industry, 
where the market share for Chinese automakers increased from 9 
percent in 2021 to 61 percent in 2023.177

Figure 3: Russia’s Bilateral Goods Trade with China (12-Month Rolling 
Sum), January 2016–August 2025
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Yet the trade relationship has become heavily lopsided, as Russia 
now depends on China for 34 percent of its external trade, while 
the comparable figure for China is 4 percent.178 Recent signs point 
to Moscow’s growing discomfort with the increasing level of depen-
dence on Chinese imports. In October 2024, Russia increased a ve-
hicle disposal tax on imported vehicles, a move tantamount to a 
tariff and regarded as incentivizing Chinese companies to set up 
manufacturing operations inside Russia.179

China-Russia: Potential Points of Friction
As China and Russia’s military and economic cooperation deepens, 

several structural and geopolitical friction points complicate their 
partnership. One core issue is the increasingly asymmetric power 
dynamic, with China’s rising economic and military strength giving 



170

it greater leverage over an internationally isolated and relatively 
weaker Russia, which has indisputably become the “junior partner” 
in the relationship.180 This asymmetry risks fostering resentment in 
Russia that could act as an inhibitor on future collaboration, given 
the reversal of historical roles and Putin’s sensitivity to personal 
and national prestige.181 A planning document believed to have been 
written in late 2023 or early 2024 by Russia’s domestic intelligence 
agency, the FSB, referred to Beijing as “the enemy” and accused it of 
conducting espionage against Russia, including recruiting Russian 
spies and stealing sensitive military technology.182 The FSB also 
warned that China was using academic and commercial fronts to 
gather intelligence in sensitive regions like Ukraine and the Arc-
tic while potentially laying the groundwork for territorial claims in 
the latter.183 Chinese military planners have been trying to acquire 
Russian expertise in certain technologies, including “submarine op-
erations, aeronautical design (including stealth capabilities), and 
missile systems.” 184 According to Alexander Gabuev, director of the 
Carnegie Russia Eurasia Center, Russia’s growing dependence on 
dual-use materials and technology from China to sustain its war 
effort has made it increasingly difficult for Moscow to resist these 
requests.185 This dynamic risks creating tensions, as pressure on 
Russia to relinquish sensitive military technologies could strain the 
relationship.

From China’s perspective, its deepening relationship with Russia 
presents several points of friction. First, China has incurred diplo-
matic costs for supporting Russia during the Ukraine war, particu-
larly in European capitals where Beijing’s perceived alignment with 
Moscow has strained key relationships.186 This concern contributed 
to China’s decision not to provide direct lethal exports to Russia, but 
it may also limit Beijing’s willingness to deepen overt military ties 
with Moscow.187

Second, Beijing clearly had concerns about Moscow’s potential 
willingness to use nuclear weapons early in the Ukraine war.188 
China warned Russia against using nuclear weapons on Ukraine, 
with Xi issuing a personal warning to Putin during his visit to Mos-
cow in March 2023 that underscored Beijing’s discomfort with the 
potential for nuclear escalation by a close strategic partner.189 While 
both China and Russia emphasize nuclear deterrence in their na-
tional security strategies, China has historically adopted a “no first 
use” doctrine, while Russia has shown a greater willingness to in-
voke its nuclear arsenal for coercive purposes, particularly in the 
context of conventional conflict.190 Although Russia has long had a 
much greater nuclear weapons capability than China, Beijing is rap-
idly expanding its arsenal. While the Kremlin has publicly said it is 
not alarmed by China’s actions, leaked military training documents 
reveal deep Russian concerns—particularly about the possibility of 
China staking claims to its eastern border territories—and show 
that Russia has rehearsed the use of tactical nuclear weapons in the 
event of a Chinese invasion.191

Third, as noted above, Beijing and Moscow continue to have un-
resolved border disputes that, despite formal demarcation agree-
ments in 1991 and 2004, continue to stir nationalist sentiment.192 
Chinese officials and netizens periodically refer to the 19th-centu-
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ry treaties that ceded territory to Russia as “unequal.” 193 Finally, 
China and Russia both seek influence in regions like Africa, Cen-
tral Asia, and the Arctic.194 Beijing’s economic interests prioritize 
regional stability to safeguard infrastructure and investments 
under BRI, whereas Moscow often benefits from—and exploits—
instability, particularly in regions with weak governance. The war 
in Ukraine has weakened Russia’s position in these other regions 
and forced it to acquiesce to China’s growing dominance. In the 
Arctic, for instance, Russia had long rebuffed China’s desire to 
become more active, fearing Beijing’s presence would undermine 
its dominance in the region. Since its isolation from the West, 
however, Moscow has embraced greater collaboration, seeking to 
use China’s resources to unlock the Arctic’s economic and energy 
potential.195 Chinese shipping companies are currently in talks 
with Russian companies to develop five container ships capable 
of year-round operations in the Arctic.196

These potential friction points highlight the growing power im-
balance as well as differing approaches to the international order, 
whereby China has sought to promote stability and protect its glob-
al economic interests and image as a responsible power while Rus-
sia has used instability as an opportunity to expand its influence. 
Ultimately, because China and Russia’s growing relationship is driv-
en less by mutual trust than by a shared opposition to the U.S.-led 
international order, both accrue many more advantages than disad-
vantages from their ties.

China’s Partnership with Iran

China’s support has helped enable Iran to circumvent interna-
tional sanctions and continue to spread instability throughout the 
Middle East, thereby challenging the U.S.-led order. By deepening 
its involvement in the Middle East, China advances its strategic 
goals in a region vital to global energy supplies while complicat-
ing U.S. efforts to maintain a dominant position in the region.197 
Beijing and Tehran signed a comprehensive strategic partnership 
agreement in 2021, wherein China pledged to invest $400 billion in 
economic and infrastructure projects over a 25-year period as well 
as enhance cooperation on military, security, intelligence, and cyber 
issues.198 Beijing likely views prolonged U.S. entanglement in the 
region as strategically advantageous because it diverts U.S. atten-
tion and resources away from the Indo-Pacific. As Iran has come to 
rely on revenue from China’s purchases of nearly all of its heavily 
discounted oil, the relationship has become deeply asymmetric. Con-
sequently, China has chosen to keep Iran at arm’s length in order to 
not jeopardize its other—predominantly economic—interests in the 
region.199 The asymmetry and restraint in this relationship was ev-
ident in China’s subdued response to the June 2025 U.S. strikes on 
Iranian nuclear facilities, when Beijing’s support for Tehran proved 
largely rhetorical in Iran’s hour of need.200 (For more on China’s 
response to the U.S strikes on Iranian nuclear facilities, see “China- 
Iran: Potential Points of Friction” later in this chapter.) Most ana-
lysts assess that while China has a strong interest in the survival 
of the Iranian regime, it is unlikely to offer direct military support, 
at least in the near term.201
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China-Iran Security Cooperation: Generally Discreet and 
Dual-Use

China was a major supplier of arms to Iran in the 1980s but large-
ly stopped arms transfers in 2015 after the U.N. Security Council 
passed Resolution 2231 as international sanctions increased scru-
tiny of overt weapons transfers to Iran.202 Since then, Russia has 
emerged as Iran’s primary arms supplier, accounting for all imports 
of major arms between 2019 and 2023.203

Despite stepping away from conventional arms sales, China has 
since shifted toward more discreet forms of cooperation, including 
the transfer of military technology to Iran and the supply of du-
al-use materials critical to Iran’s ballistic missile program and used 
in the production of Iranian drones. This includes Beijing’s transfer 
of missile, naval, and aviation technologies, which helped establish 
Tehran’s domestic defense manufacturing capabilities.204 In Janu-
ary 2025, two Iranian vessels docked in China were loaded with 
approximately 1,000 tons of sodium perchlorate, a precursor used 
in missile propellant. This volume is estimated to be enough to fuel 
260 missiles.205 A few months later, part of the shipment, along with 
other missile fuel chemicals, was linked to an explosion at Shahid 
Rajaee port in Iran that killed 25 people and injured around 800 
others.206 In June 2025, the Wall Street Journal reported that Iran 
had ordered thousands of tons of ammonium perchlorate, another 
critical component for ballistic missiles, from China. While a Chi-
nese Foreign Ministry spokesperson claimed Beijing was unaware of 
the transaction, the scale and recurrence of such transfers indicate 
that enforcement gaps or limited oversight by Chinese authorities 
may be enabling these activities.207 These shipments underscore 
how, even without direct weapons sales, China remains a key en-
abler of Iran’s missile development, undermining international non-
proliferation efforts and reinforcing Iran’s regional influence.

Other dual-use components from China include voltage convert-
ers, sensor technologies, and engines, all of which have legitimate 
commercial applications but are also integral to Iran’s drone pro-
duction.208 Iranian drones, built with Chinese parts, have been 
used not only by Tehran’s regional proxy forces but also by Russia 
in Ukraine.209 Beyond hardware, China has also enhanced Iran’s 
drone capabilities through providing access to BeiDou, China’s glob-
al positioning navigation satellite system. Starting in 2015, Irani-
an defense companies partnered with Chinese firms to integrate 
satellite navigation technology into their unmanned aerial vehicles 
(UAVs), which significantly improved their targeting accuracy. By 
2021, China granted Iran full military access to BeiDou, providing 
greater precision and effectiveness of Iran’s unmanned systems.210 
In May 2025, Chang Guang Satellite Technology, a private Chinese 
space company with close links to the PLA, was reportedly provid-
ing satellite imagery to Iranian-backed Houthis to assist in their 
targeting of vessels in the Red Sea.211

Additionally, Chinese nationals have also been found smuggling 
sensitive U.S.-origin dual-use items to Iranian military entities de-
spite international sanctions. The Treasury Department’s Office of 
Foreign Assets Control (OFAC) and the U.S. Department of Com-
merce’s Bureau of Industry and Security (BIS) have taken action 
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against multiple entities based in China and Hong Kong that es-
sentially operate as front companies for procuring UAV and other 
dual-use components for Iran.* 212 Uninhibited operation of these 
networks highlight persistent enforcement challenges within Chi-
na’s regulatory framework, raising concerns about Beijing’s ability 
or willingness to fully control illicit proliferation activities. These ac-
tivities not only strengthen Iran’s nuclear and missile programs but 
also risk empowering proxies in the region, including the Houthis 
in Yemen, which could destabilize an already volatile security envi-
ronment.

As Iran’s top trading partner, China has significant economic 
leverage over Iran. China has a history of using economic leverage 
as a foreign policy tool against other countries but has notably re-
frained from pressuring Iran to cease its destabilizing activities or 
those of its proxies.213 For instance, despite China’s stated interest 
in regional stability and securing critical maritime routes, Beijing 
has evidently not pressured Tehran into curbing Houthi attacks on 
civilian shipping in the Red Sea corridor, other than for Chinese and 
Russian ships.214

China-Iran Economic Ties: China Exploits an Isolated Iran, 
Fueling Regional Conflict

Despite Iran being one of the most heavily sanctioned countries 
in the world, China maintains a robust trade and investment rela-
tionship with the country and provides crucial revenue and material 
support.† With the world’s second-largest natural gas reserves and 
fourth-largest proven oil reserves, Iran is heavily reliant on the sale 
of hydrocarbons, making it highly susceptible to sanctions on the 
state-owned energy sector.215 In 2024, Iran’s real GDP was $436.9 
billion, and oil export revenue during the Iranian calendar year ‡ 
ending in March 2025 hit $67 billion, amounting to 15 percent of 
annual GDP.216 Tehran estimated that about 45 percent of the gov-
ernment budget for 2025–2026 would come from oil and gas sales 
and would account for the single biggest source of government rev-
enue.217 The largest share of oil revenues in Iran’s budget was ear-
marked for Iran’s military.218

China has systematically undermined the sanctions regime and 
now purchases from 90 percent to nearly all of Iran’s exported oil 
(see Figure 4).219 Purchases from Iran account for 10 to 15 percent 
of China’s oil imports, compared to roughly 45–50 percent from oth-
er Middle Eastern countries.220 To obscure the scale of trade and 
help evade U.S. and European sanctions, these purchases are not 
recorded by Chinese customs data. Instead, they are reported un-

* There are several examples of these cases that can be found in the listed article. Victoria 
Cheng, “Case Study on Smuggling Sensitive U.S.-Origin Items,” Institute for Science and Interna-
tional Security, August 12, 2024.

† The U.S. sanctions program against Iran in current form blocks all access to U.S.-based assets, 
prohibits transactions with U.S. persons, bans nearly all U.S. trade with Iran, prohibits arms 
trade to or from Iran, and contains a secondary sanctions element putting at risk foreign financial 
institutions that do business with sanctioned Iranian persons. UN sanctions imposed prior to the 
2015 JCPOA were lifted in January 2016 after the International Atomic Energy Agency certified 
Iran’s compliance with the agreement. They were reimposed in Semptember 2025 after France, 
Germany, and the UK invoked a snapback mechanism due to Iran’s “significant non-performance” 
of its commitments under the agreement. U.S. Department of State, Completion of UN Sanctions 
Snapback on Iran, September 27, 2025.

‡ Iran uses a different calendar year than the United States; Iran’s calendar year begins in 
March.
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der import figures of other countries, mainly Malaysia, Oman, and 
the UAE.221 Through the first quarter of 2025, China’s purchases 
of Iranian oil had been steadily climbing for years, making Iran 
China’s third-largest source of crude oil behind Russia and Saudi 
Arabia.222 In October 2024, the Economist estimated that Iranian 
petroleum and petrochemical sales generated as much as $70 billion 
in 2023.223 Factoring in costs of production, China’s oil purchases 
from Iran provide a significant overall portion of Tehran’s entire 
government budget and military spending. (For more on China’s fa-
cilitation of sanctions and export control evasion, see Graham Ayres 
and Lyndi Tsering, “China’s Facilitation of Sanctions and Export 
Control Evasion,” U.S.-China Economic and Security Review Com-
mission, November 2025.)

Figure 4: Iranian Crude Oil Export Destination (Three-Month Moving 
Average), July 2018–August 2025
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As previously mentioned, China and Iran signed a comprehensive 
strategic partnership agreement in 2021, a much lauded agreement 
that Iranian officials hailed as a “ ‘complete road map of relations for 
the next quarter century.” 224 Under the agreement, China pledged 
to invest $400 billion in various sectors, including oil and gas, bank-
ing, telecommunications, ports, railways, healthcare, information 
technology, and tourism.225 The agreement also outlined joint plans 
to construct two ports in Iran: one in Chabahar and a new oil ter-
minal near the Jask port, south of the Strait of Hormuz.226 These 
ports, along with the Gwadar Port in Pakistan and the Kyaukpyu 
Port in Burma (Myanmar), form part of China’s strategic network 
of Indian Ocean ports.227 This is particularly significant given that 
roughly 80 percent of China’s oil imports and 95 percent of its trade 
with the Middle East pass through the Indian Ocean and the Strait 
of Malacca.228 By the start of 2024, China had reportedly only in-
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vested $185 million in new projects, well below the expected $32 
billion if outlays were dispersed evenly over 25 years.229

President Ebrahim Raisi visited China in 2023 to convey Iran’s 
concerns about the lack of progress on implementing the agreement, 
the first visit by an Iranian president in 20 years.230 The Iranian 
Foreign Ministry’s readout emphasized Tehran’s eagerness to accel-
erate and deepen the partnership. Beijing, however, responded more 
cautiously, releasing a vague statement on economic cooperation 
without citing concrete projects.231 The underwhelming investment 
figures likely reflect reluctance on the part of Chinese companies to 
engage in open transactions with Iran due to fears of violating U.S. 
sanctions.232

China-Iran: Potential Points of Friction
The chief point of friction in the bilateral relationship has 

stemmed from Iran’s nuclear program. In the mid-1990s, China be-
gan signaling its opposition to Iran developing nuclear weapons, al-
though it continued to provide open support to Iran’s nuclear power 
industry.* 233 Beijing’s response to the June 2025 strikes on three of 
Iran’s nuclear facilities was limited to condemning the attacks and 
calling for a ceasefire at the UN Security Council alongside Russia 
and Pakistan, with no indication that China planned to provide ma-
terial support to Iran.234 While China has affirmed Iran’s right to 
produce nuclear energy, Foreign Minister Wang Yi confirmed China’s 
stance toward Iran’s nuclear program in the days after the strikes, 
including the point that “Iran should continue to honor its commit-
ment not to develop nuclear weapons.” 235 China has advocated that 
Iran return to the JCPOA—or a similar framework—that limits 
Iran’s nuclear activities and allows for removal of sanctions from 
the country.236 China likely sees Iran’s continued pursuit of nuclear 
weapons as having the potential to create regional instability or 
spark a crisis in the Middle East that would negatively affect Chi-
na’s energy and economic interests.237 Chinese business interests 
in the region would also likely be negatively impacted if additional 
sanctions were imposed on Iran by the United States and like-mind-
ed countries, whether as part of a maximum pressure campaign or 
punishment for developing a weapon.238

Leaders in Iran were disappointed in China’s restrained response 
to the June 2025 attacks, viewing it as indicative of a relationship 
shaped more by China’s energy and commercial interests than the 
deeper strategic partnership they had sought from China.239 Tino 
Sanandaji, a Swedish-Iranian researcher with the Stockholm School 
of Economics, stated that “a common complaint in Iran is that China 
and Russia, rather than being true friends, exploit Iran’s isolation to 
get cheap natural resources while selling Iran second-rate military 
hardware at inflated prices, sometimes never even delivering the 
promised equipment.” 240

* China’s accession to the Nuclear Non-Proliferation Treaty (NPT) in 1992 marked a shift 
toward the international nonproliferation regime, yet concerns about its role in Iran’s nuclear 
proliferation grew rapidly. After the Iran-Iraq War, Iran emphasized the need to develop non-
conventional capabilities, prompting Western media to allege that China was aiding a nuclear 
weapons program through the export of nuclear technologies. Beijing denied these allegations, 
asserting that its nuclear assistance to Iran was lawful and intended solely for peaceful purposes. 
Marybeth Davis et al., “China-Iran: A Limited Partnership,” CENTRA Technology, Inc. (prepared 
for the U.S.-China Economic and Security Review Commission), April 2013.
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For its part, China has had to balance its activities with Iran 
against its broader interests in the Middle East. China imports 
large amounts of crude oil from Saudi Arabia and Iraq and con-
ducts far more trade with Saudi Arabia ($107.5 billion in 2024) 
and the UAE ($101.8 billion in 2024) than with Iran ($42.4 billion 
in 2024).* 241 The wealthier Arab Gulf states offer more attractive 
long-term trade and investment opportunities for China. Chinese 
firms have large contracts with Qatar, Saudi Arabia, and the UAE 
for a range of platforms and technologies to support their ambitious 
buildout of digital infrastructure.242 Thus, China has little incentive 
to prioritize relations with Iran over its Gulf state partners. Re-
flecting these interests, China sided with the UAE in a dispute over 
three Persian Gulf islands, prompting rare protests from Tehran in 
June 2025. Iran’s foreign minister summoned China’s ambassador, 
urging a policy reversal, but Beijing merely called for a peaceful 
resolution and upheld its original stance.243

Despite these frictions, there is not much evidence that their rela-
tionship is fraying.244 China continues to keep Iran at arm’s length 
while benefiting from both its discounted oil and its efforts to under-
mine the Western-led order. While Iran would like more from China, 
it greatly benefits from diplomatic support, dual-use technologies, 
and access to an all-important export market.

China’s Partnership with North Korea

Historically, China has placed considerable strategic value on 
its relationship with North Korea, dating back to its assistance to 
Pyongyang during the Korean War in the 1950s.245 China’s only 
formal alliance is with North Korea: the 1961 Treaty of Friendship, 
Cooperation, and Mutual Assistance. More recently, China has be-
come virtually the sole trade partner for a North Korean regime iso-
lated by heavy sanctions.246 In 2021, the two countries renewed the 
treaty, signaling a continued commitment to strategic alignment.247 
The two countries have often used a metaphor of “lips and teeth” to 
describe the closeness of their relationship.248

In September 2025, Kim Jong Un met with Xi Jinping during a 
high-profile Chinese military parade, marking the first time in 66 
years that a North Korean leader had attended the event.249 Kim 
received a warm welcome from Xi, walking side by side with him 
and President Putin down the red carpet.250 Xi also hosted Kim for 
private dinners and a formal bilateral meeting following the pa-
rade.251 Experts have interpreted this highly symbolic display as 
Beijing’s attempt to reset bilateral relations and reassert its influ-
ence over Pyongyang.252 However, readouts from the event did not 
address underlying tensions between the two countries. Instead, 
China emphasized strengthening cooperation based on “common in-
terests,” signaling to Pyongyang the importance of pursuing a more 
pragmatic, interest-driven partnership and aligning more closely 
with China’s strategic priorities, particularly amid North Korea’s 
deepening ties with Russia and the prospect of future nuclear talks 
with the United States.253

* The figure for Iran includes an estimated $29 billion of unreported oil exports. Ron Bousso, 
“China Trade Spat Undermines Trump’s ‘Max Pressure’ Iran Campaign,” Reuters, April 10, 2025.
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The Kim regime’s pursuit of nuclear weapons and its erratic ac-
tions, coupled with Beijing’s desire to be seen as a responsible inter-
national power, have led Beijing to temper its support. After North 
Korea’s 2017 Musudan intermediate-range ballistic missile test off 
its eastern coast, China reinforced the UN sanctions regime on North 
Korea’s missile and nuclear programs.254 In addition to sanctions, 
China implemented unilateral measures that suspended coal im-
ports from North Korea, which made up approximately 34 to 40 per-
cent of Pyongyang’s export revenue and had a substantial negative 
impact on the regime’s ability to finance its programs.255 Although 
relations improved in 2018, tensions persist, particularly over North 
Korea’s repeated missile tests. China has viewed the tests not only 
as destabilizing but also as inviting a greater U.S. military pres-
ence in Northeast Asia and strengthening U.S. relations with Japan 
and South Korea, reinforcing the strategic encirclement Beijing has 
sought to avoid.256 Since the Russian invasion of Ukraine, Beijing 
has shown signs of unease over Pyongyang’s increasingly close ties 
with Moscow, as a deeper military alignment could undermine Chi-
na’s longstanding influence over North Korea.257

China-North Korea Security Cooperation
For China, North Korea holds a critical geopolitical location that 

serves as a strategic buffer in Northeast Asia, preventing encroach-
ment by the United States or its allies on one of its borders. In the 
decades following the Korean War, particularly in the 1990s, Chi-
na offered professional military training and facilitated technolog-
ical exchanges that contributed significantly to the development of 
North Korea’s ballistic missile and satellite capabilities.258 However, 
since North Korea’s first nuclear test in 2006, Beijing began to pub-
licly distance itself from Pyongyang’s weapons development efforts 
and reduced its military support, with cooperation largely limited to 
areas such as cyber operations and diplomatic support.

Despite growing frustration with North Korea, China has contin-
ued to shield Pyongyang diplomatically, often downplaying or dis-
missing international evidence of its provocations against South Ko-
rea, Japan, and the United States. Beijing has repeatedly resisted or 
undermined U.S. efforts to apply sustained diplomatic and economic 
pressure on North Korea, placing more importance on North Korea’s 
role as a buffer than curtailing its weapons development activities. 
In October 2024, North Korea conducted an intercontinental ballis-
tic missile test, setting the national record by reaching an altitude 
of over 4,000 miles.259 While the United States and other UN Secu-
rity Council members condemned the launch, China refrained from 
doing so and aligned with Russia in opposing the U.S.-led statement 
at the UN. Although China has expressed concern over North Ko-
rea’s missile and nuclear tests, at the same time it has consistently 
stressed the importance of “regional stability” and has advocated for 
dialogue and negotiation rather than escalating sanctions or mili-
tary responses.260 China has urged not only North Korea but also 
the United States, South Korea, and their allies to exercise restraint 
to avoid heightened tensions.261 For decades, Beijing has leveraged 
its role as North Korea’s primary economic and diplomatic part-
ner to position itself as an indispensable interlocutor in managing 
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the Korean Peninsula, especially during the Six-Party Talks in the 
2000s, and shape U.S. policy in ways that serve its strategic inter-
ests.262 This balancing act underscores China’s desire to avoid insta-
bility near its borders while maintaining leverage over North Korea.

Since the 2006 nuclear test, the Chinese government has re-
frained from directly supplying North Korea with nuclear weapons 
technology or technical expertise and has restricted conventional 
arms sales. China has continued to support North Korea, however, 
through dual-use technology transfers that have expanded North 
Korea’s military and, in some cases, strategic capabilities. In 2010, 
China Aerospace Science and Industry Corporation sold heavy-duty 
trucks to North Korea.263 These were later repurposed by North Ko-
rea as transporter-erector-launchers for its KN-08 intercontinental 
ballistic missiles, marking a major advancement in North Korea’s 
road-mobile nuclear capabilities.264 Clandestinely or covertly, it is 
likely that China has also supplied dual-use products critical for 
many of North Korea’s weapons systems. According to testimony 
from Jake Rinaldi, a defense analyst at the U.S. Army War College, 
China provided technology to Pyongyang’s indigenous drone pro-
gram and training to North Korean engineers working in satellite 
operations.265 Over the last several years, U.S. authorities, includ-
ing the Treasury Department and the Commerce Department’s BIS, 
have taken enforcement actions against numerous entities in Hong 
Kong, Macau, and mainland China linked to networks that have 
helped North Korea covertly acquire materials and technology for 
its ballistic missile and space programs.266 A key Chinese facilitator, 
the so-called Shi Qianpei network, was sanctioned by the Treasury 
Department for its role in concealing the true shipments and desti-
nations of military-grade components.267

China also appears to play an important role in supporting 
North Korea’s globally disruptive cyber crime and military-re-
lated cyber activities. North Korean military cyber units have 
operated from Chinese territory and engaged not just in espio-
nage and intelligence gathering but also in cyber crime to gener-
ate revenue for the regime and its military and strategic ambi-
tions.268 For example, in 2022, North Korean hackers carried out 
a widespread ransomware attack from China that targeted U.S. 
hospitals, causing widespread disruption to healthcare providers 
and patients.269 China has also hosted numerous North Kore-
an IT workers who have hidden their identities and provided re-
mote IT work for clients around the world, sometimes using this 
work to advance North Korea’s malicious hacking operations as 
well. According to OFAC, the “revenue generated by these DPRK 
[Democratic People’s Republic of Korea] IT workers [is] used by 
the DPRK to develop its WMD [weapons of mass destruction] and 
ballistic programs, in violation of U.S. and UN sanctions.” 270 Op-
erating in China has allowed North Korea to exploit that coun-
try’s advanced computing and internet infrastructure while main-
taining plausible deniability for its destructive cyber activities.271 
In January 2025, the Treasury Department sanctioned a network 
involving a Chinese company, Liaoning China Trade Industry 
Co., Ltd., for supplying electronics equipment to North Korean 
IT workers operating within or through Chinese territory.272
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Beyond the direct harm from North Korea’s cyber activities, 
China’s role in facilitating these activities has had other impli-
cations. First, North Korean cyber crime has been critical for 
generating hard currency for the regime. Ill-gotten gains from 
cryptocurrency theft consistently outstrips trade revenue, with 
North Korean hackers pulling in $1.34 billion from the practice 
in 2024 alone (see Figure 5).273 Not only has this revenue en-
hanced North Korea’s capacity to threaten its neighbors, it has 
also decreased the Kim regime’s reliance on external partners 
like China. Second, the presence of North Korean cyber oper-
atives in China has enhanced North Korea’s resilience. At the 
Commission’s 2025 hearing, Dr. Rinaldi testified that the contin-
ued presence of North Korean cyber operatives in China would 
likely ensure the survivability and operational continuity of the 
regime’s cyber forces, even if North Korea’s domestic systems 
were severely disrupted.274

Figure 5: Estimated North Korean Export Revenue vs. Stolen 
Cryptocurrency Proceeds, 2020–2024
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China-North Korea Economics and Trade: Near-Complete 
Reliance Has Not Translated Neatly to Influence

China has maintained an official position of adherence to, and en-
forcement of, all UN sanctions against the Kim regime.276 In prac-
tice, Beijing has facilitated sanctions and export control evasion on 
behalf of North Korea for nearly two decades.277 North Korea re-
mains almost exclusively reliant on China for its external economic 
activity. China is North Korea’s largest trading partner, accounting 
for 98.3 percent of the DPRK’s reported trade in 2023 (see Figure 
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6).* 278 While total two-way trade is relatively small and still recov-
ering from North Korea’s extreme COVID-19 lockdown, trade with 
China amounted to $2.7 billion in 2023 and constituted one of North 
Korea’s few non-illicit lifelines to non-domestically made products 
and one of its few official sources of revenue.279 Officially, North Ko-
rea imports luxury items, chemical products, and agricultural goods 
from China while exporting raw materials and energy products. 
North Korea exports about 3 percent of its electricity to China de-
spite persistent domestic power outages.280 Curiously, in 2023 North 
Korea exported $167 million worth of human hair, fake eyelashes, 
and wigs to China, most of which was relabeled “Made in China” 
and then sold in global markets.281 Remittances from North Korean 
workers in China are another lucrative revenue stream. North Ko-
rean workers are present in a variety of industries in China, includ-
ing in factories in the northeastern border region, on fishing boats, 
and as previously described as IT support specialists.282 (For more 
on China’s facilitation of sanctions and export control evasion, see 
Graham Ayres and Lyndi Tsering, “China’s Facilitation of Sanctions 
and Export Control Evasion,” U.S.-China Economic and Security Re-
view Commission, November 2025.)

Figure 6: Estimated North Korean Goods Trade with China and Rest of 
World, 2013–2024
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North Korea’s trade has undergone two shocks in recent years: (1) 
the imposition of more severe international sanctions limiting the 
country’s commercial trade in 2017 in response to its nuclear missile 

* North Korean weapons sales are not included in these trade figures, which—according to 
one estimate—range anywhere between $1.7 billion and $5.5 billion. Olena Guseinova, “Putin’s 
Partner: North Korea’s Cooperation with Russia amid the War against Ukraine,” Hanyang Uni-
versity, October 2024.



181

testing, and (2) a self-imposed strict border closure due to COVID-19 
in 2020 that largely halted all trade until January 2022.284 Despite 
the tightening of broad-based sanctions, North Korea’s continued 
provocations and self-inflicted isolation demonstrate both the Kim 
regime’s commitment to nuclearization and high tolerance for eco-
nomic pain.

Given China’s apparent leverage over North Korea, Kim’s actions 
indicate either the limits of China’s ability to check behavior it re-
gards as destabilizing or the limited extent to which China genu-
inely has concerns about those actions.285 As Dr. Rinaldi testified to 
the Commission, “While China denies direct involvement in North 
Korea’s black-market activity, its failure to disrupt these operations 
over decades should be seen as a strategic choice.” 286

China-North Korea: Potential Points of Friction
Despite their longstanding alliance, several points of friction com-

plicate China-North Korea relations. A major concern for Beijing 
is North Korea’s ongoing nuclear weapons development program, 
which destabilizes East Asia, risks drawing China into a broader 
regional conflict, and flies in the face of widespread international 
consensus against nuclear proliferation. Although North Korea in-
creasingly disregards China’s counsel and pursues an independent 
strategic agenda, Beijing has continued to shield Pyongyang from 
the full impact of international sanctions.287 This paradox high-
lights a key element of friction as Beijing seeks to preserve ties 
with Pyongyang to retain leverage over its foreign policy, even as its 
unease has grown over Pyongyang’s defiance and pursuit of its own 
strategic agenda.288 North Korea’s erratic behavior also complicates 
China’s efforts to present itself as a responsible global actor, making 
it harder for Beijing to convince the international community that it 
supports peace and stability.

More recently, China appears increasingly concerned about Pyong-
yang’s growing military cooperation with Russia amid the war in 
Ukraine. The June 2024 treaty between North Korea and Russia, 
which reportedly includes mutual defense commitments, signals a 
potential return to Cold War-style bloc politics, something China has 
sought to avoid. China has remained officially neutral in response 
to deepening Russia-North Korea relations, with a Chinese Foreign 
Ministry spokesperson stating that both countries are “independent 
sovereign states” and that how they develop their bilateral ties is 
“their own matter.” 289 However, subtle signs of Beijing’s unease have 
emerged, suggesting China views this deepening partnership with 
concern.290 If Russia assumes a significant security guarantor role 
for North Korea, it would substantially reduce China’s leverage over 
Pyongyang. Moreover, given the complex and sometimes competitive 
history between China and Russia, Moscow’s growing presence in 
North Korea could strain their relationship by challenging China’s 
traditional influence in a region it considers strategically vital.

These friction points, however, remain secondary to China’s over-
riding strategic interest in maintaining North Korea as a geopo-
litical buffer on the Korean Peninsula and its broader interests in 
undermining U.S. global influence and the rules-based international 
order.
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Implications for the United States
No matter the terminology used, the strengthening of rela-

tionships among China, Russia, Iran, and North Korea poses 
a significant national security threat to the United States 
and its allies and partners around the world. These states 
share common objectives in weakening U.S. power and influence and 
in undermining elements of the existing rules-based international 
system. Although the relationship among the countries does not con-
stitute an alliance as traditionally conceived, in many ways these 
revisionist countries collaborate more robustly than the Axis powers 
did prior to World War II. As the alignment is based more on shared 
interests and expediency than trust and loyalty, each has freedom 
of action and the ability to decline to participate in a conflict that 
others may trigger. This arrangement creates advantages that far 
exceed the disadvantages, which will make it extremely difficult for 
the United States—or any group of states—to disrupt or quickly 
drive a wedge between these countries.

The relationships the axis countries have with each oth-
er—with China often at the center—present serious strategic 
challenges for the United States, as they allow each country 
to consider the use of force, undertake provocative actions, 
and otherwise act in ways they could not sustain on their 
own. As evident in the ongoing conflict in Ukraine, China, Iran, 
and North Korea have provided Russia with political, economic, and 
military support, decisively enabling its aggression and allowing it 
to circumvent U.S. and international sanctions and diplomatic pres-
sure. In this context, each individual challenge becomes harder to 
resolve as the interlinkages between and among these revisionist 
countries serve as force multipliers, and each challenge has the po-
tential to “set the world on fire.”

The presence of nuclear weapons in China, Russia, and 
North Korea—and Iran’s pursuit of them—adds a dangerous 
and destabilizing dimension to their deepening strategic co-
operation, making deterrence more complex and raising the 
stakes of miscalculation or escalation. As China increasingly 
transforms the military balance in the Western Pacific in its favor, it 
may become more emboldened—banking on support from its “axis” 
partners—to use force against a U.S. treaty ally in the region.

Each of these revisionist countries has sought to establish a 
sphere of influence in its region, and the United States and its se-
curity commitments with partners have often served to thwart those 
efforts. As these states deepen cooperation, they seek to shift those 
regional power balances in their favor by undermining the credi-
bility of U.S. commitments to regional partners and to weaken U.S. 
power and influence in general.

Lacking an overarching strategy or joint military capabilities, 
these countries are increasingly likely to conduct gray zone activ-
ities as they seek to test limits and gauge U.S. and regional reac-
tions. (See Chapter 2, “U.S.-China Security and Foreign Affairs (Year 
in Review)” for more on this topic.) If there is no coordinated 
effort to impose a significant cost on these countries for such 
gray zone conduct, they are likely to become increasingly 
brazen in the future.



183

The growing ties between the axis countries also increase 
the likelihood of escalating actions, potentially culminating 
in “opportunistic aggression” by other members of the group. 
Each country may be emboldened to take more provocative actions 
knowing the other countries will provide support to the primary 
aggressor—from a limited border skirmish or cyberattack to a much 
more significant crisis, such as a Chinese blockade of Taiwan. Even 
more significantly, the countries may act “opportunistically” to try 
to take advantage of diversions of U.S. attention and resources—for 
example, Russia exploiting a Taiwan contingency by moving mili-
tary forces into an eastern European country. Such dynamics raise 
the danger that even small provocations could spiral into broader 
confrontations with global consequences.

As the most powerful and systemically integrated of these 
countries, China has been a “decisive enabler” of this group. 
By cooperating with—and legitimizing—these heavily sanctioned 
countries, China has helped erode the broader international norms 
that have at times constrained destabilizing behavior and aggres-
sion, and it has undermined the effectiveness of sanctions and ex-
port controls by facilitating trade and capital flows outside of the 
global trading system. As China and its sanctioned partners build 
this shadow trading system, it chips away at the dollar-based finan-
cial system’s centrality in global trade and the relative power of the 
United States in that system.

China’s activities have been part of the broader-based effort by 
this group of authoritarian powers to advance an alternative vision 
of global order rooted in power, coercion, and hierarchy. They seek 
to replace the international system that evolved after World War II 
based on rules, norms, and principles such as sovereign equality, the 
peaceful resolution of disputes, and the universal protection of hu-
man rights. To respond to this challenge, the United States—
and its allies and partners around the world—must develop 
a clear-eyed understanding of this evolving strategic threat 
and pursue strategies that enhance preparedness for mul-
tiple potential regional flashpoints that each could quickly 
escalate into a crisis. Unfortunately, this challenge has come at a 
time when growing divisions within many democratic societies have 
undermined their willingness and ability to act in a concerted fash-
ion to resist these efforts.

Recommendations
The Commission recommends:

	• Congress consider legislation establishing a consolidated eco-
nomic statecraft entity to address the evolving national security 
challenges posed by China’s systematic and persistent evasion 
of U.S. export controls and sanctions.

This new unified economic statecraft entity, at a minimum, 
should include: the Bureau of Industry and Security (U.S. De-
partment of Commerce), the Office of Foreign Assets Control 
(U.S. Department of the Treasury), the Bureau of International 
Security and Nonproliferation’s Office of Export Control Coop-
eration (U.S. Department of State), the Defense Technology Se-
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curity Administration (U.S. Department of Defense), and other 
appropriate organizations across the executive branch.
This entity should be:
	○ Integrated into the Intelligence Community with enhanced 
access to real-time intelligence on evasion networks and re-
al-time intelligence-sharing capabilities with industry to 
identify emerging evasion tactics;

	○ Equipped with enforcement authorities comparable to those 
wielded by the Treasury Department in the financial sanc-
tions sphere, including law enforcement authorities to pursue 
aggressive enforcement against violators;

	○ Structured as a direct report to a single cabinet official or 
the President of the United States so as to ensure strategic 
coordination across government, unencumbered by the inter-
agency processes; and

	○ Equipped with resources for technology development, anal-
ysis, and international coordination and authority to imple-
ment robust verification systems and supply chain tracking 
technologies.

This recommendation addresses the critical gap between export 
controls and sanctions as written and their actual enforcement, 
recognizing that China and Russia continue to successfully cir-
cumvent existing safeguards while U.S. technological advantages 
erode. Modernizing export controls and sanctions infrastructure 
represents an essential evolution of U.S. economic statecraft for 
the strategic competition era.
The United States urgently requires modernization of its export 
controls and sanctions regime to counter China’s systematic 
and persistent circumvention tactics. The current fragmented 
approach across multiple agencies dilutes accountability and 
prioritization. Consolidating these authorities under a single 
entity would create clear ownership, institutional incentives to 
prioritize enforcement, and concentrated resources dedicated 
to countering circumvention. Today’s dispersed structure does 
not enable such focused effort. The Commission notes that Con-
gress passed the Foreign Investment Risk Review Moderniza-
tion Act of 2018 (FIRRMA), which strengthened the Committee 
on Foreign Investment in the United States. Since the passage 
of FIRRMA and the Export Control Reform Act of 2018 (ECRA), 
economic statecraft has evolved dramatically, revealing signifi-
cant gaps in enforcement of export controls and sanctions. The 
Commission defers to congressional committees regarding the 
optimal organizational placement of this consolidated author-
ity, recognizing that the primary objective is ensuring Ameri-
ca’s key offensive tools of economic statecraft are modernized, 
adequately resourced, and strategically coordinated to address 
21st-century threats.

	• Congress direct the Intelligence Community (IC) to produce, 
within 180 days, an assessment of China’s support for Russia’s 
war against Ukraine. This report should examine all the var-
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ious forms of Chinese assistance and sanctionable activities, 
including but not limited to economic, technological, military, 
intelligence, information, and cyber operations, and assess how 
such support has affected the conduct of the war. In addition to 
a classified report to the relevant committees of Congress, the 
IC should be directed to produce an unclassified version suit-
able for wider dissemination.

	• Congress pass legislation to create an Undersea Cable Security 
Initiative to counter Chinese and Russian sabotage of undersea 
cables. The legislation should:
	○ Ban Chinese vessels from laying, maintaining, and repairing 
U.S.-invested cables;

	○ Direct the U.S. Department of Homeland Security, in coordi-
nation with other relevant agencies, to take measures to mon-
itor and secure critical cables, including through the use of 
sensors, surveillance satellites, and joint coast guard patrols 
with allies and partners; and

	○ Direct the U.S. Department of State, in coordination with oth-
er relevant agencies, to work with allies and partners to sup-
port the development of a multinational fleet of cable repair 
ships to respond rapidly to incidents of sabotage.



186

ENDNOTES FOR CHAPTER 3
1.  Adam Goldsmith, “Putin and Kim Join Xi in Show of Strength as China 

Unveils New Weapons at Huge Military Parade,” BBC, September 3, 2025; Lau-
ra Bicker, “China’s Xi Steals Limelight in a Defiant Push against US-Led World 
Order,” BBC, September 3, 2025; David Pierson and Berry Wang, “Xi’s Parade 
to Showcase China’s Military Might and Circle of Autocrats,” New York Times, 
September 2, 2025.

2.  Hal Brands, The Eurasian Century: Hot Wars, Cold Wars, and the Making of the 
Modern World (W. W. Norton & Company, 2025).

3.  “What Do Strikes on Iran Mean for China, Russia, and North Korea?” Center 
for Strategic and International Studies, June 30, 2025; Yaroslav Trofimov, “Has World 
War III Already Begun?” Wall Street Journal, December 13, 2024.

4.  Axel Berkofsky, “Russia and China: The Past and Present of a Rocky Relation-
ship,” Il Politico 79, no. 3 (September–December 2014): 108–123.

5.  Antoni Slodkowski and Laurie Chen, “China’s Xi Affirms ‘No Limits’ Partnership 
with Putin in Call on Ukraine War Anniversary,” Reuters, February 24, 2025.

6.  Marybeth Davis et al., “China-Iran: A Limited Partnership,” CENTRA Technol-
ogy, Inc. (prepared for the U.S.-China Economic and Security Review Commission), 
April 2013.

7.  “Iran, Islamic Rep. Trade,” World Integrated Trade Solution.
8.  “Treaty of Friendship, Co-operation and Mutual Assistance between the People’s 

Republic of China and the Democratic People’s Republic of Korea,” Peking Review 4, 
no. 28 (July 14, 1961): 5.

9.  Clara Fong, “The China-North Korea Relationship,” Council on Foreign Rela-
tions, November 21, 2024.

10.  Kyrylo Ovsyaniy et al., “China Supplying Key Chemicals for Russian Missiles, 
RFE/RL Investigation Finds,” Radio Free Europe, January 30, 2025; Anya Konstan-
tinovsky, “China, Russia, and Ukraine: October 2024,” Council on Foreign Relations, 
November 4, 2024; Nathaniel Sher, “Behind the Scenes: China’s Increasing Role in 
Russia’s Defense Industry,” Carnegie Politika, May 6, 2024.

11.  Michał Bogusz and Witold Rodkiewicz, “Three Years of War in Ukraine: The 
Chinese-Russian Alliance Passes the Test,” Centre for Eastern Studies (OSW), Jan-
uary 1, 2025.

12.  Nick Paton Walsh, “China Tells EU It Can’t Accept Russia Losing Its War 
against Ukraine, Official Says,” CNN, July 4, 2025.

13.  Hamidreza Azizi, “The Ukraine War: The View from Iran,” Cairo Review (Fall/
Winter 2023); Maziar Motamedi, “ ‘Rooted in NATO’: Iran Responds to Russia’s 
Ukraine Attack,” Al Jazeera, February 24, 2022.

14.  “Ukraine Says Russia Launched 8,060 Iran-Developed Drones during War,” 
Reuters, September 13, 2024; Max Bergmann, Jon B. Alterman, and Hanna Notte, 
Transcript of “Event on Understanding the Growing Collaboration between Russia 
and Iran,” Center for Strategic and International Studies, June 12, 2024.

15.  Dion Nissenbaum, “Chinese Parts Help Iran Supply Drones to Russia Quickly, 
Investigators Say,” Wall Street Journal, June 12, 2023.

16.  Paul Iddon, “Shaheds for What? Russia Drone Deal May Have Given Iran 
Seller’s Remorse,” Forbes, August 10, 2025; “Russia Is Increasingly Using Chinese 
Components Instead of American Ones in Its Shahed-Type Drones to Protect Them 
against Electronic Warfare Systems,” Ukrinform, July 4, 2025.

17.  David Kirichenko, “The Booming China-Russia Drone Alliance,” Center for Eu-
ropean Policy Analysis, June 4, 2025.

18.  Lidia Kelly and Olena Harmash, “Russia Hits Ukraine with Biggest Air At-
tack of War, Sets Government Building Ablaze,” Reuters, September 8, 2025; David 
Kirichenko, “The Booming China-Russia Drone Alliance,” Center for European Policy 
Analysis, June 4, 2025.

19.  John Leahy and Christian Davies, “ ‘China Will Not Like It One Bit’: Beijing 
Uneasy with North Korean Troops in Russia,” Financial Times, October 25, 2024.

20.  Ryan Chan, “Russia Gives North Korea Nuclear Submarine Technology: Re-
port,” Newsweek, September 18, 2025; “Unlawful Military Cooperation Including 
Arms Transfers between North Korea and Russia,” Multilateral Sanctions Monitor-
ing Team, May 29, 2025; Tianran Xu, “North Korea’s Lethal Aid to Russia: Current 
State and Outlook,” 38 North, February 14, 2025; Alina Hrytsenko, “North Korea Is 
Using Russia’s Ukraine Invasion to Upgrade Its Army,” Atlantic Council, January 23, 
2025; “What North Korea Gains by Sending Troops to Fight for Russia,” Economist, 
January 15, 2025.

21.  Chun Han Wong, Keith Zhai, and James T. Areddy, “China’s Xi Jinping Takes 
Rare Direct Aim at U.S. in Speech,” Wall Street Journal, March 6, 2023.



187

22.  “Vladimir Putin Address to the Nation on Partial Reservist Mobilization for 
Conflict in Ukraine,” American Rhetoric, September 21, 2022.

23.  Christopher S. Chivvis and Jack Keating, “Cooperation between China, Iran, 
North Korea, and Russia: Current and Potential Future Threats to America,” Carne-
gie Endowment for International Peace, October 8, 2024.

24.  Sheena Chestnut Greitens, “Xi’s Security Obsession,” Foreign Affairs, July 28, 
2023.

25.  Katja Drinhausen and Helena Legarda, “ ‘Comprehensive National Security’ 
Unleashed: How Xi’s Approach Shapes China’s Policies at Home and Abroad,” MER-
ICS, September 15, 2022.

26.  President of Russia, Joint Statement of the Russian Federation and the People’s 
Republic of China on the International Relations Entering a New Era and the Global 
Sustainable Development, February 4, 2022.

27.  Andrea Kendall-Taylor and Richard Fontaine, “The Axis of Upheaval,” Foreign 
Affairs, April 23, 2024.

28.  Drishti Gupta, “Increased U.S. Military Presence in the Indo-Pacific: Global 
Implications,” Global Strategic & Defence News, May 24, 2025.

29.  “Territorial Disputes in the South China Sea,” Council on Foreign Relations, 
September 17, 2024.

30.  Peter Dickinson, “The 2008 Russo-Georgian War: Putin’s Green Light,” Atlantic 
Council, August 7, 2021; Official Website of Ukraine Government, How Long Does 
Russia’s Aggression against Ukraine Really Last? accessed on June 3, 2025.

31.  Ashley Lane, “Iran’s Islamist Proxies in the Middle East,” Wilson Center, Sep-
tember 12, 2023; Suzanne Maloney, “The Path Forward on Iran and Its Proxy Forces,” 
Brookings Institution, March 1, 2024.

32.  Defense Intelligence Agency, North Korea Military Power, 2021, 19–27.
33.  Pavel K. Baev et al., “Should China Have a Role in Ending the War in Ukraine?” 

Brookings Institution, March 6, 2022.
34.  Clayton Thomas, “Iran: Background and U.S. Policy,” Congressional Research 

Service (Report No. R47321), May 22, 2025.
35.  “China-Iran Relations in the Rising Axis,” Hudson Institute, October 9, 2024.
36.  Clara Fong, “The China-North Korea Relationship,” Council on Foreign Rela-

tions, November 21, 2024.
37.  Kimberly Donovan, written testimony for U.S.-China Economic and Security 

Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 6–7.

38.  Kimberly Donovan, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 5; “Inside the Secret Oil Trade That Funds 
Iran’s Wars,” Economist, October 17, 2024.

39.  “Inside the Secret Oil Trade That Funds Iran’s Wars,” Economist, October 17, 
2024.

40.  Kimberly Donovan, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with 
Russia, Iran, and North Korea, February 20, 2025, 7; U.S. Department of Treasury, 
Treasury Targets Shadow Banking Network Moving Billions for Iran’s Military, 
June 25, 2024.

41.  U.S. Department of State, Report to Congress on Conditions in Hong Kong of 
Interest to the United States Section 1256 of the John S. McCain National Defense 
Authorization Act for Fiscal Year 2019 (PL 115-232) (22 U.S.C. 5731), March 31, 2025.

42.  Kimberly Donovan, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 16.

43.  Kimberly Donovan, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 16.

44.  Martin Chorzempa et al., “The Rise of US Economic Sanctions on China: Analy-
sis of a New PIIE Dataset,” Peterson Institute for International Economics, December 
2024, 15; Emily Kilcrease, “No Winners in This Game: Assessing the U.S. Playbook for 
Sanctioning China,” Center for a New American Security, December 2023, 3.

45.  “Economic Statecraft Lexicon,” Atlantic Council.
46.  Martin Chorzempa et al., “The Rise of US Economic Sanctions on China: Analy-

sis of a New PIIE Dataset,” Peterson Institute for International Economics, December 
2024, 15, 22.

47.  Nectar Gan, “Iran, China and Russia Launch Annual Joint Naval Drills as 
Trump Upends Western Alliances,” CNN, March 10, 2025.



188

48.  Nasser Karimi and Jon Gambrell, “China, Iran and Russia Hold Joint Naval 
Drills in Mideast as Tensions Rise between Tehran and US,” AP News, March 12, 
2025.

49.  Nasser Karimi and Jon Gambrell, “China, Iran and Russia Hold Joint Naval 
Drills in Mideast as Tensions Rise between Tehran and US,” AP News, March 12, 
2025.

50.  Sameer Mohindru, “Ship Collision Risks Heighten as Congestion Builds-Up in 
Persian Gulf,” S&P Global, June 23, 2025; Nasser Karimi and Jon Gambrell, “China, 
Iran and Russia Hold Joint Naval Drills in Mideast as Tensions Rise between Tehran 
and US,” AP News, March 12, 2025.

51.  Christian Davies, “Russia Proposes Joint Naval Drills with North Korea and 
China,” Financial Times, September 4, 2023.

52.  Jemima Baar, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 10.

53.  Hiddai Segev, “China and Iran: Resurging Defense Cooperation,” Institute for 
National Security Studies, May 10, 2021.

54.  Michael Martina and David Brunnstrom, “China Harbors Ship Tied to North 
Korea-Russia Arms Transfers, Satellite Images Show,” Reuters, April 25, 2024.

55.  Michael Martina and David Brunnstrom, “China Harbors Ship Tied to North 
Korea-Russia Arms Transfers, Satellite Images Show,” Reuters, April 25, 2024.

56.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 2.

57.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 2.

58.  Dion Nissenbaum, “Chinese Parts Help Iran Supply Drones to Russia Quickly, 
Investigators Say,” Wall Street Journal, June 12, 2023.

59.  Mike Eckel and Mark Krutov, “California Connection: How A Chinese Factory’s 
Electronics Are Fueling Russia’s War,” Radio Free Europe, December 2, 2024; U.S. 
Department of the Treasury, Treasury Takes Aim at Third-Country Sanctions Evaders 
and Russian Producers Supporting Russia’s Military Industrial Base, October 30, 
2024; “Half of Russia’s Payments to China Made through Middlemen, Sources Say,” 
Reuters, April 26, 2024.

60.  Joseph Webster, “Trade Data Reveal the Inner Workings of Russia and China’s 
Defense Industrial Cooperation,” Atlantic Council, December 18, 2024.

61.  Joseph Webster, “Trade Data Reveal the Inner Workings of Russia and China’s 
Defense Industrial Cooperation,” Atlantic Council, December 18, 2024.

62.  Nathaniel Sher, “Behind the Scenes: China’s Increasing Role in Russia’s De-
fense Industry,” Carnegie Endowment for International Peace, May 6, 2024.

63.  Jemima Baar, “BeiDou and Strategic Advancements in PRC Space Navigation,” 
Jamestown Foundation China Brief 24, no. 5 (March 1, 2024).

64.  Tuvia Gering and Jason M. Brodsky, “Not ‘Business as Usual’: The Chinese 
Military’s Visit to Iran,” Middle East Institute, May 16, 2022; “China to Give Iran 
Access to BeiDou,” Mehr News Agency, January 28, 2021.

65.  Tuvia Gering and Jason M. Brodsky, “Not ‘Business as Usual’: The Chinese 
Military’s Visit to Iran,” Middle East Institute, May 16, 2022.

66.  Minnie Chan, “North Korea Using Russian Satellite Navigation System In-
stead of GPS for Missile Launches, Observers Say,” South China Morning Post, Jan-
uary 18, 2022; Peter J. Brown, “Is North Korea Using China’s Satellites to Guide Its 
Missiles?” Asia Times, May 24, 2017.

67.  Jemima Baar, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 11.

68.  Raphaël Viana David, “New ISHR Report Uncovers China’s Tactics to Block 
Civil Society Access to the United Nations,” International Service for Human Rights, 
April 28, 2025; “Rana Inboden Publishes Report on Authoritarian States and Civil 
Society Participation in the UN,” Strauss Center, April 3, 2019; Rana Siu Inboden, 
“Authoritarian States: Blocking Civil Society Participation in the United Nations,” 
Robert Strauss Center, February 2019, 1.

69.  Raphaël Viana David, “New ISHR Report Uncovers China’s Tactics to Block 
Civil Society Access to the United Nations,” International Service for Human Rights, 
April 28, 2025; “Rana Inboden Publishes Report on Authoritarian States and Civil 
Society Participation in the UN,” Strauss Center, April 3, 2019; Rana Siu Inboden, 
“Authoritarian States: Blocking Civil Society Participation in the United Nations,” 
Robert Strauss Center, February 2019, 1.



189

70.  “About Us,” Group of Friends in Defense of the Charter of the United Nations, 
accessed on June 4, 2025.

71.  Michelle Nichols, “China, Russia Veto U.S. Push for More U.N. Sanctions on 
North Korea,” Reuters, May 26, 2022.

72.  Victor Cha and Ellen Kim, “Russia’s Veto: Dismembering the UN Sanctions 
Regime on North Korea,” Center for Strategic and International Studies, March 29, 
2024; William Gallo, “Why Russia Voted to End UN Panel That Monitors North Korea 
Sanctions,” Voice of America, March 29, 2024.

73.  Christopher Bodeen, “China, Russia and Iran Call for End to US Sanctions on 
Iran and the Restart of Nuclear Talks,” AP News, March 14, 2025; Ryan Woo, Xiuhao 
Chen, and Laurie Chen, “China, Russia Back Iran as Trump Presses Tehran for Nu-
clear Talks,” Reuters, March 14, 2025.

74.  “IAEA Board Resolution Declaring Iran in Breach of Non-Proliferation Duties,” 
Reuters, June 12, 2025; Paul K. Kerr, “Iran’s Nuclear Program: Tehran’s Compliance 
with International Obligations,” Congressional Research Service (Report No. R40094), 
August 7, 2025.

75.  World Bank Group, “Data—Population, GDP (current US$).”
76.  Mariel Ferragamo, “What Is the BRICS Group and Why Is It Expanding?” 

Council on Foreign Relations, June 26, 2025.
77.  Mariel Ferragamo, “What Is the BRICS Group and Why Is It Expanding?” 

Council on Foreign Relations, June 26, 2025.
78.  Andrea Kendall-Taylor, Christopher Walker, and Christopher Chivvis, oral tes-

timony for U.S.-China Economic and Security Review Commission, Hearing on An 
Axis of Autocracy? China’s Relations with Russia, Iran, and North Korea, February 
20, 2025, 61–63.

79.  Andrea Kendall-Taylor, Christopher Walker, and Christopher Chivvis, oral tes-
timony for U.S.-China Economic and Security Review Commission, Hearing on An 
Axis of Autocracy? China’s Relations with Russia, Iran, and North Korea, February 
20, 2025, 61–63.

80.  “Frequently Asked Questions,” Shanghai Cooperation Organization, November 
27, 2023.

81.  “The Tianjin Axis: China Operationalizes Its Alternative World Order,” Spe-
cial Competitive Studies Project, September 3, 2025; Nicholas Olczak, “The Shanghai 
Cooperation Organization (SCO): An Evolving Platform That Should Not Be Over-
looked,” Swedish Institute of International Affairs, March 2025.

82.  China’s Ministry of Foreign Affairs, Concept Paper on the Global Governance 
Initiative, September 1, 2025.

83.  Farwa Sial, “New World Order against Tariffs: SCO Development Bank as an 
Anti-Sanctions Tool?” International Development Economics Associates Limited, Sep-
tember 7, 2025; Peiman Salehi, “Opinion | How an SCO Development Bank Could 
Shift the Global Financial Order,” South China Morning Post, September 4, 2025; 
Laurie Chen and Mei Mei Chu, “China’s Xi Pushes a New Global Order, Flanked by 
Leaders of Russia and India,” Reuters, September 1, 2025.

84.  Richard Weitz, “Sino-Russian Interactions Regarding the Shanghai Coopera-
tion Organization,” Hudson Institute, July 17, 2025.

85.  Edward A. Lynch and Susanna Helms, “The Shanghai Cooperation Organiza-
tion,” Army University Press, January–February 2024, 32.

86.  “Frequently Asked Questions,” Shanghai Cooperation Organization, November 
27, 2023; Rebecca Nadin, Ilayda Nijhar, and Elvira Mami, “Shanghai Cooperation 
Organisation Summit 2022: Key Takeaways,” ODI Global, September 23, 2022.

87.  Sheena Chestnut Greitens, Rana Siu Inboden, and Adam I. Klein, “China’s Au-
thoritarian Exports,” Strauss Center for International Security and Law, July 2025; 
Christopher Walker, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 5; Sheena Chestnut Greitens, “China’s Surveil-
lance State at Home & Abroad: Challenges for U.S. Policy,” Working Paper for the 
Penn Project on the Future of U.S.-China Relations, Fall 2020.

88.  Christopher Walker, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 5.

89.  Christopher Walker, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 5.

90.  David Gordan and Meia Nouwens, “The Digital Silk Road: Introduction,” Inter-
national Institute for Strategic Studies, December 6, 2022.

91.  Sheena Chestnut Greitens, “Dealing with Demand for China’s Global Surveil-
lance Exports,” Brookings Institution, April 2020, 2–3.



190

92.  Douglas Farah, “How Russian Surveillance Tech Is Reshaping Latin America,” 
Dialogo Americas, October 16, 2024; Matt Spetalnick, “Russian Deployment in Ven-
ezuela Includes ‘Cybersecurity Personnel’ - U.S. Official,” Reuters, March 26, 2019.

93.  Nicholas Carl, “Iran-Venezuela Cooperation Expands to Security Realm,” Crit-
ical Threats, September 30, 2020; “Iran Is Helping Venezuela to Form Popular Mobi-
lization Force,” Radio Farda, September 28, 2020.

94.  Kim Tong-Hyung, “North Korea Is Buying Chinese Surveillance Cameras in a 
Push to Tighten Control, Report Says,” AP News, April 16, 2024.

95.  Phoebe Zhang, “China to Train 3,000 Foreign Law Enforcement Officers to Pro-
tect Overseas Interests,” South China Morning Post, September 10, 2024.

96.  W.Y. Kwok, “The Lianyungang Conference and Beijing’s Attempts to Reshape 
Global Security,” Jamestown Foundation, September 30, 2024.

97.  W.Y. Kwok, “The Lianyungang Conference and Beijing’s Attempts to Reshape 
Global Security,” Jamestown Foundation, September 30, 2024.

98.  Charles Davis, “Cognitive Warfare: China’s Effort to Ensure Information Ad-
vantage,” Military Intelligence, July–December 2023.

99.  Government of Canada, Countering Disinformation with Facts - Russian Inva-
sion of Ukraine, accessed June 5, 2025.

100.  Jessica Brandt and Torrey Taussig, “The Kremlin’s Disinformation Playbook 
Goes to Beijing,” Brookings Institution, May 19, 2020.

101.  “US-Led Pacific Coalition ‘Prepares for War’ with North Korea—Russia,” TRT 
World, 2024; “Iran Joins Middle East Propaganda War on China’s TikTok,” Newsweek, 
October 23, 2023.

102.  Liselotte Odgaard, “Chinese Perspectives on Alliance and Alignment: Entrap-
ment Concerns in China’s Foreign Relations,” Asian Affairs 54, no. 3 (July 31, 2023).

103.  China’s State Council, 《结伴不结盟，中国 “伙伴” 遍全球》 [Partners Rather 
than Alliances, China Has “Partners” All over the World], December 23, 2014.

104.  Henry Storey, “China Sits Out Iran Conflagration,” Interpreter, June 26, 2025; 
Thomas Grove and Bojan Pancevski, “Why Russia Is Giving Iran the Cold Shoulder 
after Israel Attack,” Wall Street Journal, June 23, 2025.

105.  Thomas Grove and Bojan Pancevski, “Why Russia Is Giving Iran the Cold 
Shoulder after Israel Attack,” Wall Street Journal, June 23, 2025; Jemima Baar, writ-
ten testimony for U.S.-China Economic and Security Review Commission, Hearing on 
An Axis of Autocracy? China’s Relations with Russia, Iran, and North Korea, Febru-
ary 20, 2025; Umud Shokri, “Obstacles and Opportunities for Closer Iranian-Chinese 
Economic Cooperation,” Middle East Institute, June 23, 2023.

106.  “Winning the Battle of Ideas: Exposing Global Authoritarian Narratives and 
Revitalizing Democratic Principles,” National Endowment for Democracy, February 
5, 2024.

107.  Blake Herzinger, “Russia’s War Has Wrecked Beijing’s Hopes of Keeping 
NATO Away,” Foreign Policy, March 29, 2023.

108.  Barron’s, “China Defence Minister Warns against ‘NATO-Like’ Alliances in 
Asia-Pacific,” Agence France Presse, June 3, 2023.

109.  “China’s Concept of Building a Community with a Shared Future for Mankind 
Charts Course for World,” People’s Daily, July 7, 2021; Jacob Mardell, “The ‘Communi-
ty of Common Destiny’ in Xi Jinping’s New Era,” Diplomat, October 25, 2017.

110.  Elizabeth Wishnick, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 3.

111.  Daniel Markey et al., “Implications of the SCO Summit Week in China,” 
Stimson Center, September 5, 2025; Kainan Gao and Margaret M. Pearson, “Military 
Parades and Memory Wars: China and Russia Commemorate History to Reimagine 
International Order,” Brookings Institution, August 27, 2025.

112.  Luara Bicker, “Xi Shows He Wants to Be Close to Putin - but Not Too Close,” 
BBC, May 9, 2025; Bonny Lin et al., “Analyzing the Latest Xi-Putin Meeting and 
China’s Belt and Road Forum,” Center for Strategic and International Studies, Octo-
ber, 23, 2023.

113.  China’s Ministry of Foreign Affairs, 中华人民共和国和俄罗斯联邦在纪念中国人
民抗日战争、苏联伟大卫国战争胜利和联合国成立80周年之际关于进一步深化中俄新时代
全面战略协作伙伴关系的联合声明 [Joint Statement of the People’s Republic of Chi-
na and the Russian Federation on Further Deepening the China-Russia Compre-
hensive Strategic Partnership of Coordination in the New Era on the Occasion of 
Commemorating the 80th Anniversary of the Victory of the Chinese People’s War of 
Resistance against Japanese Aggression, the Soviet Union’s Great Patriotic War and 
the Founding of the United Nations], May 9, 2025; Xi Jinping, “中俄要做百炼成钢的
真朋友,” [China and Russia Should Forge Genuine Friendship Like Tempered Steel], 
China News Service, May 8, 2025.



191

114.  “China-Taiwan Weekly Update, May 17, 2025,” Institute for the Study of War, 
May 17, 2025; China’s Ministry of Foreign Affairs, 中华人民共和国和俄罗斯联邦在纪
念中国人民抗日战争、苏联伟大卫国战争胜利和联合国成立80周年之际关于进一步深化中
俄新时代全面战略协作伙伴关系的联合声明 [Joint Statement of the People’s Republic 
of China and the Russian Federation on Further Deepening the China-Russia Com-
prehensive Strategic Partnership of Coordination in the New Era on the Occasion of 
Commemorating the 80th Anniversary of the Victory of the Chinese People’s War of 
Resistance against Japanese Aggression, the Soviet Union’s Great Patriotic War and 
the Founding of the United Nations], May 9, 2025.

115.  Austin Ramzy, Thomas Grove, and Timothy W. Martin, “Trump’s ‘Golden 
Dome’ Riles Nuclear-Armed Foes,” Wall Street Journal, May 27, 2025; U.S. Depart-
ment of Defense, Secretary of Defense Pete Hegseth Statement on Golden Dome for 
America, May 20, 2025; China’s Ministry of Foreign Affairs, Joint Statement by the 
People’s Republic of China and the Russian Federation on Global Strategic Stability, 
May 9, 2025.

116.  China’s Ministry of Foreign Affairs, Joint Statement by the People’s Republic of 
China and the Russian Federation on Global Strategic Stability, May 9, 2025.

117.  China’s Ministry of Foreign Affairs, Joint Statement by the People’s Republic of 
China and the Russian Federation on Global Strategic Stability, May 9, 2025.

118.  Jim Cooper, “From the Space Age to the Anti-Satellite Age,” Center for Strate-
gic and International Studies, October 31, 2024.

119.  “Washington Summit Declaration,” NATO July 10, 2024.
120.  Elizabeth Wishnick, written testimony for U.S.-China Economic and Security 

Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 5; “Where Does Russia Get Its Micro-
chips?” OSINT for Ukraine, accessed August 26, 2025. 

121.  Demetri Sevastopulo, Guy Chazan, and Sam Jones, “US Says China Is Sup-
plying Missile and Drone Engines to Russia,” Financial Times, April 12, 2024.

122.  Christy Cooney and James Waterhouse, “Ukraine War: US Gives 1.1 Million 
Rounds of Ammunition Seized from Iran to Kyiv” BBC, October 5, 2023; Lauren 
Kahn, “Can Iranian Drones Turn Russia’s Fortunes in the Ukraine War?” Council on 
Foreign Relations, October 26, 2022; Julian E. Barnes, “Iran Sends Drone Trainers to 
Crimea to Aid Russian Military,” New York Times, October 18, 2022.

123.  Emil Avadaliani, “Iran and Russia Enter a New Level of Military Coopera-
tion,” Stimson Center, March 6, 2024.

124.  Abdolrasool Divsallar, “Iran Is Learning from Russia’s Use of Missiles in 
Ukraine,” Middle East Institute, May 2, 2022.

125.  Tianran Xu, “North Korea’s Lethal Aid to Russia: Current State and Outlook,” 
38 North, February 14, 2025.

126.  Tom Balmforth, “Missile that killed 12 in Russian strike on Kyiv was North 
Korean, Zelenskiy says,” Reuters, April 24, 2025; Choe Sang-Hun, “​Putin Thanks Kim 
for North Korean Troops Fighting Against Ukraine,” New York Times, April 27, 2025; 
Hyung-Jin Kim, Kim Tong-Hyung and Katie Marie Davies, “North Korea Plans to 
Send Military Construction Workers and Deminers to Russia,” AP News, June 18, 
2025.

127.  Ryan Chan, “Russia Gives North Korea Nuclear Submarine Technology: Re-
port,” Newsweek, September 18, 2025; “Unlawful Military Cooperation Including 
Arms Transfers between North Korea and Russia,” Multilateral Sanctions Monitor-
ing Team, May 29, 2025; Tianran Xu, “North Korea’s Lethal Aid to Russia: Current 
State and Outlook,” 38 North, February 14, 2025; Alina Hrytsenko, “North Korea Is 
Using Russia’s Ukraine Invasion to Upgrade Its Army,” Atlantic Council, January 23, 
2025; “What North Korea Gains by Sending Troops to Fight for Russia,” Economist, 
January 15, 2025.

128.  Tom Balmforth, “Missile That Killed 12 in Russian Strike on Kyiv Was North 
Korean, Zelenskiy Says,” Reuters, April 24, 2025.

129.  Choe Sang-Hun, “​Putin Thanks Kim for North Korean Troops Fighting 
against Ukraine,” New York Times, April 27, 2025.

130.  Hyung-Jin Kim, Kim Tong-Hyung, and Katie Marie Davies, “North Korea 
Plans to Send Military Construction Workers and Deminers to Russia,” AP News, 
June 18, 2025.

131.  Andrea Kendall-Taylor  and  Michael Kofman, “Putin’s Point of No Return,” 
Foreign Affairs, December 18, 2024.

132.  Christopher S. Chivvis, “The Fragile Axis of Upheaval,” Foreign Affairs, March 
18, 2025.

133.  Mary Ilyushina, “Russia’s Deadly Drone Industry Upgraded with Iran’s Help, 
Report Says,” Washington Post, May 29, 2025.



192

134.  Brian Hart et al., “How Deep Are China-Russia Military Ties?” Center for 
Strategic and International Studies, March 25, 2025; Jacob Mezey, “Russian and Chi-
nese Strategic Missile Defense: Doctrine, Capabilities, and Development,” Atlantic 
Council, September 10, 2024; Boyko Nikolov, “China Designed 100 ‘Su-27s’, Then 
Ended Its Contract with Russia,” Bulgarian Military, November 22, 2023.; “Hongqi-9 
(HQ-9),” Missile Threat, May 6, 2006.

135.  Brian G. Carlson, “The Growing Significance of China-Russia Defense Coop-
eration,” US Army War College, September 18, 2024; Seong Hyeon Choi, “China Cuts 
Arms Imports to Rely More on Its Own Weapons Tech but Russia Still Biggest Over-
seas Supplier: SIPRI,” South China Morning Post, March 11, 2024.

136.  Isabel van Brugen, “Russia and China ‘Deepening’ Military Cooperation—An-
alyst,” Newsweek, July 26, 2024; Dmitry Gorenburg et al., “Russian-Chinese Military 
Cooperation,” Center for Naval Analyses, March 2023, 35.

137.  Vassily Kashin, “Why Is China Buying Russian Fighter Jets?” Carnegie En-
dowment for International Peace, Febraury 9, 2016.

138.  Sarah Kirchberger and Christopher P. Carlson, “Is Russia Helping China 
Build a Hybrid-Nuclear Submarine?” Maritime Executive, January 26, 2025.

139.  Dmitry Gorenburg et al., “Russian-Chinese Military Cooperation,” Center for 
Naval Analyses, March 2023, 35.

140.  Elizabeth Wishnick, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 5.

141.  Seong Hyeon Choi, “China Cuts Arms Imports to Rely More on Its Own Weap-
ons Tech but Russia Still Biggest Overseas Supplier: SIPRI,” South China Morning 
Post, March 11, 2024.

142.  Nathaniel Sher, “Behind the Scenes: China’s Increasing Role in Russia’s De-
fense Industry,” Carnegie Endowment for International Peace, May 6, 2024.

143.  Kateryna Tyshchenko, “Ukrainian Intelligence: China Supplying Chemicals, 
Gunpowder and Machinery to 20 Russian Military Plants,” Ukrainska Pravda, May 
25, 2025.

144.  Kateryna Tyshchenko, “Ukrainian Intelligence: China Supplying Chemicals, 
Gunpowder and Machinery to 20 Russian Military Plants,” Ukrainska Pravda, May 
25, 2025.

145.  “Chinese Engines, Shipped as ‘Cooling Units’, Power Russian Drones Used in 
Ukraine,” Reuters, July 23, 2025.

146.  Ian Telly, “Russia Doubled Imports of an Explosives Ingredient—with Western 
Help,” Wall Street Journal, March 29, 2024.

147.  Jack Burnham and John Hardie, “China-Russia Defense Cooperation Show-
cases Rising Axis of Aggressors,” Foundation for Defense of Democracies, June 10, 
2025.

148.  Phillip C. Saunders and Melodie Ha, “Chinese Military Diplomacy,” National 
Defense University, June 2025, 28.

149.  China’s Ministry of Foreign Affairs, 中华人民共和国和俄罗斯联邦在纪念中国人
民抗日战争、苏联伟大卫国战争胜利和联合国成立80周年之际关于进一步深化中俄新时代
全面战略协作伙伴关系的联合声明 [Joint Statement of the People’s Republic of China 
and the Russian Federation on Further Deepening the China-Russia Comprehensive 
Strategic Partnership of Coordination in the New Era on the Occasion of Commemo-
rating the 80th Anniversary of the Victory of the Chinese People’s War of Resistance 
against Japanese Aggression, the Soviet Union’s Great Patriotic War and the Found-
ing of the United Nations], May 9, 2025.

150.  Rojoef Manuel, “Chinese Troops to Train Anti-NATO Weapon Ops in Russia: 
Ukrainian Intel,” Defense Post, July 1, 2025.

151.  Gabriel Honrada, “Russia Quietly Arming China’s Paratroopers for Taiwan 
Fight,” Asia Times, October 1, 2025; Catherine Belton and Christian Shepherd, “Rus-
sia Is Helping Prepare China to Attack Taiwan, Documents Suggest,” Washington 
Post, September 26, 2025; Oleksandr V. Danylyuk and Jack Watling, “How Russia Is 
Helping China Prepare to Seize Taiwan,” Royal United Services Institute for Defence 
and Security Studies, September 26, 2025.

152.  Ryan Chan, “Footage Shows Russia and China Naval Maneuvers Challenging 
US in Pacific,” Newsweek, August 21, 2025; “China and Russia Begin Joint Military 
Drills in Sea of Japan,” Aljazeera, August 3, 2025.

153.  Ryan Chan, “Footage Shows Russia and China Naval Maneuvers Challenging 
US in Pacific,” Newsweek, August 21, 2025; “China and Russia Begin Joint Military 
Drills in Sea of Japan,” Aljazeera, August 3, 2025.

154.  Ryan Chan, “Footage Shows Russia and China Naval Maneuvers Challenging 
US in Pacific,” Newsweek, August 21, 2025; “China and Russia Begin Joint Military 
Drills in Sea of Japan,” Aljazeera, August 3, 2025.



193

155.  David Pierson, “Why China’s and Russia’s Militaries Are Training Together,” 
New York Times, August 13, 2024; Heather Williams, Kari A. Bingen, and Lachlan 
MacKenzie, “Why Did China and Russia Stage a Joint Bomber Exercise near Alas-
ka?” New Center for Strategic and International Studies, July 20, 2024.

156.  Dzirhan Mahadzir, “Updated: Joint Russian, Chinese Pacific Bomber Flight 
Prompts Japan and South Korea to Scramble Fighters, USNI News, December 1, 
2024.

157.  Elizabeth Wishnick, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 6.

158.  Mark Cozad et al., “Future Scenarios for Sino-Russian Military Cooperation,” 
RAND Corporation, June 18, 2024, 89–90, 100; Dmitry Gorenburg, “An Emerging 
Strategic Partnership: Trends in Russia-China Military Cooperation,” European Cen-
ter for Security Studies, April 2020.

159.  Elizabeth Wishnick, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 6–7.

160.  Bojan Pancevski, “Chinese Ship’s Crew Suspected of Deliberately Dragging 
Anchor for 100 Miles to Cut Baltic Cables,” Wall Street Journal, November 29, 2024.

161.  Finbarr Bermingham, “Beijing Admits Hong Kong-Flagged Ship Destroyed 
Key Baltic Gas Pipeline ‘by Accident,’ ” South China Morning Post, August 12, 2024; 
Jari Tanner, “Anchor of Chinese Container Vessel Caused Damage to Baltic Connec-
tor Gas Pipeline, Finnish Police Say,” AP News, October 24, 2023.

162.  Bojan Pancevski, “Chinese Ship’s Crew Suspected of Deliberately Dragging 
Anchor for 100 Miles to Cut Baltic Cables,” Wall Street Journal, November 29, 2024.

163.  Sophia Besch and Erik Brown, “A Chinese-Flagged Ship Cut Baltic Sea Inter-
net Cables. This Time, Europe Was More Prepared,” Carnegie Endowment for Inter-
national Peace, December 3, 2024.

164.  Robert Delaney, “China-Russia Military Exercises near Taiwan Force US to 
Revise Plans, Intelligence Chiefs Say,” South China Morning Post, May 3, 2024.

165.  Eugene Rumer, “Taiwan and the Limits of the Russia-China Friendship,” Car-
negie Endowment for International Peace, September 3, 2024.

166.  Eugene Rumer, “Taiwan and the Limits of the Russia-China Friendship,” Car-
negie Endowment for International Peace, September 3, 2024.

167.  Centre for Research on Energy and Clean Air, “Russia Fossil Tracker,” 2025.
168.  U.S. Energy Information Administration, China’s Crude Oil Imports Decreased 

from a Record as Refinery Activity Slowed, February 11, 2025; Eric Yep, “Factbox: A 
Look at Key Russia-China Crude Oil Ties as Ukraine Crisis Rages,” S&P Global, 
March 8, 2022; “Crude Petroleum in China,” Observatory of Economic Complexity.

169.  “Teapots and Ghosts: The Economics behind China’s Russian Oil Imports,” 
Economist Intelligence Unit, May 16, 2025; U.S. Energy Information Administration, 
China’s Crude Oil Imports Decreased from a Record as Refinery Activity Slowed, Feb-
ruary 11, 2025.

170.  Tsvetana Paraskova, “Chinese State Refiners Cut Russian Oil Imports amid 
Sanctions Uncertainty,” Oil Price, March 14, 2025.

171.  Tsvetana Paraskova, “Chinese State Refiners Cut Russian Oil Imports amid 
Sanctions Uncertainty,” Oil Price, March 14, 2025.

172.  China’s General Administration of Customs via Haver Analytics; UN Com-
trade Database.

173.  Genevieve Donnellon-May and Zhang Hongzhou, “The Sino-Russian Land 
Grain Corridor and China’s Quest for Food Security,” Asia Society Policy Institute, 
May 8, 2024.

174.  “Russia Raises 2024 GDP Growth Figure to 4.3%,” Reuters, April 11, 2025.
175.  Alice Li, “China-Russia Trade Surged to New Heights in 2024, Driven by 

Western Sanctions,” South China Morning Post, January 13, 2025; UN Comtrade 
Database.

176.  Benjamin Quenelle, “China Ranks First among Russia’s Business Partners,” 
Le Monde, September 26, 2024.

177.  Gregor Sebastian, “Collision Course: The Future of Chinese Carmakers in 
Russia,” Rhodium Group, December 12, 2024.

178.  “Russia’s Foreign Trade Surplus Up 7.8 Pct in 2024,” Xinhua, July 30, 2025; 
Elina Ribakova, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 6; UN Comtrade Database.

179.  Ryan McMorrow et al., “Russia Imposes Fees to Stem Flood of Low-Cost Chi-
nese Cars,” Financial Times, March 10, 2025; Alice Li, “China-Russia Trade Surged 
to New Heights in 2024, Driven by Western Sanctions,” South China Morning Post, 



194

January 13, 2025; Luna Sun, “Make Chinese Cars in Russia, Industry Group Urges 
Manufacturers as Import Costs Mount,” South China Morning Post, September 23, 
2024.

180.  Alexander Gabuev, “Putin and Xi’s Unholy Alliance,” Foreign Affairs, April 9, 
2024.

181.  Katherine Kjellstrom Eligin, “Recognition and Respect: Understanding Rus-
sia’s Defense of Its Great Power Status,” Princeton University, 2020.

182.  Jacob Judah, Paul Sonne, and Anton Troianovski, “Secret Russian Intelligence 
Document Shows Deep Suspicion of China,” New York Times, June 7, 2025.

183.  Jacob Judah, Paul Sonne, and Anton Troianovski, “Secret Russian Intelligence 
Document Shows Deep Suspicion of China,” New York Times, June 7, 2025.

184.  “Sino-Russian Military Nexus: New Strategic Shifts,” Central European Insti-
tute of Asian Studies, January 21, 2025.

185.  “Sino-Russian Military Nexus: New Strategic Shifts,” Central European Insti-
tute of Asian Studies, January 21, 2025.

186.  “NATO Allies Accuse China of ‘Enabling’ Russia’s War in Ukraine,” France24, 
November 7, 2024.

187.  Martin Fornusek, “China, Ukraine, Russia, Dual-Use Goods, EU Sanctions,” 
Kyiv Independent, May 10, 2024.

188.  Patrik Andersson, Hugo von Essen, and Viking Bohman, “China’s and Russia’s 
Narratives on the War against Ukraine,” Stockholm Centre for Eastern European 
Studies, November 9, 2023.

189.  Max Seddon et al., “Xi Jinping Warned Vladimir Putin against Nuclear Attack 
in Ukraine,” Financial Times, July 5, 2023.

190.  Heather Williams, “Why Russia Is Changing Its Nuclear Doctrine Now,” Cen-
ter for Strategic and International Studies, September 27, 2024; Alex Alfirraz Scheers, 
“Understanding China’s Approach to Nuclear Deterrence,” Diplomat, August 2, 2024.

191.  Max Seddon and Chris Cook, “Leaked Russian Military Files Reveal Criteria 
for Nuclear Strike,” Financial Times, February 28, 2024; “Russia Unconcerned by 
China Increasing Nuclear Arsenal Capabilities, Says Kremlin,” Reuters, October 25, 
2023.

192.  Elizabeth Wishnick, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 13–14.

193.  “On National Humiliation, Don’t Mention the Russians,” China Media Project, 
March 24, 2023.

194.  Ahmad Tariq Noorzadeh, “China Replaces Russia: The Economic Impact of 
the Ukraine War on Central Asia,” Afghanistan Center for Peace and International 
Studies, November 30, 2024; Robert E. Hamilton, “The Dragon and the Bear in Afri-
ca: Stress-Testing Chinese-Russian Relations,” American Foreign Policy Institute, No-
vember 9, 2023; Paul Stronski and Nicole Ng, “Cooperation and Competition: Russia 
and China in Central Asia, the Russian Far East, and the Arctic,” Carnegie Endow-
ment for International Peace, February 18, 2018.

195.  Trym Eiterjord, “Taking Stock of China’s Polar Fleet,” Diplomat, April 5, 2025.
196.  Trym Eiterjord, “Taking Stock of China’s Polar Fleet,” Diplomat, April 5, 2025.
197.  Juan Zhang, “Why China Opposes a Nuclear-Armed Iran,” U.S.-China Percep-

tion Monitor, June 24, 2025.
198.  China’s Ministry of Foreign Affairs, 中国同伊朗的关系 [China-Iran Relations], 

accessed October 2, 2025; Assaf Orion, “Two ‘Axes’ Converging in Iran,” Washington 
Institute for Near East Policy, December 23, 2024; Umud Shokri, “Obstacles and Op-
portunities for Closer Iranian-Chinese Economic Cooperation,” Middle East Institute, 
June 23, 2023.

199.  Jemima Baar, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 11–13; Christopher S. Chivvis and Jack 
Keating, “Cooperation between China, Iran, North Korea, and Russia: Current and 
Potential Future Threats to America,” Carnegie Endowment for International Peace, 
October 2024, 3.

200.  Jessie Marks, “Don’t Count on China Bailing Out Iran,” Foreign Policy, 
June 23, 2025; “Xi Keeps Iran at Arm’s Length as Middle East Conflict Deepens,” 
Bloomberg, June 20, 2025.

201.  David Pierson, Keith Bradsher, and Berry Wang, “A U.S. Attack on Iran Would 
Show the Limits of China’s Power,” New York Times, June 20, 2025.

202.  U.S. Institute for Peace, “Iran & China: Military Ties,” The Iran Primer, June 
28, 2023; Jean-Loup Samaan, “Is the cautious China-Iran military cooperation at a 
turning point?,” Atlantic Council, August 29, 2025; Can Kasapoglu, “Assessing De-
fense Cooperation Between Iran and China in the Wake of the 12-Day War | MENA 



195

Defense Intelligence Digest,” Hudson Institute, September 9, 2025; Shahed Alavi, 
“Sapped by war and sanctions, Iran seeks Chinese arms as payment for oil,” Iran 
International, October 7, 2025.

203.  Zain Hussain, “Russian Arms Exports to the Middle East and North Africa,” 
Manara Magazine, July 19, 2024; U.S. Institute for Peace, “Iran & China: Military 
Ties,” The Iran Primer, June 28, 2023.

204.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 3.

205.  Laurence Norman and Benoit Faucon, “China Is Helping Supply Chemicals 
for Iran’s Ballistic-Missile Program,” Wall Street Journal, January 23, 2025.

206.  Jon Gambrell, “A Massive Explosion at an Iranian Port Possibly Linked to 
Missile Fuel Kills 25, Injures Some 800,” AP News, April 27, 2025.

207.  Laurence Norman, “Iran Orders Material from China for Hundreds of Ballis-
tic Missiles,” Wall Street Journal, June 5, 2025.

208.  “Strategic Alliance: The Flow of Chinese Technology to Russia,” Gimbals, June 
10, 2024.

209.  Janatan Sayeh, “U.S. Sanctions China-Based Front Companies Procuring 
Drone Components for Iran,” Foundation for Defense of Democracies, March 3, 2025; 
Dion Nissenbaum, “Chinese Parts Help Iran Supply Drones to Russia Quickly, Inves-
tigators Say,” Wall Street Journal, June 12, 2023.

210.  Jemima Baar, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on An Axis of Autocracy? China’s Relations With Russia, 
Iran, and North Korea, February 20, 2025, 5.

211.  U.S. Department of State, Department Press Briefing – April 17, 2025, April 
17, 2025;  Matt Bruzzese and Peter W. Singer, “A Closer Look at the Chinese Space 
Company Accused of Helping the Houthis,” Defense One, May 7, 2025.

212.  Matt Bruzzese and Peter W. Singer, “A Closer Look at the Chinese Space 
Company Accused of Helping the Houthis,” Defense One, May 7, 2025.

213.  “Tehran’s Ties with Beijing and Moscow,” United Against Nuclear Tehran, 
June 7, 2023, 5.

214.  Ahmed Aboudouh, “Yes, China Pressured Iran on Red Sea Attacks—but Only 
to Protect Its Own Ships,” Chatham House, February 7, 2024.

215.  “Islamic Republic of Iran,” World Bank Group.
216.  World Bank Group, “GDP (current US$) - Iran, Islamic Rep.”; “Iran’s Annual 

Oil Exports Hit $67b, Highest in a Decade: CBI,” Tehran Times, May 17, 2025.
217.  Clément Therme, “Behind Iran’s Surging Military Budget,” War on the Rocks, 

November 14, 2024.
218.  “Iran’s Annual Oil Exports Hit $67b, Highest in a Decade: CBI,” Tehran 

Times, May 17, 2025; “Oil in Iran’s 2025–2026 Budget: Deficit Concerns and Growing 
Militarization,” Emirates Policy Center, February 12, 2025; “Islamic Republic of Iran,” 
World Bank Group.

219.  Clayton Thomas, Liana W. Rosen, and Jennifer K. Elsea, “Iran’s Petroleum 
Exports to China and U.S. Sanctions,” Congressional Research Service (Report No. 
IN12267), November 8, 2024.

220.  “China’s Heavy Reliance on Iranian Oil Imports,” Reuters, June 24, 2025; Eri-
ca Downs, written testimony for U.S.-China Economic and Security Review Commis-
sion, Hearing on China’s Domestic Energy Challenges and Its Growing Influence over 
International Energy Markets, April 24, 2025, 4.

221.  U.S. Energy Information Administration, Iran’s Energy Overview, Updated 
October 10, 2024.

222.  Erica Downs, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on China’s Domestic Energy Challenges and Growing Influ-
ence over International Energy Markets,” April 24, 2025, 3; Siyi Liu and Chen Aizhu, 
“China’s March Iranian Oil Imports Surge on US Sanctions Fears,” Reuters, April 11, 
2025; U.S. Energy Information Administration, China’s Crude Oil Imports Decreased 
from a Record as Refinery Activity Slowed, February 11, 2025.

223.  “Inside the Secret Oil Trade That Funds Iran’s Wars,” Economist, October 17, 
2024.

224.  China’s Ministry of Foreign Affairs, 中国同伊朗的关系 [China-Iran Relations], Ac-
cessed October 2, 2025; Farnaz Fassihi and Steven Lee Myers, “China, with $400 Billion 
Iran Deal, Could Deepen Influence in Mideast,” New York Times, March 27, 2021.

225.  Umud Shokri, “Obstacles and Opportunities for Closer Iranian-Chinese Eco-
nomic Cooperation,” Middle East Institute, June 23, 2023.

226.  Saad Ali Al-Qahtani, “Will the Sino-Iranian Agreement Serve the Ambitious 
Geopolitical Interests of China?” Carnegie Endowment for International Peace, Au-
gust 9, 2021.



196

227.  Saad Ali Al-Qahtani, “Will the Sino-Iranian Agreement Serve the Ambitious 
Geopolitical Interests of China?” Carnegie Endowment for International Peace, Au-
gust 9, 2021.

228.  Saad Ali Al-Qahtani, “Will the Sino-Iranian Agreement Serve the Ambitious 
Geopolitical Interests of China?” Carnegie Endowment for International Peace, Au-
gust 9, 2021.

229.  Saeed Azimi, “Iran’s Special Relationship with China Beset by ‘Special Is-
sues,’ ” Bourse and Bazaar Foundation, February 16, 2024.

230.  Jemima Baar, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025; Umud Shokri, “Obstacles and Opportunities for 
Closer Iranian-Chinese Economic Cooperation,” Middle East Institute, June 23, 2023.

231.  Shannon Tiezzi, “Iran’s President Visits China, Hoping to Revitalize Ties,” 
Diplomat, February 15, 2023.

232.  Shannon Tiezzi, “Iran’s President Visits China, Hoping to Revitalize Ties,” 
Diplomat, February 15, 2023.

233.  “China Nuclear Chronology,” James Martin Center for Nonproliferation Stud-
ies at the Monterey Institute of International Studies.

234.  “China condemns US bombing of nuclear facilities, calls for peace and stabil-
ity,” China Daily, June 23, 2025; Patricia M. Kim, “Not quite an axis: China, Russia, 
or North Korea didn’t show up for Iran,” Brookings Institute, July 1, 2025.

235.  Juan Zhang, “Why China Opposes a Nuclear-Armed Iran,” U.S.-China Percep-
tion Monitor, June 24, 2025; Ministry of Foreign Affairs People’s Republic of China, 
Wang Yi Discusses China’s Five-Point Proposal on the Iranian Nuclear Issue [王毅谈
中方关于伊朗核问题的五点主张], March 13, 2025.

236.  Richard Weitz, “Explaining China’s Reactive Response to the Iran War,” Hud-
son Institute, August 8, 2025.

237.  Lili Pike, “What China Wants from Iran Nuclear Talks,” Foreign Policy, March 
14, 2025.

238.  Lili Pike, “What China Wants from Iran Nuclear Talks,” Foreign Policy, March 
14, 2025; Simone McCarthy, “China Hits Out at ‘Threats of Force’ on Iran as Trump 
Pushes for New Nuclear Deal,” CNN, March 14, 2025.

239.  “US Attacks on Iran Risk Global Conflict, Russia and China Warn,” Al Ja-
zeera, June 23, 2025.

240.  Thomas Grove and Bojan Pancevski, “Why Russia Is Giving Iran the Cold 
Shoulder after Israel Attack,” Wall Street Journal, June 23, 2025.

241.  Ron Bousso, “China Trade Spat Undermines Trump’s ‘Max Pressure’ Iran 
Campaign,” Reuters, April 10, 2025; China’s General Administration of Customs, via 
Haver Analytics.

242.  Tye Graham and Peter W. Singer, “How China’s Tech Giants Wired the Gulf,” 
Defense One, May 13, 2025.

243.  “China Maintains Stance on Disputed Gulf Islands despite Iran’s Anger,” Re-
uters, June 3, 2025.

244.  Jemima Baar, written testimony for U.S.-China Economic and Security Re-
view Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 5.

245.  Clara Fong, “The China-North Korea Relationship,” Council on Foreign Rela-
tions, November 21, 2024.

246.  Daniel Wertz, “China-North Korea Trade: Parsing the Data,” 38 North, Feb-
ruary 25, 2020.

247.  “China-North Korea Friendship Treaty ‘Remains in Effect’ All the Time: FM 
Spokesperson,” Global Times, July 7, 2021.

248.  Yu-Hua Chen, “China and North Korea: Still ‘Lips and Teeth,’ ” Diplomat, July 
21, 2018.

249.  Feng Zhang, “China’s Grand Reception for Kim Jong Un: Strategic Reset or 
Warning Shot?” 38 North, September 5, 2025.

250.  Ryan Woo and Mei Mei Chu, “China’s Xi projects power at military parade 
with Putin and Kim,” Reuters, September 3, 2025.

251.  Feng Zhang, “China’s Grand Reception for Kim Jong Un: Strategic Reset or 
Warning Shot?” 38 North, September 5, 2025.

252.  Feng Zhang, “China’s Grand Reception for Kim Jong Un: Strategic Reset or 
Warning Shot?” 38 North, September 5, 2025.

253.  Feng Zhang, “China’s Grand Reception for Kim Jong Un: Strategic Reset or 
Warning Shot?” 38 North, September 5, 2025.

254.  Choe Sang-Hun, “China Suspends All Coal Imports from North Korea,” New 
York Times, February 18, 2017; Choe Sang-Hun, “North Korea Fires Ballistic Missile, 
Challenging Trump,” New York Times, February 11, 2017.



197

255.  Choe Sang-Hun, “China Suspends All Coal Imports from North Korea,” New 
York Times, February 18, 2017.

256.  Clara Fong, “The China-North Korea Relationship,” Council on Foreign Rela-
tions, November 21, 2024.

257.  Didi Tang and Ken Moritsugu, “Russia-North Korea Pact Could Dent China’s 
Influence, but Beijing Still Holds Sway over Both,” AP News, June 21, 2024; Laurie 
Chen and Josh Smith, “China Keeps Its Distance as Russia and North Korea Deepen 
Ties,” Reuters, June 19, 2024.

258.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 2.

259.  Justin McCurry, “North Korea Missile Test Reaches Record Height and Dura-
tion, Says Japan,” Guardian, October 31, 2024.

260.  Jack Lau and Kawala Xie, “Why US Calls for China to Act over North Korean 
Missiles May Test Limits of Beijing’s Influence,” South China Morning Post, Decem-
ber 11, 2022.

261.  Chris Buckley, “China’s Leader Urges Restraint on North Korea in Call with 
Trump,” New York Times, April 24, 2017.

262.  Niklas Swanström, “China as a Mediator in North Korea: Facilitating Dia-
logues or Mediating Conflicts?” Stimson Center, June 5, 2024.

263.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 2; “Final Report of the UN Panel of Experts 
Submitted Pursuant to Resolution 2050 (New York, 2013),” United Nations, 2013, 
17, 26–27.

264.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 2; “Final Report of the UN Panel of Experts 
Submitted Pursuant to Resolution 2050 (New York, 2013),” United Nations, 2013, 
17, 26–27.

265.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 2.

266.  Daniel Salisbury, “Shopping for Mass Destruction North Korea’s Illicit Pro-
curement Networks,” Royal United Services Institute, August 1, 2024, 13.

267.  “US Imposes Sanctions on China-Based Network for Helping North Korea,” 
Reuters, July 24, 2024.

268.  Daniel Russel, “North Korea’s Next Weapon of Choice: Cyber,” Asia Society, 
April 30, 2019.

269.  Nick Ingram, Michael Goldberg, and Heather Hollingsworth, “North Korean 
Charged in Cyberattacks on US Hospitals, NASA and Military Bases,” AP News, July 
25, 2024; Eric Tucker, “US Disrupts North Korean Hackers That Targeted Hospitals,” 
AP News, July 19, 2022.

270.  U.S. Department of State, U.S. Department of the Treasury, and the Federal 
Bureau of Investigation, Guidance on the Democratic People’s Republic of Korea In-
formation Technology Workers, May 16, 2022.

271.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025.

272.  U.S. Department of the Treasury, Treasury Targets IT Worker Network Gener-
ating Revenue for DPRK Weapons Programs, January 16, 2025.

273.  Sunha Bae, “Deterrence under Pressure: Sustaining U.S.–ROK Cyber Coop-
eration against North Korea,” Center for Strategic and International Studies, April 
1, 2025; Lee Sang-sook, “The North Korean Economy, North Korea-China Economic 
Cooperation, and North Korea-China-Russia Trilateral Economic Cooperation: Recent 
Developments and Outlook,” IFANS Perspectives, February 3, 2025.

274.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 4.

275.  Jung Min-hee, “North Korea’s Foreign Trade Volume Estimated at 3.72 Tril-
lion Won Last Year,” Business Korea, July 28, 2025; Kim Han-joo, “N. Korean Econo-
my Grows 3.1 pct in 2023, Snapping 3-yr Contraction on Trade with China,” Yonhap 
News Agency, December 20, 2024; “$2.2 Billion Stolen from Crypto Platforms in 2024, 
but Hacked Volumes Stagnate Toward Year-End as DPRK Slows Activity Post-July,” 
Chainalysis, December 19, 2024; “N. Korea’s Trade Reliance on China Hits 10-year 
High in 2022,” Yonhap News Agency, July 20, 2023; “N. Korea trade sinks 17.3 pct in 



198

2021 on sanctions, pandemic,” Yonhap News Agency, July 14, 2022; “North Korea in 
the World,” East-West Center.

276.  Clara Fong, “The China-North Korea Relationship,” Council on Foreign Rela-
tions, November 21, 2024; Alan Suderman, “China Supported Sanctions on North Ko-
rea’s Nuclear Program. It’s Also behind Their Failure,” AP News, November 3, 2023.

277.  Anthony Ruggerio, written testimony for U.S.-China Economic and Security 
Review Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, 
Iran, and North Korea, February 20, 2025, 1; “Final Report of the Panel of Experts 
Submitted Pursuant to Resolution 2680,” United Nations Security Council, March 
7, 2024; King Mallory, “North Korean Sanctions Evasion Techniques,” RAND Cor-
poration, 2021, 5–6; U.S. Department of Treasury, Treasury Designates Banco Delta 
Asia as Primary Money Laundering Concern under USA PATRIOT Act, September 
15, 2005.

278.  Anton Sokolin, “North Korea’s Economic Dependence on China Reached New 
Heights in 2023: Report,” NK News, July 22, 2024; Damir Sagolj, “A Road Trip along 
North Korea’s Border with China,” Reuters, April 12, 2018.

279.  Clara Fong, “The China-North Korea Relationship,” Council on Foreign Rela-
tions, November 21, 2024.

280.  Martyn Williams and Seungmin Lee, “North Korea’s Energy Sector: Defining 
the Landscape,” 38 North, March 3, 2023.

281.  Justin McCurry, “How North Korea’s Lucrative Trade in Human Hair Is Help-
ing It Skirt the Impact of Sanctions,” Guardian, June 17, 2024.

282.  Maggie Miller and Dana Nichel, “Tech Companies Have a Big Remote Work-
er Problem: North Korean Operatives,” Politico, May 12, 2025; Helen Davidson and 
Christopher Knaus, “Chinese Fishing Fleets Using North Korean Forced Labour in 
Potential Breach of Sanctions, Report Claims,” Guardian, February 24, 2025; “North 
Korean Overseas Workers,” North Korea in the World.

283.  Jung Min-hee, “North Korea’s Foreign Trade Volume Estimated at 3.72 Tril-
lion Won Last Year,” Business Korea, July 28, 2025; Kim Han-joo, “N. Korean econo-
my grows 3.1 pct in 2023, snapping 3-yr contraction on trade with China,” Yonhap 
News Agency, December 20, 2024; Clara Fong, “The China-North Korea Relationship,” 
Council on Foreign Relations, November 21, 2024; “N. Korea’s Trade Reliance on Chi-
na Hits 10-year High in 2022,” Yonhap News Agency, July 20, 2023; “N. Korea trade 
sinks 17.3 pct in 2021 on sanctions, pandemic,” Yonhap News Agency, July 14, 2022; 
“North Korea in the World,” East-West Center.

284.  Clara Fong, “The China-North Korea Relationship,” Council on Foreign Re-
lations, November 21, 2024; Andrew Yeo, “North Korea Is Addressing the Pandemic 
in Its ‘Style.’ That Means Leaving a Lot of People Hungry,” Brookings Institute, No-
vember 22, 2021.

285.  Christopher S. Chivvis and Jack Keating, “Cooperation between China, Iran, 
North Korea, and Russia: Current and Potential Future Threats to America,” Carne-
gie Endowment for International Peace, October 8, 2024; Elise Hu and Anthony Kuhn, 
“China’s Leverage—and Its Limits—in North Korea,” NPR, August 4, 2017.

286.  Jake Rinaldi, written testimony for U.S.-China Economic and Security Review 
Commission, Hearing on An Axis of Autocracy? China’s Relations with Russia, Iran, 
and North Korea, February 20, 2025, 3.

287.  Wang Chen Jun and Richard Mcgregor, “Four Reasons Why China Supports 
North Korea,” Lowy Institute, March 4, 2019.

288.  Linggong Kong, “Signs Suggest Beijing’s Uneasy over Growing Pyong-
yang-Moscow Ties,” Asia Times, May 8, 2025.

289.  China’s Ministry of Foreign Affairs, 2024年11月1日外交部发言人林剑主持例行
记者会 [Regular Press Conference by Foreign Ministry Spokesperson Lin Jian on 
November 1, 2024], November 1, 2024.

290.  “Chinese Ambassador’s Absence on North Korea’s Founding Day Highlights 
Strain with North,” Korea Daily, September 10, 2024.


