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Introduction

I appreciate the opportunity to speak to the Commission and provide this written testimony on
what is perhaps the most consequential aspect of U.S. security competition with the People’s
Republic of China (PRC)—how the People’s Liberation Army (PLA) seeks to control battlespace
information to deter and potentially defeat a U.S. military intervention in a conflict. My
assessment draws on published and previously unpublished independent, open-source research
that I have conducted on China’s C4ISR and counter-C4ISR strategies and capabilities.? This is
not an exhaustive net assessment of U.S. and PRC capabilities but does highlight significant
developments, illustrating trends I have observed over the two decades I have been examining
the PLA and its warfighting capabilities. The analysis and opinions expressed in this testimony
are my own—they do not necessarily reflect the views of the Mitchell Institute for Aerospace
Studies, its sponsors, or any previous employer.

Executive Summary

B The PLA will likely initiate counter-intervention operations by conducting overwhelming
kinetic and non-kinetic strikes on the sprawling C4ISR system-of-systems of the U.S. and
its allies in order to achieve battlespace information dominance.

2 “C4ISR” — command, control, communications, computers, intelligence, surveillance, and reconnaissance.



Seizing battlespace information dominance will be one of, if not the most consequential
struggles in any scenario where the PRC seeks to prevent the intervention of U.S. and allied
military forces. In the minds of PLA decisionmakers, possessing superior C4ISR and
counter-C4ISR capabilities to achieve information dominance early and throughout a conflict
will be critical to combat success.

The PLA’s overarching design to achieve information dominance—informationized
warfare—is not asymmetric nor is it uniquely Chinese. The PLA approach copies a well-
established U.S. military playbook: Render enemies deaf, dumb, and blind, and then pick off
disconnected enemy forces with long-range precision fires.

The PLA has been reorganizing itself around its informationized warfare principles. The
creation of operationally oriented theater commands, the joint operational command system,
and the Strategic Support Force (SSF) among other C4ISR investments have significantly
increased the PLA’s ability to achieve battlespace information dominance and support
counter-intervention operations.

For the past quarter-century, the PLA has made substantial investments in diverse and
resilient “information power” capabilities that will allow it to create important synergies
among different C4ISR and counter-C4ISR capabilities. The cascading effects created by
these capabilities will likely play a significant and potentially decisive role in counter-
intervention.

Within the Yellow Sea, East China Sea, and most of the South China Sea, the PLA probably
begins a counter-intervention operation with information dominance and enjoys distinct
advantages that may quickly translate into initial air and maritime dominance. In the initial
stages of a counter-intervention operation, the PLA may be able to establish localized
information, air, and maritime dominance in areas out to the Second Island Chain that would,
if necessary, allow the PLA to launch strikes on U.S. bases and deployed forces.

o The PLA enjoys a “home field advantage” in counter-intervention operations.
These advantages extend beyond basing and logistics to its fortress-like C4ISR.

The PLA has seen significant growth in space based C4ISR capabilities that will likely create
pronounced challenges for U.S. and allied forces attempting to avoid detection and targeting
in a PLA counter-intervention operation.

o Over the past five years, the number of PLA ISR satellites in geostationary orbit
(GEO) has doubled while the number of PLA ISR satellites in low Earth orbit
(LEO) has tripled.

The PLA is an electronic warfare juggernaut. The PLA possesses both the technological
capabilities and significant electronic warfare capacities to conduct significant offensive and
defensive electromagnetic spectrum operations that will enable, if not ensure initial PLA
information dominance in a counter-intervention operation.
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Summary of Recommendations

U.S. policymakers may wish to consider the following recommendations, which are explained in
detail at the end of this report.

Conduct a comprehensive net assessment of U.S. and allied C4ISR and counter-C4ISR
capabilities in a large-scale conflict with the PLA.

Engage the U.S. military regarding future C4ISR strategies and the need to emphasize more
defensive capabilities including significant redundancy within the U.S. C4ISR system-of-
systems.

Invest in significant counter-reconnaissance capabilities to defeat PLA ISR that includes
physical, virtual, and electromagnetic camouflage, concealment, and deception measures.

Invest in robust, redundant, and resilient coalition C4ISR links and networks to increase
combat interoperability among critical allies and partners, denying the PLA battlespace
information dominance that might separate the U.S. from a coalition.

Fund additional U.S. Intelligence Community capabilities to analyze current and future PLA
counter-C4ISR capabilities and strategies.

Publish a detailed open-source assessment of PLA C4ISR and counter-C4ISR threats to U.S.
and allied military forces to increase public and policymaker awareness of these challenges.

Fund additional U.S. Intelligence Community capabilities to analyze current and future PLA
electromagnetic spectrum operations capabilities and strategies.

Publish a detailed open-source assessment of PLA electronic warfare capabilities and threats
to U.S. and allied military forces, again, to increase public and policymaker awareness of
these challenges.

This report begins with a description of PLA informationized warfare concepts and principles
and how they apply to counter-intervention operations. This is followed by an examination of
recent organizational reforms in PLA command structure and their implications for counter-
intervention. There is also a brief discussion of how C4ISR and counter-C4ISR elements may
interact to create information dominance through synergistic effects. Several examples of PLA
C4ISR capabilities illustrate the PLA’s ability to combine different intelligence sources to locate,
track, and target U.S. and allied military forces in different domains. Examples of counter-C4ISR
capabilities with special attention to electronic warfare capabilities demonstrate direct challenges
to U.S. and allied C4ISR. Finally, a number of recommendations are offered for the
Commission’s consideration.
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Informationized Warfare and Counter-Intervention

B The PLA will likely initiate counter-intervention operations by conducting
overwhelming Kinetic and non-Kinetic strikes on the sprawling C4ISR system-of-
systems of the U.S. and its allies in order to achieve battlespace information dominance.

B Seizing battlespace information dominance will be one of, if not 7e most consequential
struggles in any scenario where the PRC seeks to prevent the intervention of U.S. and
allied military forces. In the minds of PLA decisionmakers, possessing superior C4ISR
and counter-C4ISR capabilities to achieve information dominance early and
throughout a conflict will be critical to combat success.

The PLA has explicitly described their designs to defeat a “strong enemy” like the United States
military and counter U.S. intervention in a conflict—attack the C4ISR system-of-systems of the
U.S. and its allies in order to achieve battlespace information dominance. With the PLA’s
redundant and resilient C4ISR still functional, battlespace information dominance enables the
PLA to then achieve air and maritime dominance, potentially paralyzing a U.S. and allied
advance. This overarching strategy is not asymmetric nor is it uniquely Chinese. The PLA
approach copies a well-established U.S. military playbook: Render enemies deaf, dumb, and
blind, and then pick off disconnected enemy forces with long-range precision fires.

The PLA’s priority to achieve and sustain battlespace information dominance as a tactical,
operational, and strategic imperative cannot be overstated. Any force that engages in a conflict
with the PLA that fails to recognize and understand the central role of battlespace information
dominance to PLA operational design risks a potentially disastrous outcome.

What is C4ISR?

C4ISR is an acronym that has traditionally referred to “command, control, communications,
computers, intelligence, surveillance, and reconnaissance.” ! C4ISR may be thought of as a
collection of individual systems that align to the seven named categories. This leads to any number
of variations of “C4ISR” as different institutional champions append additional categories to the
original seven (e.g. C5ISR-T adding another ‘C’ for “cyber” or “cyber-defense,” and a ‘T’ for
“targeting”).? However, C4ISR is more than simply a description of different categories of systems.
C4ISR should be considered an amalgamation of systems—a complex system-of-systems that
enables an information-related purpose—military decision advantage.?

For the purposes of this report, C4ISR refers generally to a complex battlespace information system-
of-systems that provides relevant information to a commander or weapons system operator, affords
decision advantage, and enables military action. A C4ISR system-of-systems consists of command-
and-control organizations and systems, communications and computer networks, and intelligence
collection systems. Counter-C4ISR refers to a system-of-systems designed to confuse, disrupt, or
destroy adversary C4ISR and deny an adversary commander decision advantage thereby inhibiting
or preventing adversary action. A counter-C4ISR system-of-systems may include camouflage,
denial, and deception activities, as well as electronic warfare, cyber-attack and defense, and the
physical destruction of adversary networks, ISR platforms, and command nodes.
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This analysis is scoped to battlespace information dominance and C4ISR. Western assessments
of all things “information” and “military” too often confuse PLA informationized warfare
concepts with what the PLA might term “political warfare” or “three warfares”—public opinion
warfare, psychological warfare, and legal warfare. Assessments that indiscriminately mix
everything from electronic warfare to malign influence on social media obscure PLA efforts to
generate information power in the operational battlespace. Informationized warfare is about what
a commander or weapons system operator sees, hears, and perceives in combat. It is about how
battlespace data is collected and processed, how decisions are made, how actions are directed,
and how data passes from “sensor-to-shooter.”

Informationized Warfare and Force Employment

How the PLA will employ military force against an adversary in a counter-intervention scenario
may be understood by examining the PLA’s overarching approach to multidomain integrated
joint operations and how their forces will likely employ different elements of combat power in
any given large-scale military operation.

PLA strategic doctrine and other writings consider information power (1 /2. 77) or information
dominance (#il{5 S A0 as the key to controlling the battlespace and operational initiative. As
early as 2002, Central Military Commission (CMC), Chairman Jiang Zemin observed:

“Informationization is the core of a new military transformation... information warfare
links all combat processes and permeates each warfare domain. Competition for
information superiority has become the focus of war. Information dominance is the key to
seizing air and maritime dominance and control in other combat domains.”*

For over twenty years, the PLA has built upon this tenet—developing and refining ideas about
informationized warfare.’ Information power ({5 /5. /7) is the operational expression of
informationized warfare. It is the first among the five “Basic Elements of Campaign Power,” in
the seminal PLA doctrinal text, Science of Campaigns. Table 1 lists information power and the
other elements of campaign power in priority order.

Table 1. Basic Elements of Campaign Power®

English Term Chinese Term
Basic elements of campaign power PN RIE NG
1. Information power S
2. Firepower Kj
3. Maneuver power WL.5h 7
4. Assault power ESi
5. Protection power Blidr 77

b 1|45 HAL is translated in this report as “information dominance” but could also be translated as “information
control.” The characters might be translated more literally as “the power or authority to control information.”
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The 2006 Science of Campaigns and other more recent PLA writings note that information power
does not stand alone; all the elements are necessary and complementary, applied in varying
proportions depending on particular objectives. However, Chinese military doctrine and writings
up to the present day indicate that that a// the resources of war—that is, all the capabilities and
materiel represented by the other elements—rely, first and foremost, on information power.’

The 2013 Science of Military Strategy introduced the concept of the “three dominances” (=AX) —
information, air, and maritime dominance. PLA theory holds that information dominance is
critical to success in the modern battlespace. Air and maritime dominance cannot be achieved
without first achieving battlespace information dominance according to PLA military doctrine.®

Current guidance from China’s CMC in its Military Strategic Guidelines identifies
informationized warfare as the prevailing “form of war” (i 4+ J£%). Just as the basic elements
of campaign power are considered an objective list, the PLA’s “form of war” is an objective
assessment of the character of warfare in any given period that applies to all military operations,
both friendly and enemy.

It is important not to confuse informationized warfare with the process of informationization,
which is the transformation of any endeavor, from accounting to war, through the application of
information technology. Informationized warfare, on the other hand, addresses the character of
war and how wars are fought and won. The U.S. Department of Defense (DoD) annual report to
Congress on the PLA, the 2023 China Military Power Report, states:

“PRC military writings describe informatized warfare as the use of information
technology to create an operational system-of-systems, which would enable the PLA to
acquire, transmit, process and use information during a conflict to conduct integrated
Jjoint military operations across the ground, maritime, air, space, cyberspace, and
electromagnetic spectrum domains.””’

This statement is somewhat misleading. It accurately describes the process of informationization
and the transformational goals for PLA C4ISR using information technology. It does not,
however, accurately describe how the PLA believes informationized warfare has transformed
warfighting or capture the depth and breadth of PLA informationized warfare concepts.

PLA ideas about informationized warfare were born out of PLA observations of modern wars,
especially the 1991 Gulf War. PLA scholars drew heavily on concepts like “net-centric warfare”
advanced by the U.S. military in the 1990s. The views of PLA authors writing on
informationized warfare in the early 2000s were not entirely derivative of U.S. military doctrine.
They incorporated many Western, Soviet, and Chinese information warfare concepts and ideas.

In the late-1990s and early-2000s, prominent Chinese military figures emerged to assess and
define the new informationized form of war. One such figure was Major General Dai Qingmin
(3% ). 10 Often credited as the father of a core Chinese operational concept, “integrated
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network electronic warfare (INEW),” Dai Qingmin’s role in the development of informationized
warfare is often overlooked. Beginning in the late 1990s, Dai wrote over sixty articles on
informationized warfare and authored or coauthored a dozen books on the subject. Over two
decades later, Chinese informationized warfare principles still clearly reflect the writings of Dai
and his contemporaries.

Informationized warfare principles that are integral to current Chinese military doctrine, strategy,
and operations include the following broad concepts:

e Information dominance is necessary to seize and maintain battlefield initiative.'!

e “Active offense” is the key to seizing information dominance and the initiative in battle.!?
e Information dominance is a prerequisite for air and maritime dominance. '

e Informationized warfare concepts are essential for success in large-scale joint operations.

e Individual elements of a combat system are networked and linked as an organic whole—a
system-of-systems—through multidomain information perception, real-time information
transmission, and intelligent information processing. '

o Therefore, informationized warfare is inherently system-of-systems versus
system-of-systems confrontation (& & 51K & HX ). 15

e (C4ISR systems-of-systems are critical friendly and enemy centers of gravity.'®

o C4ISR must be diverse and redundant since networks and myriad linked elements
will be targeted for interference and destruction.

o In the defense, diversity and redundancy in one’s own C4ISR network is
necessary to preserve friendly access to information.

o In the attack, no single combat measure will paralyze an informationized system-
of-systems; coordinated strikes must take place across adversary C4ISR.!”

“Informationized warfare” ({5 2 {LAF k) may be translated literally as “warfare transformed by
information.”© If the industrial age resulted in warfare transformed by machines (mechanized
warfare), the information age yields warfare transformed by information (informationized
warfare). Future warfare may be transformed further by artificial intelligence and intelligent
systems (intelligentized warfare, £ BEALAE(i%).

Informationized warfare does not exclude contests of materiel power. The authoritative 2020
PRC National Defense University text, Science of Military Strategy, observes that information
dominance is facilitated through electronic warfare, network warfare, and physical destruction.
Informationized warfare principles manifest information-centric operations in which both non-
kinetic and kinetic strikes are used to ensure friendly control of battlespace information while

° {5 BALAE i may also be rendered “informatized warfare.”
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targeting, destroying, and paralyzing an enemy combat information system.'® The ultimate goal
is to ensure PLA decision-making advantages and operational advantages through information
dominance in a paradigm where “information flow dominates materiel and energy flows.”"

Information dominance remains a central feature of PLA operational concepts.?’ Even as the
PLA’s “basic form of operations” (ZEAE % /&2 ) has evolved over the past quarter-century
from “joint operations” (& 1E %) to “integrated joint operations” (—A&ILEEA1E 1K) to “multi-
domain integrated joint operations” (£ I — ALK& E 1K), the overarching principles of
informationized warfare have prevailed. The C4ISR system-of-systems—fusing command and
control, sensing, communication, precision strikes, support systems, and other capabilities into a
coherent combat system—is the core of multi-domain integrated joint operations. !

Emerging PLA concepts of intelligentized warfare—the transformation of warfare by artificial
intelligence (Al) and intelligent systems—is still fundamentally rooted in informationized
warfare principles and battlespace information control. Some PLA sources are beginning to
discuss intelligentized warfare as an independent, aspirational stage of future military
development. Top-level PRC government guidance directs the PLA to simultaneously pursue the
integrated development of mechanized, informationized, and intelligentized capabilities.>?

That said, many Chinese military scholars regard intelligentized warfare as highly evolved
informationized warfare and acknowledge the inextricable link between the two epochs of
military development.?® The reality is that Al will have significant impacts on a// elements of
combat power and military capabilities from C4ISR to firepower to maneuver to logistics. Al
will enhance or, perhaps, even revolutionize the speed, accuracy, and volume of military actions
and decision making. However, retaining friendly access to battlespace information while
denying battlespace information to enemy forces will remain central to decision advantage even
as Al-enabled networks and weapons systems become ascendant.

PLA Organizational C2 for Counter-Intervention

B Since 2015, the PLA has been reorganizing around its informationized warfare
principles. The creation of operationally oriented theater commands, the joint
operational command system, and the Strategic Support Force (SSF) among other
C4ISR investments have significantly increased the PLA’s ability to achieve battlespace
information dominance and support counter-intervention operations.

Understanding the underlying organization of PLA command-and-control (C2) provides a
foundation upon which to assess the PLA’s expansive C4ISR system-of-systems. In 2015, the
PLA created the Strategic Support Force, a military service-level organization that has
overarching responsibility for PLA C4ISR. The PLA took several other significant steps to
reorganize and streamline national- and theater-level C2 to facilitate integrated joint operations.
This reorganization has also enabled more effective counter-intervention operations.
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The PRC’s 2015 military reforms, commonly referred to as “above-the-neck” reforms,
fundamentally reoriented the PLA toward more joint, offensive capabilities.? The reforms enable
the PLA to engage in the types of “active offense” (FRA} i) necessary to seize information
dominance and gain operational initiative in military conflicts, including counter-intervention
operations. The above-the-neck reforms replaced Military Regions (MRs), which were optimized
to defend the PRC from attack and invasion, with five geographically oriented Theater
Commands (TCs) that will allow for more focus on PLA offensive operations.

Joint Operational Command System Development

B The PLA’s joint operational command system was a significant reform that should
improve the PLA’s ability to conduct offensively oriented integrated joint operations
and enable more effective counter-intervention operations.

The 2015 reforms subordinated operational forces that might engage in counter-intervention
against the U.S. or its allies to the PLA’s “joint operational command system” (Bt&1E fi fig 44

#).%* Operational forces were previously under the control of PLA military service commanders.
The PRC’s Central Military Commission (CMC) also abolished the PLA General Staff
Department, established a CMC Joint Staff Department, and created a national-level joint
operations command center (JOCC) (k& 1E 5% H1.0») to oversee theater operations as well
as national-level, strategic operations. The CMC JOCC supervises five “theater joint operations
command centers” (T-JOCC) (¢ X Bk&1F #5445 H1.0») that are responsible for commanding
operations in each of the TCs.%

What is not clear from available open-sources is how far from the Chinese mainland a TC’s
responsibility for counter-intervention operations might extend. In 2019, the Southern Theater
Command T-JOCC probably controlled a PLA Navy surface ship task force far into the Central
Pacific Ocean, beyond Guam and the Second Island Chain.?® While this was ostensibly a training
exercise, a T-JOCC controlling military forces so far from China’s shores may indicate T-JOCC
responsibility for coordinating counter-intervention operations at extended ranges. Over the past
several years, PLA navy and air forces have operated with some frequency outside the First
Island Chain in the Philippine Sea. In 2023, PLA Navy carrier strike groups operated within
several hundred miles of Guam. There are no outward indications in open-source reporting that
these operations were controlled directly by the CMC JOCC. These naval formations were
probably controlled by the Northern, Eastern, or Southern Theater T-JOCCs.?’

Within the T-JOCCs, different warfighting domain functions are organized into “command sub-
centers” (F64% ) HH ), also referred to as “operational sub-centers” ({143 741 .(»). The T-JOCC
operational sub-centers are the “land operations sub-center” (LOSC) (Fiti A 5% 43 H-0»),
“maritime operations sub-center” (MOSC) (¥ _{E %43 H+(»), “air operations sub-center”

4 The 2015-16 “Above-the-neck” reforms focused on top-level command reorganization, the “head” of the PLA.
2017-2019 “below-the-neck” reforms focused on reorganization within the “body” of the PLA.
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(AOSC) (ZZH{E %437 »), and “conventional missile operations sub-center” (CMOSC) (i &
YE % 43 H1400).% The top-level theater command organization is depicted in Figure 1.

Five

military
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CMC Joint Operations Command Center (JOCC)
R A TR R

Theater Joint Operations Command Center (T-JOCC)
il XIRC & PR e F7H O

Each T-JOCC
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Figure 1. Theater Joint Operations Command System Organization.”

The sub-centers clearly align to the PLA military services—the PLA Army (PLAA), PLA Navy
(PLAN), PLA Air Force (PLAAF) and the PLA Rocket Force (PLARF) respectively. The MOSC
and the AOSC probably perform functions similar to the U.S. Navy’s maritime operations
centers (MOCs) and the U.S. Air Force’s air operations centers (AOCs). Within each theater, the
LOSC is probably led and managed by the TC Army commander, the MOSC is led by the TC
Navy commander (for those coastal TCs with PLAN fleets), and the AOSC is led by the TC Air
Force commander. It is not clear which PLARF senior officer might lead the theater
Conventional Missile Operations Sub-Center since PLARF bases do not align with theater
command boundaries.® “Dual-hatting” the theater service commander as both a “force provider”
and “operational commander” again appears similar to U.S. military organization. For example,
the commander, U.S. Pacific Air Forces is a U.S. Air Force major command and force provider
while simultaneously serving as the air component commander for the U.S. Indo-Pacific
Command theater.

The T-JOCCs are currently untested in real-world operations and would probably face significant
challenges in conducting offensive action against a neighboring country while simultaneously
coordinating and conducting counter-intervention operations against the U.S. and its allies.
Open-source information does not currently provide many insights about how well the PLA’s
new C2 system is functioning or whether it has met with success or significant challenges in
large-scale PLA exercises.

PLA Air & Air Defense Reorganization

B A recent reorganization of PLA command has probably closed significant gaps and
seams in air and air defense coverage but may have created new challenges and
vulnerabilities related to counter-intervention.
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In 2023, the PLA took a major step to streamline and improve PLA air and air defense
capabilities that might be applied in counter-intervention operations. Most land-based combat
aircraft and air defense systems have apparently been consolidated under PLAAF command.
More significantly, the consolidation improves the T-JOCC AOSC'’s ability to command
operations in the air domain. The reorganization also probably improves the PLAAF’s ability to
support the PLA joint force and project airpower within East Asia.

Since the 1950s, the PLAN had always maintained a separate naval air force, the PLA Naval
Aviation Force (PLANAF). The PLANAF was responsible for overwater intercepts, maritime
strikes with bombers or fighter-bombers, and air defense of PLAN fleet concentration areas. Air
defense forces included PLAN-owned and operated land-based radars and long-range surface-to-
air missile systems like the HQ-9. The PLAAF was historically responsible for intercepts over
the Chinese mainland (or just off the coast), air-to-ground strikes, as well as air and missile
defense in parts of China not covered by PLAN air defense.

In early 2023, the PLAN transferred over 150 combat aircraft, ten airfields, three land-based air
defense battalions, and several radar brigades to the PLAAF. The move consolidates virtually all
PLA land-based combat airpower—fighters, bombers, air defense radars, and surface-to-air
missile systems—under the control of the PLAAF. Moving PLAN combat aircraft to the PLAAF
also means the PLAAF has assumed responsibility for airborne maritime strike operations with
control of all land-based H-6 bombers and fighter-bombers like the JH-7 and J-16.3!

The 2023 transfers from the PLAN to the PLAAF were likely inspired by the concentration of air
operations command and control in the T-JOCC Air Operations Sub-Center. Consolidating land-
based air defenses under PLAAF/AOSC command effectively closed any seams and
vulnerabilities that had previously existed between PLAAF and PLAN areas of air defense
responsibility. The consolidation potentially creates new seams and vulnerabilities. The PLAN
and the MOSC must now rely almost entirely on the PLAAF and the AOSC to meet its air
defense and air strike requirements. This dependency will persist at least for the next decade until
the PLAN can generate sufficient airpower from its aircraft carriers.

PLA Strategic Support Force Development

B The creation of the PLA Strategic Support Force appears to have had a seismic impact
on the development of PLA C4ISR and electronic warfare capabilities. The SSF is now
responsible for the majority of the PLA’s joint C4ISR architecture as well as several
counter-C4ISR capabilities.

The 2015 “above-the-neck” reforms created the Strategic Support Force (SSF) (/i l& 32 $&3 \)
from elements of the former PLA General Staff Department (GSD) and General Armaments
Department (GAD). The SSF controls and manages joint military communications and computer
systems, offensive and defensive military cyber operations, electronic warfare, space-based ISR,
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and both terrestrial and on-orbit counter-space capabilities. The SSF also appears to have a
limited role in military psychological operations against Taiwan.

The scale of PLA’s SSF experiment has been massive. One public U.S. estimate in 2009 put the
size of the former GSD 3™ Department (3PLA) at over 130,000 personnel.*? The SSF combined
personnel from 3PLA as well as the GSD 4™ Department (4PLA) and some elements of the 2™
Department (2PLA), space-related forces, and communications troops. Accounting for some
growth, the SSF may currently have between 200,000 and 250,000 personnel. Given the two-
million PLA personnel, the SSF only represents between 10-12 percent of the force. Still, if the
numbers are accurate, it means the SSF by itself is larger than almost every NATO military and
close to the size of the entire Japan Self Defense Force. However, simply reorganizing
personnel—even hundreds of thousands of personnel—into a single organization does not
necessarily translate into operational proficiency or an ability to overcome institutional rivalries
from the other military services.

Many popular assessments of the SSF tend to focus almost exclusively on the SSF’s role in
offensive cyber activity for both espionage and attack. Outsized interest in narrow SSF cyber
capabilities has served to undermine a broader understanding of the SSF’s fundamental
responsibilities for developing and operating the PLA’s extensive C4ISR system-of-systems and
attendant counter-C4ISR capabilities, which includes offensive and defensive cyber capabilities.

The creation of the SSF consolidated many military information power capabilities and reflects
the PLA’s focus on informationized warfare and its strategic and operational imperative to
achieve battlespace information dominance. The SSF is directly subordinate to the CMC Joint
Staft with the same command grade as the TCs and military services (PLAA, PLAN, PLAAF,
and PLARF). The SSF appears to be a “force provider” of information power capabilities for the
theaters, but also appears to retain direct operational control of certain cross-cutting and strategic
capabilities under the supervision of the Joint Staff.

Space Systems Department (SSD). The SSF Space Systems Department (Jji K R4 ) is
responsible for virtually all PLA space operations including space launch operations; telemetry,
tracking, and control (TT&C) of satellites and other space vehicles; space-based management
and control of PLA C4ISR; and select counterspace capabilities, especially on-orbit capabilities.
Relative to PLA C4ISR, counter-C4ISR and counter-intervention operations, the most important
SSD organizations are probably the 26™ Base and the 37" Base, as well as several independent
SSD Bureaus.

The 26™ Testing and Training Base (5 26 136 1/Il 2kt Hh), also known as the Xi’an Satellite
Control Center (XSCC) (V5% L2 M4z H.0»), is the core of China’s space TT&C network.
Tasking for an ISR satellite to locate and track mobile or fixed targets very likely runs through
the XSCC. Although the XSCC hub is in Xi’an, the XSCC is not a “center” as much as a nation-
wide network of TT&C stations.>* If the 26™ base is responsible for C3 and tasking of PLA space
assets, the 37" Base is responsible for space situational awareness (SSA) and ISR of adversary
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space assets. The 37" Base, possibly known as the Monitoring and Early Warning Base, probably
has responsibility for foreign space object identification, tracking, and analysis.>*

The SSD Aerospace Reconnaissance Bureau (ARB) (Fi K1 %2 =) is responsible for analysis of
space-based ISR.*> The ARB was apparently moved to the SSF from GSD military intelligence
(2PLA) indicating the ARB may focus on imagery intelligence. Space-based signals intelligence
(SIGINT) may flow to the NSF’s technical reconnaissance bureaus (TRBs) to be fused with
other, terrestrial SIGINT sources for analysis. It is possible the ARB also acts as that fusion
center for the different intelligence feeds.

The SSD’s Satellite Communications Main Station (X215 &.3k) is responsible for space-
based communications and data relay.*® The SSD’s space communications architecture would
necessarily need to work closely with the SSF Information Communication Base (ICB) and its
management of terrestrial communications. The SSD’s Satellite Positioning Main Station (125
%€ A7 S 3k) is responsible for the military operation and use of China’s Beidou global positioning
satellite system.>’

Network Systems Department (NSD). The SSF Network Systems Department (¥ 2% R 4t 58) is
responsible for PLA strategic and joint SIGINT capabilities, which includes military cyber
capabilities. The NSD is also responsible for strategic and joint electromagnetic spectrum
operations (EMSO). The NSD reportedly inherited the PLA’s 311 Base, which is responsible for
psychological operations against Taiwan and generating propaganda, influencing public opinion
on the island to support PLA objectives.>®

Virtually every organizational element of the NSD likely plays an important role in counter-
intervention operations against the U.S., its allies, and partners. The NSD’s extensive SIGINT
capabilities likely include signals intelligence (SIGINT)—electronic intelligence (ELINT) and
communications intelligence (COMINT)—to monitor and intercept signals both terrestrially and
in space. There are also indications that the NSD may be responsible for monitoring activity on
international submarine fiber-optic cables where they land in China.>’

SSF NSD inherited its SIGINT capabilities from the former 3PLA. 3PLA had been organized
into twelve technical reconnaissance bureaus (TRB), a structure that most open-source analysts
suspect was exported to the SSF intact. The most infamous of these TRBs was the 2™¢ Bureau
that has been identified as responsible for a large share of PLA cyber hacking and espionage.

There is ample evidence that the twelve TRBs, including the 2" Bureau, were responsible for
SIGINT missions and capabilities well beyond computer network operations (CNO). A report
prepared for the USCC in 2009 stated:

“While the TRB appear largely focused on traditional SIGINT missions, oblique
references to staff from these units conducting advanced research on information security
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or possibly related topics suggests a possible CNO or EW role that augments their
SIGINT collection mission.”*

The SSF NSD operates a number of independent electronic warfare (EW) units, often identified
as electromagnetic countermeasures (ECM) units. The PLAN, PLAAF, and PLARF all operate
ECM brigades that support their respective service forces while PLAA ECM is incorporated
within PLAA maneuver elements. NSD ECM brigades, inherited from the former 4PLA, are
probably responsible for strategic air defense and counter-space electronic warfare (principally
ground-based monitoring and jamming of satellite communications).

Information Communication Base (ICB). The PLA 2017-2019 “below-the-neck” reforms
transferred what is now known as the “Information Communication Base” (ICB) ({5 21815 2%
Hb) to the SSF.© The move further consolidates the SSF’s responsibility for PLA C4ISR. The ICB
is responsible for national and joint military communication networks. The ICB is also probably
responsible for the PLA’s enterprise-level computer architecture, the integrated command
platform (— /&L $51%E°F ). The ICB may also hold overall responsibility for cyber defense and
information security of PLA networks through its Network Security and Defense Center (X 4% %
Bfj Hh0y). 4 ICB units appear to be responsible for maintaining and repairing the National
Defense Communication Network (NDCN) (1[5 38 7 [%) built on the PRC’s defense fiber-optic
cable (|E [ t:2%) backbone network.*?

Immediately following the 2015 “above-the-neck” reorganization, the ICB, also known as the
61001 Unit (61001 #BN), was subordinated to the CMC Joint Staff Department. At that time, the
organization was known as the Information Assurance Base (IAB) ({5 2 PrEEFEHY), also
translated as the “Information Support Base.”*® Probably in 2017 or 2018, as part of the PLA’s
“below-the-neck” reforms, the IAB was transferred to the SSF and renamed the Information
Communication Base.** The ICB appears to control a number of information communication
brigades ({5 2.1H{F/iK) (possibly also referred to as local “information communication bases”)
that are geographically distributed and assigned to support individual theater commands. ICB
information communication brigades appear to be further organized into battalions and then
companies mirroring PLA ground forces organization.*’

The Information Communication Base joins the SSF SSD and NSD possibly as the third branch
of the Strategic Support Force.*® This preliminary assessment is based on the ICB retaining its
“61001” military unit cover designator (MUCD) and the somewhat tenuous observation that no
interim command organization is ever mentioned in official PLA media that highlights ICBs
subordination to the SSF.*’ That said, it is certainly possible that the ICB belongs to the SSF
Network Systems Department.*® In any case, it is unlikely that the ICB is co-equal with the SSD

¢ “Base” (Z£ 1) in “Information Communication Base” may synonymously be thought of as an organization — the
Information Communication Base (organization) or, in some contexts, a place — gn information communication base
(a communication base subordinate to the ICB or one of the services).
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or NSD. The SSF departments have been assessed to be deputy theater grade commands with
their own subordinate bases. According to PLA organizational convention, a “base" (J&1h), is
normally a corps grade or deputy corps grade command. An assessed SSF organizational chart
appears in Figure 2. The working relationship between NSD theater bases and ICB theater
information communications brigades/bases is currently unclear.

Strategic Support Force
AR 2R FlS A
|
Space Systems Department (SSD) Network Systems Department (NSD)
R ZR G 2% RSB
Information
SSD Bases NSD Theater Bases 1‘ Communication Base
: - = BilfE
L T . [
SSF space systems bases SSF theater bases include Informati Ozlggmuni cation
include the 20", 239, 25, 26™, the South, North, West, Brigades (or Bases)
27t 35th 361 and 37" Bases East, and Central Bases T

Figure 2. Assessed 2024 Strategic Support Force Organization.

SSF Support to Theater Operations. Theater-aligned SSF bases, possibly called “Technical
Reconnaissance Bases,” may be subordinate to NSD or SSF headquarters. These SSF bases
probably provide direct operational support to the five TCs and their T-JOCCs. Public references
to SSF theater bases are normally prefaced with “Strategic Support Force” ({37 £ 55 B\)
adding the term Eastern Base (< 3£ 1), Southern Base (Fd 73 1h), Western Base (4 #R2E1),
Northern Base (b 2&3h), and Central Base (H#82& ) aligning to their respective theater
command.*’

Figure 3 depicts a notional SSF theater support arrangement in which the SSF theater bases act
as hubs for intelligence, cyber, and ECM. In this construct, the SSF theater bases draw
information out of the SSF SIGINT and space ISR architecture and, conversely, convey theater
tasking and requests for support back to the SSF. This diagram postulates either an administrative
or operational relationship between the SSF theater bases and the theater information
communication brigades. In any case, this arrangement is simply a logical extrapolation and
would require research and further analysis to confirm.
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Figure 3. Notional Organization for SSF Theater Support.>°

This notional SSF theater support arrangement raises questions about roles the SSF may play in
the T-JOCC. How, for example, does the T-JOCC deconflict tasking and actions of service TRB
and ECM forces with those of the SSF? There is a possibility that the SSF theater base or other
SSF staff might be integrated into the T-JOCC to command an independent information
operations sub-center (IOSC) alongside the land, maritime, air, and conventional missile
operations sub-centers. The presence of an IOSC is purely speculative. How the PLA manages
information warfare within the T-JOCC would also require further research and analysis.

Eight years after the creation of the SSF, the organization is probably just beginning to realize
many of the information power goals it was given. The Strategic Support Force, as managers and
operators of core components of the PLA C4ISR system-of-systems will have a key role in

generating battlespace information dominance and will have a significant impact on any PLA
counter-intervention operation.

C4ISR & Counter-C4ISR Synergies

B For the past quarter-century, the PLA has made substantial investments in diverse and
resilient “information power” capabilities that will allow it to create important
synergies among different C4ISR and counter-C4ISR capabilities. The cascading effects
created by these capabilities will likely play a significant and potentially decisive role in

counter-intervention.
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Figure 4 offers a framework that demonstrates how different C4ISR and counter-C4ISR
information power elements may interact to create information dominance through synergistic
effects.

Generate and Preserve
Friendly Access to
Information

Defensive  [J[Y7e):1"/:\j[e]Y} Offensive
Measures DOMINANCE Measures

Disrupt and Deny
Adversary Access
to Information

Figure 4. Information Power Capabilities Conceptual Framework.>!

The diagram shows four information power categories—C4, ISR, interference and destruction,
and counter-reconnaissance oriented toward information dominance. Interference and destruction
may include kinetic actions, such as airstrikes, or non-kinetic actions that might be reversible or
destructive such as temporary electronic interference or a cyber-attack that disables a system.
Counter-reconnaissance may include camouflage, concealment, deception, decoys, and other
measures to defeat adversary ISR. These categories are arranged into offensive or defensive
measures that either preserve friendly access to information or deny an adversary access to
information. The combination of different types of capabilities and the synergistic effects they
generate will yield greater battlespace information dominance than any one capability employed
in isolation. In an operational battlespace, the different categories of capabilities work together to
achieve information dominance and deliver combat effects.

In the absence of counter-reconnaissance, interference, and destruction, two opposing C4ISR
system-of-systems might compete with one another in terms of how fast one or the other system
enables decisions or closes a kill chain. That is, the advantage may go to the C4ISR system that
can spin the “OODA loop” faster than one’s adversary.f

fOODA — Observe, orient, decide, act.
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In any confrontation between the U.S. military and PLA, there are challenges comprehending
how complex interactions and cascading effects across the respective C4ISR systems-of-systems
may play out in multiple domains. For example, if the PLA sought to prevent a U.S. Navy ship
from using satellite communications (SATCOM), a simple interaction might be for a PLA EW
system to jam the communication satellite’s receiver (PLA interference versus U.S. C4).

A more complex, and realistic scenario might combine PLA ISR with the risk of a missile strike
against the ship. [f PLA ISR can detect and geolocate the U.S. ship’s SATCOM, the PLA might
attack the ship. The U.S. ship recognizes the threat, so it does not transmit using SATCOM to
evade PLA ISR. In this example, the ship turned off its own SATCOM and the PLA achieved its
goal, but no actual jamming or missile strike took place (ISR and destruction versus C4). This
scenario could continue to play out if the U.S. ship continued to use SATCOM by deceiving PLA
ISR with SATCOM signals in false locations (counter-reconnaissance) or using interference and
destruction to directly disrupt PLA ISR or defeat the threat of missile attack. The PLA could (and
does) compensate for these types of countermeasures by having multiple types of ISR systems
and missiles that an adversary must defeat simultaneously.

Walking through every permutation of complex C4ISR system-of-systems confrontation would
be impractical. However, over the past thirty-five years, the U.S. military has not had to think in
terms of systems-of-systems confrontation. U.S. military C4ISR in the post-Cold War era has
been confronted by either a few individual adversary systems or a wholly unsophisticated and
primitive C4ISR such as those employed by terrorist organizations that created its own sets of
challenges.>?

There is an argument to be made that neither the U.S. military, nor any military, has faced the
challenges that may emerge from military competition or confrontation with the PRC. Toward
the end of the Cold War U.S. and Soviet military leaders were heralding a “revolution in military
affairs” brought on by new technologies that connected sensors to shooters. However, kill chains
in the 1980s were still fairly linear, and network technology was rudimentary by today’s
standards. Now, for the first time, the U.S. military faces a near-peer competitor with an
extraordinarily complex C4ISR systems-of-systems and counter-C4ISR capabilities with a vision
to defeat the U.S. at its own game — to achieve battlespace information dominance at in the early
stages of hostilities.

The PLA has fully embraced system-of-systems confrontation concepts.> Informationized
warfare is inherently system-of-systems versus system-of-systems confrontation—information
and information technology are what binds a joint force together in a networked system-of-
systems. As early as 2001, PRC National Defense University scholars observed, “[ Modern
warfare] is a confrontation between a system-of-systems and a system-of-systems. In
informationized warfare, the degree of ‘systemized confrontation’ (& Z L% $7T) will be even
more extreme.”>* By 2005, the CMC began emphasizing proficiency in system-of-systems
confrontation as a specific goal for the PLA.%
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This is not to say that the PLA has fully realized its C4ISR goals over the past two decades, nor
has PLA necessarily exceeded the C4ISR capabilities of the U.S. military. However, the PLA is
clearly working to build a world-class C4ISR and counter-C4ISR system-of-systems—all the
offensive and defensive capabilities necessary to generate and preserve PLA access to
information while disrupting and denying access to information for the PLA’s adversaries.

PLA C4ISR in Counter-Intervention Operations

PLA C4ISR will have a critical role in establishing information dominance in a PLA counter-
intervention operation. Robust, redundant, and resilient PLA C4ISR was principally designed to
preserve PLA access to battlespace information in a defensive fight—to continue functioning in
the face of anticipated attacks against the PLA C4ISR by U.S. and allied forces. However, PLA
C4ISR also serves an important counter-C4ISR function through synergistic effects, as was
described earlier in this report. Beyond direct damage and disruption to U.S. and allied C4ISR
caused by PLA attacks, U.S. and allied active emitters may need to shut down to hide and
prevent targeting by dense, layered PLA ISR. The PLA anticipates these synergies will yield
potentially decisive information dominance for the PLA in a counter-intervention fight.

PLA Operational Reach

B  Within the Yellow Sea, East China Sea, and most of the South China Sea, the PLA
probably begins a counter-intervention operation with information dominance and
enjoys distinct advantages that may quickly translate into initial air and maritime
dominance. In these initial stages of counter-intervention operations, the PLA may be
able to establish localized information, air, and maritime dominance in areas out to the
Second Island Chain that would, if necessary, allow the PLA to launch strikes on U.S.
bases and deployed forces.

C4ISR architecture largely defines the limits of PLA operational reach, especially in a large-scale
operation like counter-intervention against the U.S. military. In 2024, PLA C4ISR and its ability
to command and operate its joint force probably defines PLA conventional military power
projection to the Western Pacific and Southeast Asia in a real-world combat scenario. In a
counter-intervention operation, PLA kinetic strikes would probably be effective within 1500-
2000 nautical miles of the Chinese mainland. Such strike capabilities, if realized in sufficient
volume, may seriously impede, if not stop, a U.S. military intervention.

The PLA has certainly demonstrated global C4ISR capabilities in limited military operations that
include peacekeeping operations in Africa, military diplomacy deployments, counterpiracy
operations, and permissive non-combatant evacuation operations. What the PLA Navy calls “far
seas” operations, even if limited, are a relatively recent development and generally have not
involved large-scale joint military operations. The PLA Navy conducted its first substantial
exercises in the Philippine Sea beginning in 2012.%¢ The first circumnavigation of the Japanese
archipelago by a formation of PLA Navy ships first occurred in 2013.%” It is only within the past
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few years that substantial joint formations of PLA ships and aircraft have exercised and operated
together beyond the First Island Chain.>® Even as the PLA stretches into global operations, it is
important to recall that until very recently, PLA C4ISR was designed for the defense of China.
The PLA’s current C4ISR architecture is built upon those legacy C4ISR capabilities that are
largely concentrated in mainland China.

Terrestrial C4ISR

B The PLA enjoys a “home field advantage” in an East Asian conflict or counter-
intervention operations. These advantages extend beyond basing and logistics to its
fortress-like C4ISR.

Over the past thirty years, the PLA leveraged growing defense budgets to create survivable and
informationized warfare capable C4ISR. PLA leaders were impressed and extremely concerned
by the devastating U.S. air strikes against Iraqi C4ISR in the 1991 Gulf War. Beginning in 1994,
the PLA began to completely overhaul its National Defense Communications Network (NDCN),
upgrading the entire system to high-speed fiber-optic cable.’® The NDCN is almost entirely
segregated from the PRC’s civilian telecommunications network. NDCN fiber-optic cable may
travel in the same cable trenches as civilian fiber, but the two systems have limited connectivity.
However, as part of the PRC’s civil-military fusion initiative, there have been exercises in which
the civil network serves as a backup for the NDCN if it suffers damage.®® The PLA’s fiber-optic
cable network also extends from the Chinese mainland to the PLA’s artificial island-reefs in the
South China Sea.®!

Following embarrassment at the hands of the U.S. military in the 1995-1996 Taiwan Strait Crisis,
the PLA began installing a “theater electronic information system” in southeast China.®* It was
known by the Chinese abbreviation “Qu Dian.”% The Qu Dian theater system reportedly covered
all of China’s military regions by 2008 and offered high-speed communications and automated
C2 of China’s defenses for the first time.%* Also in the early 2000s, the PLA developed an
“integrated command platform” (ICP) (—1£&4L$53%F &) an enterprise architecture to ingest and
process large amounts of information, aid in command decision-making, and enable an
interoperable joint force.®> The PLA SSF’s Information Communication Base is now probably
responsible for the upkeep and maintenance of the ICP and its supporting networks.

PRC terrestrial C4ISR networks are the core of the architecture upon which the broader PLA
CA4ISR system-of-systems is built. PLA space-based communications capabilities have grown
significantly in the past several years, but the “hard-wired” connectivity of the NDCN provides
PLA command centers as well as units in the field with secure, reliable communications that are
difficult for an attacker to disrupt or destroy.

Cyber ISR. PLA cyber ISR conducted by the SSF NSD will be an integral part of PLA counter-
intervention operations, but these ISR capabilities are difficult to quantify. Cyber will certainly
be used to launch computer network attacks against U.S. and allied C4ISR, platforms, and
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weapon systems. However, the PLA will need to consider what intelligence might be lost if those
networks are attacked and disabled. In a counter-intervention operation, cyber ISR will be
employed to collect intelligence for indications and warning of intervention, intended
movements, and the real-time location of U.S. and allied forces for targeting.

One area of concern for U.S. and allied forces should be an understanding of the “cyber terrain”
and vulnerabilities in third countries where the U.S. or its allies may be operating. That is, U.S.
networks may be protected and completely segregated from a telecommunications network
where U.S. forces are based (e.g. the Philippines). However, if those national networks were
constructed by PRC companies or are built on PRC network hardware, the PLA may be able to
exploit those networks for ISR. (e.g. Surveilling Philippine networks for intelligence divulged by
otherwise well-meaning locals such as a text messages or social media posts about the location
of dispersed U.S. forces.)

Skywave Over-the-Horizon Radar. One notable land-based PLA ISR system that may be
particularly relevant to counter-intervention operations is one or more sky-wave over-the-horizon
(OTH) radars operated by the PLAAF. These OTH radars transmit high-frequency (HF) radar
waves from huge land-based arrays that then bounce off the ionosphere and reflect back to Earth.
Depending on the height of the ionosphere, China’s skywave OTH radar may be able to detect
ships and aircraft to ranges up to 3000 kilometers (1600 nautical miles) from the Chinese coast.
The known skywave OTH radar transmitter and receiver sites are located 1000 kilometers inland
and can probably detect ships and aircraft between the First and Second Island Chains.®® China is
also believed to operate several surface wave over-the-horizon radars which probably only
provide detection and tracking capabilities a few hundred miles offshore and would not play a
significant role in counter-intervention.

Air and Maritime C4ISR

B Over the past several years, there has been a significant increase in the number of PLA
CA4ISR special mission aircraft. These aircraft, as well as uncrewed aerial vehicles
(UAV) are flying with increasing frequency in the southern reaches of the South China
Sea and beyond the First Island Chain. PLA improvements in airborne anti-submarine
warfare as well as surface ship anti-submarine warfare has likely increased detection
threats to U.S. and allied submarines.

Special mission aircraft operated by the PLA have capabilities that include airborne early
warning and control (AEW&C), signals intelligence/electronic intelligence (SIGINT/ELINT),
electronic attack (EA) (i.e., jamming), as well as anti-submarine warfare (ASW) and maritime
patrol (MARPAT). A list of PLAAF and PLANATF special mission aircraft appears in Appendix
A. These aircraft elevate communications as well as active and passive sensors, allowing them to
look down on the battlespace and extend line-of-sight ranges over the curve of the Earth. An
example of the types of coverage that can be achieved by special mission aircraft flying at
different altitudes is shown in Figure 5.
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Newer PLA special mission aircraft are based on the PRC’s domestically designed and produced
Y-9 transport aircraft. The Y-9 offers significant improvements in reliability and a 60 percent
range increase over the Y-8, the airframe used for older PLA special mission aircraft. The Y-9 has
a reported range of over 5,000 kilometers (~2,700 nautical miles) that translates to approximately
ten hours of mission endurance. *®

In 2019, the Shaanxi Aircraft Corporation, which produces Y-9 airframes, reportedly began mass
producing special mission aircraft for the PLA.% A cursory examination of commercial satellite
imagery reveals dozens of new special mission aircraft have appeared at PLA airfields over the
past several years. Recognizable aircraft noted in commercial satellite imagery include KJ-500
AEW&C aircraft, KQ-200 ASW/MARPAT aircraft, and Y-9JB SIGINT/ELINT aircraft. More
recently, the PLA has made significant improvements to infrastructure at several special mission
aircraft airfields in the Northern, Eastern, and Southern TCs.”’

Special mission aircraft have been noted flying beyond Japan’s Ryukyu Islands and the First
Island Chain with increasing frequency over the past several years.”' Since at least 2021, special
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mission aircraft have also been noted operating from PRC artificial island-reef air bases in the
South China Sea.”? In peacetime, these aircraft collect intelligence against U.S. and regional
militaries. They also provide airborne C4ISR in support of PLAAF fighters and bombers or
PLAN surface formations conducting routine operations and exercises.

UAVs would likely play a key role in providing ISR, communications relay, and possibly
electronic warfare capabilities, especially in areas with a high threat of U.S. or allied air attack
during counter-intervention operations. Occasionally, PLA UAVs have operated beyond the First
Island Chain while accompanying special mission aircraft.”> More typically, PLA UAVs have
operated alone or in tandem with another UAV. Long-range UAVs that have been sighted flying
into the Philippine Sea by the Japan Self Defense Force include the medium-altitude, long-
endurance (MALE) Harbin BZK-005 and Tengden TB-001 as well as the high-altitude, long-
endurance (HALE) Guizhou WZ-7 “Soaring Dragon.” Figure 6 shows the recent flightpath of a
BZK-005 and unidentified UAV operating east of Taiwan.
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Figure 6. PLA UAV Out-of-Area Activity, August 25, 2023 7

Airborne C4ISR missions in the Philippine Sea and farther south into the South China Sea
combined with increased PLAN ship presence has significantly improved PLA maritime domain
awareness in these areas, especially against surface targets. It is important to note that PLAN and
PLAAF presence in these areas only affords the PLA persistent C4ISR while they are deployed.
Air and maritime domain awareness and C3 for forces operating far from the Chinese coast is
largely enabled by rapidly developing space-based capabilities, discussed in the next section.

Long-range maritime ISR for counter-intervention is enabled by the SIGINT and radar
information collected by PLAN ship patrols that venture beyond the First Island Chain and deep
into the South China Sea. The three ship PLAN formation that conducts counter-piracy patrols in
the Gulf of Aden as well at the PLAN base in Djibouti probably provide ISR of U.S. forces in
Southwest Asia and would also provide indications and warning of a U.S. or allied move to
intervene in an East Asian conflict from the Persian Gulf or through the Suez Canal and Red Sea.
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Maritime ISR near and far from the PRC coast is also enabled by the PLA’s maritime militia and
PRC state-owned shipping. The PRC’s maritime militia is most often associated with its fishing
fleet but could conceivably include any PRC-flagged vessel. PRC mariners may be deployed to
surveil U.S. and allied naval forces entering or operating in theater. C3 for these civilian vessels
may include Tiantong communications. (7iantong is a PRC version of IMARSAT.) Milita forces
may also use the PLA-managed Beidou satellite navigation system, which has an integrated two-
way text messaging capability.’

In the undersea domain, the PLA continues to make progress in improving its ASW technology,
operational proficiencies, and capacities. Based on open-source assessments, PLA improvements
in ASW technologies and operational proficiency are unlikely to shift the undersea advantage
away from U.S. Navy submarines in the near term.’® The PLA probably remains years away
from having a submarine ASW capability. There is also very little open-source evidence to
suggest that the PRC has developed and deployed a large-scale undersea acoustic array for ISR
similar to the U.S. Navy SOSUS. However, the one area where the PLAN has made gains is in
ASW capacity. Over the past several years, the PLA has fielded the new Z-20 shipborne ASW
helicopter, dozens of KQ-200 ASW/MARPAT aircraft, and many more surface combatants
equipped with both variable depth sonars (VDS) and towed array sonar systems (TASS).”” Even
if PLA ASW technology is not on par with that of the U.S. or Russia, some PLA undersea
challenges may be addressed with the sheer volume of PLA ASW platforms available.

Space-based C4ISR

B The PLA has seen significant growth in space based C4ISR capabilities. The number of
PLA ISR satellites in geostationary orbit (GEO) has doubled in the past several years,
while the number of PLA ISR satellites in low Earth orbit (LEQO) has tripled. The PLA
is also investigating and fielding new and novel technologies including a persistent
imaging capability from GEO and automated detection and tracking from LEO
satellites. These capabilities will likely create pronounced challenges for U.S. and allied
forces attempting to avoid detection and targeting in a PLA counter-intervention
operation.

On February 29, 2024, General Stephen Whiting, Commander, U.S. Space Command, stated that
the PRC is aggressively pursuing advances in military space capabilities. According to General
Whiting’s written testimony for the U.S. Senate Armed Services Committee,

“As of January 2024, the PRC'’s Intelligence, Surveillance, and Reconnaissance (ISR)
satellite fleet contained more than 359 systems, more than tripling its on-orbit collection
presence since 2018. The PRC has also dramatically increased its ability to monitor,
track, and target US and Allied forces, both terrestrially and on orbit.”’®

PRC development of military space capabilities has been stunning considering that the PLA only
launched its first dedicated miliary communication satellite, its first real-time imaging satellite,
and its first Beidou navigation satellite in 2000.”° Even then, the PLA’s on-orbit presence did not
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see significant growth until after 2010. Now, the PLA launches dozens of satellites each year and
appears to be heavily leveraging civil space capabilities. In 2023, PRC military and civil space
launches totaled 67, putting over 200 satellites and other spacecraft into orbit. The record number
of 2023 launches exceeded the previous PRC record, 64 launches 2022.%°

PRC’s Xi Jinping has described space as the “strategic high ground.” The PLA clearly intends to
occupy as much of that high ground as possible. An examination of PLA satellite constellations
and their orbits reveals many PLA space priorities and counter-intervention capabilities.

Space Ground Segment. As previously outlined in the section on the Strategic Support Force
(SSF) Space Systems Department (SSD), the 26th Testing and Training Base, also known as the
Xi’an Satellite Control Center (XSCC), is the core of China’s space telemetry, tracking, and
control (TT&C) network. In a counter-intervention scenario, tasking for an ISR satellite to locate
and track potential targets very likely runs through the XSCC and its nation-wide network of
TT&C stations. The SSF SSD Aerospace Reconnaissance Bureau (ARB) is probably responsible
for analysis of space-based ISR. These two key organizations will likely be directly involved in
detecting and tracking U.S. and allied forces in a PLA counter-intervention operation. The PLA’s
space ground segment is extensive and may also include a handful of international ground
stations. Further research would be required to offer a more comprehensive picture of the SSF
SSD ground segment and processes for tracking and targeting foreign military forces.

Between 2019 and 2022, the PRC launched its second-generation of 7ianlian data relay
satellites. These relay satellites are critical enablers for the PLA space ground segment that pass
tasking and data between low Earth orbit (LEO) satellites and PRC ground stations when the
LEO satellites are out of view of the PRC mainland.

Geostationary Orbit (GEQO) Satellites.® PRC presence in GEO reveals an orientation toward
the PRC and East Asia. All probable PLA satellites in GEO appear positioned to maximize
collection access and data throughput in or near the Chinese mainland. The field of view from
GEO is significant, spanning approximately one-third of the Earth’s surface, so PLA military
communications and ISR satellites in GEO can theoretically provide coverage from western
Africa to the mid-Pacific Ocean although signal degradation and a loss of collection capabilities
likely occurs at extreme ranges and oblique angles.

The number of PLA ISR satellites in GEO has increased significantly since 2021, from six GEO
ISR satellites in 2020 to a total of fourteen satellites today. The satellites offer few clues about
their true missions while parked in orbit. PRC military and civilian satellites currently in GEO
are shown in Figure 7. Assessed ISR satellites and their probable missions are depicted in purple.
A list of GEO satellites that may provide significant capabilities in a counter-intervention
scenario appears in Appendix B.

¢ A geostationary orbit or geosynchronous equatorial orbit (GEO) is a circular orbit 35,786 km above the equator
that is synchronized with the Earth’s rotation, so the GEO satellite appears stationary when viewed from the ground.
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Figure 7. PRC Military and Civilian Satellites in Geostationary Orbit (GEO), 2024 !

The PLA probably operates at least three SIGINT satellites in GEO, the 7JS-1, -4, and -9, known
by their PLA designator, “Qianshao.” The three Qianshao SIGINT satellites likely provide some
of the most significant capabilities to support PLA counter-intervention operations. GEO
satellites can be directed to “stare” at different parts of the battlespace for extended periods of
time unlike low-earth orbit (LEO) satellites that only pass overhead periodically. These SIGINT
satellites may be directed to geolocate signals or collect intelligence on U.S. or allied military
forces operating from the Indian Ocean to the mid-Pacific. Little is publicly known about the
TJS-7, the only PRC GEO satellite over the Western Hemisphere. It is likely an early warning
satellite but could be a SIGINT collection satellite or, perhaps, serve both functions.

The PRC is reportedly the only nation with electro-optic (EO) imaging satellites in GEO, which
could have significant implications for PLA counter-intervention operations. Like the Qianshao
SIGINT satellites, these high-orbit EO satellites, can provide persistent imagery coverage across
most of the Indo-Pacific to detect U.S. and allied ships. Since the satellites are so high above the
Earth, the satellites cannot offer detailed image resolutions. The two ostensibly civilian Gaofen-
13 satellites, launched in 2020 and 2023, reportedly offer 15-meter image resolution. That is
probably high enough to detect and track ships at sea, but probably not to identify the type of
ship. The low-resolution imaging capability may still be valuable in a counter-intervention
operation if, for example, the PLA cross-cues the low-resolution imaging capability with SIGINT
collection to distinguish combatants from civilian ships and maintain persistent tracks on the
former.
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The Yaogan-41, launched into GEO in 2023, is almost certainly a dedicated military satellite that
reportedly offers a 2.5-meter EO image resolution. If true, the Yaogan-41 could both detect and
classify different types of ships.3? Of course, GEO imaging satellites, like their LEO
counterparts, cannot see through cloud cover. In August 2023, the PRC launched the Ludi Tance-
4 01 (Land Survey-4 01), which is believed to be the world’s first synthetic aperture radar (SAR)
satellite in GEO. The satellite can reportedly collect 20-meter resolution images through all-
weather conditions that would allow it to detect and track ships at sea.®?

Low Earth Orbit (LEO) Satellites. LEO ISR capabilities, especially when combined with GEO
ISR capabilities, create pronounced challenges for U.S. and allied forces trying to avoid
detection and targeting in a PLA counter-intervention operation. The majority of PLA on-orbit
capabilities are currently in LEO and consist of EO, hyperspectral, and infra-red (IR) imaging
satellites, SAR imagery satellites, SIGINT and ELINT collection satellites, and a handful
experimental communications satellites. It is doubtful that PRC ISR satellite technical
capabilities exceed or even approach those of the U.S. National Reconnaissance Office.
However, The PLA, and in some cases the PLA’s commercial partners, are building dense,
layered LEO constellations that provide near-constant space-based ISR coverage, especially in
East Asia.

This report identifies 213 LEO ISR satellites in over a dozen constellations launched since 2018
that may provide significant capabilities to locate U.S. and allied forces in a PLA counter-
intervention operation. Of those 213 satellites, 162 satellites—76 percent—have been launched
since 2021.%* A list of PLA and commercial LEO ISR satellites that may support counter-
intervention operations appears in Appendix C.

LEO Imagery Satellites. LEO imagery satellites will allow the PLA to visually detect, track, and
potently target U.S. and allied forces in a counter-intervention operation. Using current
technology, the PLA would probably be challenged to use imagery satellites for real-time
targeting of weapons against moving targets due to the time delay to download and interpret the
images with either computers or human analysts. LEO satellite imagery alone is more valuable in
identifying and targeting fixed or relocatable targets such as aircraft on the ground, radars,
communications, or ships in port.

Beyond older, legacy systems that may still retain some capability, the PLA operates four high-
resolution EO and eight SAR imaging satellites in LEO. The Gaofen-11, known by its likely PLA
designator Jianbing-16, is purported to have a 10-centimeter image resolution.®> For comparison,
since 2020, U.S. and Western commercial satellite imagery providers have offered 30-centimeter
resolution images that can be improved to 15-centimeter resolution with post-collection
processing. 3¢ Open sources offer no indication of the SAR image resolution the four Yaogan-33
and four Yaogan-34 satellites.

The Jilin-1 constellation of over 100 satellites in LEO may contribute significantly to PLA
counter-intervention operations due to their high-revisit rates. Most of the Jilin-1 small-form
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imagery satellites offer 75-centimeter image resolution. The satellites are operated by the Chang
Guang Satellite Technology Company ({76 2 £ AR 43 F R A &), which is mostly
government owned, but characterized as a commercial enterprise.?” With over 100 imaging
satellites on orbit in 2024, a Chang Guang company spokesman has suggested Jilin-1 satellites
will soon be able to image any place on Earth within ten-minutes. The Jilin-1 constellation is
expected to grow to 300 satellites by 2025.%% Among the most concerning single Jilin capability
may be the Jilin-1 Kuanfu-02A. Launched in August 2023, the satellite purportedly offers 50-
centimeter resolution images that are collected in a 150-kilometer-wide swath, allowing it to
cover large areas in a single image where U.S. and allied military forces may operate.®’

LEO ELINT Satellites. The PLA’s constellation of LEO ELINT satellites detects and geo-locates
radar, communication, and other signals of interest and provides the PLA with an all-weather,
day-night capability to detect, track, and potentially target U.S. and allied forces in a counter-
intervention operation. The most capable PLA LEO ELINT satellite constellations are probably
the Yaogan-30, -31, and -40 satellites. The orbits of each of the thirty Yaogan-30 satellites are
evenly spaced to provide rolling, but near-constant ELINT coverage of East Asia and the Western
Pacific.”® The dense ELINT coverage offered by these satellites may create challenges for U.S.
or allied forces attempting to radiate radars or communications in the apparently small gaps in
LEO ELINT coverage.

The Yaogan-31 and Yaogan-40 ELINT satellites appear similar to those in the U.S. Naval Ocean
Surveillance System (NOSS).”! The combined fifteen Yaogan-31 and -40 satellites orbit in five
sets of three satellites in a relatively tight formation. These formations probably detect and
geolocate signals of interest, especially maritime targets. Compared to the Yaogan-30
constellation, Yaogan-31 and -40 satellites provide global ELINT coverage with a much lower
daily revisit rate. However, they can track targets high into the northern and southern latitudes.

LEO Multi-INT Satellite Trains. The latest generation of PLA LEO ISR satellites probably
integrates multiple collection methods into a train of three satellites traveling in a line in the
same orbit. The innovation may indicate that the satellites are engaged in automated “tipping and
cuing.” The first satellite, for example, may be an ELINT satellite to detect and geolocate a
signal of interest. The trailing satellites, which may have EO, IR, or SAR payloads, are
automatically cued to image the area where signals are detected to positively identify the emitter.

Little public information is available about these ISR satellite sets. The Yaogan-35, -36, and -39
series satellites were all launched between 2021 and 2023. There are five triplets in each series—
fifteen per series for a total of forty-five satellites. Again, instead of orbiting together in a tight
formation like the Yaogan-31 satellites, the satellites travel in a line, separated by between 400-
1000 kilometers. A depiction of a Yaogan-36 triplet and the satellites’ field of view is shown in
Figure 8.

These satellite sets may be designed to defeat U.S. or allied decoys and deception. For example,
a decoy may transmit a ship’s radar signal and would be located by the first ELINT satellite.
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However, if the cued trailing satellite does not image a ship, the bluff is revealed. If, on the other
hand, the signal does correlate to a ship, the PLA has instant confirmation of the ship’s location.
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Figure 8. Yaogan-36 03A/B/C Orbits.”

LEO Communication Satellites. The PRC has struggled in recent years to field a constellation of
LEO communications satellites. However, the PRC government has recently unveiled ambitious
plans for a LEO communication constellation to rivla the U.S. company SpaceX and its
constellation of over 5,000 Starlink satellites.

The PRC commercial company GalaxySpace (H277] i X) has established an experimental
constellation of six LEO satellites in what has been called “China’s first LEO broadband
communication test constellation in the South China Sea.”®® In 2023, GalaxySpace reportedly
planned to provide high-speed satellite data service for the PRC’s hypersonic flight program.®*
Those plans for LEO broadband are almost certainly being undermined by two competing PRC
mega constellations of LEO communications satellites in development.

In 2024, the PRC state-owned Shanghai Gesi Aerospace Technology (_i#F#% B KB A R
/v ), plans to launch the first 108 “G60 Starlink” LEO communication satellites of a planned
12,000 satellites. Meanwhile, state-owned aerospace and defense conglomerates CASC and
CASIC have combined their previously struggling plans for LEO communications constellations
to form the China Satellite Network Group (7 [E 11 &2 P £% £E [ [l /& 7]), which has its own
plans for a 13,000-satellite mega constellation of “Guowang” ([E ) satellites.

PLA access to LEO communication satellites will significantly improve communication and data
connectivity for mobile PLA forces including ships, aircraft, and amphibious forces on the move.
An expansive LEO communications capability may also decrease the likelihood of detection and
targeting of PLA forces by U.S. or allied ISR.
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PLA Counter-C4ISR in Counter-Intervention Operations

B In a counter-intervention operation, the PLA will directly and indirectly target what it
considers the critical operational center of gravity for the U.S. and its allies—their
C4ISR system-of-systems—to ensure battlespace information dominance. Coalition
C41ISR networks will likely be priority targets for PLA counter-C4ISR strikes.

PLA strikes on U.S., allied, and partner forces in the early stages of counter-intervention
operations will be “information-centric.” That is, the focus of effort, at least initially, will be to
target U.S. and coalition information power—its C4ISR system-of-systems with non-kinetic and
kinetic strikes. Other strikes against important targets such as air defenses, airfields, and ships
operating forward will certainly occur in this phase, but the weight of PLA effort will likely be
against U.S. and coalition C4ISR to achieve battlespace information dominance. The theory
behind such opening moves is that if U.S. and coalition C4ISR can be removed from play,
maneuver forces will simply be unable to press their intervention against PLA operations. Even
if U.S. and allied commanders and decisionmakers can push through the uncertainty, PLA forces
will lie in wait in the fog they created, ready to target and engage disconnected U.S. and coalition
forces with potentially devastating effects.

Initial impacts on U.S. and coalition C4ISR will likely be generated through synergistic effects
created by PLA C4ISR and the threat of detection and/or attack. U.S. and allied militaries will
have to turning off their own communications and active sensors to avoid detection by dense,
layered PLA ISR thus ceding initial information dominance to the PLA. These compounding
effects will be accompanied by direct cyberattacks on U.S. and coalition networks accompanied
by extensive non-kinetic electronic warfare (EW) attacks. EW effects will increase in type and
intensity the closer U.S. and allied forces are to the PRC mainland. As the conflict progresses,
the PLA will be prepared to escalate and launch overwhelming kinetic attacks on U.S. and
coalition C4ISR. Command, control and communications hubs, satellite teleports, undersea
communications cables, airborne C4ISR, and on-orbit C4ISR capabilities will be priority targets.
The PLA will also seek to protect its own operational center of gravity—its C4ISR system-of-
systems—that the PLA expects is at the top of the U.S. and coalition target lists for non-kinetic
and kinetic attacks.

One thing that is virtually certain is that allied and coalition C4ISR networks will be priority
targets for PLA non-kinetic and kinetic strikes in any counter-intervention operation involving
other than U.S. military forces. Coalition C4ISR will almost certainly be less protected than U.S.
C4ISR and probably the most vulnerable to PLA attack. Disrupting and destroying the C4ISR
links among the U.S., its allies, and partners will likely have outsized operational and strategic
effects that may significantly slow or stop a U.S. intervention in an East Asian conflict.

Which U.S. and allied C4ISR targets will likely be attacked in a counter-intervention operation
and whether the system-of-systems has sufficient redundancy and resilience to continue
functioning in the face of PLA attacks merits additional in-depth study. One PLA counter-
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intervention capability that warrants special attention and demonstrates the interrelated,
compounding synergies of information power is the PLA’s substantial electronic warfare
capabilities.

Electronic Warfare

B The PLA is an electronic warfare juggernaut. The PLA possesses both the technological
capabilities and significant electronic warfare capacities to conduct significant offensive
and defensive electromagnetic spectrum operations that will enable, if not ensure initial
PLA information dominance in a counter-intervention operation.

In a media event for the rollout of DoD’s 2023 China Military Power Report, an unnamed
Pentagon official intimated that the PLA believes it is facing significant challenges in electronic
warfare (EW). “Some of the things that they [the PLA] talked about are how they can operate —
or need to be better prepared to operate — in what they call a complex electromagnetic
environment,” the official stated.”> The PLA and its leadership certainly understand the
importance of dominating the electromagnetic spectrum (EMS) and may harbor significant
concerns about the inherent complexity of military operations in the EMS. However, to suggest
that the PLA is not currently an extremely capable EW force is a gross mischaracterization of
PLA capabilities. In point of fact, PLA electronic warfare capabilities and, more importantly,
capacities vastly exceed those of the Russian military and probably even the U.S. military.

The PLA initially invested in EW capabilities in the 1980s based on observations of superpower
competition during the Cold War.”® Current PLA EW concepts are built on Soviet concepts of
“radio-electronic combat” more than Western ideas about EW employment. The Soviet strategy
for countering the U.S, precision strike—enabled “Second Offset Strategy” was essentially to
starve U.S. smart weapons of information through EW strikes against the U.S. “reconnaissance-
strike complex.” China’s informationized warfare strategy is, in many ways, an evolution of that
Soviet approach to operational-level information superiority based on non-kinetic and kinetic
EW.

The PLA’s development of significant EW capabilities occurred in parallel with PLA
informationized warfare development. As early as 2001, the PLA’s overarching training
guidance, the “Outline of Military Training and Evaluation (OMTE),” directed a force-wide
focus on what the PLA started calling a “complex electromagnetic environment (CEME)” (& 4%
HLZIA%).97 By 2006, senior PLA leadership established a clear linkage between success in
electronic warfare (FL /i) and informationized warfare.’® The PLA’s 2015 Military Strategy
directed the PLA to “intensify training in complex electromagnetic environments.”®® The PRC
2019 Defense White Paper identified China’s national defense aims to include safeguarding
“China’s security interests in outer space, electromagnetic space, and cyberspace,” probably a
nod to the combined mission areas of the Strategic Support Force.!?’ For over two decades, the
same level of technology investments and innovations apparent in other advanced PLA weapons
systems have also been poured into PLA EW capabilities.

J. Michael Dahm — China C4ISR and Counter-Intervention 31



In the context of military operations, the PLA concept of integrated network-electronic warfare
(INEW) should be understood to emphasize electronic warfare more than cyber capabilities.
Cyber capabilities will play an important role but may have limited utility in the operational
battlespace and actual combat engagements. Fundamentally, cyber capabilities are challenged by
access. Network and system access to cyber-hardened, closed-loop combat systems is a greater
challenge than most realize. Moreover, both the PLA and its competitors may have restrictive
concerns about implanted malware that cannot be controlled inside an adversary network that
might result in runaway escalation during a crisis. Where the PLA does have ready access and
some measure of control is the electromagnetic spectrum.

The discipline of electronic warfare consists of three interrelated functions. Electronic attack
(EA), also known as electronic countermeasures (ECM), is the use of electromagnetic energy to
jam or deceive enemy signals. EA may also involve the use of directed energy or anti-radiation
homing weapons to physically destroy enemy electronic equipment. Electronic protection (EP),
or electronic counter-countermeasures (ECCM), are measures that protect friendly electronic
signals and equipment from enemy EA. Electronic warfare support (ES) is essentially
synonymous with electronic intelligence (ELINT) but has the expressed purpose of detecting,
identifying, and localizing enemy signals. ES has a large role in targeting support for EA or other
weapons. The three interrelated EW functions correlate to the interrelated elements of
information power introduced earlier (see Figure 9). No single PLA EW capability will yield
EMS dominance. Taken together, however, their synergies will likely generate outsized effects.

Generate and Preserve
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Figure 9. EW Functional Alignment to Information Power Capabilities Conceptual Framework.

Qualifying or quantifying capabilities in the three areas—EA/ECM, EP/ECCM, and ES—is
challenging given the nature of EW capabilities and technical features that are not readily
observable through publicly available sources. PRC scientists and defense-related research
institutions have been publishing world-class radar, communications, and electronic warfare
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research papers for over a decade. Where some PLA EW-related capabilities can be observed, it
is abundantly clear that the PLA is making significant and growing investments in EW.

Electronic Attack (EA). Many of the PLA’s current EA capabilities and capacities reside in
ground-based, road-mobile ECM brigades. The SSF operates substantial ground-based ECM
brigades that probably focus on air defense of Beijing or other strategic targets.!?! The PLAAF,
PLAN, and PLARF each have service ECM brigades that provide ES and EA capabilities to the
TCs. PLA EA vehicles are seldom displayed publicly but have occasionally been noted in
commercial satellite imagery.'?? Individual EA vehicles marketed by PRC defense manufacturers
indicate specialized vehicles may jam different types of targets (e.g. datalinks, radars, etc.) or in
different frequency bands (millimeter-wave-, X/Ku-, C-, L-, and S-band jammers have been
noted).'%

EA Aircraft. While ground based EA may be effective against airborne targets, EA aircraft offer
better wide-area coverage of targets. The PLAAF does not appear to currently have a significant
number of purpose-built EA aircraft.!® However, several new types have appeared in the past
few years and their numbers are growing. The PLAAF still apparently flies older Y-8G EA
aircraft. As part of the surge in special mission aircraft production mentioned earlier, the PLAAF
began adding new Y-9G EA aircraft to its inventory in 2019.% 2021 China Air Show saw the
debut of the PLAAF J-16D, an EA-version of the J-16 fighter-bomber similar to the U.S. Navy
EA-18G Growler. The J-16D is apparently operational and was noted conducting exercises near
the Taiwan Strait in 2022.'%

Anti-Radiation Weapons. Perhaps more significant than ground-based or airborne jammers may
be the different types of EA anti-radiation weapons that guide themselves into electromagnetic
signals to “hard-kill” radar or communications targets. The PLAAF acquired the Russian AS-17
anti-radiation missile (ARM) in 2000 and successfully retro-engineered it into the YJ-91 ARM.
Since 2020, several new PRC-produced ARMs have emerged.!?” The TL-30, possible also
known as the AKF088C, was first noted on a PLAAF aircraft at the 2022 China Air Show. The
TL-30/ AKFO088C is an anti-radiation cruise missile that can fly up to 280 kilometers (150
nautical miles) and loiter while searching for targeted signals.!?® The PRC defense industry also
markets anti-radiation seekers for ballistic missiles indicating that these types of seekers are
probably incorporated on PLARF ballistic missiles that might be employed against U.S. or allied
forces. %

In early 2024, media reports indicated that Iranian-produced Shahed-136 “kamikaze” attack
drones were used by the Russian military in Ukraine to great effect. Based on appearance alone,
the Shahed-136 is almost certainly an Iranian knock-off of the PRC-produced ASN-301 “mobile
anti-radiation drone system,” which has been in the PLA inventory since at least 2017.!!° These
types of low-altitude, slow flying anti-radiation drones can be particularly potent since they are
designed to approach a target area undetected and loiter. Then, when an air defense radar
illuminates to engage an aircraft or ballistic missile, for example, the drone will home in on the
radar and destroy it.
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Counterspace EA. Since 2020, there has been a significant increase in the SSF’s ability and
capacity to conduct counterspace EA against foreign satellite communications (SATCOM). Non-
kinetic attacks against U.S. and allied SATCOM will likely be the first moves in any PLA
counter-intervention operation.

SSF counterspace EA capabilities have been consolidated under the SSF’s counter-space ECM
brigade, the 32090 Unit (32090 #BA), headquartered in Langfang, Hebei, PRC.!!! The Langfang
facility, which houses road-mobile SATCOM jamming battalions, saw significant upgrades to
base infrastructure between 2021 and 2022.''? The SSF’s Yingtan counterspace ECM facility,
located in eastern China, also houses road-mobile SATCOM jammers and was the only other
counterspace ECM facility identified in open sources prior to 2020. Since 2020, six additional
32090 Unit counterspace ECM facilities have been constructed in Tibet, near Shanghai, and on
Hainan Island. By 2022, the six facilities represented a 500 percent increase in fixed antenna
infrastructure to identify and track SATCOM signals in support of PLA counterspace EA.!'* An
additional battalion of road-mobile SATCOM jammers was also identified on Hainan Island.'!*
Since 2022, many of the newly constructed facilities have continued to expand with some
doubling in size by early-2024.

The effectiveness of PLA non-kinetic EA capabilities is next to impossible to assess based on
open sources. Even if PLA jamming capabilities were estimated based on PRC EW research,
jamming necessarily involves the interaction between a jammer and a receiver—a radar,
communications, or other system. Without intimate knowledge of the EP capabilities of EA
targets, comprehensive effectiveness cannot be assessed. The PLA likely enjoys significant EA
capabilities against older military systems or commercial systems with little or no EP. How PLA
EA might fare against EP hardened, advanced U.S. military systems probably cannot be
determined based on open-source research.

Electronic Protection (EP). PLA EP capabilities are among the most difficult to observe and
assess. Given the PLA focus on EW, PLA radars, communications, and ISR certainly have
hardware or signal processing that protects those systems from enemy EA, but this is not
apparent from open sources. A more obvious measure of PLA efforts at EP is the frequency
diversity in PLA C4ISR systems. The PLA fully anticipates electronic jamming attacks as well as
kinetic attacks against its C4ISR. Therefore, the PLA covers a broad range of the frequency
spectrum with such a diversity of systems, that even a sophisticated adversary would be
challenged to simultaneously jam or destroy enough PLA C4ISR electronic systems to
significantly constrain the PLA’s access to battlespace information.

Large numbers of diverse PLA systems cover a wide swath of the frequency spectrum. Ground-
based radars employed for ISR range from the HF-skywave over-the-horizon radar mentioned
earlier, to VHF-, UHF-, L-, S-, C-, and X-band radars.!'> Similarly, PLA communications
systems extend from lower frequency HF communications all the way up to Extremely High
Frequency (EHF) satellite communications in the Q/V-bands. The PLA also remains invested in
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older communications technologies like difficult to intercept and jam troposcatter
communications against which U.S. and allied EW probably have little-to-no capabilities.''®

In 2007, the PLA began fielding a joint datalink system that is similar to, if not based on, the
U.S. Link-16/Joint Tactical Information Distribution System (JTIDS) data link. That PLA
datalink is known as the “Joint Information Distribution System” or “JIDS” (Bt&15 B 70 &K &
47). Link-16, and probably JIDS, are frequency hopping data links that are resistant to intercept
and jamming. The PLA may now be incorporating a new generation of tactical data link, the
DTS-03, developed by PLA defense conglomerate CETC. DTS-03 purportedly has a
significantly higher data exchange rate at much lower latency than Link-16/JIDS and
incorporates ad-hoc technology to create a dynamic, jam-resistant mesh network.

Electronic Warfare Support (ES). PLA ES capabilities were outlined in earlier discussions of
ISR capabilities. SIGINT collection facilities on the Chinese mainland combined with ELINT
sensors on deployed ships, GEO and LEO satellites, UAVs, and special mission aircraft provide
a robust, layered, redundant ES capability to support EA and kinetic targeting.

Electromagnetic Spectrum Operations (EMSQ). Recently revised U.S. military doctrine has
placed electronic warfare functions under the umbrella of EMSO, which includes management of
the electromagnetic spectrum.'!” Here too, the PLA has evolved significant capabilities,
especially in military operations where the PLA enjoys a “home field advantage.” In a counter-
intervention operation against U.S. and allied forces, the PLA will be operating in the same
electromagnetic environment where they live, operate, and train day-to-day.

The PLA also appears to have a well-developed frequency management apparatus that
deconflicts frequency spectrum use among military units and with civil authorities.!'® The PRC’s
2010 Radio Control Regulations assign military responsibility for frequency spectrum
management to the Military Electromagnetic Spectrum Management Agency (Z P\ FELREATBE 15
FEHLA) and Military Region electromagnetic spectrum management agency (4 [X. HL R &
FEHLH). In 2016, in conjunction with the above-the-neck reforms, what is apparently now called
the Frequency Spectrum Control Group (Dadui) (5115 4 K B\) was transferred to the CMC
Joint Staff Department.!!” The current TC’s have probably incorporated the former MR spectrum
management agencies and converted them to theater frequency spectrum control groups,
mirroring the organization of the CMC Joint Staff Department.

Electronic warfare capabilities and electromagnetic spectrum operations are clearly a priority for
the PLA. The PLA will likely exploit its ready access to its local electromagnetic environment
and deliver non-kinetic EW strikes on U.S. and allied forces in the opening moves of a counter-
intervention operation. As the conflict escalates, the PLA will probably employ destructive,
kinetic EW capabilities to ensure dominance in the electromagnetic environment and the
information battlespace.
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Conclusions and Recommendations

PLA C4ISR is layered and dense, ensuring a significant capability to detect, track, and target
U.S. and allied forces seeking to intervene against the PLA. The PLA C4ISR system-of-systems
combined with reliable long-range weapons poses a serious, if not critical threat to U.S. and
allied freedom of action in an East Asian conflict.

A large-scale conflict that pits the PLA against the U.S. military will likely be fundamentally
different in terms of scope and complexity than any other near-term conflict currently facing
either nation. Both the U.S. and PRC have invested in complex and expansive C4ISR systems-
of-systems that are not well understood by policymakers or even the militaries themselves. The
complex interactions and cascading effects that may be created across the opposing C4ISR
systems-of-systems of these competitors is difficult to comprehend and merits further study.

In August 2023, the USCC issued a request for proposals on “China’s Advanced Remote Sensing
Technologies and Applications,” which will likely be an excellent contribution to the
Commission’s understanding of the important issue of PRC C4ISR technologies.!?° U.S.
policymakers may also wish to consider the following recommendations:

B Conduct a comprehensive net assessment of U.S. and allied C4ISR and counter-C4ISR
capabilities in a large-scale conflict with the PLA. The complex interactions and cascading
effects created in a U.S.-PRC conflict across respective C4ISR systems-of-systems would be
exceedingly complicated and are becoming more complex each year. Assessing and modeling
C4ISR and counter-C4ISR engagements in a virtual system-of-systems model may be a
costly and time-consuming endeavor. However, if policymakers wish to understand likely
outcomes in a U.S.-PRC system-of-systems confrontation, make informed C4ISR capability
investments, and develop effective mitigation strategies, modeling and analysis combined
with a comprehensive net assessment will be critical.

B Engage the U.S. military regarding future C4ISR strategies and the need to emphasize
more defensive capabilities including significant redundancy within the U.S. C4ISR
system-of-systems. A 2023 U.S. Government Accountability Office (GAO) report described
programs like DoD Joint All-Domain Command and Control (JADC?2) as principally
improving joint force integration and interoperability. “JADC2 must connect headquarters to
forces so that joint command and control decisions are executed at a faster pace than
potential adversaries to maximize operational effectiveness.”!?! Perhaps it is implied, but
there is no mention in the GAO report for JADC2 to be redundant or resilient in the face of
integrated PLA C4ISR capabilities and counter-C4ISR attacks that have been specifically
designed to paralyze the U.S. command and control. Redundancy and resiliency will be a
prerequisite to basic survivability and successful combat employment.
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B Invest in significant counter-reconnaissance capabilities including physical, virtual and
electromagnetic camouflage, concealment and deception (CCD) measures. PLA ISR in
East Asia is fantastically dense, featuring layered and overlapping coverage from different
types of collection—EO/IR/hyperspectral imagery, synthetic aperture radar imagery, and
different types of SIGINT. These detection capabilities combined with long-range PLA
weapons systems will deny the U.S. and its allies the sanctuaries to base and operate that they
enjoyed since the end of the Cold War. Robust defensive that include significant CCD
measures that either deceive or overwhelm PLA ISR will be necessary to ensure U.S. and
allied forces can operate in contested battlespaces.

B Invest in robust, redundant, and resilient coalition C4ISR links and networks to
increase combat interoperability among critical allies and partners and deny the PRC
military battlespace information dominance that might separate the U.S. from a
coalition. The PLA understands that allies and partners are a significant force multiplier for
the U.S. military. Allied and partner bases in the Indo-Pacific will be critical to any
intervention in a military conflict involving the PRC. Moreover, allies and partners may
provide combat forces to fight alongside U.S. forces, but only if those forces can securely
share, interpret, and act upon critical battlespace information in real-time. The PLA will
target coalition C4ISR networks early and often in a conflict to disaggregate the coalition
force and achieve information dominance to enable follow-on kinetic strikes.

B Fund additional U.S. Intelligence Community capabilities to analyze current and future
PLA counter-C4ISR capabilities and strategies (if required). As a near-peer competitor
and potential military adversary, the PLA has adopted a strategy to target, disrupt, and
destroy enemy C4ISR with a goal of establishing battlespace information dominance. The
U.S. Intelligence Community is no doubt keenly aware of PLA counter-C4ISR capabilities
and strategies. However, there is no one DoD institutional champion for U.S. C4ISR. While
individual joint and service programs drive requirements to understand threats to individual
C4ISR systems, no single DoD official is responsible for the broader system-of-systems that
the PLA will ultimately target. This bureaucratic segregation may dilute intelligence
requirements for a more comprehensive understanding of how PLA counter-C4ISR
capabilities might threaten the broader U.S. C4ISR enterprise. Comprehensive intelligence
on PLA counter-C4ISR capabilities and strategies will lead to better strategic and operational
outcomes and inform effective policy and budget decisions.

B Publish a detailed open-source assessment of PLA C4ISR and counter-C4ISR threats to
U.S. and allied military forces. PLA progress on weapons systems and platforms—missiles,
aircraft, ships, and tanks—are widely reported in public sources. The public and policy
community should be better educated on critical military capabilities that will likely have
outsized impacts on Information Age warfare. Special attention should be paid to PLA’s
rapid advances in space based C4ISR from open-source material for the purposes of public
debate.
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B Fund additional U.S. Intelligence Community capabilities to analyze current and future

PLA electromagnetic spectrum operations (EMSQ) capabilities and strategies (if
required). Many dedicated Intelligence Community professionals are certainly focused on
PLA EMSO capabilities and strategies. However, as with the C4ISR system-of-systems,
there is no DoD institutional champion for electronic warfare, which may result in a lower
priority and consequently fewer Intelligence Community resources directed at PLA EMSO.
Policymakers may wish to consider whether Intelligence Community collection and analysis
of PLA EMSO and electronic warfare is commensurate with the importance the PLA clearly
attaches to those capabilities and the outsized role EMSO has in informationized warfare.
Comprehensive intelligence on PLA EMSO capabilities and strategies will lead to better
strategic and operational outcomes and inform effective policy and budget decisions.

Publish a detailed open-source assessment of PLA electronic warfare capabilities and
threats to U.S. and allied military forces. As a stand-alone effort or in conjunction with the
recommended assessment of counter-C4ISR threats, the subject of electronic warfare should
receive special attention. In future combat operations, electronic warfare will be as
significant if not more significant than cyber warfare. Electronic warfare threats and the
potential vulnerabilities created by a EW capable challenger like the PLA have not received
the same level of attention and scrutiny as issues related to conventional weapons and
platforms or cyber. A better public understanding of PLA electronic warfare capabilities and
strategies will inform DoD and Intelligence Community budget priorities and guide program
development.
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Appendix A. PLA C4ISR Aircraft and UAVs

Table 2. PLAAF and PLANAF Special Mission Aircraft '2?

Aircraft Gaoxin PLA System Mission PLA Service
Model Designator | Designator Notes
Electronic PLAAF
VETE Eree Attack Being replaced by Y-9G
PLAAF/PLANAF
Y-8W 2,53 KJ-200 AEW&C Being replaced by Y-9W/KJ-500
ASW/Maritime
Y-9Q GX-6 KQ-200 Patrol (MARPAT) PLANAF
Psychological PLAAF
Y-8XZ £2.64 Warfare Being replaced by Y-9XZ
Y-9JB GX-8 SIGINT/ELINT PLAAF/PLANAF
Y-9XZ GX-9 Psychological PLAAF
Warfare
Y-9W GX-10 KJ-500 AEW&C PLAAF/PLANAF
Y-9G GX-11 Electronic PLAAF
Attack
Y-9DZ GX-12 SIGINT/ELINT PLAAF (prob.)

Project designations based on the prefix Gaoxin (GX)— “1&17%

=RerART)

assigned by Chinese aviation enthusiasts as aircraft appear in photographs for the first time.

or “high-tech”—appear to be collectively

Table 3. Select PLA Uncrewed Aerial Vehicles (UAV) / Uncrewed Combat Aerial Vehicles (UCAV) 12

UAV / UCAV e Max Speed Max Ceiling Endurance
Payload
150 kg 210 km/hr 8,000 m
- ’ 40 h
BZK-005 (330 1b) (113 ki) (26,000 ft) s
GJ-1 200 kg 280 km/hr 7,000 m 20 s
Wing Loong I (441 Ib) (151 kt) (23,000 ft)
. 400 kg 280 km/hr 7,500 m
: ’ 35h
Wing Loong I-D (882 Ib) (151 kt) (24,600 ft) s
GJ-2 480 kg 370 knv/hr 9,000 m 20 s
Wing Loong I1 (1058 1b) (200 kt) (29,500 ft)
480 kg 300 kmv/hr 8,300 m
: ’ 35h
CH-S (1058 Ib) (162 kt) (25,000 ft) s
100 kg 300 kmv/hr 8,000 m
] ’ 36 h
TB-001 (220 Ib) (162 k) (26,000 ft) s
WZz-7 650 kg 750km/hr 18,000 m 1011 hrs
Soaring Dragon (1400 1b) (405 kt) (60,000 ft)
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Appendix B. Significant Geostationary Orbit (GEO) Satellites
Supporting Counter-Intervention Operations

Table 4. Select PRC Communication Satellites in GEO '**

. Likely Likely GEO Slot
Satellite Name PLA Designator Mission (Deg. Longitude) Launched

. Military Comms
ChinaSat 1A Fenghuo 2A C- and UHF-bands 129.8 2011

. Military Comms
ChinaSat 1C Fenghuo 2C C- and UHF-bands 81.0 2015

. Military Comms
ChinaSat 1D Fenghuo 2D C- and UHF-bands 130.0 2021

. Military Comms
ChinaSat 1E Fenghuo 2E C- and UHF-bands 98.1 2022

. Military Comms
ChinaSat 20A Shentong 1A Ku-Band 130.0 2010

. Military Comms
ChinaSat 2A Shentong 2A Ku-band 98.0 2012

. Military Comms
ChinaSat 2C Shentong 2C Ku-band 103.4 2015
ChinaSat 2D Shentong 2D Military Comms 130.0 2019

Ku-band

. Military Comms
ChinaSat 2E Shentong 2E Ku-band 98.1 2021

. . Mobile SATCOM
Tiantong-1 01 (commercial) S-band 101.4 2016

. . Mobile SATCOM
Tiantong-1 02 (commercial) S-band 125.0 2020

. . Mobile SATCOM
Tiantong-1 03 (commercial) S-band 81.4 2021

Tianlian-1 Series i Data Relay 10.5, 16.9, 77.0, 2008, 2011, 2012,
(5 satellites) (LEO-to-ground) 77.1,176.7 2016, 2021
Tianlian-2 Series Data Relay

(3 satellites)

(LEO-to-ground)

10.7,79.9, 171.0

2019, 2021, 2022
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Table 5. Select PRC Intelligence Collection Satellites in GEO %

. Possible Likely GEO Slot
Satellite Name PLA Designator Mission (Deg. Longitude) Launched
7JS-1 Qianshao-3 1 SIGINT 155.1 2015
17JS-4 Qianshao-3 2 SIGINT 83.5 2019
7JS-9 Qianshao-3 3 SIGINT 137.3 2021
Early Warning
TJS-2 Huoyan-1 (probably IR) 107.4 2017
Early Warning
1JS-5 Huoyan-1 (probably IR) 178.0 2020
Early Warning
TJS-6 Huoyan-1 (probably IR) 179.0 2021
y Qianshao or SIGINT or i
57 Huoyan (?) Early Warning 9.0 2021
7JS-10 @) Unknown 173.3 2023
7JS-11 (?) Unknown 120.4 2024
Yaogan-41 ?) Poss. f'sm EO+IR 123.5 2023
magery
Crfin ! (it SIULILEDTHLS 105.7 2015
Imagery
Gaofernsl3 (civil-military) 15 m EO +IR 118.0 2020
Imagery
Gaofen-13-02 (civil-military) 15 m EO +IR 146.7 2023
Imagery
. C SAR Imagery
Ludi Tance 4-01 (civil-military) L-band 90.5 2023

TJS stands for Tongxin Jishu Shiyan (GE{Z AR, which means “communication technology test.”

Gaofen (151471) is “high resolution.” Yaogan (3&/%%) is “remote sensing.” Ludi Tance (i iR M) is “land
survey.” Qianshao (Hi"5) is “outpost” or “frontline.” Huoyan (‘K HR) is “fire eye.”

TJS-2, -5, and -6 are likely Huoyan satellites—a constellation of satellites with an infra-red (IR) imaging

capability used for ballistic missile early warning. These early warning satellites probably support the
PRC’s significant increase in fixed nuclear ballistic missile silos and the PLA’s shift to a “launch-on-

warning” nuclear retaliation strategy.
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Appendix C. Significant Low Earth Orbit (LEO) Satellites

Supporting Counter-Intervention Operations

Table 6. Select PRC Intelligence Collection Satellites in LEO 6

Satellite Series P]‘;sessiil;ll‘:al:h“ Saeliies M | Likely Mission | Orbit Type f;i‘;g;‘;ﬁfz‘;'
Gaofen-11 Jianbing-16 4 E(O< I(;Tl 2a ‘(f:)lg Sun Synchronous 22(())1; ((11))” 22%22(; ((11))’
Gajziig;{oz (commercial) 4 E(()O.I;nsarg;;lg Sun Synchronous | 2019 (2), 2021 (2)
GaJZZI;{O?: (commercial) 64 V];:(z;r?(i %1;1_ gl (fcn) Sun Synchronous 22002119(2%1])22’5(%2)20(292))’,
GaJZZ;Z% (commercial) 30 E(()O.I;I}Saﬂ; g Sun Synchronous 2023 (30)

Kuﬁf}z:(l)z A (commercial) 1 (0.}53(3111::1? 5gé)n1§m) Sun Synchronous 2023 (1)
Hofgx;é- A (commercial) 8 IR Imaging Sun Synchronous | 2022 (6), 2023 (2)
Yaogan-33 FO}E}?E{S o 4 SAR Imaging (?) | Sun Synchronous 2020 2((1])2’32?22)2 @,
Yaogan-34 4 SAR Tmaging | Inclined (63.4%) | 201 2((1])2’32?12)2 @,
Ya((();g;?nsf 0 30 ELINT Inclined (35°) i 83 oo %
2021 (9)
e T ia”(’}is?éf ©) (4 tr} slets) ELINT Inclined (63.4°) | 2018 (3),2021 (9)
o3 4 SIGIN(T?/)ELINT S(‘;; Slzgﬁﬁzzn(oz‘;s 2018 (2), 2021 (2)
Yaogan-40 i tr?plet) ELINT Inclined (86°) 2023 (3)
Yaogan-35 (5 tr}[?lets) Eﬁ\fIEITti/:ér(l)t/(s?gR Inclined (35°) 202 ((13;’) 2
Yaogan-36 5 tr}slets) Eglngti/_élg/(s?z)xR nclined (35 | *0%2 (}32)) 2023
Yaogan-39 g o slets) Eﬁ\f;lT“/érg /(s?/)xR Inclined (35°) 2023 (15)

Gaofen (547) is “high resolution.” Yaogan (3%/%) is “remote sensing.” Jianging (42 £%) is “vanguard” or

“pioneer/trailblazer”
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