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Jordan Link

Distinguished Co-Chairs and Commissioners, thank you for inviting me to testify today on the overseas
security activities of China’s Ministry of Public Security.

Under President Xi Jinping, the Chinese Communist Party (CCP) has significantly expanded the overseas
activities of China’s Ministry of Public Security (MPS), increasingly using security cooperation as a tool
to expand its influence and shape global security norms.

Typically understood as a domestic-facing institution, the MPS’ day-to-day responsibilities include law
enforcement and criminal justice work, ranging from traffic enforcement to countering violent crime.?
The institution’s priorities also include authoritarian political policing such as “stability maintenance”
(22 wéiwen), a euphemism for controlling protests, riots, and other forms of dissent.> The MPS is a
core part of the CCP’s coercive apparatus, serving as one of the party’s main tools to maintain political
power and social order according to the dictates of CCP leadership.*

The MPS also has an international mandate to organize exchanges and collaborate with international
police and security apparatuses. The scope of the MPS’ international activities can be divided into three
categories: 1) unilateral actions, including transnational repression and illegal rendition campaigns; 2)
bilateral engagement, including bilateral meetings, formal agreements, capacity building activities,
material assistance, and extraterritorial joint security patrols; and 3) multilateral engagement, including
the creation of new international institutions and activities within established bodies such as Interpol.

The MPS’ global efforts to implement the CCP’s directive to “actively build a law enforcement security
cooperation system with Chinese characteristics” pose significant challenges to the United States and
other liberal democracies.’ The MPS conducts transnational repression operations such as kidnapping and
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threatening political dissidents, human rights activists, ethnic and religious minorities, and former
officials accused of corruption. The MPS operates under the CCP’s own definitions of the rule of law and
terrorism, which depart from globally established norms, simultaneously eroding shared recognition of
these concepts while creating the pretext for a wide-ranging authority to act abroad. MPS norm-breaking
behaviors may also encourage other authoritarian regimes to act in similar ways.

Why is the MPS Playing a Larger Role within the CCP’s Foreign Policy?

The expansion of MPS international police cooperation activity is driven by two primary motivations.
First, the MPS is working to advance expected overseas security interests of the PRC, such as
counterterrorism, countering drug trafficking, and protecting Chinese nationals and companies in foreign
countries. MPS overseas activities are expanding in tandem with the expansion of the PRC’s overseas
interests, most notably in support of President Xi’s main foreign policy initiative, the Belt and Road
Initiative (BRI). At the BRI Security Cooperation Dialogue in 2017, then-MPS Minister Guo Shengkun
expressed his hope that “all [BRI participants] will establish common security and cooperative security
concepts, establish and improve the ‘Belt and Road’ security cooperation mechanism.”® At the same

conference, former MPS Minister Meng Jianzhu called for BRI participants to “deepen law enforcement
and security cooperation.”’

Second, the MPS’ global activities are driven by Beijing’s discontent with the current international liberal
democratic order.® Beijing has been clear about its intent to assert greater influence over global security
norms and, starting around 2017, has given the MPS a clear mandate to help achieve this vision. In his
keynote speech at the 2017 Interpol General Assembly, President Xi declared that “the current global
security governance system has many incompatibilities and should be reformed and improved.”® That
same year, the PRC’s National Public Security International Cooperation Work Conference—a convening
of the PRC’s top public security and legal officials—gave the MPS a broad international mandate, calling
on it to “grasp the new characteristics of the internationalization of public security work.”!® In 2019, then-
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MPS Minister Zhao Kezhi directed the MPS to grow its international profile to enhance its power to
influence global security norms, calling for the ministry to build a “new system of public security
international cooperation work” to ensure that CCP foreign policies are implemented.'! After the 2017
directives to the MPS to become more active abroad, there has been a notable increase in its global
engagements.

The CCP stands to benefit in several ways from MPS exchanges with other countries’ internal security
and law enforcement personnel. First, the MPS’ bilateral and multilateral engagements serve to forge
stronger relationships with peer security institutions, building the MPS’ reputation as a credible security
partner. Additionally, these engagements provide valuable signaling and intelligence sharing
opportunities between the PRC and other states.

Unilateral Actions and Transnational Repression

The MPS plays a key role in the CCP’s ongoing global campaign of transnational repression, ' most
notably through rendition campaigns called Operation Fox Hunt and Operation Sky Net. Launched in
2014, Operation Fox Hunt is an initiative to locate and extradite alleged Chinese fugitives who fled

overseas. It is now subsumed under Operation Sky Net—a broader initiative launched by the Central
Commission for Discipline Inspection in 2015 to coordinate rendition efforts across multiple PRC
government agencies.'® In addition to identifying and punishing corruption, President Xi and the CCP
have used these campaigns to purge political rivals, silence critics, and eliminate perceived foreign
intelligence risks.!'* Chinese sources indicate that from 2014 to 2020, Operation Fox Hunt and Operation
Sky Net missions have led to the arrest of more than 8,000 targets across 120 different countries.'®
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Substantial evidence confirms the global reach of Fox Hunt and Sky Net operations, including within the
United States. For example, in March 2022, the U.S. Department of Justice alleged that Sun Hoi Ying
acted and conspired to act in the United States as an unregistered PRC government agent while
conducting an Operation Fox Hunt mission.'® According to the charging documents, Sun allegedly
surveilled and pressured an ethnically Chinese U.S. citizen to return to the PRC as part of an anti-
corruption investigation.!” The target’s daughter, a U.S. citizen, was allegedly held against her will in the
PRC for eight months after visiting family in an effort to pressure the target to return to the PRC.'® The
DOJ claims that Sun Hoi Ying, the same PRC agent, coordinated and co-conspired with an unnamed local
U.S. law enforcement officer while pursuing a different target in order to threaten and pressure that target
to return to the PRC."

MPS Bilateral Engagement

Bilateral police diplomacy

From 1997 to 2021, MPS officials held 114 bilateral meetings with foreign counterparts. More than 60
percent of all identified MPS bilateral exchanges occurred during President Xi’s tenure. Over 60 percent
of bilateral exchanges took place with Asian governments, about half of whom border China.?

Counterterrorism was the most frequently discussed topic in identified bilateral exchanges, aligning with
the MPS’ role as the PRC’s leading organization responsible for counterterrorism matters.?! Other
commonly discussed topics in bilateral meetings included transnational crime, counter-drug efforts, law
enforcement cooperation and capacity building, and border security. Topics such as maintaining stability
(including social stability, regional stability, and national stability), and managing large-scale events such
as protests and riots were mentioned in at least 41 different bilateral meetings with officials from 18
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different countries. Most of these 18 countries were designated as “partly free” or “not free” under
Freedom House’s Global Freedom Status framework.?? Stability maintenance has doubled as a topic of
discussion during MPS bilateral meetings since President Xi assumed power in 2013, indicating that an
increasing number of foreign governments seem interested in engaging with the MPS on issues such as
controlling protests, riots, and other forms of political dissent.

Formal agreements

The MPS signs formal agreements with foreign governments to institutionalize and foster future
international police cooperation. These agreements are most often signed during bilateral meetings
between the MPS and its foreign counterparts. The MPS has signed at least 51 agreements with 31
different partner governments between 1995 and 2020.

The PRC’s public security cooperation with Egypt demonstrates the potential downstream human-rights-
related consequences of formal security cooperation agreements. In June 2017, the Egyptian government
announced the signing of an MPS-Ministry of Interior cooperation agreement, which would address “the
spread of terrorism and extremist ideologies.”* Weeks later, Egypt detained more than 200 Uyghurs
residing in Egypt, a step some suspect came in response to a request from Beijing.**

Capacity building cooperation

The MPS has provided at least 77 capacity building opportunities such as training sessions to partner
security institutions globally. Asian governments received the most training sessions at almost 40
percent. African governments received the next-largest share at 35 percent. The MPS has trained police
from 10 different countries (Argentina, Fiji, Kazakhstan, Liberia, Myanmar, North Korea, Panama, Papua
New Guinea, Tunisia, and Uzbekistan) on stability maintenance topics. Increasingly, the MPS has offered
training on cyber and technology topics, including electronic data forensics and technology, network
attack and defense technology, big data applications for law enforcement, artificial intelligence (Al), and
applying big data and Al to counterterrorism efforts.?

Material assistance

From 2006 to 2021, the MPS provided material assistance to 22 different countries on 39 different
occasions. These donations range from police equipment and investigative technologies to the
construction of facilities for partner security institutions.?® The MPS also supported construction projects,
such as rehabilitating and expanding a police academy in Tanzania, constructing new facilities for
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Tajikistan’s counternarcotics agency, and building a new police academy in Costa Rica.?” After the
outbreak of the COVID-19 pandemic, the MPS played a role in Beijing’s response efforts by donating
COVID-19-related personal protective equipment (PPE) to Argentina, Cambodia, Mongolia, the
Philippines, Thailand, and Vietnam.

Extraterritorial joint patrols

The MPS has conducted bilateral joint patrols with police officers in Croatia, Italy, and Serbia between
2016 and 2019.2% According to Chinese news sources, these patrols are intended to protect Chinese
tourists and overseas Chinese citizens during the height of tourist seasons.?’

MPS Multilateral Engagement

In 2015, the MPS created an international institution to forge stronger relationships abroad, called
the International Law Enforcement Cooperation Forum on the New Eurasian Continental Bridge
Safety Corridor, commonly shortened to the Lianyungang Forum (3% = #1121 Lidnydngang
luntan).

The Lianyungang Forum convenes police and security sector officials from 30 to 40 countries annually,
most recently in 2020. International organizations such as Interpol and the Shanghai Cooperation
Organization also send representatives to attend the annual convening. Participants range from liberal
democracies—including Germany, Italy, the Netherlands, South Korea, and South Africa—to
authoritarian regimes such as Russia and Belarus.?® The MPS hosts a police equipment and public
security technology and equipment exhibition alongside the Lianyungang Forum, with the stated purpose
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ji zhu ren fang wen tan sang ni ya” (Director Cai Anji of the Political Department of the Ministry of Public Security
visited Tanzania), December 1, 2008, available at http://tz.china-embassy.org/chn/ztgx/t524364.htm; Li Xiaoyu,
“gong an bu zheng zhi bu cai an ji zhu ren fang wen tan sang ni ya” (The Chinese Ministry of Public Security
assisted in the construction of the office building of the Kulyab Anti-Narcotics Sub-Administration in Tajikistan was
completed and handed over), March 19, 2016, available at http://www.xinhuanet.com/world/2016-
03/19/c_128814017.htm; Embassy of the People’s Republic of China in the Republic of Argentina, “zhong guo
gong an bu gong zuo zu ying yao fu a gen ting kai zhan lian he jing wu zhi fa he zuo” (The working group of the
Ministry of Public Security of the People’s Republic of China was invited to Argentina to carry out joint police law
enforcement cooperation), November 10, 2018, available at http://ar.chineseembassy.org/chn/Iqfw/t1611941.htm.
28 Embassy of the People’s Republic of China in the Republic of Serbia, “zhu sai er wei ya da shi chen bo chu xi
shou ci zhong sai jing wu lian he xun luo qi dong yi shi” (Ambassador To Serbia Chen Bo attended the launching
ceremony of the first Sino-Cypriot police joint patrol), September 19, 2019, available at
http://rs.chineseembassy.org/chn/sgxx/sghd/t1699107.htm; Embassy of the People’s Republic of China in the
Republic of Italy, “guan yu gong bu zhong yi di si ci jing wu lian he xun luo zhong wen bao jing re xian de tong zhi”
(Notice on the announcement of the fourth police joint patrol Chinese alarm hotline), November 6, 2019, available
at https://www.mfa.gov.cn/ce/ceit//chn/Isyw/t1713690.htm; Embassy of the People’s Republic of China in the
Republic of Croatia, “xu er wen da shi hui jian gong an bu jing wu lian xun dai biao tuan ji zhong fang lian xun jing
yuan” (Ambassador Xu Erwen met with the Joint Patrol Delegation of the Ministry of Public Security and the
Chinese Joint Patrol Officers), July 13, 2019, available at https://www.mfa.gov.cn/ce/cehr//chn/sgxx/t1680827.htm.
2 China Youth Daily, “2019 nian fu yi jing wu lian he xun luo jing dui song xing yi shi ju xing” (In 2019, the send-
off ceremony of the Joint Police Patrol Force to Italy was held), November 5, 2019, available at
http://zqb.cyol.com/html1/2019-11/05/nw.D110000zggnb 20191105 _5-05.htm.

30 Jiangsu People’s Publishing House, “Lian yun gang nian jian” (Lianyungang Yearbook), (Nangjing, China:
2016), p. 110, available at http://www.lygsz.gov.cn/lygszw/uploads_transfer/soft/170708/2016.pdf.
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of driving the development of China’s domestic security equipment industry.*! The exhibition has
featured technology products such as video surveillance and image processing, drones, facial recognition
systems, smart-transportation and smart-city technologies, armored vehicles, and weapons.** Exhibitors
include more than 200 security-related companies with close ties to the Chinese government, such as
Huawei, ZTE, Dahua, and Hikvision.?* The expo has featured Chinese companies that are now on the
Treasury Department’s Non-Specially Designated Nationals Chinese Military-Industrial Complex
Companies List. The Lianyungang Forum has also been used as an opportunity to train foreign police
officers.** According to Chinese government documents, as of 2018, 600 officers had been trained at the
Lianyungang training center.*

The MPS also engages with existing multilateral institutions such as the International Criminal Police
Organization (Interpol). Each Interpol member hosts within its state territory an Interpol National Central
Bureau (NCB) office, which connects a country’s law enforcement apparatus with other countries’
apparatuses and with Interpol’s General Secretariat via a global police communication network.* China’s
NCB is housed within the MPS’ International Cooperation Bureau.’’

Interpol is forbidden under Article 3 of its constitution from undertaking “any intervention or activities of
a political, military, religious or racial character.” However, Beijing and the MPS have reportedly violated
Interpol’s rules by pursuing political dissidents via the Red Notice system, subverting the true criminal
investigative purposes of the institution. The PRC government has faced few consequences for issuing
Red Notices against Chinese nationals abroad for political purposes.

31 Qiazhan, “2018 di si jie ‘lian yun gang lun tan’ jing yong zhuang bei he gong gong an quan chan pin bo lan hui”
(2018 The fourth “Lianyungang Forum” police equipment and public safety products expo), available at
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(2018 The fourth “Lianyungang Forum” police equipment and public safety products expo); Sohu, “Lian yun gang
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The Implications of the Growing International Presence of the MPS For the U.S. and its Allies and
Partners

The increasing nature and scope of the MPS’ international activities pose several challenges to the United
States and others that support an international rules-based order. First, the MPS has demonstrated a
blatant disregard for the rule of law, due process, and fundamental human rights on U.S. soil. It has sent
operatives abroad to execute transnational repression campaigns without obtaining permission or
providing foreknowledge to the countries in which it acts. It has forcibly returned individuals it deems a
threat through extralegal means and has abused the Interpol Red Notice system to target overseas
Uyghurs and other critics of the CCP. Its conduct undermines the well-being of individuals within China
and overseas.

Second, the MPS’ international police cooperation efforts normalize the institution’s subversive practices
and expand its influence in advancing the CCP’s vision to reshape security governance norms, in direct
competition with U.S. strategy and vision for security cooperation with partners across the globe. The
MPS builds relationships with foreign governments and security apparatuses, many of whom also receive
U.S. assistance, which helps the MPS develop formal and informal influence and access to pursue the
CCP’s broader foreign policy aims. The MPS also provides opportunities for other governments to adopt
illiberal practices from training in crowd control and counterterrorism tactics to making available Chinese
technology to replicate the PRC’s tactics of repression in their own territories. Many of these
contributions could indeed increase the investigative effectiveness of partner countries’ police forces. But
when coupled with MPS training that aims to suppress dissent, and given that MPS-provided equipment
and technologies could be used for illiberal purposes, it is likely that MPS contributions increase risks to
the civil rights of citizens in recipient countries. For example, seemingly apolitical MPS activities can be
problematic. MPS cyber-operations training likely includes lessons on how to install and maintain
surveillance networks and analyze and integrate complex data sources into policing. While increased
cyber capabilities for law enforcement can be a good thing if well-regulated in a democratic society,
increased cyber capabilities for police forces operating under authoritarian governments can easily
undermine personal freedoms and pose risks for U.S.-provided technologies.

Finally, Beijing’s efforts to implement its own global governance vision pose a direct challenge to liberal
democratic principles, including the rule of law. In the PRC, “rule of law” is a system of “rule by law,” in
which the party uses the law as a political tool without the consent of the governed in order to achieve its
political aims.* Beijing has actively pushed an alternative definition of human rights by advocating for
“human rights with Chinese characteristics,” which are defined by the state rather than viewed as the
moral or inalienable rights of individuals.?* The PRC also operates under a broader definition of terrorism
than the United States and Europe. In the United States and Europe, terrorism is typically understood as
“[a] criminal act that is intentionally violent, or is dangerous to human life” with the intent of “coercing or
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intimidating the government into altering foreign or domestic policy.”** While the PRC’s definition of
terrorism also deems illegal similar criminal acts, it also includes acts that would be considered legal in
liberal democracies, such as protesting. For example, the PRC’s 2015 Counterterrorism Law also outlaws
“advocacy or behavior” aimed at “realizing political or ideology objectives through means of violence,
destruction, intimidation, or other methods of creating social panic.”*! The Counterterrorism Law’s
intentionally broad language allows PRC authorities to apply a label of terrorism to almost any political
act the party perceives as threatening its monopoly on power. This is a challenge to the U.S. because it
means China can label and target individuals abroad as terrorist suspects with impunity.

Most fundamentally, it is the PRC’s domestic repression and mandate to uphold the CCP’s political
monopoly that discredits the MPS’ international security cooperation efforts. As stated above, the PRC’s
domestic legal apparatus operates fundamentally differently than those of liberal democracies, with a
different interpretation of the concept of “rule of law.” Rather than holding all people, institutions, and
entities accountable to the same laws, the CCP uses the law to control Chinese society while concurrently
excluding itself from that same legal accountability.*? Statements made by Sun Xinyang, then-member of
the Standing Committee of the Jiangxi Provincial Party Committee and the secretary of the Provincial
Discipline Inspection Commission, reveal the CCP’s intent to act in extralegal ways as it seeks to
apprehend allegedly corrupt individuals and dissidents: “overseas is not outside the law; fleeing abroad is
not a way out.”® The MPS is the CCP’s main tool in extending this framework abroad.

Remaining Knowledge Gaps Related to the Overseas Activities of the MPS

How much latitude do subnational MPS organizations have in policymaking? Recent reports have
drawn attention to overseas Chinese police service centers.* However, it remains unclear what influence
top CCP and MPS officials have over these stations. For example, at least four Chinese subnational
localities such as Fuzhou, Qingtian, Nantong and Wenzhou have established police outposts in foreign
territory.* Yet it is an open question at what level of government the initiative was taken to open these

stations, how much the stations align with centralized policy goals, and whether subnational MPS
organizations are leading other types of international activities, and what level of independence these
organizations have in conducting activity abroad.
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What are other MPS operations that span the globe? The MPS’ role in major transnational repression
efforts, most notably Operation Fox Hunt and Operation Sky Net, is well documented. However, there
are likely other understudied MPS operations that operate beyond the PRC’s borders. For example,
Operation Cloud Sword is an MPS information operation that mines and processes large amounts of
online data, utilizes cloud computing, and surveils targets via data, leading to arrests domestically and
overseas. According to an MPS spokesperson, Operation Cloud Sword relies on “big data tracking and [a]
fugitive judging platform to realize real-time early warning...and targeted arrest of fugitives. Most of the
fugitives were captured through data research and technical comparison.”*® Chinese news reports indicate
243,000 individuals total were apprehended between June and December 2019 via Operation Cloud
Sword, although it is unclear how many of these targets were apprehended beyond China’s borders with
or without coordination with partner governments.*” Chinese sources reveal the MPS has conducted
Cloud Sword operations to arrest individuals within countries such as Cambodia, the Philippines, Laos,
Vietnam, along the border with Myanmar, and in Spain.*® Against this background, it is clear that the
MPS conducts global operations beyond the well-known Operation Fox Hunt and Operation Sky Net.

How active is the MPS in conducting political influence operations? In May 2022, the U.S. Department
of Justice charged Stephen A. Wynn, the former finance chairman of the Republican National Committee
and a casino magnate, with acting as the agent of the People’s Republic of China (PRC). In 2017, Wynn
acted at the behest of Sun Lijun, a senior MPS official, in a pressure campaign to cancel the visa or
otherwise remove a Chinese business person from the United States.* According to the U.S. Department
of Justice, Wynn conducted outreach to the incumbent White House chief of staff, two former White
House chiefs of staff, and two senior officials on the National Security Council. The suit is one of the
most high-profile cases of the MPS being involved in an overseas political influence campaign, and marks
the first affirmative civil case under FARA in over three decades.’® However, in October 2022, a federal
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judge dismissed the lawsuit to compel Wynn to register as an agent of the PRC.>! Against this
background, it is reasonable to question whether current or former MPS officials have been involved in
other political pressure campaigns in the U.S. or elsewhere across the globe.

Does the MPS leverage multilateral anti-corruption platforms for political purposes? PRC government
sources state that Beijing will work within existing platforms such as the U.N. Convention against
Corruption, the Asia-Pacific Economic Cooperation, the G-20, and Interpol to “incorporate anti-
corruption international cooperation into the [PRC’s] national diplomatic strategy.”>? Given the MPS’
abuse of Interpol’s Red Notice system, other global anti-corruption platforms may also be at risk of being
used for political purposes.

Policy Recommendations
The core objective for addressing the MPS’ increasingly malign role in China’s foreign policy toolkit
should be to counter and deter the MPS’ willingness and ability to conduct activities abroad that break

local and/or international law, undermine international norms on security sector governance, and
endanger civilians. At the same time, the United States must address the fact that in certain circumstances
the MPS is meeting public security demand signals from countries that share the PRC’s authoritarian
values. protect U.S. interests and prevent the spread of MPS harm, the United States’ Congress should
take the following steps outlined below.>

® Assess gaps in legal authorities to counter transnational repression. U.S. agencies that identify
and counter transnational repression, such as the Department of Justice, the Department of
Homeland Security, and the FBI, should meet with at-risk communities, civil society, and
advocacy groups to discuss how best to deter different types of transnational repression, what
legal authorities are most effective in responding to MPS activities, and ways to counter these
activities while protecting civil rights and personal privacy.

o Write new law to better equip U.S. officials in the fight against transnational repression. There
is no specific provision in U.S. code that outlaws foreign actors from conducting transnational
repression actions on U.S. soil. Prosecution of transnational repression cases relies on a
patchwork of laws that empower different authorities to address some parts of transnational
repression efforts. In addition, many of the existing laws are outdated because they do not
account for the use of the internet—for example, digital threats, cyberattacks, and spyware—as a
means of conducting transnational repression. Legislation should first define transnational
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repression in clear legal terms, a move that will allow prosecutors to target offenders with greater
54
ease.

e Support those in the United States most at risk of facing transnational repression. Given the
MPS’ political priorities, Uyghurs and Chinese political activists and dissidents face the most risk
of transnational repression. The United States should implement policies to protect these groups,
as advocated for by the Uyghur Human Rights Project, including by increasing refugee quotas,
creating a refugee resettlement program for Uyghurs, and expediting the process of
documentation for Uyghurs.> The FBI and other law enforcement entities can help counter
transnational repression by increasing education for and sharing unclassified intelligence with
local law enforcement and immigration authorities in areas with high concentrations of vulnerable
diasporas.’®

® Build a knowledge base of MPS activity. Congress should mandate a regular report on MPS
activities. Given the understudied nature of the MPS and its increasing role in the CCP’s foreign
policy apparatus, the United States should devote resources to further understanding the
institution. Congress should mandate that the Office of the Director of National Intelligence
prepare both classified and unclassified assessments of the MPS’ domestic and overseas
activities, and that the unclassified version be released publicly. Specifically, the report should
detail the tactics the MPS uses to surveil, control, and repress Chinese citizens domestically; track
MPS transnational repression efforts globally; determine the drivers that lead other countries to
partner with the MPS; identify other international organizations the MPS leverages; and assess
the MPS’ ongoing and future goals regarding critical technologies such as artificial intelligence,
cloud computing, and biotech.
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