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China’s Capabilities for State-Sponsored Cyber Espionage

Executive Summary

e Following China’s military and intelligence restructuring, Mandiant Threat Intelligence believes the
technical tradecraft used by Chinese cyber espionage groups since 2016 has steadily evolved to
become stealthier and more agile, while taking measures to complicate attribution.

e Chinese cyber espionage operators’ use of vulnerability exploitation, third party compromise, and
software supply chain compromise exemplify both the scale of Chinese state-sponsored threat activity
and the strategic evolution in use of tactics to maximize efficiency and impact.

e In 2020 and 2021, we believe Chinese cyber espionage activity has demonstrated a higher tolerance
for risk and is less constrained by norms or diplomatic pressures.

Chinese Cyber Espionage Distinguished by Interests and Scale

Threat clusters attributed to China exhibit a range of skill levels and employ tactics, techniques, and
procedures (TTPs) common to many cyber threat groups.’ Following China’s military and intelligence
restructuring, we believe the technical tradecraft used by Chinese cyber espionage groups since 2016 has
steadily evolved to become stealthier and more agile, while taking measures to complicate attribution. For
example, using software supply chain and third-party compromises to collect data makes detecting and
preventing intrusions more difficult for victims.

Chinese cyber espionage malware use appears to have evolved to operate on a wider variety of operating
systems, focus on modular code families, and increasingly incorporate malware only executed in memory.
Actors also leverage a combination of publicly and non-publicly available tools to accomplish operations. We
believe that Chinese threat groups have become increasingly likely to use publicly available malware and
other widely used tactics, particularly in early stages of a compromise, in an effort to blend in with other threat
activity.

The primary elements that distinguish Chinese cyber espionage activity from that of groups we track linked to
other states are national interest and scale. Beijing has specific and unique intelligence collection

requirements that are unlikely to overlap with other nations, for example in Hong Kong, Tibet, and the Uyghur
community. In terms of scale, Chinese cyber threat activity is simply bigger. Based on Mandiant observations,
there are more Chinese state-linked threat groups conducting more compromises, exploiting more zero-days
than other nations — and this remains true even after the volume of Chinese cyber threat activity we observed

declined by at least half from 2013 to 2016.""

Initial Infection Vectors: A Journey of a Thousand Miles Begins
with a Single Step

Chinese cyber espionage actors use a variety of initial access vectors to gain a foothold in targeted
environments including email phishing and other social engineering, strategic web compromise, and SQL
injection. While not unique to Chinese groups, Chinese activity sets have used several tactics with distinction.
For the purposes of this testimony, | would like to focus on Chinese cyber espionage operators’ use of
vulnerability exploitation, third-party compromise, and software supply chain compromise, as these reflect
both the scale, and the strategic evolution in use of tactics to maximize the efficiency and impact of Chinese
cyber espionage.

Vulnerability Exploitation

Malicious actors exploit flaws or vulnerabilities in software for a variety of purposes ranging from obtaining
information about a targeted device that should not have been accessible, to causing a device to stop
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working, to convincing a targeted device to run attacker commands. Many of the vulnerabilities we see threat
actors exploit are vulnerabilities that vendors have disclosed and patched. These are sometimes called n-day
vulnerabilities. Zero-day vulnerabilities are vulnerabilities that were exploited before the vendor was aware of
the issue to release a patch, and before consumers had the option to update their software and fix the
problem.

Chinese cyber espionage actors have made effective use of both n-day and zero-day vulnerabilities in 2020
and 2021." Significantly, in Mandiant analysis of zero-day exploitation from 2012 to mid-2021, of the
vulnerabilities we were able to attribute, Chinese state-linked groups exploited more than any other nation."

APT41 Exploits Multiple N-Day Vulnerabilities in Early 2020

In early 2020, Mandiant observed APT41" conduct a large-scale campaign leveraging vulnerabilities in
enterprise networking and endpoint management devices from Citrix, Cisco, and Zoho, that affected more
than 75 Mandiant customers." These organizations spanned 20 nations including the United States, and a
variety of sectors, from aerospace and defense, to pharmaceuticals, to energy and utilities.

Despite the wide aperture of the campaign, we found evidence that the activity was targeted. For example,
observed attempts to exploit Cisco devices were only sent to Cisco devices, suggesting that the attackers had
identified a list of internet accessible devices before commencing operations. APT41 is one of the most prolific
Chinese cyber espionage groups that we track, and this campaign further underscores the apparent high

operational tempo and wide collection requirements for APT41. i

Multiple Chinese Activity Sets Exploit Microsoft Exchange “ProxyLogon” Vulnerabilities

From January to March 2021, we documented many threat groups using the so called “ProxylLogon” zero-day
vulnerabilities to gain access to targeted networks, including at least five activity sets we attribute to China."i
While three of these clusters appeared to carefully select their targets before an attempted exploitation of
these vulnerabilities, others conducted widespread scanning and compromised tens of thousands of servers
in virtually every vertical and region.

The progressive adoption of the same exploit code among Chinese espionage groups prior to the release of a
public patch potentially indicates the existence of a shared development and logistics infrastructure and
possibly a centralized coordinating entity. Mandiant research dating back to 2013 has likewise suggested a

logistical support function supporting Chinese cyber espionage groups.

The widespread impact of this activity prompted an unprecedented international response: in July 2021,
governments and intergovernmental organizations in North America, Europe, and Asia issued coordinated
statements condemning the ProxyLogon exploitation activity as well as other cyber espionage directed by the
Chinese government, *>xi

Pulse Secure VPN Zero-day Exploitation

Mandiant investigated multiple intrusions in the defense, government, high-tech, transportation, and financial
sectors in the U.S. and Europe that occurred between August 2020 and March 2021. We suspect these
incidents began with exploitation of several vulnerabilities in Pulse Secure VPNs, including one zero-day. We
attribute this activity to two Chinese activity clusters, one of which we suspect of having ties to APT5.
Associated with this activity, we are tracking at least 16 malware families specifically designed to manipulate
Pulse Secure devices. i

Both activity sets associated with this campaign took steps to preserve operational security and stymie
forensic investigations, such as clearing logs, cleaning up evidence of data staged for exfiltration, and

" Mandiant defines APT groups as activity clusters we believe to be state sponsored and primarily focused on
espionage.
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changing file timestamps. The actors demonstrated detailed knowledge of the targeted appliances and victim
networks.

Third Party Compromise

Third-party compromise exploits the inherent trust that users and administrators place in relationships with
other legitimate businesses, as well as genuine products and services that enter their organization through
expected avenues. Malicious actors frequently target professional service providers, such as lawyers or
accountants, and technology service providers, such as managed IT, managed service providers (MSPs), or
cloud infrastructure providers to gain access to client data and networks. Third-party compromises afford
tactical and operational advantages to attackers compared to direct targeting: a single compromise can
facilitate access to multiple potential targets, and victims may be less likely to detect, and have fewer options
to prevent, an intrusion that abuses a trusted channel.

APT10 MSP Compromises

In April 2017, PricewaterhouseCoopers (PwC) reported on APT10 activity targeting MSPs to conduct third-
party compromises against additional victims in "Operation Cloud Hopper."x¥ According to PwC, APT10
initially compromised MSPs, then used this access to infect downstream customers by exploiting the trusted
access to systems required for the MSP to conduct its services. Data stolen from these customers was then
often compressed and sent back to the MSP for eventual exfiltration.

This is consistent with Mandiant observations.* For example, we investigated cases in which APT10
accessed victims through MSPs in North America and Europe. A notable infection involved a SOGU backdoor
that was set to communicate with its command and control (C&C) server through a server belonging to the
victim's MSP, likely indicating a foothold on the MSP's network. The tactic also masks malicious C&C and
exfiltration traffic and make it appear innocuous.

A U.S. indictment, unsealed in December 2018, and other open-source reporting further corroborates
APT10’s use of MSP third-party compromise to gain access to additional victims, including
telecommunications companies.*vi-xii

APT41 and MESSAGETAP

During a 2019 incident response investigation at a telecommunications network provider, Mandiant identified
a malware family dubbed MESSAGETAP that we attribute to APT41.*ii Specifically, MESSAGETAP was
discovered within a cluster of Linux servers responsible for routing Short Message Service (SMS) messages
to an intended recipient or storing them until the recipient has come online.

MESSAGETAP is designed to work with configuration files providing parameters for collection: keywords of
geopolitical interest to China, as well as international mobile subscriber identities (IMSI) and phone numbers
identifying specific devices for potential monitoring, see Figure 1. If SMS content sent or received by one of
the identified devices also matched the keyword list, the contents of the message would be saved for later
collection by the threat actors. Sanitized examples of keywords include the names of political leaders, military
and intelligence organizations, and political movements at odds with the Chinese government.

The deployment of MESSAGETAP at a telecom demonstrates Chinese strategic intelligence collection efforts
to move "upstream," collecting information closer to the backbone of global communications. Instead of
targeting individual devices for SMS data, the detected APT41 campaign captures such information at the
telecom, many degrees removed from the end user. This type of compromise would leave no forensic
evidence on targeted users’ devices or other signs that the messages had been intercepted.

Software Supply Chain Compromise

A specialized subset of third-party compromise, supply chain compromise, occurs when attackers gain
unauthorized access to legitimate infrastructure or tools and implant malicious code to be delivered by the
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legitimate vendor or repository via the same trusted distribution methods that users would normally use to
obtain the legitimate hardware, software, open-source package, or updates.

In Mandiant analysis of software supply chain compromise incidents from 2013 to 2020, of the incidents we
were able to attribute to state sponsored actors, Chinese threat groups conducted nearly double the number
of Russian and North Korean-attributed incidents combined.

APT41 is well known for several large-scale software supply chain compromises targeting video games as
well as common enterprise software, such as the 2018 campaign affecting the ASUS live update utility,

dubbed Operation ShadowHammer by Kaspersky.** Open-source reporting suggests that more than 50,000
systems installed the malicious update.*™ See Figure 2 for information about APT41 software supply chain
compromises.

In 2019 and 2020, we observed evidence of at least four examples of suspected Chinese software supply
chain compromises which involved trojanizing or including suspicious functionalities in software provided, and
in some cases, required by government authorities. Three of these cases involved Chinese government
software and appear to have been intended to gather intelligence on foreign businesses operating in China as

well as Chinese citizens.* ¥l One instance affected a Vietnamese government digital signature verification
software. V"

Chinese Military and Intelligence Restructuring Informs MSS and
PLA Cyber Threat Activity

Since taking power in 2012, Xi Jinping has sought to consolidate domestic power and maintain China's
regional hegemony through political and military modernization.™ Mandiant Threat Intelligence believes the
restructuring of China's military and civilian intelligence agencies significantly impacted cyber espionage
operations in terms of active actors, tempo of operations, and observed TTPs, particularly from 2014 to 2016
when several substantial changes were enacted, see Figure 3.°

Mandiant recently conducted a focused study of Chinese cyber threat activity from 2017 to 2020 and found
that observed cyber threat activity appears to be consolidating into patterns reflective of the new structure and
operational mandates of the People’s Liberation Army (PLA) and the Ministry of State Security (MSS).

Building on this research, we suggest that MSS activity can be differentiated from that of the PLA based on
geographic scope and alignment of operations and victims to each organization’s mission mandate. While
threat groups we believe to be affiliated with PLA Theater Commands, such as Tonto Team and
TEMP.Overboard, appear to focus operations on regions within the areas of responsibility of their respective
Theater Commands, MSS-affiliated groups, such as APT41, APT5, and APT10, discussed above,
demonstrate a much broader geographic scope. We also believe that MSS groups are more likely to target
the United States and regions outside of China’s direct sphere of influence, such as Europe, Latin America
and the Caribbean, and North America. This geographic spread likely reflects MSS responsibilities to conduct

domestic counterintelligence, non-military foreign intelligence, and support aspects of political security.

Indictments, Sanctions, Diplomatic Agreements No Longer
Significantly Constrain Cyber Espionage

Mandiant Threat Intelligence believes Chinese cyber espionage activity has demonstrated a higher tolerance
for risk and is less constrained by norms or diplomatic pressures than previously characterized, mirroring
bolder rhetoric and policy in other arenas.
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Public Exposure and Indictments of Cyber Threat Operators

Evidence suggests that public exposure and indictments of Chinese cyber espionage operators has become
less effective at deterring threat activity over time.

Public exposure and indictments of APT1 and APT3 in 2014 and 2017, appeared to result in those groups
ceasing operations.*ii.xxxx |n contrast, while we did not observe new APT10 activity for approximately two
years after the 2018 indictment, the group has since resumed threat activity.* Similarly, following the
indictments against APT41 operators and affiliates announced in September 2020, we noted only a lull in
activity with resumed operations observed by summer 2021 .

Diplomatic Agreement to Cease Commercial-Application IP Theft

Indictments released in 2020 and 2021 further indicate that Chinese threat groups continued to steal
commercial application intellectual property (IP) after the September 2015 agreement between Presidents

Obama and Xi was established. i

Following the early 2021 ProxyLogon exploitation campaign, the U.S. Department of Justice (DOJ) unsealed
an indictment against members of APT40, alleging that the indicted individuals worked for front company
Hainan Xiandun established and directed by the Hainan Province MSS branch.”" One of the most significant
accusations in the indictment, Act 52, indicates that APT40 stole commercial application intellectual property
(IP) in October 2015, one month after the Obama-Xi agreement was forged. In December 2018, Mandiant
independently identified APT40 headquarters in Hainan via technical analysis of an operation targeting

Cambodian elections.»xv.xxvi

Similarly, in July 2020, the DOJ filed an indictment against two Chinese nationals accused of conducting
cyber threat activity for personal financial gain as well as “with the acquiescence” and assistance of officers
assigned to the Guangdong branch of the MSS.*il The defendants allegedly demonstrated an interest in
COVID-19 vaccines as well as IP from high-tech, defense, manufacturing, pharmaceutical, healthcare
research, construction and engineering, energy, and media and entertainment sectors throughout the globe.
This activity may also constitute a violation of the Obama-Xi agreement, though the actors’ status as
freelancers could complicate that argument. Mandiant has been tracking this cluster of threat activity since
2012 as UNC302,2 although we have evidence these actors have been active since at least 2009.

Following the Obama-Xi agreement, Mandiant continued to observe Chinese cyber espionage groups steal
military and dual-use IP, for example during the Pulse Secure vulnerability exploitation campaign described
above. We also see Chinese state sponsored actors regularly target organizations where commercial IP theft
is a plausible objective, including intrusions at universities as well as entities in the technology, construction
and engineering, transportation, and biotechnology sectors. In some cases, we discovered evidence of data
staging, but often the available forensic artifacts are insufficient to confidently identify the nature of files of
interest or whether data left a compromised environment. As noted above, many Chinese cyber espionage
actors have demonstrated greater attention to operational security in recent years and have taken steps to
cover their tracks, such as clearing logs.

Direct theft via cyber means is only one avenue for acquiring desired intellectual property, and we have also
noted evidence of Chinese state initiatives supporting forced technology transfer, insider threat, talent
recruitment, and acquisitions, partnerships, and joint ventures.*ii Open sources indicate Chinese interest in
acquiring IP from key sectors persists, though the means used to obtain it have not always involved cyber
threat activity. For example, a DOJ indictment suggests that from 2010 to 2015, APT26 conducted cyber
threat activity against several companies to acquire IP related to commercial aircraft engines. A separate
indictment alleges that from 2016 to 2018, an insider at a U.S. aerospace company conspired with a Chinese
national to steal proprietary technology related to aviation and turbine technologies.®** The indictment further
alleges that the Chinese Government provided financial support and facilitated the creation of research

2 Mandiant creates UNC or “uncategorized” groups to track newly discovered clusters of activity and artifacts.
As we collect additional related evidence over time, we expand our understanding of an UNC group.
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agreements between Chinese turbine parts manufacturing companies set up by the indicted individuals and
Chinese state-owned institutions working to develop turbine technologies.*

Technology to Tradecraft: How Emerging Technologies Support
Chinese Espionage

Mandiant Threat Intelligence assesses that innovative technologies such as 5G, quantum computing, and
artificial intelligence (Al) will provide new and improved means for Chinese intelligence to capture, transfer,
decrypt, and process data. With the vast amount of data already collected through Chinese cyber operations,
more processing power and faster data transfer will help to turn this stolen data into actionable intelligence for
future espionage activity. Significantly, the Chinese Government has also called out 5G, quantum computing,
and Al as particular areas of focus for investment and development.Xi See Figure 4.

5G

5G improves the performance, capacity, reliability, and speed of the network and decreases latency compared
to 4G and other previous generations of networks, likely facilitating data collection and processing power.
Vulnerabilities or backdoors can potentially be built into Chinese 5G products and allow state-sponsored
espionage actors to eavesdrop, steal information, and conduct network exploitation. Malicious functionalities
do not need to be included from the beginning and can feasibly be introduced by a software update.

There is some precedent for this type of activity. In November 2016, open sources, citing an internal report by
the U.S. Joint Chiefs of Staff Directorate for Intelligence (J2), claimed that Boyusec, which Mandiant and the
U.S. government linked to Chinese espionage actors APT3, was collaborating with Huawei to install

backdoored security products onto computer and telephone equipment manufactured in China. X xiiv

Quantum Computing

Quantum computing will have significant implications for the threat landscape and cyber espionage
capabilities, primarily due to quantum key distribution, its effect on cryptographic systems, and the growth in
processing power. Using quantum key distribution guarantees that the data encrypted by quantum keys are
transferred securely. Quantum computers can defeat many public-key cryptographic algorithms. The
increased computation power of quantum computers can theoretically be used in large data analytics and
optimization problems, helping China to analyze troves of data faster.

Artificial Intelligence

The Chinese State Council plans to make the nation an Al superpower by 2030 by investing in this emerging
technology at home and abroad.* The country has already begun leveraging Al-based tools
for surveillance and law enforcement purposes, as well as influence operations.®V: . We assess with

moderate confidence that Chinese intelligence services will use machine learning applications to help identify
potential individuals for recruitment and social engineering.

Machine Learning

Machine learning is a subfield of Al that trains on data to build models to process large amounts of data in
shorter periods of time. In machine learning, models learn from previous calculations and adapt to new
environments to perform trend analysis, make predictions, examine behaviors, and perform other actions that
illuminate relationships in the dataset. For Chinese intelligence, this technology could facilitate categorization
and processing of the millions of records stolen in breaches so that it becomes actionable.
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Shifting the Cost-Benefit Equation

Mandiant Threat Intelligence suggests that Chinese cyber espionage activity in 2020 and 2021 has
demonstrated a higher tolerance for risk and is less constrained by norms or diplomatic pressures, mirroring

bolder rhetoric and policy in other arenas.*™ This includes limited signs that China may be willing to engage in

disruptive and destructive cyber attacks.""" The activity trend indicates that despite a variety of U.S. efforts to
signal and enforce its perspective on Chinese cyber threat operations, Chinese policymakers view the
rewards for continuing this activity as outweighing the risks of persisting in this activity.

Support Private Sector Defense and Resiliency

One significant avenue to respond to the challenge of Chinese cyber espionage against the private sector
could be to explore ways to support private sector cyber defensive measures and resiliency in the event of a
compromise. There are a number of forms this could take, for example:

¢ Incident reporting: Incentivizing private sector victims to report incidents to government authorities
would help the government to collect additional evidence about Chinese cyber threat activity and
better understand the scope, objectives, and techniques of these operations.

¢ Information Sharing: In 2021, the U.S. government noticeably increased efforts to issue public
advisories about active campaigns, including details such as exploited vulnerabilities and mitigation
recommendations. The government has also increased socializing best practices, for example, with
public announcements about deadlines for when Federal agencies are required to patch certain
exploited vulnerabilities. These announcements can inform organizations’ planning around when and
how they should react or take proactive steps to improve cyber security.

Other creative actions, such as using a search warrant to remove webshells that Chinese cyber espionage
actors had installed on private sector servers during the ProxyLogon campaign, may also support private
sector defense and resiliency.liiliv

Discourage Cyber Crime, Disruptive and Destructive Attacks

If the United States and its allies seek to reduce the frequency and impact of foreign state-sponsored cyber
threat activity, a beneficial foundational step would likely be to have clear definitions separating cyber
espionage from cybercrime and acts of war, and to reinforce these definitions in international bodies and
treaties until they become recognized and enforceable norms. Significantly, China and other nations are also

actively pursuing norm-setting."

Encourage Partnership

Chinese cyber espionage activity affects not only the United States, but also many allies and partners across
the globe. It is possible that coordinated announcements to condemn significant threat activity as well as
encouraging other nations to release information about active campaigns could increase the cost of
conducting this activity for China and reduce plausible deniability. International law enforcement cooperation
may also help the U.S. and its international partners to gather data about active Chinese cyber espionage
campaigns, and potentially identify ways to interrupt them.

It may also be worthwhile to explore potential avenues for the U.S. and its allies and partners to find common
ground with China on cyber issues, for example on ransomware. Vi
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Appendix

Figure 1: Overview Diagram of MESSAGETAP
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Figure 2: APT41 Supply Chain Compromises

Date Compromised Entities
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Figure 3: Active Network Compromises by China Based Groups
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Figure 4: Use Cases for Emerging Technologies Mapped to the Intelligence Lifecycle
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