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Foreword

China’s Corporate Social Credit System (CSCS) was conceptualized in the late 1990s
primarily as a mechanism to crack down on rampant corporate malfeasance and contract fraud
that proliferated in China’s post-opening market environment. At the time, China’s leadership
believed this unchecked malfeasance was stunting the growth of the socialist market economy
by engendering widespread distrust between consumers, businesses, regulators, and lenders. The
CSCS was initially envisioned as a mechanism to help regulators bring non-compliant companies
into line, bolstering China’s weak legal system by using “the tools of the market to punish economic
dishonesty.”! The CSCS has now been implemented nationwide, and its emergence represents a
fundamental shift in China’s approach to market regulation.

Officially launched in 2014 with the release of the Planning Outline for the Construction of
a Social Credit System (2014-2020),* the CSCS has expanded into an ambitious national project of
staggering scale and scope. It is a complex, sweeping, government-wide initiative that reaches into
every sector of the economy and touches on such issues as data collection, corporate regulation,
finance, consumer advocacy, and geopolitics — all of which this report will explore.

Under the CSCS, government records and market-generated corporate compliance data are
collected into “Corporate Social Credit Files” on every legal entity in China. The scale of this data
aggregation scheme cannot be overstated. CSCS files contain regulatory and administrative records
contributed by at least 44 state agencies and their branch offices across every province in China. In
a U.S. context, this would be roughly equivalent to the IRS, FBI, EPA, USDA, FDA, HHS, HUD,
Department of Energy, Department of Education, and every courthouse, police station, and state
agency sharing records across a single platform.

This nationwide data collection enables the second core component of the CSCS: a non-
prosecutorial mechanism to penalize companies with poor compliance records by reducing their
access to the market and subjecting them to public censure via “blacklists”, while rewarding
consistently-compliant companies with economic incentives and public praise via “redlists.”
CSCS files are also used as the basis for a wide variety of public and private-sector initiatives
which Beijing hopes will collectively form a multi-pronged solution to the perceived lack of
“trustworthiness” in the market environment.

The term “Corporate Social Credit System” is a somewhat of a misnomer, and the use of
the word “system” is misleading, as it implies that the CSCS is a single, holistic, techno-regulatory
apparatus, and that each policy under the social credit banner is a node in an integrated regulatory
framework. In fact, while the data aggregation is centralized, the policy environment surrounding
the CSCS is a disjointed mix of national and sector-specific policies, municipal pilot projects, and
hybrid public-private sector cooperative agreements, loosely centered around the goal of enhancing
market “trustworthiness.”

The CSCS has been chronically misunderstood outside of China. The system’s broad
scope and technical and legal complexity, coupled with a lack of English-language primary source
documentation on social credit, present significant barriers to understanding the realities of the

soiyjodoan) pue ABojouyda] ‘uoinedwor) ‘1xaluol) - wWalskg upald) |e1pog aresodio) seulyd



triviumchina.com

Foreword tr ivium

system’s aims and functions. Without clear insight into the CSCS’s design, technologies, functions,
policies, goals, and limits, U.S. policymakers and businesses are at a disadvantage in assessing
how the CSCS may or may not evolve to negatively impact U.S. companies operating in China,
or be leveraged by Chinese regulators to disadvantage or otherwise impact U.S. businesses. In this
report, we draw on several thousand Chinese primary sources to describe what the system is and
what it does.

We also seek to more clearly define what the system does not do. A general lack of
understanding regarding the legal limits and technical design of the CSCS has led to widespread
confusion over the system’s aims — for example, the oft-repeated mischaracterization that CSCS’s
primary purpose is to issue “social credit scores” to companies. Similarly, the casual use of terms
like “big data” and “artificial intelligence” by Chinese policymakers in relation to the CSCS,?
coupled with China’s recent forays into the deployment of mass domestic surveillance technologies
such as facial recognition* has led to significant speculation on the role that next-generation tech
is playing in the system’s rollout.” In the course of our research, we draw on technical manuals,
data catalogs, and technical procurement documents to define the limits of data and technology as
they apply to the CSCS.

Perceptions of the CSCS within China and outside of China are starkly divergent.
International commentators tend to focus on the long-term potential of the system to be used as a
weapon of trade war against foreign companies and to strengthen the socioeconomic control of the
state.® It has been pointed out that, while the CSCS was ostensibly created to enforce adherence
to laws and regulations, those laws and regulations exist at the sole discretion of the Party. By
contrast, domestic reception is largely positive. By and large, observers tend to view the CSCS
in light of its immediate potential to clean up a business environment perennially dogged by
malfeasance and fraud. We find that paradoxically, both of these may prove true, particularly in
China, where enhanced state control is not seen as mutually exclusive with the idea of enhanced
market trust and efficiency.’

There is also a distinct dissonance between the rhetoric used by top officials to promote
the CSCS domestically, and the legal realities of the system. China’s leadership touts social credit
as an inescapable enforcement dragnet under which, as Premier Li Keqiang stated, “there are
benefits everywhere for the trustworthy, and for the untrustworthy restrictions with every step.”®
Statements such as these call to mind a pervasive instrument of state control unbound by law
or human rights considerations. In practice, as this report will illustrate, many of the system’s
features are subject to discrete limits and are far more pedestrian than such sinister statements
would lead observers to believe. That said, the emergence of the CSCS raises concerns about the
mass aggregation of data, how the system may be abused, and how it may enable discrimination.

Ultimately, it is Chinese policymakers, and their vision for the CSCS, that will determine the
direction of the system’s development. As such, this report seeks to highlight the “insider’s view”
on social credit. We believe that a deeper understanding of the system’s intended consequences
through the eyes of the CCP will better enable U.S. policymakers to predict its future evolution,
evaluate the broader implications and potential unintended consequences, and engage with
Chinese policymakers on this issue. To that end, this report seeks to supplement its analysis with
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illustrations of how the CSCS is envisioned by Beijing.

It is important to note that while the design, functions, and overall strategic direction of the
CSCS have been clearly articulated, many aspects of the system remain in flux; and although the
CSCS is operational, it is evolving rapidly. This makes definitive conclusions about some aspects
of the system difficult at this time. Additionally, the large number of actors participating in the
system’s construction has resulted in a highly fragmented policy rollout, with widely divergent
degrees of implementation across sectors and localities, making its overall implementation status
difficult to assess. That said, it is clear from the rapid progress made in the formulation of broader
CSCS policy and the extensive deployment of CSCS data infrastructure over the past six years that
China intends to proceed rapidly with nationwide implementation which will have widespread and
significant impact on China’s development.

The year 2020 is a critical moment in the development of the CSCS. The Planning Outline,
which articulated the strategic direction of the CSCS, is due to expire in December, and an updated
plan detailing the next half-decade of social credit strategy is expected by year-end. Considering
that the impacts of the CSCS on China’s business environment are becoming increasingly
apparent, now is an opportune time for U.S. business and government stakeholders to deepen their
understanding of the system’s purpose, functions, and dangers — as well as design an initial U.S.
policy response and begin to engage directly with Chinese policymakers on the topic.
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Key findings

e The CSCS was conceptualized and built — and will be implemented —
primarily to address domestic market concerns and to govern the behavior
of domestic market entities. There is currently no explicit reference in CSCS
policy that directly disfavors foreign companies operating in China, nor is
there evidence to suggest that the CSCS is being unfairly applied to foreign
firms. However, the CSCS opens up certain risks for all companies operating
in China, and foreign firms may get caught in the crosshairs. Additionally, the
rapid evolution of both U.S.-China relations and the CSCS itself may see the
CSCS evolve to disadvantage U.S. firms.

e The CSCS is first and foremost a mechanism to strengthen enforcement
of China’s existing laws and regulations. Where those laws are just and
reasonable, such enforcement may be welcome. However, the CSCS will also
strengthen enforcement of laws which conflict with U.S. values, resulting in, for
example, more online censorship or advancement of the One China Principle.
As such, the system gives China a tool through which to intensify the pressure
on foreign companies to adhere to Chinese regulatory requirements that may
conflict with their own corporate values or the values of their customers overseas
— or potentially even with U.S. government policies or broader U.S. interests.

e The CSCS is already operational, but the degree of implementation is still
highly divergent across localities and sectors. There is no date at which the
system will be “switched on.” Rather, the CSCS will be incrementally expanded
as various local governments and state agencies ramp up participation over the
next decade.

e Corporate social credit files have been established on most registered entities
in China, including the China-registered branches and subsidiaries of U.S.
firms. These files are the central axis around which the CSCS revolves, and
the information they contain drives the many policy and regulatory initiatives
associated with the CSCS.

e Corporate social credit files are primarily populated with aggregated
government records related to corporate compliance. When the system is
fully implemented, they will also contain additional information regarding a
company’s product and service quality as generated by consumers, industry
associations, and other market entities. There is no indication that CSCS
files currently support direct input from next-generation data sources such as
information from remote sensing tools, facial recognition-driven video feeds,
social media data streams, e-commerce purchase history, or any other such
information.

o The current technological sophistication of the CSCS has been overstated in
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popular discourse both within and outside of China, and the degree to which
the CSCS currently automates data collection and regulatory processes
is low. Although China is piloting technologies designed to remotely detect
operational violations (such as when a factory exceeds emissions quotas), there
is no known instance in which automated data collection leads to the automated
application of sanctions without the intervention of human regulators.

Though the sophistication of CSCS technologies is not currently high, the
scale of China’s national government record centralization effort, of which
social credit is a part, is indeed enormous. This project has considerable
potential to enhance the bureaucratic efficiency of the Chinese state, increasing
its predictive capacity and regulatory responsiveness, which could in turn
enhance Party legitimacy in China and other countries.

Multiple government bodies and state regulators control various blacklists
relevant to their jurisdictional mandate and have administrative authority
to determine which companies are added to such lists. Companies and
individuals cannot be blacklisted on a completely arbitrary basis, as there are
pre-determined types of violation that lead to blacklisting, but officials still hold
discretionary power in terms of which violations are pursued and how severely
violations are treated. China is currently working to further standardize the
procedures for the creation of new blacklists, notifications, objections, blacklist
removal and credit repair.

One of the mechanisms through which the CSCS aims to improve
“trustworthiness” in the market environment is by creating a national
enforcement dragnet under which companies blacklisted by one regulator
are subject to sanctions from multiple regulators, and companies redlisted
by one regulator are granted incentives by multiple regulators. To extend
the impact of the CSCS into corners of the market the government cannot
easily reach, policymakers are also experimenting with initiatives that invite
non-government entities, such as industry associations and big tech platforms,
to impose sanctions on blacklisted companies and offer benefits to redlisted
companies.

The broad range of application in which CSCS files are employed may
increase corporate vulnerability to regulatory corruption and bias through
the inclusion of contaminated data in CSCS files. Through the CSCS, any
and all records on compliance and regulatory infractions that feed into the
system will carry additional weight. Chinese regulators may continue to employ
existing methods of enforcing arbitrary regulatory infractions against foreign
companies, and the CSCS will by its very nature amplify the consequences of
those infractions by damaging a company’s CSCS standing.

Though the CSCS was not designed to serve as a trade war weapon, there
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are avenues through which the system could be politicized. In the event of
increased trade tensions, regulatory bias could result in regulators applying
penalties more stringently to U.S. companies. Such penalty records would be
included in a company’s CSCS file, thus impacting that company’s overall social
credit profile and potentially resulting in constraints to their market access.
There is currently no clear bi-lateral platform or framework through which U.S.
policymakers can raise potential CSCS-related disputes with Beijing.

Under the CSCS, the social credit files of a company’s legal representative,
key personnel, and actual controllers are linked to the CSCS file of the
company itself. If a U.S. firm is sanctioned under the CSCS, key personnel
may be personally sanctioned and subject to punishment. Conversely, anecdotal
reports indicate that the personal social credit standing of key personnel may
unofficially impact the company. Not only does this leave companies vulnerable
to unlawful behavior from senior employees, it is also possible that pressure
could be indirectly applied to a U.S. company via the unfair targeting of its
personnel.

Companies with a larger presence in China may be more exposed under
the CSCS. Chinese policymakers are currently hashing out the relationship
between the social credit standing of parent companies and their branch outlets,
specifically whether or not a parent company would be blacklisted if multiple
retail locations each receive a single infraction.

As the platforms which extract insights from social credit data become
more sophisticated, and algorithms are increasingly used to supplement
human regulatory decision-making, “algorithmic accountability” — or
the inherent difficulty in verifying the fairness or accuracy of machine-
generated recommendations — will become a key concern. This issue is
not unique to China, but the use of such tools by an authoritarian government
with an immature data privacy regime underscores the need for a push towards
formulating global data governance principles that protect privacy and civil
liberties while enabling government data to be used for analysis and decision-
making.

Within China, CSCS data is increasingly being used to supplement
financial credit data in the assessment of lending and investment risk.
Chinese economists have proposed that a multi-dimensional approach under
which lenders consider regulatory compliance metrics in addition to financial
metrics could form the basis of a new Chinese-led financial credit rating model.
Thus, in the realm of global finance, it is possible that over the long-term, the
CSCS could present a challenge to U.S.-led sovereign debt and corporate bond
rating models developed by S&P, Moody’s, and Fitch Ratings.
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Section 1
Introduction

In the years leading up to and following China’s accession to the WTO in 2001, a great deal
of international attention was fixed on China’s failure to protect the intellectual property of foreign
companies. At the same time, China’s central leadership was becoming increasingly concerned
over the economic losses incurred by domestic businesses as a result of rampant market misconduct
and weak regulatory enforcement. While international voices expressed concerns over a market
environment plagued by IP infringements and counterfeiting, internally, key Chinese policymakers
likewise decried the widespread contract violations, patent infringements, food safety scandals,
fraud, and other acts of corporate malfeasance that they believed were stunting the growth of the
socialist market economy. °

In the late 1990s, then-Premier Zhu Rongji tasked a research team at the Chinese Academy
of Social Sciences — which included representatives from the People’s Bank of China, the Ministry
of State Security, the State Intellectual Property Office, and the Ministry of Industry and Information
Technology — with exploring a solution to the epidemic of unscrupulous market behavior." The
resulting treatise, The National Credit Management System ([E 5% {5 Fl & {4 R)," was published
in 1999. The treatise defines the word “credit” — the Chinese word for which ({5 f) is perhaps
better translated as “trustworthiness” — in expansive terms, simultaneously understanding it as a
measure of one’s basic reputability, honest dealings in business, timely repayment of debts, contract
fulfillment, and compliance with regulatory obligations.'

Updated in 2002 under the title Principles of the Social Credit System (.25 {4 25
)1 the treatise frames “credit” (or “trustworthiness”) as a critical component of a functioning,
efficient business environment, and as a necessary facilitator for economic activity.'* Conversely,
it describes “untrustworthiness” as a problematic market phenomenon resulting in both tangible
fiscal losses and intangible damage to the growth of the socialist market economy and society as
a whole.

In its earliest incarnation, the Social Credit System (SCS) was entirely concerned with
“trustworthiness” in the economic sense — malfeasance by enterprises and misconduct by individual
citizens in their roles as business professionals, entrepreneurs, borrowers, and consumers. But over
the fifteen years between the publication of the treatise and the official launch of the SCS, the
scope of the system was broadened dramatically. China’s modern Social Credit System not only
seeks to enforce regulatory policy in the business environment, but also to coerce desired behaviors
from citizens in a social context, as well as crack down on unsanctioned corruption, overspending,
and policy non-compliance among local governments. Because noncorporate applications of the
modern SCS are outside the scope of this report, we use the term “Corporate Social Credit System”
(CSCS) to refer only to those parts of the Social Credit System which are relevant to businesses,
while the term “SCS” is used to reference the system as a whole.

The emergence of the CSCS was an acknowledgement that China’s judicial system was ill-
equipped to address issues of market misconduct. The treatise stated that:
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[O]nly a small portion [of such infringements] result in criminal prosecution and
Jjudicial punishment. The majority of contract violations and other untrustworthy
phenomena cannot be resolved through criminal investigation and judicial trial, and
even in the event that a judicial trial occurs, there are still considerable difficulties
in enforcement of the judgement. The contract violations that the [social credit
system] seeks to address is precisely this type of untrustworthy economic activity,
those ... which are inconvenient to prosecute under public security laws. '®

The CSCS was intended to shore up these gaps by creating an alternative enforcement
mechanism: one which would use “the tools of the market to punish economic dishonesty,” rather
than depending on criminal prosecution to achieve the same effect. Thus, with two key problems in
their sights — untrustworthy market behavior and a judiciary that struggled to enforce regulatory
compliance — the architects of the CSCS were faced with the challenge of designing a market-
based mechanism for penalizing non-compliant market actors.

However, before “untrustworthy” parties could be penalized, they had to be identified.
Thus, the first task in the implementation of the CSCS was the establishment of a dataset that could
be used to give regulators a holistic view of corporate and individual regulatory compliance. In
order to be effective, such data would presumably need to be reliably available to the government,
relatively uniform for all companies regardless of sector or size, and relevant to determinations of
compliance.

Viewed collectively, the Chinese government has access to an immense pool of data that
could fulfill these requirements. Information such as corporate registration records, tax arrears
records, social security and utility payment history, administrative penalty records, and operational
license records — all of which have been determined under CSCS policy to provide relevant
insights regarding corporate compliance — have long been collected by China’s state agencies.
However, no single authority has unilateral access to all such records. Thus, CSCS policy mandates
the elimination of inter-agency and inter-locality data silos, requiring multiple government bodies
and market regulators to contribute relevant records to a national body of “corporate social credit
files” (CSCS files).

CSCS files have already been established on the majority of China’s businesses. These
files are the axis around which the CSCS revolves, and the CSCS’s various initiatives are based
on the records they contain. In Section 3, we will examine exactly which government records are
included in CSCS files and which are not. We will also examine how China intends to supplement
government records with data generated by consumers, industry associations, credit reporting
agencies, and others to craft an increasingly detailed picture of corporate compliance.

Once corporate compliance can be assessed via CSCS files, the CSCS seeks to penalize
“untrustworthy” companies by reducing their access to the market and enforcing economic
sanctions, while rewarding “trustworthy” companies with increased market access and economic
incentives. The CSCS does this by empowering regulators to place companies found in violation
of pre-determined regulations on one of several dozen national “blacklists.” When a company
is blacklisted by one government regulator, the blacklist record is included in the company’s

10
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CSCS file, triggering a series of additional sanctions from multiple participating regulators. Such
sanctions can include restrictions on issuing stocks and bonds, more frequent environmental or
safety inspections, restrictions on foreign exchange quotas, bans on participating in government
procurement bids, denied approvals for science and tech projects, restricted access to loans and
financing, ineligibility for government funds and subsidies, and many others. Conversely, when
consistently compliant companies are “redlisted” by one regulator, they become entitled to a wide
variety of incentives and preferential policies offered by multiple state agencies, including fast-
tracked administrative approvals and processing of bureaucratic procedures, fast-tracked access
to credit and financing, preferential consideration in government procurement bidding and policy
incentives, reduced inspection rates, better import and export quotas, and more. This mechanism,
called “Unified Rewards and Punishments”, is described in Section 4.

Though government regulators play the leading role in penalizing blacklisted companies
and rewarding redlisted companies, Unified Rewards and Punishments is envisioned as a partially
market-driven mechanism. To this end, the central government is beginning to experiment with
enlisting private companies and industry associations to participate in the issuance of awards
and the application of penalties — for example, by encouraging e-commerce platforms to mark
blacklisted sellers as “untrustworthy” in search results. In this way, CSCS policymakers seek to
embed the system into corners of the market where the government itself may not easily reach.
In Section 4.3, we look at some examples of how Unified Rewards and Punishments is being
increasingly integrated into the private sector.

It is interesting to note that although China’s Social Credit System and its financial credit
system are distinct (we discuss social credit’s relationship to finance in Section 6), the design of the
Social Credit System takes its inspiration from Western financial credit rating systems.'® The 2002
treatise dedicates several chapters to examining U.S. credit law and identifying two key aspects of
the U.S. approach to financial credit assessment as fundamental to the development of the Chinese
social credit model, those being:

1. Anational system for the collection of records related to debt repayment history,
which is applied in a variety of financial contexts.!?

2. Aneconomic penalty mechanism enabled by these records under which a failure
to honor one financial obligation (failure to pay credit card bills, for example)
has concrete ramifications in other areas (such as receiving unfavorable interest
rates when applying for a mortgage loan).'®

The treatise expanded these two basic ideas beyond the financial sphere, and under the
CSCS, this manifests as:

1. A national system for the collection of records related to regulatory compliance
(CSCS files), which are then applied in a variety of regulatory and commercial
contexts.

2. A system of penalties and market access restrictions for entities that have failed
to honor such obligations, and incentives for those who consistently comply.

11
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These two facets of social credit — the collection of data and a system for applying
punishments and rewards based on that data — are the two pillars on which the CSCS (and indeed
the broader Social Credit System) is built. However, the data collection element is arguably the
more central of the two, and to characterize the CSCS as merely a mechanism for meting out
sanctions and incentives is to miss the bigger picture. Under social credit policy, CSCS files —
and particularly the blacklist and redlist records they contain — are used as the basis for a wide
array of initiatives aimed at boosting trustworthiness across the economy. CSCS files are publicly
available, and they are incorporated into analytics platforms deployed by market regulators to
determine how much regulatory attention should be paid to given company; they underpin a variety
of grades issued to companies based on their level of compliance; they are displayed on public- and
private-sector websites and apps designed to help consumers choose trustworthy service providers,
reputable employers, and honest business partners; and they are integrated into financial credit
reports to enable lending institutions to better assess loan and investment risk. Various sections of
this report will touch on each of these applications of CSCS data.

There is no definitive timeline for the system’s nationwide finalization, nor have any

Figure 1: Key uses of CSCS files
Source: Graphic by Trivium China

Used by regulators to support: Used by regulators to support:
Market access controls Smarter resource deployment

=] &

Used by lenders to support:

Financial risk assessment

Used by general public to support:
Consumer decision-making

Used by regulators, industry associations, and
credit rating agencies to inform:

Corporate grading systems
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clear implementation milestones been set. This is likely because, as we discuss in Section 8, the
ambitious nature of the project and its many moving parts pose significant scheduling challenges.
Additionally, the large number of actors participating in the system’s construction has resulted in a
highly fragmented policy rollout, with widely divergent degrees of implementation across sectors
and localities, making overall development difficult to track.

Perhaps more fundamentally, it is impossible to assess the progress made towards a goal
that has not yet been fully defined. Beijing has never articulated a long-term vision or “end state”
for the SCS in general, or for the CSCS more specifically. What form the CSCS will ultimately
take, what balance of automated algorithmic regulation and human decision-making Beijing
ultimately hopes to achieve, how deeply the CSCS will penetrate the market, and whether or not
Beijing plans to export aspects of the CSCS or its underlying theories, are all open questions.
Given that Beijing continues to take a trial-and-error approach to stress-testing certain elements of
the system domestically — an approach former Communist leader Deng Xiaoping once referred
to as ‘crossing the river by feeling the stones’ — it is likely that the long-term vision has not been
articulated because it has not yet solidified at the highest levels. A shifting regulatory environment,
emerging technologies, and changes in the broader geopolitical landscape are all factors that may
influence the final shape of the CSCS.

Beijing’s medium-term vision for the system, however, is easier to extrapolate from its
existing status and developmental direction. We assess that from China’s perspective, a mature
CSCS would be characterized by:

Seamless data aggregation: All records earmarked as relevant to corporate compliance,
generated by government bodies down to the district level, would be centralized in CSCS files
reliably and in real time — roughly equivalent to the seamlessness with which individual mortgage
payments, auto loan payments, credit card payments, and other financial records are passed to U.S.
credit reporting bureaus by various lenders. Additionally, well-worn channels would exist for the
collection of market-generated information related to a company’s product and service quality
from consumers, business partners, and industry associations.

CSCS files will have taken root as the official national source of corporate credibility
information, with broad awareness among the general public, and broad adoption of their use not
only in the regulatory arena, but in applications such as due diligence, recruitment and employment,
consumer advocacy, member selection for key industry association, participant selection for trade
expos, and financial risk assessments. China’s major tech platforms and startups would draw upon
CSCS data to develop credibility-related algorithms to extract predictive market insights.

Strong legal and policy ecosystem: A strong, stable, and refined body of laws and policies
will underpin the various mechanisms that drive social credit, including the issuance of penalties and
rewards, the procedures for credit repair, and the rights and obligations of citizens and government
under the CSCS.

Well-defined penalty and reward ecosystem: A broad body of regulators, financial
institutions, tech platforms, social organizations, industry associations, and private businesses
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would form an enforcement dragnet under which a blacklisted company or individual becomes so
hampered by financial sanctions, operational restrictions, and public condemnation that they are
driven either to rectify the violation or exit the market. Likewise, that same body of actors would
cooperate to place redlisted companies and individuals on the path to economic success through
financial incentives, bureaucratic conveniences, and public praise.

The feasibility of attaining these end results, however, is still in question, and significant
implementation challenges remain. These include the technical challenges inherent in deploying
nationwide data aggregation infrastructure, ensuring data reliability and security, ensuring equal
application of CSCS policies across localities, navigating pushback from state agencies and local
governments, among others.

This vision — particularly the potential omnipresence of the Unified Rewards and
Punishments mechanism — has given rise to deep concern that the CSCS will be leveraged to lock
foreign companies out of the market. This report finds little evidence to suggest that the CSCS is
currently being employed to either disadvantage foreign firms or to advantage Chinese companies.
Nor do we find that there is currently any intention to use the system in such a manner. However, the
CSCS is being developed and implemented in a context of both deteriorating U.S.-China relations,
and stronger top-down economic control under Xi Jinping, and it must therefore be viewed within
this context. The design of the CSCS does open up certain avenues through which it could evolve
to disadvantage foreign firms in the event of worsening international relations. Additionally, the
CSCS exposes all companies — both Chinese and foreign — to certain potential risks, including
greater vulnerability to regulator bias and data contamination. Ultimately, whether or not the CSCS
becomes a trade war weapon will depend largely on the fairness with which it is applied, and the
degree to which it is developed. We discuss these findings in Section 9.

So far, the CSCS has had little tangible impact in the realm of geopolitics, but depending
on how the system evolves, the next several decades may see it begin to impact the international
arena. In Section 10, we explore how the CSCS could manifest as a tool of corporate coercion,
how China’s drive towards data centralization and algorithmic regulation under the CSCS may
enhance Beijing’s global power, how the system gives the central government a tool through which
to solidify its grip over local governments, and whether or not the CSCS might present a challenge
Western financial credit rating models.

Ultimately, the role the CSCS plays on the global stage will depend on the shape it takes

domestically. Thus, before we speculate on the CSCS of tomorrow, we look first at the policies
shaping the system today.

14

soiyjodoan) pue ABojouyda] ‘uoinedwor) ‘1xaluol) - wWalskg upald) |e1pog aresodio) seulyd



triviumchina.com

trivium

Section 2
Policy Foundations

In June 2014, China’s State Council published the landmark social credit policy, Planning
Outline for the Construction of a Social Credit System (2014-2020)" (hereafter Planning Outline),
marking the official launch of China’s SCS initiative.

Though social credit received little international attention prior to the Outline’s release, the
system had remained under more or less continual development since it was initially proposed. Social
credit was first formally raised for legislative consideration at the 2000 Two Sessions conference,
the annual meeting of China’s senior lawmakers.?’ The proposal soon received the support of the
State Council, China’s top administrative authority. Over the following years, social credit working
groups and research committees were formed to move the system forward, and early urban pilots
of the SCS were launched in Shanghai, and later, Wenzhou, to test its viability. From 2007 to 2008,
the State Council released two policies formalizing its intention to proceed with the nationwide
construction of the Social Credit System.?' It also established the Joint Inter-ministerial Council
on the Construction of the Social Credit System (#1415 Fi{A& R 5% PR EEE 221%) — a cross-
agency platform for social credit research, planning, promotion, and development,* setting the
stage for the first concerted push towards national implementation (see all member organizations
in Appendix I).

The release of the Planning Outline in 2014 represented the culmination of 15 years
of research, planning, groundwork-laying, pilot programs, and false starts. It established the
motivations, theory, scope, and stakeholders for the SCS, outlined vague targets for the first six
years of SCS implementation, and called on state agencies, local governments, and the private
sector to participate in its construction in various capacities. A follow-up policy, Opinions on
Promoting the Institutionalization of Integrity Construction,” was released the following month.
This second document sketched out the Party’s vision for the practicalities, technical underpinnings,
and regulatory mechanisms of social credit.

In many critical respects, the Planning Outline adheres closely to the original vision of
the SCS as outlined in the 1999 treatise. It identifies one of its key aims as the prevention of
“production safety accidents, food and drug security incidents... commercial deception, production
and sales of counterfeit products, tax evasion, fraudulent financial claims, academic impropriety
and other such phenomena [which] cannot be stopped in spite of repeated bans.”*

However, the Planning Outline also extends social credit well beyond the original conception
of the SCS as a “corporate social credit system,” recontextualizing it as a banner under which to
also effect sweeping trust- and efficiency-based reforms in government and society at large, such
as fostering a culture of law-abiding sincerity and civic responsibility (the “citizen social credit
system”), increasing judicial credibility, improving the efficiency of regulatory and administrative
services, and ensuring local governments honor commitments to the people, the Party and the State
(the “government social credit system”).
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To be clear, the Planning Outline does not segment the Social Credit System into these
discrete buckets, and there are areas of overlap between the corporate-, citizen-, and government-
targeted aspects of the SCS. For example, just as social credit files are being compiled on every
company in China, so are social credit files compiled on every Chinese citizen. These files can be
interconnected, as under the CSCS, the personal social credit file of a company’s legal representative
and actual controllers are tied to the CSCS file of the entity itself. As we discuss in Section 9.4, if
a company is blacklisted for malfeasance, key personnel may themselves be blacklisted, effecting
their personal social credit. In another example of conceptual overlap, under the “government
SCS”, entire local governments are blacklisted and sanctioned for running up unpaid debts to local
SMEs.*»

Perhaps paradoxically for such a wide-reaching, top-down system, the Outline also
contextualizes social credit as a tool to reduce “administrative governmental interference in the
economy,” the thinking being that a market environment and judiciary made more efficient through a
greater degree of auto-pilot, self-regulation would require less government and regulatory oversight,
freeing up regulators to focus their attention on a smaller handful of bad actors, while allowing
“trustworthy” companies with proven records of compliance to operate with less disruption.

The Planning Outline did not formalize legal definitions for the terms “social credit,”
“trustworthiness,” or “untrustworthy behavior,” and the words were subsequently used ambiguously
in both policy and public discourse. Although it is tempting to draw Orwellian associations with
the vague use of moralistic terminology such as “trustworthiness” by authoritarian governments,
there is currently scant evidence to suggest that the term represents a degree of loyalty to socialist
ideology. This was underscored in a July 2020 national social credit policy draft, which states:

[A] determination of untrustworthy conduct must be based on a legally
effective document. The basis for determining untrustworthy conduct includes:
effective judicial judgment and arbitration documents, administrative penalties,
administrative rulings, and other administrative decisions, as well as other
documents that can be used as the basis for determining untrustworthy conduct
according to laws, regulations, or decisions and orders of the State Council. *

Additionally, a review of the broader collective body of social credit policies supports
the assertion that, under the modern CSCS, “social credit” — and by extension “trustworthiness”
— primarily refer to compliance with obligations.?” This definition is explicitly spelled out in
Shanghai’s provincial social credit ordinance,”® which defines social credit “to mean ‘the status of
compliance’ ... with legally prescribed obligations or performance of contractual obligations in
social and economic activities.””

None of this is to suggest that the CSCS is necessarily benign or apolitical, particularly
from the perspective of those foreign governments and companies that object on ethical grounds
to some of the laws and obligations that the CSCS was designed to enforce, such as the One
China Principle, the Cybersecurity Law, and online censorship regulations. Moreover, it has been
argued that while democratic governments conceptualize the law as existing “independently of
politics, the Party understands law as a reflection of [its own will],”* and new regulations may
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be established with little warning or oversight, and with few — if any — checks and balances.
Viewed from this lens, the enforcement of the law is, in an abstract sense, the enforcement of Party
ideology. An exploration of such concerns is far beyond the boundaries of this report, but in the
most immediate and practical sense, it is clear that “trustworthiness” under the CSCS is currently
understood in legal rather than political terms.

The Planning Outline identifies the National Development and Reform Commission
(NDRC), China’s administrative planning body, and the People’s Bank of China (PBOC), China’s
central bank, as the agencies tapped to spearhead the implementation of the SCS.*' Specifically,
the NDRC’s Department of Fiscal Finance and Credit Construction (W E{4mlifi{s A &%)
is responsible for SCS project planning and oversight, and its sub-body, the National Public
Credit Information Center (2 3H(5H S EH0), 1s responsible for administering the social
credit dataset and data transfer infrastructure.® In its capacity as a macroeconomic regulator, the
NDRC'’s work and jurisdiction touches on those of most other state agencies, and it is therefore
well-placed to act as a both a central administrator of the SCS data and a coordinator of rewards
and punishments under the CSCS. The PBOC’s involvement is primarily focused on the areas in
which social credit overlaps with the financial sector (discussed in Section 6). Taken together, the
jurisdictional coverage of these bodies extends across all sectors of the economy. China’s primary
market regulator, the State Administration for Market Regulation (SAMR), also plays a critical
role in the CSCS, as in the course of its duties, it generates a significant proportion of records on
corporate operations that are included in CSCS files.**

Though the NDRC and the PBOC are at the helm of the CSCS, implementation is truly a
government-wide effort. As of April 2020, the Joint Inter-ministerial Council on the Construction
of the Social Credit System had grown from its initial 15 member organizations to 46 member
organizations,** and as of June 2019, a reported total of 44 government agencies across 32 localities
contribute records to the social credit dataset.*

Major Chinese policy initiatives are typically rolled out in a cyclical, trickle-down fashion:
general strategic direction is set at the highest levels of government, and the practicalities of
implementation are refined at the provincial, city, and district levels. Lessons learned at the local
level are then passed back up the chain to the national government, which uses these insights to
course-correct and further hone the next strategic plan.

Social credit has been no exception. The release of the Planning Outline touched off a
similar waterfall effect, as China’s government agencies, industry regulators, and local governments
worked to apply social credit to their areas of jurisdiction. Social credit-related policies now number
in the thousands. They include strategic plans for the future of SCS development, national-level
policies for integrating social credit into specific sectors, local-level ordinances for the collection of
social credit data, local-level pilots exploring potential applications of social credit, and technical
standards that govern social credit databases and data sharing.

National-level foundational policies: Released by the State Council and the NDRC,

national planning and foundational policy documents define the major strategic direction of social
credit implementation and define its core functions (see major national social credit policies in
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Appendix II). They also may reaffirm the Party’s commitment to social credit, outline new features
of the CSCS or course-corrections in CSCS development, and urge state agencies and local
governments to improve or accelerate certain aspects of the CSCS in their jurisdictions. Building
on the Planning Outline, in 2019 the State Council released Guiding Opinions on Accelerating the
Construction of a Social Credit System and Building a New Credit-based Supervisory Mechanism
(hereafter cited as 2019 Guiding Opinions),*® which called for the expanded implementation of social
credit specifically as it regards market regulation. This document indicated that policymakers saw
deficiencies in the state of CSCS data collection, data privacy protection, public credit awareness,
and availability of bureaucratic channels for credit repair. In July 2020, the NDRC and the PBOC
jointly released the draft policy Guiding Opinions on Further Regulating the Scope of Inclusion
of Public Credit Information, Punishment for Untrustworthiness, and Credit Restoration to Build
a Long-term Mechanism for Credit Construction (hereinafter cited as 2020 Guiding Opinions on
Further Regulation), which seeks to tighten the standardization and legal basis for blacklisting,
data collection, and CSCS penalties.’’

National-level sector-specific policies: Taking broad direction from the State Council and
the NDRC, China’s state agencies are responsible for drafting and implementing CSCS policies and
initiatives within their areas of jurisdiction.*® Several hundred such policy documents exist at the
national level, including regulations defining the CSCS penalties for companies found in violation
of'a specific agency’s statutes (see Section 4.2), sector-specific social credit data collection projects
(see Section 7), and grading systems to measure corporate compliance within certain sectors
(see Section 5.1). This includes such documents as the Ministry of Human Resources and Social
Security’s policy covering how the SCS will be leveraged to penalize companies in violation of
social insurance laws,* the Ministry of Agriculture’s policy on the establishment of social credit
files for agricultural producers,* and the Ministry of Ecology and Environment’s policies covering
social credit’s relationship to environmental impact assessments for construction projects.*! In
many cases, policymakers have updated existing regulations to include provisions stating that
violations of any rules outlined within that document will be recorded in social credit files.

Local-level policies: Each provincial, city, and district government is tasked with
formulating social credit regulations, implementing data collection infrastructure, and devising
social credit initiatives relevant to its locality.*? Social credit policies at the local level number
in the thousands, and include ordinances governing local social credit development (see Section
8.2), incentive schemes for local companies that maintain good social credit, as well as existing
corporate regulations that have been updated to tie them into the CSCS framework.

Technical standards: The basic technical standards covering the storage, structure, and
transfer of social credit data are defined at the national level. These standards are still incomplete
and are currently being finalized through cooperation between the NDRC, PBOC, and China’s
national standards bodies. We cover these standards in greater detail in Section 3.

Through these policies and technical standards, social credit is being layered into regulatory
schemes across every sector and locality in China, but though CSCS policies take many forms, the
vast majority share a common thread: they deal with the collection, sharing, application, processing,
analysis, and leveraging of corporate social credit files.
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Section 3

CSCS Data: Corporate Social Credit Files

The 2014 Opinions on Promoting the Institutionalization of Integrity Construction called
for the establishment of a cross-sector “social credit file [system] with full national coverage”
under which social credit files would be established for every company, organization, and citizen
in China.' It further indicated that CSCS files should contain aggregated corporate comp