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U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

NOVEMBER 14, 2018

The Honorable Orrin G. Hatch

President Pro Tempore of the U.S. Senate, Washington, DC 20510
The Honorable Paul D. Ryan

Speaker of the U.S. House of Representatives, Washington, DC 20510

DEAR SENATOR HATCH AND SPEAKER RYAN:

On behalf of the U.S.-China Economic and Security Review Com-
mission, we are pleased to transmit the Commission’s 2018 Annual
Report to Congress. This Report responds to our mandate “to moni-
tor, investigate, and report to Congress on the national security im-
plications of the bilateral trade and economic relationship between
the United States and the People’s Republic of China (PRC).” The
Commission reached a broad and bipartisan consensus on the con-
tents of this Report, with all 11 members (one appointment remains
vacant) voting unanimously to approve and submit it to Congress.

In accordance with our mandate, this Report, which is current
as of October 9, includes the results and recommendations of our
hearings, research, travel, and review of the areas identified by Con-
gress in our mandate, as defined in Public Law No. 106-398 (Octo-
ber 30, 2000), and amended by Public Laws No. 107-67 (November
12, 2001), No. 108-7 (February 20, 2003), No. 109-108 (November
22, 2005), No. 110-161 (December 26, 2007), and No. 113-291 (De-
cember 19, 2014). The Commission’s charter, which includes the 11
directed research areas of our mandate, is included as Appendix I
of the Report.

The Commission conducted six public hearings and one public round-
table, taking testimony from 56 expert witnesses from government, the
private sector, academia, think tanks, research institutions, and other
backgrounds. For each of these hearings, the Commission produced a
transcript (posted on our website at Attp://www.uscc.gov). This year’s
hearings and roundtable included:

¢ China’s Belt and Road Initiative: Five Years Later;

e China’s Military Reforms and Modernization: Implications for
the United States;

¢ China, the United States, and Next Generation Connectivity;

e China’s Relations with U.S. Allies and Partners in Europe and
the Asia Pacific;

¢ China’s Role in North Korea Contingencies;

e China’s Agricultural Policies: Trade, Investment, Safety, and In-
novation; and

e U.S. Tools to Address Chinese Market Distortions.

The Commission received a number of briefings by executive
branch agencies and the Intelligence Community, including both
unclassified and classified briefings on China’s military moderniza-
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tion, China’s defense and security activities in the Indo-Pacific, Chi-
na’s relations with Northeast Asia, China’s cyber activities, Chinese
threats to the Department of Defense’s supply chain, China’s focus
on megaprojects, U.S. critical telecommunications infrastructure,
and money laundering. The Commission is preparing a classified
report to Congress on these and other topics. The Commission also
received briefings by foreign diplomatic and military officials as well
as U.S. and foreign nongovernmental experts.

Commissioners made official visits to Taiwan and Japan to hear
and discuss perspectives on China and its global and regional ac-
tivities. In these visits, the Commission delegation met with U.S.
diplomats, host government officials, business representatives, aca-
demics, journalists, and other experts. Since its establishment, the
Commission has had productive visits to China. Recently, the PRC
government has been unable to support these visits, which affects
the Commission’s ability to fully assess issues in country.

The Commission also relied substantially on the work of our ex-
cellent professional staff and supported outside research (see Ap-
pendix IV) in accordance with our mandate (see Appendix I).

The Report includes 26 recommendations for congressional action.
Our ten most important recommendations appear on page 22 at
the conclusion of the Executive Summary.

We offer this Report to Congress in the hope that it will be useful
for assessing progress and challenges in U.S.-China relations.

Thank you for the opportunity to serve. We look forward to con-
tinuing to work with Members of Congress in the upcoming year to
address issues of concern in the U.S.-China relationship.

Yours truly,
Robin Cleveland Carolyn(Bartholomew
Chairman Vice Chairman

iv
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EXECUTIVE SUMMARY
Chapter 1: U.S.-China Economic and Trade Relations

Section 1: Year in Review: Economics and Trade

In 2018, the United States announced a series of trade enforce-
ment actions involving China stemming from three investigations
conducted by the U.S. government: (1) Section 201 investigations
into a surge of washing machines and solar panel imports, (2) Sec-
tion 232 investigations into the national security risks posed by im-
ports of steel and aluminum, and (3) the Office of the U.S. Trade
Representative’s Section 301 investigation into “whether acts, poli-
cies, and practices of the Government of China related to technolo-
gy transfer, intellectual property, and innovation are unreasonable
or discriminatory and burden or restrict U.S. commerce.” In each
instance, China retaliated against U.S. enforcement actions with re-
ciprocal tariffs. In total, over $250 billion worth of U.S. imports from
China and $110 billion worth of U.S. exports to China are subject to
tariffs initiated in 2018.

The Chinese government continues to focus on sustaining domes-
tic economic growth, a goal made more difficult by rising trade ten-
sions with the United States and efforts to reduce debt levels. These
challenges have already begun to weigh on China’s overall econom-
ic performance as investment, consumption, and business activity
growth fell in the second quarter of 2018. Early indicators suggest
China’s economy will slow further in the second half of 2018, threat-
ening progress on the Chinese Communist Party (CCP) policy prior-
ities, such as deleveraging, controlling pollution, and reducing pov-
erty. Beijing already appears to be suspending debt reduction efforts
in favor of supporting gross domestic product growth, despite rising
levels of Chinese banks’ nonperforming loans and a growing threat
of defaults by local government financing vehicles.

Key Findings

e China’s state-led, market-distorting economic model presents a
challenge to U.S. economic and national security interests. The
Chinese government, directed by the Chinese Communist Par-
ty (CCP) leadership, continues to exercise direct and indirect
control over key sectors of the economy and allocate resources
based on the perceived strategic value of a given firm or indus-
try. This puts U.S. and other foreign firms at a disadvantage—
both in China and globally—when competing against Chinese
companies with the financial and political backing of the state.

e The United States has sought to address unfair Chinese trade
practices in part by using mechanisms codified in U.S. trade laws,
bringing cases to the World Trade Organization, and threaten-
ing additional trade actions. The Trump Administration’s trade

(n
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policies target Chinese technology transfer requirements and
insufficient intellectual property protections, the growing U.S.
trade deficit, and national security risks posed by an overreli-
ance on steel and aluminum imports, among other factors.

e The Chinese government continues to resist—and in some cases
reverse progress on—many promised reforms of China’s state-
led economic model. Repeated pledges to permit greater market
access for private domestic and foreign firms remain unfulfilled,
while the CCP instead enhances state control over the economy
and utilizes mercantilist policies to strategically develop domes-
tic industries. Chinese policymakers have stated their intent
to, but been largely unsuccessful in, fighting three “battles” to
achieve high-quality development in the next three years: cut-
ting corporate and local government debt, controlling pollution,
and reducing poverty.

e Chinese President and General Secretary of the CCP Xi Jin-
ping has prioritized efforts to consolidate control over economic
policymaking. However, this strategy may have unintended con-
sequences for China’s economic growth. Increased state control
over both public and private Chinese companies may ultimate-
ly reduce productivity and profits across a range of industries,
with firms pursuing CCP—rather than commercial—objectives.

e China’s debt burden poses a growing threat to the country’s
long-term economic stability. Even as Chinese banks’ nonper-
forming loans rise and unofficial borrowing by local govern-
ments comes due, Chinese policymakers continue to spur new
credit growth to combat fears of an economic slowdown.

e In 2017 and the first half of 2018, the Chinese government re-
ported it exceeded its targets for gross domestic product (GDP)
growth. However, economic indicators suggest China’s GDP
growth may slow in the second half of 2018, with China’s drivers
of growth stalling amid trade tensions with the United States.
Meanwhile, discrepancies between official government data at
the national and local levels, and growth figures that remain
unusually consistent across months and years, continue to cast
doubt on the reliability of China’s official data.

¢ In the first half of 2018, China posted a current account defi-
cit of $28.3 billion, or 1.1 percent of GDP, for the first time in
20 years. A declining current account balance could contribute
to increased volatility in the exchange rate. It could also lead
Beijing to sell foreign assets or increase foreign borrowing to
finance government projects, limiting China’s ability to insulate
itself from financial shocks.

e The United States posted a record trade deficit in goods with
China in 2017 ($375.6 billion), and is poised to exceed that total
in 2018. Through the first seven months of 2018, the U.S. goods
deficit was up 9 percent compared to the same period in 2017.
Services continued to be the one area where the United States
had a surplus with China, although the size of the services
trade surplus remains dwarfed by the goods trade deficit. In
2017, the U.S. services trade surplus with China increased to a
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historic high of $40.2 billion, largely on the strength of Chinese
tourism to the United States.

e Chinese foreign direct investment (FDI) in the United States
has dropped over the last 18 months amid Beijing’s efforts to
tighten both political and regulatory controls on capital outflows
and increased uncertainty surrounding U.S. investment review
procedures. In 2017, Chinese FDI flows to the United States fell
to $29.4 billion, down from $45.6 billion in 2016. Chinese ven-
ture capital (VC) investments in the United States have accel-
erated, however, with China representing the largest single for-
eign VC investor ($24 billion) in the United States cumulatively
between 2015 and 2017, according to a recent U.S. government
study. Meanwhile, U.S. investment in China has increased as
the Chinese government selectively liberalized foreign invest-
ment restrictions in some industries, including banking, auto-
mobiles, and agriculture.

e The Trump Administration has threatened to impose tariffs
on $517 billion worth of Chinese imports, with tariffs on $250
billion worth of imports implemented as of October 2018. The
initial set of U.S. tariffs primarily targeted Chinese technology
products after the Section 301 investigation conducted by the
Office of the U.S. Trade Representative concluded that Beijing
employs an array of unfair practices against foreign firms pri-
marily designed to advance China’s technological capabilities.

e In retaliation for US. trade enforcement actions, China has
implemented tariffs on $113 billion worth of imports from the
United States. Beijing’s tariffs primarily target U.S. exports of
agriculture products, automobiles, and aviation, among other
industries.

Section 2: Tools to Address U.S.-China Economic Challenges

U.S. policy makers have reached a broad consensus that China’s
actions negatively impact the multilateral trading system. Chinese
industrial policies create market barriers to entry, discriminate
against foreign firms, encourage technology transfer as a condition
of market access, provide limited protection and recourse for foreign
intellectual property holders in strategic industries, and unfairly
subsidize local Chinese companies in their development and expan-
sion abroad.

Various tools are available to the United States to address these
challenges, including unilateral tools (e.g., trade actions like anti-
dumping and countervailing duties and Section 201 cases, the Com-
mittee on Foreign Investment in the United States, and prosecu-
tion of economic espionage), bilateral tools (e.g., high-level bilateral
dialogues), and multilateral tools (e.g., World Trade Organization
[WTO] cases and joint pressure). On the one hand, these tools are
often highly targeted or address the symptom, not the source of a
concern. On the other hand, practices like technology transfer and
localization targets are often relayed and implemented informal-
ly, through regulatory processes characterized by Beijing’s discre-
tion. Consequently, U.S. actions to address China’s trade distorting
practices have proven narrow and limited in effectiveness when set

USCC2018.indb 3 11/2/2018 10:34:00 AM



4

against the broad sweep of the government’s development strategy,
the size of the Chinese market, and the government’s willingness to
intervene in local firms and markets.

Key Findings

e The Chinese government structures industrial policies to put
foreign firms at a disadvantage and to help Chinese firms.
Among the policies the Chinese government uses to achieve its
goals are subsidies, tariffs and local content requirements, re-
strictions on foreign ownership, intellectual property (IP) theft
and forced technology transfers, technical standards that pro-
mote Chinese technology usage and licensing, and data transfer
restrictions.

¢ China has reaped tremendous economic benefits from its acces-
sion to the World Trade Organization (WTO), and participation
in the rules-based, market-oriented international order. How-
ever, more than 15 years after China’s accession, the Chinese
government’s state-driven industrial policies repeatedly violate
its WTO commitments and undermine the multilateral trading
system, and China is reversing on numerous commitments.

e The United States has unilateral, bilateral, and multilater-
al tools to address the Chinese government’s unfair practices.
While these tools have been successful at targeting some dis-
crete aspects of China’s industrial policies (e.g., a particular
subsidy program or tariff), they have been less effective in al-
tering the overall direction of Chinese industrial policy, charac-
terized by greater state influence and control, unfair treatment
of foreign companies, and pursuit of technological leadership us-
ing legal and illicit means. China leverages the attraction of its
large market to induce foreign companies to make concessions
(including transferring technology) in exchange for promises
of access, while protecting and supporting domestic companies
both at home and abroad.

e Subsidies: The United States has a number of tools to counter
Chinese subsidies, including antidumping and countervailing
duty investigations into the imports’ impact on U.S. national
security, and analysis of unfair acts, policies, or practices. Many
of these tools target narrow concerns, often by imposing duties.
The United States also files cases at the WTO and holds nego-
tiations at other multilateral fora. Though WTO members have
challenged Chinese subsidies multiple times, the difficulty in
identifying subsidy-granting bodies in China—and the Chinese
government’s unwillingness to stop funding priority sectors—
have stymied efforts to halt Chinese subsidies altogether.

e Tariffs, local content requirements, and regulatory challenges:
The United States has often addressed Chinese tariffs, local
content requirements, and other regulatory challenges in multi-
lateral fora like the WTO; the United States has won most re-
cent WT'O cases concerning local content requirements. Despite
these successes, many Chinese local content requirements and
other regulatory restrictions remain in place, as they often are
conveyed informally and difficult to document. Such Chinese
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policies restrict the ability of U.S. and foreign firms to access
the Chinese market and compete on an even footing. In addi-
tion, official discretion in regulatory processes can force foreign
companies to transfer technology to their Chinese competitors.

e [nvestment restrictions: U.S. policy options to counter China’s
foreign investment restrictions in specific sectors have primari-
ly entailed incremental progress through bilateral negotiations.
In its 2017 report on China’s WTO compliance, the Office of
the U.S. Trade Representative characterized this approach as
“largely unsuccessful.” China’s investment restrictions impose
barriers on U.S. and other foreign companies seeking access to
the Chinese market. These barriers give Chinese regulators and
companies leverage to pressure foreign counterparts to transfer
proprietary technology or IP in exchange for market access.

e [Intellectual property theft, technology transfer, and economic es-
pionage: The United States has several regulatory tools avail-
able to address Chinese technology transfer requirements and
IP theft, including the Committee on Foreign Investment in the
United States (CFIUS) and the export control system, as well
as deterrents for IP theft and economic espionage through uti-
lization of Section 337 and prosecution by the U.S. Department
of Justice. Private companies have proved reluctant to come for-
ward, however, fearing retaliation by the Chinese government.

o Technical standards: In cases where the Chinese government
has released standards discriminating against foreign products,
U.S. officials have pressured the Chinese government to drop or
delay those standards, a tactic which is only temporarily effec-
tive. U.S. and other foreign companies struggle to comply with
China’s unique technical standards. They could also be disad-
vantaged in the future given China’s increasing participation
and leadership in international standards-setting bodies.

® Data localization and cross-border data transfer restrictions:
China’s recent effort to localize and restrict the flow of data
across borders poses significant challenges to U.S. and other
foreign business, who fear the regulatory burden of duplicat-
ing information technology services to separate and store data
in China. China’s Cybersecurity Law, implemented in 2017, re-
quires personal information held by “critical information infra-
structure” to be stored on servers in China, and data deemed
important require a “security assessment” before they can be
transferred abroad. Given the expense coupled with time delay,
IP risk, and operations disruption associated with data review,
data localization and cross-border data transfer restrictions will
become a formidable barrier to U.S. trade and international dig-
ital commerce.

Section 3: China’s Agricultural Policies: Trade, Investment,
Safety, and Innovation

While China is the United States’ second-biggest market for ag-
ricultural goods behind Canada, its large population and dearth
of water and arable land suggest U.S. agriculture exports to Chi-
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na should be greater. Unfortunately, U.S. exports have been con-
strained by Chinese policy for a number of reasons. First, China’s
longstanding goal of food self-sufficiency disadvantages U.S. farmers
through domestic subsidies, in violation of its commitments to the
WTO. Second, China frequently retaliates against U.S. trade actions
by restricting access for U.S. agricultural products. Third, China’s
asynchronous review of U.S. genetically modified crops not only pre-
vents their export to China, but also delays their implementation
in the United States and around the world. Finally, China uses its
system of tariff-rate quotas as a tool to limit imports of U.S. cereals.

In the absence of market restrictions, U.S. agricultural firms,
which enjoy a reputation among China’s rising middle class for safe-
ty and quality, would see higher demand. The U.S. government has
engaged in a systematic effort to address China’s trade distorting
agricultural policies, but success has been limited. During bilateral
dialogues, the Chinese government tends to make minor concessions
or offer commitments it does not uphold, rather than addressing
systemic problems.

Key Findings

e Food and agriculture play an important role in the U.S.-China
trade relationship. In 2017, U.S. agricultural and agriculture-re-
lated exports were the United States’ second-largest category of
overall U.S. goods exports to China, accounting for roughly $24
billion; the U.S. agricultural surplus with China reached $13.3
billion that year.

e China has a relative paucity of water and arable land, while
the United States has both in abundance, suggesting the Unit-
ed States and China should be natural trading partners in ag-
ricultural products. However, U.S. exports are constrained by
Chinese restrictions and unfair trade practices.

e China has repeatedly used duties and unscientific food safety
barriers against U.S. agricultural products to protect its do-
mestic farmers, retaliate against U.S. trade actions, or prompt
a U.S. concession in a trade negotiation. In particular, Beijing
has frequently targeted U.S. products that are highly reliant
on China’s market for retaliatory duties. Soy and sorghum are
especially vulnerable to retaliation; in 2017, 82 percent of U.S.
expé)ﬁts of sorghum and 57 percent of U.S. soybean exports went
to China.

e Under its World Trade Organization (WTO) accession protocol,
China agreed to allow quotas of foreign rice, wheat, and corn
into the country at a 1 percent tariff (known as tariff-rate quo-
tas, or TRQs). All imports beyond these quotas are subject to a
prohibitive 65 percent tariff. However, the Chinese government
pursues a policy of self-sufficiency in rice, wheat, and corn, and
provides generous subsidies to domestic farmers to the disad-
vantage of foreign producers. The Chinese government also ap-
plies TRQs in an opaque and managed way that ensures the
quota is never met, which restricts access for U.S. farmers and
violates China’s WTO commitments.
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e China appears reluctant to rely on its current agricultural trad-
ing partners (such as the United States) for its food imports,
and has attempted to diversify its imports to new markets
through promotion of foreign agricultural investment and its
Belt and Road Initiative. While these efforts have been largely
unsuccessful to date, there may be negative long-term effects on
U.S. agricultural exports as Beijing gets better at carrying out
its diversification strategies.

e Chinese policies governing genetically modified organisms
(GMOs) limit U.S. agriculture export opportunities in two im-
portant ways. First, because China broadly closes its borders if
it detects unapproved GMO imports and because it is difficult
to keep GMOs and conventional crops separate, U.S. firms do
not widely release new GMOs in the United States or overseas
without Chinese approval. Second, as China lags several years
behind the rest of the world in approving GMOs, it holds back
new U.S. GMOs long after they are approved in other countries.
This slows U.S. agricultural productivity and puts past inno-
vation at risk as pests and weeds acquire immunity to current
biotechnology products.

e Since 2014, the United States has engaged with China on its
biotech approval process through multiple rounds of high-level
bilateral talks. While the Chinese government made commit-
ments to improve its biotechnology regulatory system, it has
either not carried out promised changes or has implemented
them in a marginal way that did nothing to reform structural
problems.

e The Chinese government is investing significant resources into
boosting Chinese innovative capacity in biotechnology and ge-
nomic sequencing. China appears to be particularly competitive
with respect to new gene-editing technology such as CRIS-
PR-Cas9 (CRISPR), a new tool for genetic editing that dramati-
cally lowers the cost of genetic modification. The competence of
Chinese firms in new genetic tools such as CRISPR and their
ability to quickly sequence genomes may help them become
more competitive in agricultural research as CRISPR technolo-
gy is applied to developing new crop strains.

e U.S. agricultural biotechnology firms have been the target of
Chinese corporate espionage, and U.S.-developed GMOs appear
to be grown in China without authorization despite Chinese
laws banning their cultivation.

e Since major food safety outbreaks in 2007 and 2008, China’s
food safety laws have improved. However, implementation of
these laws remains a challenge due to shortfalls in China’s in-
spection capacity and the large number of small Chinese agri-
cultural firms.
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Chapter 2: U.S.-China Security Relations

Section 1: Year in Review: Security and Foreign Affairs

The year 2018 saw Beijing declare its intent to expand China’s
political, economic, and military presence within its region and
on the global stage. At the CCP’s 19th National Congress in late
2017, President Xi announced that China had begun a new era of
confidence and capability as it moved closer to the “world’s center
stage.” In this new era, President Xi declared China would increase
its efforts to change the international order, build a “world-class”
military, and act as a political and economic model for others to em-
ulate. In June 2018, he expanded on this foreign policy guidance and
repeatedly called for China to lead the construction of a “community
of common human destiny”—what could be the CCP’s ideological
formulation for a revised global order.

Within its region, China took new steps to advance its sovereignty
claims over disputed territory as President Xi declared in unusually
strong language in his 19th Party Congress address that other coun-
tries should not have “the fantasy of forcing China to swallow the
bitter fruit of damaging its own interests.” At the Party Congress,
President Xi proclaimed the success of China’s South China Sea is-
land-building efforts, while China’s military increased patrols near
the Senkaku Islands and continued fortifying its position near the
site of a recent military standoff with India. China made new efforts
to deepen partnerships with Russia, Iran, and Pakistan—leveraging
the relationships to challenge U.S. security and economic interests—
and continued taking steps to expand its overseas military presence.

But pushback to China’s posturing emerged both at home and
abroad. In China, prominent intellectual voices expressed concern
over the abandonment of term limits for President Xi and the in-
creasing emergence of a surveillance state, questioning whether the
CCP was negating the policies that shaped China’s reform and open-
ing era. U.S.-China security relations grew more strained, as the
Trump Administration disinvited China from a major multilateral
exercise over its continued militarization of the South China Sea
and imposed sanctions on China for purchasing advanced weapons
from Russia. In response, Beijing warned Washington of its resolve
to defend its territorial claims.

Key Findings

¢ China signaled a decisive end to its more than quarter centu-
ry-old guidance to “hide your capabilities and bide your time,
absolutely not taking the lead” as President Xi issued a series
of new foreign affairs and military policy directives calling on
China to uncompromisingly defend its interests and actively
promote changes to the international order.

e U.S.-China security relations remain tense due to serious dis-
agreements over issues such as China’s continued coercive ac-
tions in regional territorial disputes, espionage and cyber ac-
tivities, and influence operations. The tenor of the relationship
was reflected in President Xi’s public warning to visiting U.S.
Secretary of Defense James Mattis that China would not toler-
ate the loss of a “single inch” of its territorial claims.
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e The People’s Liberation Army continues to extend its presence
outside of China’s immediate periphery by increasing air and
maritime operations farther from its shores, expanding pres-
ence operations in disputed areas in the East and South Chi-
na seas, maintaining troops and building a pier at China’s sole
overseas military base in Djibouti, deploying more advanced
combat units to UN peacekeeping operations, and conducting
more complex bilateral and multilateral overseas exercises.

e Tensions and the potential for accidents, miscalculation, and es-
calation between China and Japan intensified in the East China
Sea as China sailed a number of naval vessels close to the Sen-
kaku Islands and increased its military presence in the area.
Based on the terms of the U.S.-Japan Mutual Defense Treaty,
China’s increasing military activity near the Senkakus consti-
tutes a challenge to U.S. security guarantees to Japan.

e China took new steps to consolidate its military posture and
improve its ability to project power into the South China Sea,
as President Xi proclaimed at the 19th Party Congress the suc-
cess of China’s island-building efforts. Chinese forces are now
capable of overpowering any other South China Sea claimant,
challenging U.S. presence operations in the region, and present-
ing a significant obstacle to the U.S. military during a conflict.
China deployed advanced antiship and surface-to-air missiles to
its Spratly Island outposts for the first time, demonstrating its
ability to create a military buffer around the southern reaches
of the South China Sea.

¢ Following their land border dispute in 2017, strategic jockeying
in 2018 between China and India expanded to include New Del-
hi’s maritime interests in the Indian Ocean.

e China continued to deepen its partnerships with Russia, Iran,
and Pakistan and leveraged the relationships to challenge U.S.
security and economic interests. During a high-level visit to
Russia, China’s defense minister stated that China’s visit was
intended to demonstrate the depth of China-Russia strategic
cooperation to the United States and to the world. China’s pur-
chase of advanced weapons systems from Russia resulted in the
United States applying sanctions against China’s Equipment
Development Department, a key military body.

e China’s arms exports continued to grow in volume and sophis-
tication in 2018, although they remain limited to low- and mid-
dle-income countries and trail in value compared to U.S. and
Russian sales.

Section 2: China’s Military Reorganization and Moderniza-
tion: Implications for the United States

China’s reorganization and modernization of the People’s Libera-
tion Army (PLA) is intended to constrain the United States and its
allies and partners from operating freely in the Indo-Pacific and to
restore what China perceives as its historic and rightful place as the
dominant power in Asia. New directives from Beijing now signifi-
cantly accelerate China’s military modernization timetable and set
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the PLA’s sights on becoming a “world-class” military on par with
the United States by mid-century. In the near term, as the PLA
works to achieve its modernization goals, Chinese leaders may use
coercive tactics below the threshold of military conflict rather than
resort to a highly risky use of military force to achieve its objectives
in the region. Over the medium to long term, however, the danger
grows that China may not be deterred from using force and that
the United States may be unable to retain an operational advantage
should a crisis escalate to conflict.

Today, the PLA’s modernization has already resulted in a force
capable of contesting U.S. operations in the region, presenting chal-
lenges to the U.S. military’s longstanding assumption of enjoying
ground, air, maritime, and information dominance in a conflict in
the post-Cold War era. The PLA continues to build capabilities in
the following areas:

e China has declared its goal to build a blue water navy and
improved its capability to project force abroad, including ex-
panding the PLA Marines and reconfiguring the force for expe-
ditionary operations. China’s maritime forces increasingly out-
number their neighbors in the Indo-Pacific, which challenges
U.S. regional security interests while raising the potential for
accidents and miscalculation.

e With the advances made by the PLA Air Force, the United States
and its allies and partners can no longer assume achieving air
superiority in an Indo-Pacific conflict. PLA efforts to project air
power farther from China’s coast allow it to increasingly contest
the air domain in the region.

e China’s establishment of the PLA Strategic Support Force has
improved the PLA’s joint capabilities and centralized space, cy-
ber, and electronic warfare operations. As the force advances its
own warfighting capabilities, it will challenge the United States’
ability to establish information dominance and control over the
electromagnetic spectrum.

The United States faces a rising power in China that sees the se-
curity structures and political order of the Indo-Pacific as designed
to limit its power. The widening gap in military capability between
China and the rest of region also enables Beijing to coerce its neigh-
bors with the increasingly credible implied threat of force. China’s
ability to threaten its neighbors impedes the United States’ ability
to maintain a stable regional balance, sustain adherence to interna-
tional laws and norms, and protect its rights and the rights of its
allies and partners.

Key Findings

e President Xi significantly accelerated China’s military modern-
ization goals in late 2017, requiring the PLA to become a ful-
ly “modern” military by 2035 and a “world-class” military by
mid-century. This new guidance moves China’s military mod-
ernization timeline up nearly 15 years.

¢ Beijing is currently capable of contesting U.S. operations in the
ground, air, maritime, and information domains within the sec-
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ond island chain, presenting challenges to the U.S. military’s
longstanding assumption of supremacy in these domains in the
post-Cold War era. By 2035, if not before, China will likely be
able to contest U.S. operations throughout the entire Indo-Pa-
cific region.

e China’s large-scale investment in next-generation defense tech-
nologies presents risks to the U.S. military’s technological su-
periority. China’s rapid development and fielding of advanced
weapons systems would seriously erode historical U.S. advan-
tages in networked, precision strike warfare during a potential
Indo-Pacific conflict.

e The PLA Strategic Support Force—whose organization and op-
erations reflect the importance Beijing places on information
warfare—poses a fundamental challenge to the United States’
ability to operate effectively in space, cyberspace, and the elec-
tromagnetic spectrum. The new force signals Beijing’s intent to
?ulld a military capable of dominating these domains of war-
are.

e China’s rapid buildup of the PLA Navy as a blue water force
through its continued commissioning of highly capable, multi-
mission warships will give Beijing naval expeditionary capabil-
ities deployable around the globe as early as 2025, well ahead
of the PLA’s broader 2035 modernization goal.

¢ China continues to develop and field medium- and long-range
air, sea, and ground-launched missile systems that substantial-
ly improve China’s capability to strike both fixed and moving
targets out to the second island chain. China’s ability to threat-
en U.S. air bases, aircraft carriers, and other surface ships pres-
ents serious strategic and operational challenges for the United
States and its allies and partners throughout the Indo-Pacific.

e Beijing has sought to use its sweeping military reorganiza-
tion efforts to address the PLA’s “peace disease” and persistent
weaknesses in its ability to conduct joint combat operations.
Much of Chinese leaders’ concerns center on the PLA’s lack of
recent combat experience and the perceived inability of many
operational commanders to carry out basic command functions
such as leading and directing troops in combat. President Xi’s
“Strong Military Thought” ideology, promulgated in late 2017,
also seeks to overcome perceived shortcomings in the PLA’s war
preparedness and combat mindset.

e Prior to the PLA achieving its objectives of becoming a “mod-
ern” and “world-class” military, Beijing may use coercive tactics
below the threshold of military conflict rather than resorting
to a highly risky use of military force to achieve its goals in
the region. However, as military modernization progresses and
Beijing’s confidence in the PLA increases, the danger grows that
deterrence will fail and China will use force in support of its
claims to regional hegemony.

¢ The Central Military Commission’s assumption of direct control
over the People’s Armed Police and China Coast Guard in 2018
effectively removed all remaining civilian status from both forc-
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es and clarified their military role. The move places added im-
portance on the China Coast Guard as an instrument to police,
enforce, and advance China’s domestic maritime law.

Chapter 3: China and the World

Section 1: Belt and Road Initiative

Five years have passed since President Xi inaugurated his trade-
mark foreign policy project, the Belt and Road Initiative (BRI). BRI
seeks to expand Chinese influence through financing and building
infrastructure around the world, with a focus on Asia, the Middle
East, Africa, and Europe. Beijing has invested hundreds of billions
of dollars in BRI projects to date, but a large proportion of projects
remain in the planning phase and will take years to complete. Chi-
nese leaders see BRI as a long-term effort—they call it the “project
of the century” and even wrote BRI into China’s constitution.

Beijing wants to use BRI to revise the global political and econom-
ic order to align with Chinese interests. Official Chinese communi-
ques focus on the initiative’s economic objectives—building hard and
digital infrastructure, fueling domestic development, and expanding
markets and exporting standards. But China also seeks strategic
benefits from BRI, despite its insistence to the contrary. Beijing’s
geopolitical objectives for the project include securing energy sup-
plies, broadening the reach of the PLA, and increasing China’s in-
fluence over global politics and governance.

Countries around the world are starting to compare their experi-
ences with BRI projects to China’s lofty rhetoric and early promis-
es of easy, no-strings-attached infrastructure financing. As a conse-
quence, some participating countries have begun to voice concerns
about BRI projects creating unsustainable debt levels, fueling corrup-
tion, and undermining sovereignty. Meanwhile, major powers—such
as the United States, Japan, India, European states, and Russia—
acknowledge BRI as one means for meeting global infrastructure
needs. At the same time, these countries are advancing their own
plans for financing connectivity that variously compete and collab-
orate with BRI. In several areas, BRI challenges U.S. interests in a
free and open Indo-Pacific. The Trump Administration’s Indo-Pacific
strategy—particularly the programs aimed at boosting global infra-
structure financing—is in part a response to the initiative.

Key Findings

e In 2013, President Xi inaugurated the Belt and Road Initiative
(BRI), his signature economic and foreign policy project designed
to finance and build infrastructure and connectivity around the
world, with a focus on Eurasia and the Indo-Pacific region.

e Although there is no official definition for BRI, after five years
China’s objectives for BRI are discernable: fueling domestic de-
velopment and increasing control in China’s outer provinces,
expanding markets while exporting technical standards, build-
ing hard and digital infrastructure, bolstering energy security,
expanding China’s military reach, and advancing geopolitical
influence by moving China to the center of the global order.
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e Strategic interests are central to BRI, even though the Chinese
government denies that BRI advances its geopolitical ambitions.
At the same time, BRI will also expose China to major risks, in-
cluding terrorism and instability, and political fallout in partner
countries. BRI could pose a significant challenge for U.S. inter-
ests and values because it may enable China to export its model
of authoritarian governance and encourages and validates au-
thoritarian actors abroad.

¢ Beijing sees BRI in part as an externally oriented development
program to boost China’s slowing economy and help it move
up the global value chain through economic integration with
neighboring countries. Chinese planners believe infrastructure
development in BRI countries can open new markets and boost
foreign demand for Chinese products, particularly in higher-end
manufactured goods. Despite Beijing’s rhetoric about BRI being
open and inclusive, Chinese state-owned enterprises are win-
ning the lion’s share of contracts for BRI projects.

e As China increases its international economic engagement through
BRI, Chinese companies are seeking to define and export standards
for a broad set of technological applications, including through the
so-called Digital Silk Road, which taken together could alter the
global competitive landscape. BRI potentially threatens U.S. busi-
nesses and market access as well as the broader expansion of free
markets and democratic governance across the globe.

e BRI offers partner countries much-needed infrastructure financ-
ing, but also presents significant risks. Chinese engagement
with BRI countries has largely been through infrastructure
projects financed by Chinese policy and commercial banks rath-
er than direct investment. Chinese lending poses debt sustain-
ability problems for a number of BRI countries while providing
Beijing with economic leverage to promote Chinese interests, in
some cases threatening the sovereignty of host countries. Bei-
jing’s response to problems of debt distress in BRI countries
has ranged from offering borrowers additional credit to avoid
default to extracting equity in strategically important assets.

e A growing People’s Liberation Army presence overseas, facilitat-
ed and justified by BRI, could eventually create security prob-
lems for the United States and its allies and partners beyond
China’s immediate maritime periphery. China is trying to use
BRI to bolster its influence and presence in the Indo-Pacific
through access to port facilities and other bases to refuel and
resupply its navy, while expanding operations and exercises
with regional militaries.

e China does not have a monopoly on plans to facilitate connec-
tivity and spread influence across Eurasia, and BRI is not un-
folding in isolation. Other major powers—including the United
States, Japan, India, European states, and Russia—are execut-
ing their own initiatives that variously compete and collaborate
with BRI. More broadly, skepticism of BRI’s purposes and meth-
ods appears to be growing worldwide as projects are implement-
ed and the initiative’s challenges become more apparent.
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Section 2: China’s Relations with U.S. Allies and Partners

Over the last few years, concerns have grown sharply within the
governments and societies of a number of U.S. allied and partner
countries in the Indo-Pacific—but also in Europe and elsewhere—
over Beijing’s efforts to influence their policies and perceptions to be
more favorable to China’s interests. As China’s power and interna-
tional influence have grown, Beijing has intensified its influence ef-
forts using an expanding array of tools, often to the detriment of the
United States and its relationships with important allied and part-
ner countries. Beijing’s preferred tactics include large-scale, targeted
investment; focused diplomatic engagement; economic punishment;
“sharp power” and perception management; and other influence op-
erations such as “United Front” work that seeks to co-opt, subvert,
and neutralize opponents. At its core, Beijing’s use of these influence
instruments aims to weaken opposition to China’s policies and un-
dermine and subvert U.S. alliances and partnerships. If successful,
these efforts could fundamentally weaken the United States’ ability
to support democracy and international law.

U.S. allies and partners can offer important insights to the United
States and each other into the nature of the challenges presented
by Beijing’s use of its influence toolbox, how those challenges might
evolve, and how the U.S. government might best respond on its own
or in concert with partners. It is important for U.S. policymakers to
both be aware of Beijing’s efforts to influence policies and percep-
tions and to precisely frame this issue, differentiating illegitimate
influence and coercion from legitimate forms of engagement. As Chi-
na attempts to spread its influence around the globe, a nuanced
and comprehensive policy to push back against negative aspects of
this influence while welcoming legitimate contributions will become
increasingly important to protecting democratic processes and en-
suring the durability of the liberal international order.

Key Findings

¢ Beijing seeks to undermine U.S. alliances and partnerships in
the Indo-Pacific to reorder the region to its advantage. China
seeks a dominant role in Asia and views U.S. military alliances
and influence as the primary obstacle to achieving this objec-
tive.

e China’s relations with European countries have affected Euro-
pean unity with regard to China policy. On several occasions
in recent years, the EU was unable to reach a consensus on
human rights in China, or take a firm stance regarding Bei-
jing’s activities and claims in the South China Sea when certain
governments deferred to Beijing’s sensitivities on those issues.
’é‘}%flis tliend could make transatlantic cooperation on China more

ifficult.

e Australia and New Zealand have been targets of extensive Chi-
nese Communist Party influence operations, which have includ-
ed political donations and the establishment of near-monopolies
over local Chinese-language media. Canberra has responded vig-
orously with attention from then Prime Minister Turnbull and
the passage or debate of several pieces of legislation regarding
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subversive foreign influence. There has been less high-level re-
sponse from Wellington to these challenges, but there have been
signs from the New Zealand government that concern regarding
China is growing.

e Countries in Western Europe have been more resilient in the
face of Beijing’s efforts to influence policies and perceptions due
to the strength of their democratic institutions and economies.
However, some Central, Eastern, and Southern European coun-
tries have been more susceptible to Beijing’s influence due to
the relative weakness of their democratic institutions, economic
challenges, and focused efforts by Beijing to divide them from
the rest of the EU.

Section 3: China and Taiwan

Over the past several years, Beijing has dramatically increased
its coercive activities targeting Taiwan as it seeks to advance its
broader goal of eventual cross-Strait unification. These actions have
altered the status quo across the Strait as Beijing has employed
diplomatic, economic, and military levers to intimidate Taiwan and
undermine its legitimate efforts to participate in the internation-
al community. To fortify Taiwan’s economy and respond to Beijing’s
increasing pressure, Taiwan President Tsai Ing-wen is continuing
her efforts to pursue new markets and trade partnerships, support
the development of new innovative and job-creating industries, and
strengthen ties with the United States and other like-minded coun-
tries.

Taiwan’s vibrant democracy, robust civil society and technology
sector, and strategic location make it a natural partner for the Unit-
ed States and its free and open Indo-Pacific strategy. Taiwan’s deep-
ening engagement with Japan, India, and other countries throughout
the region further reflects the importance of a strong, democratic,
and economically-resilient Taiwan to the security and prosperity of
U.S. treaty allies and partners. Given Taiwan’s expertise in disaster
response and relief, environmental protection, and combating infec-
tious diseases, pushing back against Beijing’s efforts to exclude Tai-
pei from organizations such as the World Health Organization and
the UN Convention Framework on Climate Change benefits both
the United States and the broader international community.

Key Findings

e Taiwan President Tsai Ing-wen continues to pursue a cross-
Strait policy of maintaining the status quo in the face of actions
by Beijing that have increased pressure on Taiwan and instabil-
ity in the Strait. Over the past year, Beijing increased actions to
pressure and isolate Taiwan, while advancing unilateral efforts
to deepen cross-Strait economic and social integration, including
actions that Taiwan viewed as threatening to its sovereignty. To
these ends, Beijing enticed three of Taiwan’s diplomatic part-
ners to terminate official relations with Taiwan, pressured U.S.
and other foreign companies to identify Taiwan as part of the
People’s Republic of China (PRC) on their websites, and treat-
ed Taiwan as PRC-governed territory by unilaterally activating
new flight routes near the island.
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e China is also intensifying its political warfare activities in Tai-
wan. Beijing has employed a variety of tactics seeking to un-
dermine Taiwan’s democracy, and the Tsai Administration in
particular, including supporting opposition political parties and
spreading disinformation using social media and other online
tools.

e The threat to Taiwan from China’s military posture and mod-
ernization continues to grow, and Beijing has increased coercive
military activities to intimidate Taipei. In response, Taiwan has
taken initial, but significant, steps to enhance its defensive ca-
pabilities by adopting a new defense strategy, increasing its em-
phasis on asymmetric capabilities, and increasing procurement
from its domestic defense industries and the United States. It
?lso continues its decade-long transition to an all-volunteer
orce.

e As part of a strategy of “resolute defense, multi-layered deter-
rence” introduced by the Tsai Administration, Taiwan’s new
Overall Defense Concept aims to exploit Chinese military vul-
nerabilities and capitalize on Taiwan’s defensive strengths by
focusing on three areas: (1) preservation of warfighting capa-
bility, (2) pursuing decisive victory in the littoral area, and (3)
annihilating the enemy on the beach. However, the success of
the new strategy faces a major challenge from the scale and
speed of China’s People’s Liberation Army’s continued growth.

e Taiwan remains reliant on China as its largest trading partner
and destination for foreign investment, making it vulnerable to
economic coercion and political pressure from Beijing. President
Tsai has prioritized several domestic initiatives—including the
“5+2” Innovative Industries program and Forward-looking In-
frastructure Program—to strengthen key engines of Taiwan’s
economy and spur innovation and job creation. Meanwhile, Tai-
wan continues to pursue the New Southbound Policy to diversi-
fy its economic ties in South and Southeast Asia and reduce its
reliance on the Chinese economy.

e US.-Taiwan relations are strong, with the unanimous passage
and presidential signing of the Taiwan Travel Act, a public vis-
it to Taiwan by a senior official from the U.S. Department of
State’s Bureau of East Asian and Pacific Affairs, and the dedi-
cation of the American Institute in Taiwan’s new office complex
in Taipei. Although Taiwan continues to prioritize economic re-
lations with the United States, discussions over longstanding
issues in the relationship (such as beef and pork market access
restrictions) remain stalled.

Section 4: China and Hong Kong

Beijing’s encroachment on Hong Kong’s political system, rule of
law, and freedom of expression is moving the territory closer to be-
coming more like any other Chinese city, a trend that serves as a
cautionary example for Taiwan and the Indo-Pacific region. During
the 19th National Congress of the CCP in October 2017, Beijing
emphasized the CCP’s control over the territory, leading to further
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curbs on Hong Kong’s promised “high degree of autonomy” and
freedoms guaranteed under the “one country, two systems” policy
and the Basic Law, Hong Kong’s mini constitution. President Xi’s
maneuver to end presidential term limits alarmed the territory’s
prodemocracy advocates due to the steady erosion of Hong Kong’s
autonomy under his watch. China’s failure to abide by its commit-
ments in Hong Kong sends a strong message to Taiwan that Beijing
would do the same in a similar arrangement with Taipei.

In light of China’s increasing reach into Hong Kong, some ob-
servers argue the territory is losing the unique characteristics and
legal protections that make it important to U.S. interests. As Bei-
jing continues to increase its control over Hong Kong, the territo-
ry also faces growing economic competition from mainland cities,
which receive increasing investment and incentives. Over the long
term these trends could diminish Hong Kong’s standing as a global
business center. The preservation of Hong Kong’s way of life and
maintenance of its status as a global financial and business hub
help facilitate U.S. interests. Considerations regarding the export of
sensitive U.S. technology to Hong Kong are also predicated on the
territory’s separation from the Mainland. In this light, the ongoing
decline in rule of law and freedom of expression is a troubling trend.

Key Findings

¢ Beijing’s statements and legislative actions continue to run
counter to China’s promise to uphold Hong Kong’s “high degree
of autonomy.” At the 13th National People’s Congress in March
2018, China’s legislative body passed an amendment to its con-
stitution waiving presidential term limits, allowing President Xi
to serve beyond two five-year terms. Given the steady erosion
of Hong Kong’s autonomy under President Xi’s leadership, the
decision has alarmed the territory’s prodemocracy legislators,
civil society groups, and legal community.

e In a troubling case of Beijing’s direct involvement in U.S.-
Hong Kong affairs that went against Beijing’s commitments
under the “one country, two systems” policy, the Hong Kong
government rejected a U.S. fugitive surrender request at Bei-
jing’s insistence for the first time since the 1997 handover of
Hong Kong from the United Kingdom. Beijing also denied a U.S.
Navy ship a routine port call in Hong Kong for the first time
in two years.

e In 2018, challenges to freedom of speech and assembly in
Hong Kong continue to increase as Beijing and the Hong Kong
government closed down the political space for prodemocracy ac-
tivists to express discontent. For the first time, the Hong Kong
government banned a political party (the Hong Kong National
Party, which advocates for Hong Kong’s independence from Chi-
na), raising concerns that it may lead to the passage of national
security legislation that would allow the government to further
silence prodemocracy organizations and supporters. The Hong
Kong government also denied a visa renewal to the vice pres-
ident of the Hong Kong Foreign Correspondents’ Club without
explanation; observers believe the denial was in retaliation for
the club’s August 2018 event hosting the head of the Hong Kong
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National Party. Self-censorship has become increasingly preva-
lent in Hong Kong among journalists and media organizations
due to mainland China’s rising presence in the territory.

e China’s central government took additional steps toward un-
dermining Hong Kong’s legal autonomy. For example, Beijing
facilitated a controversial rail terminal project that for the first
time institutes mainland law in a small portion of the terri-
tory. Beijing also passed a National Anthem Law that makes
disrespecting China’s national anthem a criminal offense, and
compelled Hong Kong to pass similar legislation.

¢ Beijing and the Hong Kong government’s harsh criticism and
attempted silencing of a prominent Hong Kong academic for ex-
pressing his views on potential futures for the territory marked
an expanded effort to prevent the open discussion of ideas. The
response also raised fears among prodemocracy advocates and
academics that freedom of speech is increasingly at risk.

¢ Hong Kong continues on the path of greater economic integration
with the Mainland. The Hong Kong government has sought to
position Hong Kong as a regional hub for China’s Belt and Road
Initiative and a key node of the Guangdong-Hong Kong-Macau
Greater Bay Area integration project, Beijing’s plan to establish
a globally competitive advanced manufacturing, finance, and
technology center.

Section 5: China’s Evolving North Korea Strategy

China and North Korea share a complicated relationship marked
by both pragmatic coordination and deep strategic mistrust. Si-
no-North Korean relations appeared to thaw beginning in March
2018 after hitting a historic low over the deteriorating security sit-
uation on the Korean Peninsula and tensions between President Xi
and North Korean Chairman of the State Affairs Commission Kim
Jong-un. China seeks a central role in international negotiations
over North Korea’s nuclear and missile programs, and is wary of
being isolated in the process. In its talks with the United States and
South Korea, North Korea values China’s support.

Beijing’s priorities for nuclear talks with Pyongyang differ in
places from those of Washington and Seoul. China values stabili-
ty, avoiding war, and undermining the U.S.-South Korean alliance,
and considers North Korean denuclearization a lower priority. As
negotiations proceed, China will continue its efforts to influence the
format, substance, and implementation of diplomacy with North Ko-
rea. China could also link the North Korea problem to other issues
in U.S.-China relations. Beijing appears to have already started to
loosen enforcement of sanctions on North Korea, undermining the
U.S. “maximum pressure” campaign.

A return to nuclear brinksmanship or another precipitating event
could trigger a military contingency in North Korea, which China
worries could result in refugee flows across the Sino-North Korean
border, loose weapons of mass destruction, or a South Korean-led
unification of the Peninsula. Beijing has prepared to move decisively
to advance its interests during such a crisis, including through mil-
itary intervention. Chinese forces crossing into North Korea would
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complicate the operational environment and raise the potential for
clashes with South Korean or U.S. forces, and could also result in a
post-conflict Chinese occupation of North Korean territory. Bilateral
talks with China on these questions remain underdeveloped consid-
ering the importance of the issues at stake.

Key Findings

¢ China considers the disposition of North Korea to be vital to
its national security interests, despite a complicated and often
antagonistic history between the two countries. Tense relations
between President Xi and North Korean Chairman of the State
Affairs Commission Kim Jong-un shifted into warming ties amid
North Korea’s broader diplomatic outreach campaign in 2018.

¢ China supports U.S. and South Korean diplomatic engagement
with North Korea, although Beijing is wary of being isolated
in the process or losing out if North Korea commits to a full-
scale strategic realignment with the United States and South
Korea. More immediately, China sees the potential to advance
its geopolitical goals on the Korean Peninsula. Those goals in-
clude avoiding war or instability in North Korea and, eventu-
ally, rolling back the U.S.-South Korea alliance. Beijing sees
ending North Korea’s nuclear and long-range missile programs
as a worthwhile but secondary goal. China is aiming to achieve
these goals by advocating for a peace treaty to formally end the
Korean War, seeking the suspension of joint U.S.-South Korean
military exercises, and pushing for a reduction of U.S. forces in
South Korea.

¢ Beijing will continue efforts to ensure its participation in or in-
fluence over the diplomatic process surrounding North Korea’s
nuclear and missile programs. China will try to shape the ne-
gotiating format, terms of an agreement, timing and sequencing
for implementation, and whether the North Korea issue is tied
to other dimensions of U.S.-China relations.

e China’s preparations for contingencies in North Korea indicate
that Beijing has the capability to respond forcefully in a crisis
to manage refugee flows and lock down the border, seize weap-
ons of mass destruction and associated sites, and occupy terri-
tory to gain leverage over the future disposition of the Korean
Peninsula. Relations between China’s People’s Liberation Army
and North Korea’s military, the Korean People’s Army (KPA),
have been strained for many years. How the KPA might re-
spond to a Chinese intervention is unknown.

e The United States and China have conducted basic talks for
North Korea contingencies during high-level visits and major
dialogues, but there is no evidence the U.S. and Chinese theater
and combatant commands that would be directly involved have
discussed operational planning for any contingency. It is likely
these discussions have not yet delved into the level of detail
necessary to avoid miscommunication and unwanted escalation
in a crisis. Continuing and expanding those talks could help
manage the massive risks associated with a potential crisis in
North Korea.
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Chapter 4: China’s High-Tech Development

Section 1: Next Generation Connectivity

The Internet of Things (IoT) and fifth-generation wireless technol-
ogy (5G) will transform how countries conduct business, fight wars,
and interact as a society. The Chinese government seeks to over-
take the United States in these industries to gain a higher share
of the economic benefits and technological innovation. The scale of
Chinese state support for the IoT and 5G, the close supply chain
integration between the United States and China, and China’s role
as an economic and military competitor to the United States create
enormous economic, security, supply chain, and data privacy risks
for the United States.

Chinese firms have already leveraged strong state support to be-
come global leaders in information technology and network equip-
ment manufacturing, and have strengthened their roles in interna-
tional standards-setting and deployment of 5G. The scale of Chinese
state support undermines the ability of U.S. firms to fairly compete
either within China or in third country markets. It also enables
the dominance of Chinese firms and China-based manufacturing in
global network equipment, information technology, and IoT devices.
U.S. telecommunications providers’ reliance on imports from China
raises serious supply chain concerns about the secure deployment
of U.S. critical next generation telecommunications infrastructure.

Rapid advances in the number and capabilities of IoT devices and
5G networks are strengthening China’s strategic deterrent, warfare,
and intelligence capabilities, and eroding the ability of the United
States to operate freely in the region. In addition, the rapid prolif-
eration of unsecure IoT devices is increasing the avenues Chinese
actors could exploit to deny service, collect intelligence, or launch a
cyber attack. The large amount of data collected by the ever growing
number of IoT devices, the value of such data to criminal and state
actors such as China, and lax U.S. security and legal protections
are worsening privacy, safety, and security risks for U.S. citizens,
businesses, and democracy. China’s leadership is not a foregone con-
clusion. U.S. companies remain market leaders in these industries,
and their continued innovation will extend the United States’ tech-
nological edge.

Key Findings

¢ The Chinese government has strengthened its strategic support
for the Internet of Things (IoT) (physical devices embedded with
sensors that can collect data and connect to each other and
the broader internet) and fifth-generation wireless technology
(5G) networks. The government has laid out comprehensive in-
dustrial plans to create globally competitive firms and reduce
China’s dependence on foreign technology through: significant
state funding for domestic firms and 5G deployment, limited
market access for foreign competitors, China-specific technical
standards, increased participation in global standards bodies,
localization targets, and alleged cyber espionage and intellectu-
al property theft. This state-directed approach limits market op-
portunities for foreign firms in China and raises concerns about
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the ability of U.S. and other foreign firms to compete fairly both
in China’s domestic market and abroad.

* 5G networks are expected to quicken data speeds by 100 times,
support up to 100 times more IoT devices, and provide near-in-
stant universal coverage and availability. U.S. and Chinese com-
panies are engaged in a fierce competition to secure first mover
advantage and benefit from the trillions in economic benefits 5G
and subsequent technologies are expected to create.

e ToT devices collect enormous amounts of user information; when
aggregated and combined with greater computing power and
massive amounts of publicly available information, these data
can reveal information the user did not intend to share. U.S.
data could be exposed through unsecure IoT devices, or when
Chinese IoT products and services transfer U.S. customer data
back to China, where the government retains expansive powers
to access personal and corporate data.

e The Chinese government is leveraging its comparative advan-
tage in manufacturing and state-led industrial policies to se-
cure an edge in the IoT’s wide-ranging commercial and military
applications. U.S. firms and the U.S. government rely on glob-
al supply chains that in many cases are dominated by China.
While not all products designed, manufactured, or assembled in
China are inherently risky, the U.S. government lacks essential
tools to conduct rigorous supply chain risk assessments. Federal
procurement laws and regulations are often contradictory, and
are inconsistently applied.

¢ International 5G standards will be set by 2019, facilitating
large-scale commercial deployment expected by 2020. The Chi-
nese government is encouraging its companies to play a great-
er role in international 5G standards organizations to ensure
they set global standards; such leadership may result in higher
revenues and exports from internationally accepted intellectual
property and technology and more global influence over future
wireless technology and standards development.

e China’s central role in manufacturing global information tech-
nology, IoT devices, and network equipment may allow the
Chinese government—which exerts strong influence over its
firms—opportunities to force Chinese suppliers or manufactur-
ers to modify products to perform below expectations or fail,
facilitate state or corporate espionage, or otherwise compromise
the confidentiality, integrity, or availability of IoT devices or 5G
network equipment.

e The lax security protections and universal connectivity of IoT
devices create numerous points of vulnerability that hackers or
malicious state actors can exploit to hold U.S. critical infrastruc-
ture, businesses, and individuals at risk. These types of risks
will grow as IoT devices become more complex, more numer-
ous, and embedded within existing physical structures. The size,
speed, and impact of malicious cyber attacks against and using
IoT devices will intensify with the deployment of 5G.
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THE COMMISSION’S KEY RECOMMENDATIONS

The Commission considers 10 of its 26 recommendations to Con-
gress to be of particular signficance. The complete list of recommen-
dations appears at the Report’s conclusion on page 483.

The Commission recommends:

e Congress require the Office of Management and Budget’s Fed-
eral Chief Information Security Officer Council to prepare an
annual report to Congress to ensure supply chain vulnerabil-
ities from China are adequately addressed. This report should
collect and assess:

o Each agency’s plans for supply chain risk management and
assessments;

o Existing departmental procurement and security policies and
guidance on cybersecurity, operations security, physical secu-
rity, information security and data security that may affect
information and communications technology, 5G networks,
and Internet of Things devices; and

o Areas where new policies and guidance may be needed—in-
cluding for specific information and communications technolo-
gy, 5G networks, and Internet of Things devices, applications,
or procedures—and where existing security policies and guid-
ance can be updated to address supply chain, cyber, opera-
tions, physical, information, and data security vulnerabilities.

¢ Congress examine whether the Office of the U.S. Trade Repre-
sentative should bring, in coordination with U.S. allies and part-
ners, a “non-violation nullification or impairment” case—along-
side violations of specific commitments—against China at the
World Trade Organization under Article 23(b) of the General
Agreement on Tariffs and Trade.

e Congress direct the U.S. Department of Justice to:

o Examine the application of current U.S. laws, including the
“Conspiracy against Rights” law, to prosecuting Chinese Com-
munist Party affiliates who threaten, coerce, or otherwise in-
timidate U.S. residents.

o Clarify that labels required by the Foreign Agents Registra-
tion Act on informational materials disseminated on behalf of
foreign principals, such as China Daily, must appear promi-
nently at the top of the first page of such materials.

e Congress require the Director of National Intelligence to pro-
duce a National Intelligence Estimate (NIE), with a classified
annex, that details the impact of existing and potential Chinese
access and basing facilities along the Belt and Road on freedom
of navigation and sea control, both in peacetime and during a
conflict. The NIE should cover the impact on U.S., allied, and
regional political and security interests.

e Congress direct the National Counterintelligence and Security
Center to produce an unclassified annual report, with a clas-
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sified annex, on the Chinese Communist Party’s influence and
propaganda activities in the United States.

e Congress direct the U.S. Department of Defense and U.S. De-
partment of Homeland Security to provide to the relevant
committees of jurisdiction a report, with a classified annex, as-
sessing how the change in the China Coast Guard’s command
structure affects its status as a law enforcement entity now
that it reports to the Central Military Commission. The report
should discuss the implications of this new structure for China’s
use of the coast guard as a coercive tool in “gray zone” activity
in the East and South China seas. This report should also de-
termine how this change may affect U.S. Navy and U.S. Coast
Guard interactions with the China Coast Guard, and whether
the latter should be designated as a military force.

e Congress direct the National Telecommunications and Informa-
tion Administration and Federal Communications Commission
to identify (1) steps to ensure the rapid and secure deployment
of a 5G network, with a particular focus on the threat posed
by equipment and services designed or manufactured in China;
and (2) whether any new statutory authorities are required to
ensure the security of domestic 5G networks.

e Congress direct the Government Accountability Office to conduct
an assessment of U.S.-China collaborative initiatives in techni-
cal cooperation. This assessment should describe the nature of
collaboration, including funding, participation, and reporting on
the outcomes; detail the licensing and regulatory regime under
which the initiatives occur; consider whether the intellectual
property rights of U.S. researchers and companies are being ade-
quately protected; examine whether Chinese state-owned enter-
prises or the military are benefitting from U.S. taxpayer-funded
research; investigate if any Chinese researchers participating
in the collaboration have ties to the Chinese government or
military; investigate if any U.S. companies, universities, or labs
participating in U.S. government-led collaboration with China
have been subject to cyber penetration originating in China;
and evaluate the benefits of this collaboration for the United
States. Further, this assessment should examine redundancies,
if any, among various U.S.-China government-led collaborative
programs, and make suggestions for improving collaboration.

e Congress direct the U.S. Department of the Treasury to pro-
vide a report within 180 days on the current state of Chinese
enforcement of sanctions on North Korea. A classified annex
should provide a list of Chinese financial institutions, business-
es, and officials involved in trading with North Korea that could
be subject to future sanctions, and should explain the potential
broader impacts of sanctioning those entities.

e Congress direct the Office of the U.S. Trade Representative to
identify the trade-distorting practices of Chinese state-owned
enterprises and develop policies to counteract their anticompet-
itive impact.
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INTRODUCTION

Over a quarter century ago, Deng Xiaoping famously instructed
his countrymen to “hide your capabilities and bide your time” and
to “absolutely not take lead” in world affairs. The last hint of this
formulation for a cautious and conservative Chinese role in the
world faded into history this year. The China that emerged from
last October’s 19th National Congress of the Chinese Communist
Party (CCP) could not be more opposite in tone or bearing. Having
amassed all titles of authority and successfully removed term limits
on himself, Xi Jinping announced a “new era” that sees his China
“moving closer to the world’s center stage” and offering a “Chinese
approach” to solving problems.

Although the CCP emphasizes China’s peaceful rise and the
“shared prosperity” it claims to bring the world, this rhetoric con-
ceals a coordinated, long-term effort to transform China into a dom-
inant global power. As President Xi pursues structural changes in
the global order to facilitate Chinese ambitions, how are other coun-
tries welcoming the economic or political opportunities it purports to
offer? Is China’s attempt to frame its approach as a new alternative
compatible with the existing order, or is it creating a new era of per-
sistent competition? While these questions remain open, one answer
is clear: many aspects of China’s attempts to seize leadership have
undoubtedly put at risk the national security and economic inter-
ests of the United States, its allies, and its partners.

In late 2017, China’s 19th Party Congress solidified President Xi’s
consolidation of all visible levers of political power. Putting in place
his chosen team and setting aside succession planning, President Xi
now appears able to focus on personally guiding China’s political,
economic, military, and diplomatic policies for the foreseeable future.
Under his control, it is already clear that China is growing increas-
ingly authoritarian at home and assertive abroad.

Domestically, the line between the Party and the state has all but
vanished under President Xi’s leadership. CCP entities have taken
control over aspects of social, economic, foreign, and security policy
once shared with the offices of the Chinese state, undoing moves
toward institutionalization of the government taken by his prede-
cessors. In President Xi’s words, “Government, the military, society,
and schools; north, south, east, and west—the Party leads them all.”

Many of those who supported China’s accession to the World Trade
Organization believed economic growth would raise the quality of
life for the Chinese people, but hoped it would also deepen reform
and perhaps eventually spark political liberalization. The opposite
has happened. The CCP has used economic growth—coupled more
recently with its anticorruption campaign—to strengthen its own
grasp on authority, advance its state-capitalist model, buttress au-
thoritarian governments abroad, leverage its market against other

(25)
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nations, and fund a massive buildup of Chinese military power to
intimidate and silence its neighbors.

Economic liberalization has stalled under President Xi, and many
reforms have been reversed. Foreign companies hoping to partici-
pate in China’s market must pay a high price for admission, transfer
technology, and suffer regulations that tilt the playing field in favor
of their Chinese competitors. U.S. companies, inventors, and workers
have witnessed the damaging impact of China’s trade-distorting pol-
icies in curtailed exports, stolen intellectual property, and dumped
products flooding the U.S. market. The U.S. goods trade deficit with
China continues to climb to new heights, reaching a record $375
billion in 2017 and on track to exceed that in 2018.

As President Xi and the CCP have rejected liberal democratic ide-
als for China’s own political and economic development, they point to
Beijing’s model as a viable alternative. The Belt and Road Initiative,
President Xi’s signature foreign policy endeavor, is the most visible
manifestation of China’s “going out” policy. Beijing often contrasts
its so-called no-strings-attached approach to development with the
established global norms which condition financing on good gover-
nance, sustainability, transparency, and freedom from corruption. In
practice, however, accepting an offer of Chinese money often means
also agreeing to purchase the services of Chinese companies and
the labor of Chinese workers, aligning certain policies with Beijing’s
preferences, and possibly ceding sovereign rights over strategic as-
sets or infrastructure.

The CCP views a strong military as essential for supporting its
global ambitions. Under President Xi, it has directed the Chinese
military to significantly accelerate its modernization timeline with
the ultimate goal of becoming a “world-class” force. China’s compet-
itive views and political insecurities have often created more frac-
tious relationships that hinder or limit international cooperation
during responses to the common threats of piracy, terrorism, and
disaster. Meanwhile, President Xi has called on China’s soldiers and
diplomats to carry out a more muscular, self-confident foreign policy.
Today, while working to overcome s1gn1ﬁcant military shortcomings,
China is already more assertively advancing Beijing’s sovereignty
claims throughout the Indo-Pacific, intensifying preparations for
combat, and enhancing its capabilities to deter and defeat the U.S.
military should it be required to do so in a future conflict.

By 2018, leaders of the U.S. Indo-Pacific Command, U.S. Navy,
and U.S. Air Force have all publicly referred to China’s military as
a “peer competitor” in certain scenarios. The Commission’s work this
year led to a lively, yet unfinished, debate on China’s status as a
“peer” to the U.S. military. In the coming year we will explore the ac-
curacy of such claims, the qualifications under which such a title is
warranted, and the implications for U.S. national security of facing
a “peer competitor” with self-described competing national security
interests.

While China is working to project confidence and leadership on
the global stage, there are some indications that the unity of pur-
pose presented by President Xi and his loyalists may be intended to
draw attention away from dangerous countervailing currents devel-
oping at home and abroad. The economy is slowing, bogged down by
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rising corporate and local government debt, income inequality, and
massive environmental pollution. Fearful of unsustainable debt bur-
dens and China’s growing encroachment on their sovereignty, some
recipients of Belt and Road Initiative projects are pushing back, re-
negotiating some deals and canceling others. Some have also crit-
icized China over its influence operations and use of the Belt and
Road Initiative to establish a new type of colonialism. There are
indications of dissent within China, and potentially even within the
CCP.

In word and deed, the CCP has abandoned any inclination for eco-
nomic and political liberalization. Rather than promoting fair trade
and investment, China engages in predatory economic practices.
Rather than providing development finance in line with established
rules, China provides loans and investment in nontransparent ways
on projects that do not always meet global governance standards
and pass tests of commercial viability. Rather than respecting other
countries’ sovereign rights, China is altering the status quo in the
Indo-Pacific and has publicly congratulated itself on its militariza-
tion of the South China Sea. Rather than promoting the free flow of
information and human rights at home and abroad, China is dou-
bling down on censorship and technologically-enabled repression,
including against China’s Uyghur ethnic minority population.

For several decades, U.S. policy toward China was rooted in hopes
that economic, diplomatic, and security engagement would lay the
foundation for a more open, liberal, and responsible China. Those
hopes have, so far, proven futile. Members of Congress, the Admin-
istration, and the business community have already begun taking
bipartisan steps to address China’s subversion of international or-
der. Washington now appears to be calling with a unified voice for
a firmer U.S. response to China’s disruptive actions. In many areas,
the CCP will be quick to cast any pushback or legitimate criticism
as fear, nationalism, protectionism, and racism against the Chinese
people. As a new approach takes shape, U.S. policy makers have
difficult decisions to make, but one choice is easy: reality, not hope,
should drive U.S. policy toward China.
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CHAPTER 1

U.S.-CHINA ECONOMIC
AND TRADE RELATIONS

SECTION 1: YEAR IN REVIEW:
ECONOMICS AND TRADE

Key Findings

e China’s state-led, market-distorting economic model presents a
challenge to U.S. economic and national security interests. The
Chinese government, directed by the Chinese Communist Par-
ty (CCP) leadership, continues to exercise direct and indirect
control over key sectors of the economy and allocate resources
based on the perceived strategic value of a given firm or indus-
try. This puts U.S. and other foreign firms at a disadvantage—
both in China and globally—when competing against Chinese
companies with the financial and political backing of the state.

e The United States has sought to address unfair Chinese trade
practices in part by using mechanisms codified in U.S. trade laws,
bringing cases to the World Trade Organization, and threaten-
ing additional trade actions. The Trump Administration’s trade
policies target Chinese technology transfer requirements and
insufficient intellectual property protections, the growing U.S.
trade deficit, and national security risks posed by an overreli-
ance on steel and aluminum imports, among other factors.

e The Chinese government continues to resist—and in some cases
reverse progress on—many promised reforms of China’s state-
led economic model. Repeated pledges to permit greater market
access for private domestic and foreign firms remain unfulfilled,
while the CCP instead enhances state control over the economy
and utilizes mercantilist policies to strategically develop domes-
tic industries. Chinese policymakers have stated their intent
to, but been largely unsuccessful in, fighting three “battles” to
achieve high-quality development in the next three years: cut-
ting corporate and local government debt, controlling pollution,
