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U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION

NOVEMBER 15, 2017

The Honorable Orrin G. Hatch

President Pro Tempore of the U.S. Senate, Washington, DC 20510
The Honorable Paul D. Ryan

Speaker of the U.S. House of Representatives, Washington, DC 20510

DEAR SENATOR HATCH AND SPEAKER RYAN:

On behalf of the U.S.-China Economic and Security Review Com-
mission, we are pleased to transmit the Commission’s 2017 Annu-
al Report to the Congress—the fifteenth major Report presented to
Congress by the Commission—pursuant to Public Law No. 106-398
(October 30, 2000), as amended by Public Law No. 109-108 (Novem-
ber 22, 2005); as amended by Public Law No. 110-161 (December
26, 2007); as amended by Public Law No. 113-291 (December 19,
2014). This Report responds to the mandate for the Commission “to
monitor, investigate, and report to Congress on the national secu-
rity implications of the bilateral trade and economic relationship
between the United States and the People’s Republic of China.” The
Commission reached a broad and bipartisan consensus on the con-
tents of this Report, with all 12 members voting to approve and
submit it to Congress.

In accordance with our mandate, this Report, which is current as
of October 6, includes detailed treatment of our investigations of the
areas identified by Congress for our examination and recommenda-
tion. These areas are:

¢ The role of the People’s Republic of China in the proliferation of
weapons of mass destruction and other weapon systems (includ-
ing systems and technologies of a dual use nature), including
actions the United States might take to encourage the People’s
Republic of China to cease such practices;

¢ The qualitative and quantitative nature of the transfer of Unit-
ed States production activities to the People’s Republic of China,
including the relocation of manufacturing, advanced technology
and intellectual property, and research and development facili-
ties, the impact of such transfers on the national security of the
United States (including the dependence of the national securi-
ty industrial base of the United States on imports from China),
the economic security of the United States, and employment in
the United States, and the adequacy of United States export
control laws in relation to the People’s Republic of China;

¢ The effects of the need for energy and natural resources in the
People’s Republic of China on the foreign and military policies
of the People’s Republic of China, the impact of the large and
growing economy of the People’s Republic of China on world en-
ergy and natural resource supplies, prices, and the environment,
and the role the United States can play (including through joint
research and development efforts and technological assistance)
in influencing the energy and natural resource policies of the
People’s Republic of China,;
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Foreign investment by the United States in the People’s Repub-
lic of China and by the People’s Republic of China in the United
States, including an assessment of its economic and security
implications, the challenges to market access confronting poten-
tial United States investment in the People’s Republic of China,
and foreign activities by financial institutions in the People’s
Republic of China;

The military plans, strategy and doctrine of the People’s Re-
public of China, the structure and organization of the People’s
Republic of China military, the decision-making process of the
People’s Republic of China military, the interaction between the
civilian and military leadership in the People’s Republic of Chi-
na, the development and promotion process for leaders in the
People’s Republic of China military, deployments of the People’s
Republic of China military, resources available to the People’s
Republic of China military (including the development and ex-
ecution of budgets and the allocation of funds), force modern-
ization objectives and trends for the People’s Republic of China
military, and the implications of such objectives and trends for
the national security of the United States;

The strategic economic and security implications of the cyber
capabilities and operations of the People’s Republic of China;

The national budget, fiscal policy, monetary policy, capital con-
trols, and currency management practices of the People’s Re-
public of China, their impact on internal stability in the People’s
Republic of China, and their implications for the United States;

The drivers, nature, and implications of the growing economic,
technological, political, cultural, people-to-people, and security
relations of the People’s Republic of China’s with other coun-
tries, regions, and international and regional entities (including
multilateral organizations), including the relationship among
the United States, Taiwan, and the People’s Republic of China;

The compliance of the People’s Republic of China with its com-
mitments to the World Trade Organization, other multilater-
al commitments, bilateral agreements signed with the United
States, commitments made to bilateral science and technology
programs, and any other commitments and agreements strate-
gic to the United States (including agreements on intellectual
property rights and prison labor imports), and United States
enforcement policies with respect to such agreements;

The implications of restrictions on speech and access to infor-
mation in the People’s Republic of China for its relations with
the United States in economic and security policy, as well as
any potential impact of media control by the People’s Republic
of China on United States economic interests; and

The safety of food, drug, and other products imported from
China, the measures used by the People’s Republic of China
Government and the United States Government to monitor and
enforce product safety, and the role the United States can play
(including through technical assistance) to improve product
safety in the People’s Republic of China.
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The Commission conducted seven public hearings and one public
roundtable, taking testimony from 60 expert witnesses from com-
mercial industries, academia, think tanks, research institutions,
and other backgrounds. For each of these hearings, the Commis-
sion produced a transcript (posted on its website at www.uscc.gov).
The Commission received a number of briefings by executive branch
agencies and the Intelligence Community, including classified brief-
ings on China’s military modernization, China’s defense and security
activities in the Asia Pacific, China’s advanced weapons, China’s re-
lations with Continental Southeast Asia, Northeast Asia, and Hong
Kong, China’s aviation industry, and China’s cyber activities. The
Commission is preparing a classified report to Congress on these
and other topics. The Commission also received briefs by foreign
diplomatic and military officials as well as U.S. and foreign nongov-
ernmental experts.

Commissioners made official delegation visits to Taiwan, Hong
Kong, South Korea, Japan, Thailand, and Burma to hear and dis-
cuss perspectives on China and its global and regional activities. In
these visits, the Commission delegation met with U.S. diplomats,
host government officials, business representatives, academics, jour-
nalists, and other experts.

The Commission also relied substantially on the work of our ex-
cellent professional staff and supported outside research in accor-
dance with our mandate.

The Report includes 26 recommendations for Congressional ac-
tion. Our ten most important recommendations appear on page 29
at the conclusion of the Executive Summary.

We offer this Report to Congress in the hope that it will be use-
ful as an updated baseline for assessing progress and challenges in
U.S.-China relations.

Thank you for the opportunity to serve. We look forward to con-

tinuing to work with you in the upcoming year to address issues of
concern in the U.S.-China relationship.

Yours truly,

o i CH

Carolyn Bartholomew Dennis C. Shea
i Vice Chairman




Commissioners Approving the 2017 Report
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ﬁCIeveland Commissioner ByroEL Dorgan, Comrm ioner
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EXECUTIVE SUMMARY
Chapter 1: U.S.-China Economic and Trade Relations

Section 1: Year in Review: Economics and Trade

In 2017, main priorities for the Chinese government appear to
be increased Party control and consolidation of political power. In-
deed, the administration of the Chinese President and General Sec-
retary of the Chinese Communist Party (CCP) Xi Jinping has begun
implementing policies in pursuit of these goals to prepare for the
leadership transition due to take place at 19th Party Congress in
October 2017. Despite President Xi’s stated commitment in 2013 to
allow market forces to play “a decisive role” in the economy, genuine
liberalization has not only stalled, but has also been backsliding.

To stimulate the economy, China’s government continues to rely
on old standbys, such as investment in infrastructure and real es-
tate, and funding the state sector to the detriment of private enter-
prise and market orientation. The amount of credit the government
is pumping into the economy has swelled to levels not seen since
the global financial crisis, and corporate debt has continued to climb
to new heights. The Chinese government is dramatically expanding
investment in new technology and industries.

The hand of the state is also evident in how Beijing treats for-
eign companies operating in China and in the impact its trade-dis-
torting policies have on its trade partners. Beijing’s discriminatory
treatment of U.S. companies and ongoing failure to uphold its World
Trade Organization (WTO) obligations continue to damage the bilat-
eral relationship. The U.S. trade deficit in goods with China totaled
$347 billion in 2016, the second-highest deficit on record. In the first
eight months of 2017 the goods deficit reached $239.1 billion, and
is on track to surpass last year’s deficit. U.S. companies are feehng
increasingly pressured by Chinese policies that demand technology
transfers as a price of admission and favor domestic competitors.
According to a survey by the American Chamber of Commerce in
China, 81 percent of U.S. firms doing business in China reported
feeling less welcome in 2016 than they did in 2015.

Key Findings

e In 2016 and the first half of 2017, the Chinese government
has reported it met or exceeded the targets it set for gross
domestic product (GDP) growth—an important deliverable in
advance of the political leadership transitions at the Chinese
Communist Party’s 19th Party Congress scheduled for October
2017. The Chinese government has achieved this high growth
through reliance on old drivers: credit and real estate. However,
the government’s unwillingness to allow the market to play a
bigger role has resulted in deteriorating investment efficiency,
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meaning higher levels of debt are necessary to generate growth.
Household consumption—an essential element of China’s eco-
nomic rebalancing—is growing but at a sluggish pace due to the
slow rate of reform.

¢ China’s high and rising debt levels pose a growing threat to
the country’s financial stability. China’s total debt reached $27.5
trillion, or 257 percent of GDP, at the end of 2016. The dramatic
rise in China’s debt burden can be attributed to the relentless
expansion of credit the government has relied on to generate
growth since the global financial crisis.

e The U.S. trade deficit in goods with China totaled $347 billion
in 2016, the second-highest deficit on record. In the first eight
months of 2017, the goods deficit increased 6.2 percent year-on-
year to $239.1 billion, with U.S. exports to China reaching $80.2
billion, an increase of 15 percent year-on-year, while imports
from China grew 8.3 percent year-on-year to $319.3 billion. In
2016, the U.S. services trade surplus with China reached a re-
cord high of $37 billion, driven almost entirely by an increase
in Chinese tourism to the United States.

¢ China’s foreign investment climate continues to deteriorate as
government policy contributes to rising protectionism and un-
fair regulatory restrictions on U.S. companies operating in Chi-
na. The newly implemented cybersecurity law illustrates this
trend. The law contains data localization requirements and a
security review process U.S. and foreign firms claim can be used
to discriminatorily advantage Chinese businesses or access pro-
prietary information from foreign firms.

e US. government efforts to tackle China’s trade-distorting prac-
tices continue to yield limited results. The inaugural Com-
prehensive Economic Dialogue, created following a meeting
between President Trump and President Xi in April 2017, con-
cluded with no concrete agreements or future agenda.

¢ At the World Trade Organization (WTO), the United States con-
tinues to challenge China’s non-compliance with key provisions
of its accession agreement, including failure to notify subsidies.
In the past year, the United States requested WTO consulta-
tions over China’s management of tariff rate quotas for rice,
wheat, and corn, and subsidies to select producers of primary
aluminum.

Section 2: Chinese Investment in the United States

Flows of Chinese foreign direct investment (FDI) to the United
States have increased dramatically in recent years, fueled by Chi-
nese government policies encouraging FDI in pursuit of gaining
market access, new technologies, and higher returns abroad. As a
result, reviews of Chinese investments by the Committee on Foreign
Investment in the United States (CFIUS) are growing in number
and complexity. Three important trends have emerged that may im-
pact CFIUS’s ability to review Chinese investments in the United
States:
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First, Chinese FDI is targeting industries deemed strategic by
the Chinese government, including information and communica-
tions technology, agriculture, and biotechnology. These investments
lead to the transfer of valuable U.S. assets, intellectual property,
and technology to China, presenting potential risks to critical U.S.
economic and national security interests. In many of these sectors,
U.S. firms also lack reciprocal treatment in China and are forced to
disclose valuable technologies and source code to gain access to the
Chinese market.

Second, some private Chinese companies operating in strategic
sectors are private only in name, with the Chinese government us-
ing an array of measures, including financial support and other in-
centives, as well as coercion, to influence private business decisions
and achieve state goals. This complicates the job of regulators and
puts U.S. companies in these sectors at a distinct disadvantage, with
their Chinese counterparts making business decisions based on po-
litical interests and with the financial backing of the state.

Third, some Chinese companies are attempting to invest in sen-
sitive U.S. industries without obeying normal U.S. regulatory proce-
dures. Their methods may include facilitating investments through
shell companies based outside of China and conducting cyber espio-
nage campaigns to financially weaken and then acquire U.S. firms.
These methods not only injure U.S. businesses, but also hinder CFI-
US’s ability to review investments for potential threats to U.S. na-
tional security.

Chinese firms’ activities on U.S. capital markets also present chal-
lenges for U.S. financial regulators and investors. Chinese laws gov-
erning the protection of state secrets and national security prohibit
Chinese firms from sharing their audit work reports with foreign
regulators, preventing the Public Company Accounting Oversight
Board (PCAOB) from inspecting certified public accounting firms in
China and Hong Kong. This leaves U.S. investors exposed to poten-
tially exploitative and fraudulent activities by Chinese firms listed
in the United States. To date, the Securities and Exchange Com-
mission and PCAOB have been unable to reach an agreement with
Chinese regulators to address the inadequacies of China’s disclosure
practices. After a decade of negotiations with Chinese regulators, it
is apparent that, absent a dramatic policy shift, Beijing is unlikely
to cooperate with efforts to make Chinese firms more accountable
to their U.S. investors.

Key Findings

¢ Chinese government policies, coupled with increased investor
uncertainty in China, have contributed to increased investment
flows to the United States in recent years. In 2017, Chinese
investment flows to the United States are expected to decline
relative to 2016 as the Chinese government seeks to limit cap-
ital outflows and fend off risks from mounting corporate debt.

e Sectors of the U.S. economy deemed strategic by the Chinese
government are more likely to be targeted by Chinese firms for
investment, while Chinese investments in nonstrategic sectors
like entertainment, real estate, and hospitality are declining
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amid Chinese Communist Party efforts to limit capital outflows
and reduce corporate debt.

¢ Some Chinese firms seek to obscure their dealings in the United
States through U.S.-based shell companies or attempt to drive
down the value of U.S. assets through sophisticated cyber espi-
onage campaigns. These firms are becoming more sophisticated
in their attempts to circumvent Committee on Foreign Invest-
ment in the United States (CFIUS) reviews and other U.S. in-
vestment regulations.

¢ Greenfield investments in the United States are not subject to
the CFIUS review process, which may raise national security
risks. Although the number of Chinese greenfield investments
in the United States remains limited compared to acquisitions
of U.S. assets, federal laws and screening mechanisms do not
sufficiently require federal authorities to evaluate whether a
greenfield investment may pose a national security threat.

¢ The application of the sovereign immunity defense to commer-
cial cases presents a potential risk for U.S. businesses and in-
dividuals, allowing Chinese state-owned enterprises (SOEs) to
conduct unlawful activity in the United States without legal
consequences. Some Chinese SOEs are evading legal action in
the United States by invoking their status as a foreign govern-
ment entity under the Foreign Sovereign Immunities Act.

¢ The opaque nature of China’s financial system makes it impos-
sible to verify the accuracy of Chinese companies’ financial dis-
closures and auditing reports. Chinese businesses continue to
list on U.S. stock exchanges to raise capital, despite operating
outside the laws and regulations governing U.S. firms.

e U.S. regulators have struggled to deter Chinese fraud schemes
on U.S. exchanges, with Chinese issuers stealing billions of dol-
lars from U.S. investors. Efforts to prosecute the issuers of the
fraudulent securities have been unsuccessful, with Chinese reg-
ulators choosing not to pursue firms or individuals for crimes
committed by Chinese companies listed overseas.

e Some Chinese companies operate with little oversight under
China’s opaque financial system, leaving U.S. investors exposed
to exploitative and fraudulent schemes perpetrated by Chi-
na-based issuers. Negotiations between the Public Company
Accounting Oversight Board and its counterparts in China have
resulted in little progress toward securing increased cross-bor-
der transparency and accountability.

Section 3: U.S. Access to China’s Consumer Market

China’s strong income growth, expanding middle class, and stated
plans to rebalance to a more consumption-driven economy should
further boost U.S. services trade with China. In particular, the rap-
id growth in China’s e-commerce, logistics, and financial services
sectors presents opportunities for U.S. companies. Services are the
mainstay of the U.S. economy, accounting for 80 percent of private
sector jobs. The United States maintains a sizable services trade
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surplus with China, which reached $38 billion in 2016, up from $438
million in 2006.

Despite the potential for U.S. companies, the playing field in Chi-
na’s consumer market remains uneven and highlights a lack of rec-
iprocity in market access. China maintains market access barriers
that restrict U.S. services companies, including caps on foreign equi-
ty, discriminatory licensing requirements, and data localization pol-
icies. Although China has gradually opened up its services sector to
foreign participation, the pace has been slow and it may be increas-
ingly difficult for U.S. companies to become significant players. For
example, while China’s regulatory framework for foreign investment
in the e-commerce sector has undergone significant liberalization
over the last two years, China’s e-commerce market already is high-
ly saturated, with Alibaba and JD.com holding more than 80 percent
market share combined. Still, China’s e-commerce boom could offer
opportunities for U.S. retailers and brands due to growing Chinese
demand for foreign products, particularly in areas where the United
States excels, such as high-quality foods and supplements, beauty
products, and healthcare-related goods.

China’s consumer market is being reshaped by the country’s ma-
jor technology companies. Armed with government support, capital
reserves, and troves of consumer data, these companies came to
dominate China’s market by 1ntegTat1ng social media, e-commerce,
and financial services to capture increasing swaths of the consum-
er experience. China’s restrictions on foreign participation in the
country’s digital ecosystem limit the ability of U.S. companies to
similarly leverage Chinese consumer data. In addition, state-owned
enterprises remain major players in the services sector, particular-
ly in banking, transportation, and telecommunications. U.S. firms
cannot go toe-to-toe with China’s technology giants and state-owned
enterprises, and in most consumer segments, are largely relegated
to partnering with domestic firms. U.S. services trade with China
cannot reach its full potential as long as these barriers remain.

Key Findings

¢ China’s rebalancing to a more consumption-driven growth mod-
el should present opportunities for U.S. companies in the e-com-
merce, logistics, and financial services sectors. However, U.S.
companies operating in China do not have a level playing field
and continue to face significant market access challenges, in-
cluding informal bans on entry, caps on foreign equity, licensing
delays, and data localization policies.

¢ China is the largest e-commerce market in the world, with
e-commerce sales reaching $787 billion in 2016. Accordlng to
the U.S. Department of Commerce, by 2019 an estimated one
out of every three retail dollars in "China will be spent online,
the highest percentage in the world. Although China has tra-
ditionally provided the world with its manufactured goods, its
e-commerce boom should offer increased opportunities for U.S.
retailers and brands, with more and more Chinese consumers
purchasing foreign goods. Demand is strong in areas where the
United States excels, such as high-quality foods and supple-
ments, beauty products, and healthcare-related goods.
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¢ Although China’s e-commerce market offers opportunities for
U.S. retailers and brands, it is not without its challenges and
risks. While the Chinese government has made some improve-
ments in enforcing intellectual property rights, intellectual
property issues remain a key challenge for U.S. companies op-
erating in China. In particular, the prevalence of counterfeit
goods on Chinese e-commerce platforms continues to hurt U.S.
retailers and brands.

¢ E-commerce has been a key driver of improvements to China’s
$2.2-trillion-dollar logistics sector. Yet, China’s domestic logistics
industry remains underdeveloped, due to the country’s histori-
cal focus on improving export logistics at the expense of domes-
tic logistics infrastructure. This has caused logistics to become a
major bottleneck for China’s e-commerce sector. China’s efforts
to develop and modernize its express delivery industry could
offer U.S. logistics firms like FedEx and UPS opportunities to
expand their China operations.

¢ Financial services have been a major driver of growth within
China’s services sector, increasing 11 percent annually from
2012 to 2016. However, Chinese consumers’ access to financial
services remains inadequate, and most Chinese consumers lack
formal credit histories. Improving their access to financial ser-
vices will be critical for raising domestic consumption levels.
In addition, China has made limited progress in implementing
reforms to improve the market orientation and efficiency of its
financial sector.

¢ Financial services are a mainstay of the U.S. economy and a
major services export to China. While China has taken some
steps to expand foreign firms’ access to its financial markets
since joining the World Trade Organization, U.S. financial ser-
vices companies continue to face significant market access
barriers in China. These include informal and formal bans on
entry, equity caps, licensing restrictions, and data localization
requirements. China’s new cybersecurity law poses additional
challenges for U.S. financial institutions operating in China. As
a result, U.S. firms’ market share in China’s financial sector has
been stagnant or declining in recent years.

¢ China has become a global leader in financial technology. Chi-
na’s Internet giants have emerged as significant players not
only in e-commerce and logistics, but also in China’s financial
services sector, particularly in payments and lending.

Chapter 2: U.S.-China Security Relations

Section 1: Year in Review: Security and Foreign Affairs

The year 2017 saw the continued expansion of China’s military
and other security activities in pursuit of national interests close to
home and far afield. Beijing employed a mix of coercion and engage-
ment to further these interests.

Throughout 2017, Beijing tightened its effective control over the
South China Sea by continuing to militarize the artificial islands it
occupies there and by pressuring other claimants and regional coun-
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tries to accept its dominance. It has not been deterred by, and in fact
has rejected, the 2016 ruling by the Permanent Court of Arbitration
in The Hague, which found much of China’s claims and activities
in the South China Sea to be unlawful. China increased tensions
in other ways, including by illegally seizing a U.S. Navy underwa-
ter unmanned vehicle. China also sought to advance its territorial
claims in South Asia by building a road into a disputed portion of
the China-Bhutan-India border. This led to a two-month standoff
between Chinese and Indian border forces, which ultimately ended
peacefully.

China also advanced its interests through its ongoing One Belt,
One Road initiative, and enhanced security cooperation with coun-
tries around the world. Currently, One Belt, One Road incorporates
around 60 countries and reportedly includes $900 billion worth of
current or planned projects. Championed by President Xi, the ini-
tiative is ostensibly an economic endeavor intended to bring infra-
structure projects, connectivity, and economic growth to Eurasia and
beyond. It also has several unspoken strategic objectives: establish-
ing strategic access points for China around the world, primarily
via port infrastructure; augmenting China’s energy security with a
network of pipelines and energy projects; expanding domestic and
regional security and stability by countering fundamentalism and
terrorism; and gaining influence and leverage (and countering U.S.
influence) over other countries.

As China’s economic and strategic interests expand outward, Chi-
na’s security engagement has followed. China was the third-larg-
est arms exporter worldwide in aggregate terms in the time peri-
od 2012-2016, and has sold arms to 44 countries. Meanwhile, the
People’s Liberation Army (PLA) has increased military-to-military
engagement with other militaries. In 2017, China deployed its 27th
naval task group for antipiracy patrols in the Gulf of Aden, where it
has conducted more than 1,000 escort missions since 2008. Further,
China expanded its involvement in UN peacekeeping activities, de-
ploying a 140-soldier helicopter unit for peacekeeping purposes for
the first time (to the Darfur region of Sudan). China also opened
its first overseas military base, in Djibouti, in 2017. According to
Beijing, the base will mainly be used to provide assistance to Chi-
nese forces conducting antipiracy, peacekeeping, and humanitarian
missions in the region. Its strategic location—several miles from
Camp Lemonnier, one of the largest and most critical U.S. military
installations abroad—may enable the PLA to surveil U.S. military
activities.

Despite efforts by the Xi and Trump governments to set a positive
tone for U.S.-China ties, tensions over security issues remain at the
forefront of the relationship, with the South China Sea, Taiwan, and
especially North Korea as the primary flashpoints.

Key Findings

¢ China’s territorial disputes in the South China Sea and in South
Asia flared in 2017. China continued to rely primarily on non-
military and semiofficial actors (such as the China Coast Guard
and maritime militia) to advance its interests in the disputed
South China Sea, straining already-unsettled relations with the
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Philippines and Vietnam. The 2016 ruling by the Permanent
Court of Arbitration in The Hague, which overwhelmingly sided
against China’s position, has not deterred Beijing. China’s ter-
ritorial assertiveness was also on display when Chinese armed
forces attempted to consolidate control over territory disputed
by Bhutan and India. Ultimately, India was more successful
than the Philippines and Vietnam in countering Chinese coer-
cion.

¢ China’s One Belt, One Road initiative continued to expand in
2017. Although China claims the mega-project is primarily eco-
nomic in nature, strategic imperatives are at the heart of the
initiative. China aims to use One Belt, One Road projects to
expand its access to strategically important places, particularly
in the Indian Ocean; to enhance its energy security; and to in-
crease its leverage and influence over other countries.

¢ The People’s Liberation Army continues to extend its presence
outside of China’s immediate periphery by opening its first over-
seas military base in Djibouti, increasing its contributions to
UN peacekeeping operations, and conducting more bilateral and
multilateral exercises. China’s arms exports continued to grow
in volume and sophistication in 2017, although they remain
limited to low- and middle-income countries and are dwarfed
by U.S. and Russian sales in value. The People’s Liberation Ar-
my’s expanded exercise portfolio includes new partners, such as
Burma and Nepal, as well as long-time partners Pakistan and
Russia. China’s defense ties with Russia continued an upward
trend in 2017.

¢ U.S.-China security relations saw new dialogue formats emerge
following the U.S. presidential transition, but were marked by
growing tension due to disagreements over issues such as North
Korean denuclearization and China’s continued coercive actions
in regional territorial disputes.

Section 2: China’s Military Modernization in 2017

China is pursuing military modernization efforts to improve its
antiaccess/area denial, warfighting, force projection, and nuclear de-
terrence capabilities, in addition to developing capabilities to con-
duct operations in space and cyberspace. The forces under develop-
ment, supported by a still-growing military budget (announced to be
$151.1 billion for 2017, but likely to be much higher), provide China
the capability to conduct military operations beyond its land borders
and into disputed waters along its maritime periphery in the East
and South China seas. China’s ongoing military modernization dis-
rupts stability in East and Southeast Asia and creates challenges
for U.S. freedom of action in the region.

The ground forces remain relevant to many PLA missions, such as
defending China’s land borders and responding to a Taiwan crisis.
PLA Army modernization efforts are focused on developing a small-
er and more mobile force that is well-suited for offensive operations
and overseas missions. This ground force modernization into a “new-
type Army” is focused on the development of special operations, heli-
copter, electronic warfare, light mechanized, and long-range artillery
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units. This expanding capability could result in U.S. and Chinese
forces conducting missions within the same operational space.

To extend the PLA Navy’s operational presence in line with Bei-
jing’s new strategic assessment that “the traditional mentality that
land outweighs sea must be abandoned,” China is developing air-
craft carriers and carrier aviation, large amphibious ships suited for
expeditionary operations, and multi-mission surface combatants and
corvette class ships, and is modernizing the submarine force. This is
resulting in Chinese ships conducting missions further from China
and in proximity to U.S. forces operating in the Indo-Pacific. The
U.S. Navy should anticipate a larger forward operational presence
by the PLA Navy in the Indo-Pacific at the outset of conflict should
a crisis escalate to hostilities.

The PLA Air Force’s efforts are focused on developing long-range
strike, fifth-generation fighter, airborne early warning and control,
aerial refueling, strategic lift, air defense, and intelligence, surveil-
lance, and reconnaissance aircraft. These types of developments are
enhancing the ability of the PLA Air Force to conduct air operations
farther from China’s coast. These air operations have included sim-
ulated strike training and patrols over waters between Japan and
Taiwan (the Miyako Strait) and between Taiwan and the Philip-
pines (the Bashi Channel), which are sensitive and strategic waters
for U.S. allies, friends, and partners in the region.

The PLA Rocket Force continues to improve both its conventional
and nuclear forces to enhance long-range strike and deterrence capa-
bilities and is modernizing its forces to increase the reliability and ef-
fectiveness of both conventional and nuclear missile systems. One ob-
jective of missile force modernization is for China to maintain nuclear
forces capable of inflicting enough damage to deter a nuclear attack.
China likewise seeks to extend the range of its conventional precision
strike capabilities to hold adversary assets at risk at greater distances
from China’s coastline in the event of a regional conflict, eroding the
United States’ ability to operate freely in the Western Pacific.

The Strategic Support Force—with responsibility for cyber, elec-
tronic, information, and space operations—was established in De-
cember 2015 as part of China’s military reform and reorganization.
This force has incorporated signals intelligence capabilities, elec-
tronic warfare and electronic countermeasures, as well as aerospace
reconnaissance capabilities. Considering the type of support the
Strategic Support Force is expected to provide China’s ground, na-
val, air, and missile forces, the United States must assume it will
contribute to antiaccess/area denial operations against forward-de-
ployed U.S. troops should a conflict occur in the region.

Key Findings

¢ China’s military modernization program seeks to advance Bei-
jing’s security interests, prevent other countries from challeng-
ing those interests, and defend China’s sovereignty claims to
disputed areas along its border and maritime periphery. The
weapons and systems under development and those that are
being fielded by China’s military—such as intermediate-range
ballistic missiles, bombers with long-range precision strike ca-
pabilities, and guided missile nuclear attack submarines—are
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intended to provide China the capability to strike targets fur-
ther from shore, such as Guam, and potentially complicate U.S.
responses to crises involving China in the Indo-Pacific.

¢ China will continue to modernize strategic air and sea lift ca-
pabilities, which will enable China’s military to conduct expedi-
tionary operations. The continued production of the Chinese na-
vy’s amphibious lift ships and the air force’s heavy lift transport
aircraft will increase China’s ability to deliver troops abroad
and to conduct expeditionary operations beyond the first island
chain, humanitarian assistance operations, and noncombatant
evacuation operations.

¢ China’s increasingly accurate and advanced missile forces are
intended to erode the ability of the United States to operate
freely in the region in the event of a conflict and are capable of
holding U.S. forces in the region at risk.

¢ China’s continued focus on developing counterspace capabilities
indicates Beijing seeks to hold U.S. intelligence, surveillance,
and reconnaissance satellites at risk in the event of conflict.

e The consolidation of space, cyber, electronic warfare, signals, and
potentially human intelligence capabilities under the Strategic
Support Force provides China a centralized all-source intelligence
apparatus to support national-level decision makers. Furthermore,
this development could strengthen the Chinese military’s ability to
conduct integrated joint operations by providing a wide range of
collection capabilities including intelligence, surveillance, and re-
connaissance support to commanders responsible for operational
forces under the military’s five theater commands.

Section 3: Hotspots along China’s Maritime Periphery

Taiwan, the South China Sea (particularly the Spratly Islands),
and the East China Sea (particularly the Senkaku Islands) are ma-
jor national security interests for China. They also are major sourc-
es of tension between China and its neighbors. Complex challenges
related to sovereignty and control, access to strategic waterways
and resources, nationalism, and alliance and competition dynam-
ics make these areas “hotspots” that could result in armed conflict
between China and its neighbors. China’s expanding territorial am-
bitions and its desire to exploit the current so-called “period of stra-
tegic opportunity” could invite the risk of conflict, and so the PLA is
preparing contingency plans accordingly.

Chinese strategic writings insist unification with Taiwan is “in-
evitable,” and unification by force remains the primary mission for
which the PLA trains. Although the risk of large-scale war is re-
mote, brinksmanship or a crisis compounded by miscommunication
or miscalculation could spiral into conflict. Cross-Strait instability,
which has been exacerbated by Beijing’s recent pressure campaign
against Taiwan’s current government, is increasing the risk of hos-
tilities between China and Taiwan. The PLA is planning for a range
of Taiwan contingency operations that likely scale from punitive
missile strikes to coerce Taiwan’s political leadership to a full-scale
invasion of the island. However, a Taiwan landing operation is the
most difficult option for the PLA and would require China taking
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and holding ports and airfields, in addition to conducting amphibi-
ous landings, in an effort to seize the island.

Disputes over islands and other land features in the South China
Sea could easily escalate into crises, and in fact already have (notably
with China’s seizure and effective blockade of Philippines-claimed
Scarborough Reef in 2012 and the destructive skirmish between
Chinese and Vietnamese non-naval forces over a Chinese oil rig in
2014). Should China perceive an intolerable challenge to its claimed
sovereignty over one of these disputed areas, it could employ a range
of options—including island landing operations, blockades, or missile
strikes—to seize control of disputed features. Such operations like-
ly would involve (perhaps even exclusively) its non-naval maritime
forces, such as the China Coast Guard and maritime militia, creating
operational uncertainty and “grey zone” challenges for adversaries.
A conflict involving the Philippines would raise the prospect of the
United States—a treaty ally of the Philippines—becoming involved.

The risk of conflict in the East China Sea shifts as overall tensions
in the region ebb and flow, but the nature of the China-Japan rival-
ry is such that any confrontation over the disputed Senkaku Islands
could quickly escalate into an armed conflict. As with a South China
Sea contingency, non-naval forces likely would play a leading role
with naval assets waiting over the horizon. Other potential avenues
for seizing the islands could involve China feigning a naval exercise
near the islands that quickly turns into an island seizure campaign,
or executing a joint amphibious assault to capture and occupy the
islands. A Chinese attack on the Senkakus, which are covered by the
U.S.-Japan Defense Treaty, would prompt U.S. involvement.

Key Findings

e U.S. presence and alliance commitments have helped maintain
regional stability in Asia. China’s aggressive actions in the East
China Sea, South China Sea, and Taiwan Strait threaten prin-
ciples such as freedom of navigation, the use of international
law to settle disputes, and free trade. If Beijing continues to
increase its control over the East and South China seas, the
United States could receive requests for additional assistance
by allies, friends, and partners to improve their capabilities to
defend themselves, along with calls for the United States to re-
main engaged in the region to maintain security and stability.

e With China actively preparing contingency plans for operations
against U.S. allies, friends, and partners along China’s maritime
periphery, the United States and China could quickly become
involved in a conflict if Beijing escalates. This risk becomes
greater depending on the level of tensions associated with any
of the following flashpoints: the Korean Peninsula, the South
China Sea, the East China Sea, and cross-Strait relations.

¢ Chinese leaders are cautious about letting a crisis escalate into
conflict, and Chinese military thinkers study “war control” as a
method for limiting the scope of a conflict to minimize negative
consequences and achieve a victory at minimal cost. However, if
Beijing believes the risk of a response to Chinese action is low,
China may be tempted to risk brinksmanship to achieve its na-
tional objectives. Furthermore, if Beijing is unable to avoid es-
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calation, any crises involving the use of the People’s Liberation
Army (PLA) create opportunities to widen a crisis into a conflict
that results in the use of force.

China has emphasized building a military capable of respond-
ing to situations in multiple regions and has developed theater
commands capable of planning and executing missions in their
respective areas of responsibility. A key element of success in
achieving operational objectives, however, will be managing re-
sources across multiple theaters should China find itself chal-
lenged in multiple directions simultaneously. This could create
an opportunity to dissuade Chinese aggression or potentially
result in Beijing escalating or accelerating a conflict.

The PLA presently lacks the amphibious lift to directly assault
Taiwan, and would instead have to successfully seize ports and
airfields for the flow of follow-on forces to conduct on-island
operations. Likewise, sustaining a prolonged air and maritime
blockade against Taiwan is likely to strain PLA logistical capa-
bilities, potentially disrupt trade routes through East Asia, and
inhibit freedom of navigation in the region. These are high-risk
operations for China, and may be conducted only after other
coercive options are exhausted.

Military facilities currently under construction in the Spratly
Islands are intended to improve the PLA’s operational reach by
strengthening logistical support, extending operational reach,
and bolstering the military’s capability to monitor potential ad-
versaries. Once these outposts are completed, they will improve
the PLA’s ability to take action against Vietnamese or Filipino
forces on adjacent features if so ordered. China’s militarization
of these features is therefore inherently destabilizing for its
neighbors who have overlapping sovereignty claims.

There are several U.S. alliances and other commitments that
could be activated by a maritime hotspot conflict with Japan,
the Philippines, or Taiwan. Depending on the scenario, the Unit-
ed States could be expected to become involved in a conflict,
although China will seek to discourage this by many means,
possibly to include ensuring conflict remains in the “grey zone”
where U.S. defense commitments are uncertain and the onus of
escalation is shifted to China’s adversary.

The forward presence of U.S. forces in East Asia, coupled with
the treaty alliances and partnerships of the United States in
the region, constitute the most important factor in deterring
Chinese adventurism. Nevertheless, they also increase the like-
lihood, should deterrence fail, that the United States becomes
involved in armed conflict. The Commission has documented in
previous reports how the balance of military power in the re-
gion has shifted in China’s direction. Should that shift continue
without a change in U.S. policy, there is a danger that Chinese
leaders will consider the United States an obstacle to their am-
bitions that must be removed. In that event, Beijing may decide
to escalate a crisis when the circumstances seem favorable to
the achievement of China’s larger ambitions.
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Chapter 3: China and the World

Section 1: China and Continental Southeast Asia

China’s relations with Burma (Myanmar), Cambodia, Laos, and
Thailand are driven by two broad goals: taking advantage of Southeast
Asia’s economic potential and balancing the region’s geopolitical oppor-
tunities against its security vulnerabilities. In pursuit of these goals,
China has leveraged its economic importance to Southeast Asia and
capitalized on regional countries’ infrastructure needs. China has also
forged ties with key regional political groups, particularly in Burma
where China has supported different sides of Burma’s ethnic conflict.

Economically, the region boasts some of the highest growth rates
in the world as well as valuable mineral and agricultural resources,
such as Burma’s $31 billion jade trade. China uses a number of
tactics to exploit the region—including trade links, infrastructure
projects, and assistance packages—in a way that benefits China’s
economic interests. For example, Chinese infrastructure projects in
the region will help give Chinese exporters a competitive edge in re-
gional markets and ameliorate excess capacity in China’s construc-
tion sector. Chinese firms have also invested in plantations and min-
eral extraction projects that have harmed host countries, including
jade smuggling in Burma and pesticide-heavy plantations in Laos
that have left thousands of workers sick.

Geopolitically, China desires stability and leverage along its 1,370
mile border with Burma where fighting between ethnic armed groups
and Burma’s army has claimed the lives of Chinese citizens. China
sees an opportunity to bypass its energy supply vulnerabilities in the
Strait of Malacca by establishing transportation corridors through
Burma and has built oil and natural gas pipelines connecting China
to Burma’s Indian Ocean coast, where China seeks to control a key
port. China has used regional countries’ membership in the Associa-
tion of Southeast Nations (ASEAN) to its advantage—China’s finan-
cial support and close relationship with Cambodia has been pivotal
to preventing joint ASEAN opposition to China’s land reclamation in
the South China Sea. Finally, following the coup in Thailand, China
has sought to move closer to the U.S. treaty ally, and has exceeded
the United States in arms sales to Thailand, although the degree to
which Thai-China ties have improved is uncertain.

China’s engagement with the region has challenged U.S. commer-
cial interests and political values. China’s business and develop-
ment model often runs counter to U.S. priorities, such as fostering
transparent, accountable government in a region where democracy
is challenged. Chinese firms exploit corruption, particularly in Cam-
bodia where quid-pro-quo relationships between Chinese business-
es and Cambodian officials thrive. These corrupt environments put
U.S. firms at a disadvantage. Chinese projects also exacerbate social
instability through environmental damage and community displace-
ment. In particular, Chinese dams on the Mekong River threaten
the food security of 60 million people, creating significant stability
risks. Despite the region’s importance to U.S. interests, U.S. assis-
tance appears to lag significantly behind China’s commitments, cre-
ating a risk that U.S. priorities will continue to be undermined by
China’s engagement.
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Key Findings

China’s pursuit of strategic and economic interests in Burma
(Myanmar), Thailand, Cambodia, and Laos often jeopardizes re-
gional environmental conditions, threatens government account-
ability, and undermines commercial opportunities for U.S. firms.

China has promoted a model of development in continental
Southeast Asia that focuses on economic growth, to the exclu-
sion of political liberalization and social capacity building. This
model runs counter to U.S. geopolitical and business interests
as Chinese business practices place U.S. firms at a disadvantage
in some of Southeast Asia’s fastest-growing economies, particu-
larly through behavior that facilitates corruption.

China pursues several complementary goals in continental
Southeast Asia, including bypassing the Strait of Malacca via
an overland route in Burma, constructing north-south infra-
structure networks linking Kunming to Singapore through
Laos, Thailand, Burma, and Vietnam, and increasing export
opportunities in the region. The Chinese government also de-
sires to increase control and leverage over Burma along its
1,370-mile-long border, which is both porous and the setting for
conflict between ethnic armed groups (EAGs) and the Burmese
military. Chinese firms have invested in exploiting natural re-
sources, particularly jade in Burma, agricultural land in Laos,
and hydropower resources in Burma and along the Mekong Riv-
er. China also seeks closer relations with Thailand, a U.S. treaty
ally, particularly through military cooperation.

As much as 82 percent of Chinese imported oil is shipped
through the Strait of Malacca making it vulnerable to disrup-
tion. To reduce this vulnerability, China has been investing in
oil and natural gas pipelines across Burma, which will partially
alleviate this problem, supplying China with up to 5 percent of
its oil imports and 6 percent of its natural gas imports based
on 2016 data.

Chinese dams on the Mekong River threaten Laos, Cambodia,
and Vietnam’s food security by blocking sediment necessary for
agriculture and restricting fish migration. Chinese dams are
poised to block half of the sediment in the river system and the
dam network on the Lower Mekong is estimated to reduce the
fish stock of the entire river system by 42 percent.

Local resistance to Chinese development has stalled or closed
several important Chinese projects, including the $3.6 billion
Myitsone Dam in Burma and a railway linking Kunming to the
Indian Ocean. Protests against Chinese projects have emerged
over environmental concerns, use of Chinese laborers, and con-
tract terms that primarily benefit Chinese firms. Chinese busi-
ness practices have created friction in Laos and Thailand where
Chinese businesses have been closed by the government.

Japan remains a competitor in continental Southeast Asia for
infrastructure development. In 2016, Japan pledged to provide
$6.8 billion in infrastructure finance for Mekong River coun-
tries. Japan typically supports infrastructure projects that run
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east-west across the region while China constructs projects that
run north-south.

e Cambodia has advocated for China’s interests in the Associa-
tion of Southeast Asian Nations (ASEAN), particularly regard-
ing Chinese land reclamation in the South China Sea. In 2012
and 2016 Cambodia vetoed joint ASEAN resolutions containing
language regarding the South China Sea objectionable to the
Chinese government, reportedly in concert with Beijing. Beijing
has contributed significantly more aid to Cambodia than the
United States and other Western countries. Cambodia’s govern-
ment has also granted Chinese businesses special privileges in
violation of its own regulations. These privileges appear linked
to favors paid to Cambodian officials by Chinese firms.

e Laos has sought good relations with China and turned to China
for infrastructure development and investment, but has grown
uneasy over the influence China has gained through invest-
ment. This unease has caused Laos to rethink its relations with
China. In 2016 the Lao People’s Revolutionary Party removed
Choummaly Sayasone, who was associated with granting eco-
nomic concessions to Chinese firms as chief of the party.

¢ China faces a more complicated political landscape in Burma,
including the National League for Democracy (NLD) govern-
ment; the military, which retains considerable political power;
and EAGs that control large segments of Burma and conduct
military actions against the Burmese government and military.
In response, China has leveraged its connections with all three
groups to maximize its influence, establishing better relations
with the NLD, maintaining contact with military leaders, and
using its ties to EAGs to demonstrate its ability to influence
Burma’s peace process. In leveraging its ties with EAGs, China
faces tension between securing stability in its borders and using
EAGs and Burma’s peace process to obtain influence over the
NLD government.

e After U.S.-Thailand relations deteriorated following the 2014
coup, China and Thailand have signed a series of arms deals,
including a $393 million submarine purchase. Thailand may be
following its historical tradition of balancing multiple powers in
its closer military relationship with Beijing.

Section 2: China and Northeast Asia

Northeast Asia—encompassing China, Japan, North Korea, and
South Korea—is the locus of some of the most pressing security
challenges in Asia. Two of these countries—Japan and South Ko-
rea—are U.S. treaty allies. North Korea, on the other hand, is highly
antagonistic to the United States and a threat to global peace and
security.

Although Beijing increasingly is frustrated and concerned by
Pyongyang’s missile and nuclear testing and escalatory rhetoric,
China is North Korea’s top trading partner, most reliable supporter,
and treaty ally. China is necessarily a key player in any significant
international effort to manage the North Korean threat, and took
some steps to strengthen international sanctions against North Ko-
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rea in 2017. It is too soon to measure China’s compliance with the
latest rounds of sanctions, which, if implemented fully, would signifi-
cantly constrain the North Korean regime’s ability to fund its nu-
clear and conventional weapons programs. Given China’s lackluster
record of previous sanctions enforcement and continued sanctions
violations by Chinese companies exporting dual-use items to North
Korea, however, the United States and the international communi-
ty should keep their expectations low. China’s reluctance to assist
with the U.S.-led effort to neutralize the North Korean threat is also
driven by Beijing’s belief that Washington’s North Korea policy is
designed to strengthen U.S. regional alliances and military posture
to contain China.

China-South Korea relations are evidence of this belief. After years
of generally positive bilateral relations buoyed by robust trade and
cooperative efforts by the countries’ top leaders, the China-South
Korea relationship took a negative turn starting in 2016 over the
planned deployment of a U.S. Terminal High Altitude Area Defense
(THAAD) missile defense system to South Korea. China indicated
its displeasure with this development by mounting a massive eco-
nomic retaliation campaign against South Korea, causing millions
of dollars in losses and forcing one South Korean company to cut
back on operations in China. Comparing China’s harsh rhetorical
response to THAAD and its lukewarm response to North Korea’s
provocations, it appears Beijing finds U.S.-South Korea missile de-
fense cooperation to be a greater threat to Chinese interests than
a nuclear-armed North Korea. China has clearly signaled to South
Korea that cooperation with the United States will be met with pun-
ishment from Beijing. This puts Seoul, which already struggles to
balance its relations with Washington and Beijing, in a strategically
difficult position, and will necessarily complicate U.S. efforts to en-
hance cooperation with South Korea going forward.

China-Japan relations continue to be strained as well, with the
East China Sea dispute remaining the central flashpoint. Although
tensions there have declined since their peak in 2012—-2013, the dis-
pute continued to simmer in 2017 with persistent Chinese maritime
operations near the Senkaku Islands and sharply increasing Chi-
nese air operations in the East China Sea.

In the near term, Chinese aggression toward Japan and economic
coercion against South Korea seem to be driving both countries to-
ward closer security cooperation with the United States. Prospects
for enhanced South Korea-Japan security cooperation are less cer-
tain, however, and longstanding tensions between the two countries
complicate U.S. efforts to evolve Northeast Asia’s security architec-
ture from a “hub and spokes” model to a more integrated trilateral
cooperative structure.

Key Findings

¢ China’s and the United States’ divergent approaches to North
Korea reflect their fundamentally different priorities in North-
east Asia. The United States has made denuclezarization its
priority in its North Korea policy, whereas China appears will-
ing to accept a nuclear North Korea rather than upset the sta-
tus quo. Efforts by Washington to compromise in other areas of
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the U.S.-China relationship in the hopes of winning Beijing’s
support in pressuring North Korea risk disappointing results.

¢ Chinese actors appear to have complied with some provisions of
UN sanctions against North Korea and violated others. Despite
restrictions on the trade in coal and other goods, China-North
Korea trade is robust, with Chinese exports to North Korea in-
creasing significantly in 2017.

¢ China’s objections to the deployment of a U.S. Terminal High Al-
titude Area Defense (THAAD) missile defense battery in South
Korea most likely reflect a deep-seated desire to counter per-
ceived encirclement by the United States by limiting the expan-
sion of the U.S.-allied missile defense system in the region, rath-
er than substantive objections to the practical effect of THAAD’s
presence in South Korea on China’s security environment.

e China’s efforts to punish South Korea for hosting THAAD
marked a turning point in South Korean attitudes toward Chi-
na, which until 2016 had been fairly positive. This trend likely
will lead to warming U.S.-South Korea defense relations. At the
same time, however, Seoul will continue to seek positive rela-
tions with Beijing, in part because South Korea is economically
dependent on China and relies on China’s support to manage
the North Korean situation.

¢ China’s continued regional assertiveness and military mod-
ernization is contributing to deteriorating Japan-China re-
lations. Japan is likely to continue pursuing military capa-
bilities that would enable it to counter China’s expanding
military might, as well as North Korea’s growing nuclear and
missile arsenal.

¢ Despite North Korea’s advancing nuclear and missile programs
and China’s growing military capabilities, South Korea and
Japan have not substantially increased their bilateral defense
cooperation and have taken only small steps toward greater
trilateral cooperation with the United States. Poor South Ko-
rea-Japan relations could hinder the United States’ ability to
harness its alliances with each country to pursue U.S. interests
in the region.

¢ Most Korean Peninsula conflict or crisis scenarios would require
large-scale evacuations of U.S. and other citizens from South
Korea. Planning and coordination for noncombatant evacuation
operations remain a challenge for the United States, South Ko-
rea, and Japan.

Section 3: China and Taiwan

Cross-Strait relations entered a period of increased tension af-
ter President Tsai Ing-wen was elected in January 2016, as Bei-
jing steadily increased pressure on Taiwan. Despite President Tsai’s
cross-Strait policy of “maintaining the status quo,” Beijing has been
displeased with her unwillingness to endorse the “one China” frame-
work for cross-Strait relations (a 1992 framework Taipei and Bei-
jing endorsed during the previous administration in Taiwan that
acknowledges there is “one China,” but that allows each side to
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maintain its own interpretation of the meaning of “one China”). The
measures Beijing is employing to pressure Taiwan include suspend-
ing official and semiofficial cross-Strait communication and meet-
ings; establishing diplomatic relations with three of Taiwan’s for-
mer diplomatic partners (The Gambia, Sao Tome and Principe, and
Panama); reducing the number of Chinese group tours to Taiwan
and Chinese students who can attend Taiwan universities; refusing
to facilitate repatriation to Taiwan of citizens accused of telecom-
munications fraud in countries with which Taiwan does not have
diplomatic relations; and blocking Taiwan’s participation in certain
international fora, such as the International Civil Aviation Organi-
zation and the UN World Health Assembly. A complicating factor in
cross-Strait relations is Taiwan’s dependence on China-bound ex-
ports. China remains Taiwan’s largest trading partner, biggest ex-
port market, and top source of imports, giving Beijing significant
economic leverage over Taipei. President Tsai has sought to reduce
Taiwan’s reliance on China by diversifying Taiwan’s economic ties.
Central to this effort is President Tsai’s New Southbound Policy,
which seeks to strengthen trade, investment, people-to-people, and
other links with countries in Southeast Asia, South Asia, and Ocea-
nia. The policy already has led to increased tourism to Taiwan, with
the number of visitors from New Southbound Policy target countries
increasing 28.6 percent in the first six months after the policy was
enacted.

China’s military modernization program remains focused on de-
terring Taiwan from moving toward formal independence and pre-
paring the Chinese military for a cross-Strait conflict. Faced with
a growing threat from China’s military modernization, Taiwan has
sought to enhance its own military capabilities in part by indige-
nously developing combat ships, aircraft, and weapons systems. Ad-
vanced antiship cruise missiles, air defense missiles, and fast attack
and stealthy catamaran-style patrol ships are among the newest
platforms and weapons systems Taiwan has produced. In 2017, Tai-
wan launched programs to build submarines and advanced jet train-
ers. Taiwan also seeks to enhance its military capabilities through
the procurement of military equipment from the United States. In
June 2017, the U.S. Department of State announced its approval
of seven foreign military sales and one direct commercial sale to
Taiwan valued at $1.4 billion, including AGM—-154C joint stand-off
weapon air-to-ground missiles and AGM-88B high-speed antiradia-
tion missiles, among other items.

President Tsai has emphasized enhancing Taiwan’s economic rela-
tions with the United States as a top priority for her administration.
Although there remain obstacles for U.S.-Taiwan trade (particularly
the decade-long dispute over Taiwan’s ban on U.S. pork products),
both Washington and Taipei remain committed to furthering their
economic relationship. Beyond commercial and security ties, U.S.-Tai-
wan cooperation spans many other areas, including environmental
protection, cybersecurity, education, public health, and science and
technology. Taiwan’s robust democracy, civil society, and technology
sector, and its vast expertise and experience in areas such as hu-
manitarian assistance and disaster relief, make it a strong partner
for the United States.
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Key Findings

Taiwan President Tsai Ing-wen has pursued a cross-Strait pol-
icy of “maintaining the status quo,” demonstrating goodwill
toward Beijing, and reassuring her counterparts across the
Taiwan Strait. However, Beijing insists she endorse the “1992
Consensus” and continues to increase its pressure on Taipei in
response to her refusal to do so. At the same time, Beijing is by-
passing the government of Taiwan in its pursuit of “deepening
economic and social integrated development” across the Taiwan
Strait. It is doing so through efforts to enhance its economic
leverage over Taiwan and increase the number of young people
from Taiwan traveling, studying, and working in China.

China remains Taiwan’s largest trading partner and largest
source of foreign direct investment. Taiwan’s continued econom-
ic reliance on China makes it vulnerable to political pressure
from Beijing and susceptible to fluctuations in China’s economy.
To help reduce this dependence, President Tsai is pursuing an
agenda, referred to as the New Southbound Policy, to diversify
Taiwan’s economic ties, particularly with Southeast Asia, Aus-
tralia, India, New Zealand, and other South Asian countries.

The threat to Taiwan posed by Chinese military moderniza-
tion continues to grow as the cross-Strait military balance has
shifted toward China. Taiwan is engaged in a robust program
to enhance its defensive capabilities through its domestic de-
fense industrial production, the procurement of U.S. weapons
systems, and its transition to an all-volunteer force. However,
these efforts face a major challenge from the scope and speed of
the modernization of the People’s Liberation Army.

In an attempt to delegitimize Taiwan on the global stage, Bei-
jing’s pressure on Taipei over its participation in the interna-
tional community has become more pronounced over the past
year. Since December 2016, two countries have severed diplo-
matic relations with Taiwan and established official ties with
China, and Beijing has blocked Taiwan’s participation in mul-
tiple international fora in which it has participated in recent
years. Beijing has also pressured countries to downgrade unof-
ficial ties with Taipei.

Beijing seeks to undermine Taiwan’s democracy through collabora-
tion with various individuals and groups in Taiwan and spreading
disinformation through social media and other online tools. In July,
Taiwan media reported, based on Taiwan government information,
that “Chinese influence” was involved in protests and the spread of
disinformation against the Tsai Administration.

Despite uncertainties conferred by a change in administration in
the United States, the trend in U.S.-Taiwan relations remains pos-
itive. President Tsai has made enhancing Taiwan’s economic rela-
tions with the United States a top priority for her Administration.
Nonetheless, the two sides have not made progress resolving a
long-standing dispute over imports of U.S. pork. In U.S.-Taiwan
security cooperation, the Trump Administration’s approval of arms
sales to Taiwan was a sign of continued support for Taiwan.
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Section 4: China and Hong Kong

In 2017, 20 years after Hong Kong’s handover from the United
Kingdom to China, Beijing continued to erode the spirit of the “one
country, two systems” policy that has guided its relationship with
Hong Kong since 1997. (This policy grants Hong Kong and Macau
the right to self-govern their economy and political system to a cer-
tain extent, excluding foreign affairs and defense.) The Chinese gov-
ernment increased its interference in the territory’s political affairs,
becoming more pervasive in Hong Kong’s government and civil so-
ciety. Several notable examples include Beijing’s use of legal mea-
sures to vacate the seats of six democratically-elected legislators for
altering their oaths of office before taking office; its reported involve-
ment in the apparent extralegal abduction of a Chinese billionaire
from Hong Kong; and its active efforts to ensure Carrie Lam Cheng
Yuet-ngor was selected as the territory’s new chief executive. Hong
Kong’s rule of law, widely viewed as central to its unique status
and a key distinguishing characteristic from the Mainland, is being
challenged on many fronts. Freedom of expression in the territory—
as guaranteed by China’s handover agreement with the UK and
the Basic Law, Hong Kong’s mini constitution—also faces mounting
challenges; these range from a crackdown on prodemocracy activists
to pressure on the media, universities, and others to self-censor and
conform to Beijing’s views.

As it has done in other aspects of Hong Kong’s politics and society,
Beijing has become more active in asserting its presence in Hong
Kong’s economy. For example, in 2017, Hong Kong-listed Chinese
state-owned enterprises were ordered to include a formal role for
the CCP in their articles of association, raising concerns among in-
vestors who feel the Chinese government is interfering in business
operations. Integration of the mainland and Hong Kong economies
continues to deepen, with the launch of the Shenzhen-Hong Kong
Stock Connect and the China-Hong Kong Bond Connect serving as
the latest in a series of measures aimed at attracting global inves-
tors to China’s domestic markets. Hong Kong’s strong rule of law
and economic openness have long made it an important destination
for international trade and investment. However, some observers
are beginning to question Hong Kong’s ability to maintain its sta-
tus as Asia’s premier financial center if companies and individuals
lose confidence in the territory’s rule of law, political autonomy, and
other freedoms as they are eroded by Beijing.

Mainland China’s increasing encroachment on Hong Kong’s prom-
ised “high degree of autonomy” poses obstacles for the United States
in carrying out its policy objectives in the territory. Hong Kong is
a major destination and partner for U.S. trade and investment and
plays a valuable role as a participant in important international
economic organizations. In light of China’s recent intrusions into
Hong Kong’s democratic institutions, some observers argue the ter-
ritory is losing its unique characteristics that make it a close U.S.
partner in the Asia Pacific. U.S. allies and partners in the region,
particularly Taiwan, also are closely watching these developments
with unease. The Mainland’s adherence to its commitments regard-
ing Hong Kong is necessary to ensure continued strong ties between
the United States and the territory.
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Key Findings

Beijing’s increasing pressure on Hong Kong has called into
question the “one country, two systems” framework. Mainland
China’s interpretation of the Basic Law (Hong Kong’s mini con-
stitution) on Hong Kong lawmakers’ oaths of office—while a
legal case on the matter was ongoing—has raised widespread
concerns about the level of autonomy in Hong Kong’s judiciary.
It has also caused apprehension in Hong Kong about the impli-
cations for political life and freedom of speech in the territory.
Six prodemocracy legislators-elect were barred from office fol-
lowing the decision and two additional lawmakers face criminal
charges, which could result in their seats being vacated in Hong
Kong’s legislature. This poses a significant threat to the repre-
sentation of prodemocracy voices in the legislature.

Mainland China continues to either disregard or ignore Hong
Kong’s rule of law and its related commitments to the inter-
national community. In addition to the disappearance of five
Hong Kong book sellers in late 2015 (a case that remains
unresolved as this Report went to print), mainland agents in
January 2017 apparently abducted a Chinese-born billionaire
with Canadian citizenship and close ties to senior Chinese
government officials, taking him from a hotel in Hong Kong.
These incidents have raised concerns about Hong Kong’s le-
gal protections.

The 2017 chief executive election, which used the existing voting
system by an election committee comprising mostly pro-Beijing
electors, resulted in the Mainland’s preferred candidate Carrie
Lam taking the most votes. Having served as the second-most
senior official under the previous administration, which was
deeply unpopular, and being seen as loyal to Beijing, Chief Ex-
ecutive Lam is unlikely to advance prodemocracy advocates’
goal of universal suffrage in chief executive elections.

Consistent with its downward trajectory in recent years, press
freedom in Hong Kong continues to decline, according to jour-
nalists in Hong Kong and leading international nongovernmen-
tal watchdogs. These observers point to mainland China’s rising
interference in local Hong Kong media, erosion of media autono-
my, and increasing difficulty in covering sensitive stories.

As Beijing’s fears regarding Hong Kong’s political dynamics ap-
pear to be rising with the increase in prodemocracy advocates
pushing for greater autonomy from mainland China, pressure
on prodemocracy activists is on the upswing. In the lead up
to Chief Executive Lam’s formal inauguration on July 1, 2017,
Hong Kong authorities arrested numerous prodemocracy leg-
islators and activists. This was followed by the August 2017
jailing of Joshua Wong and two other student leaders from the
2014 Occupy protests—escalating a wide-scale crackdown that
has further eroded freedom of expression in Hong Kong.

Concerns persist among prodemocracy advocates in Hong Kong
and among international observers that the territory is sliding
away from “one country, two systems” and moving ever closer to
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the Mainland. In the process, they argue, Hong Kong is losing
the unique characteristics and legal protections that make the
territory a key U.S. partner in the Asia Pacific. As Beijing moves
to tighten its control over Hong Kong, the territory also faces
economic pressure from mainland China.

¢ Hong Kong continues on the path of greater economic integra-
tion with the Mainland. Initiatives like the Shenzhen-Hong
Kong Stock Connect and the China-Hong Kong Bond Connect
allow Beijing to deepen economic integration with the world,
attract foreign investment, and enhance the international use of
the renminbi. At the same time, signs are emerging that Hong
Kong’s importance as a gateway to China may be reduced in
the future as China’s own markets gain sufficient international
standing.

Section 5: China’s Domestic Information Controls, Global
Media Influence, and Cyber Diplomacy

In 2017, the CCP tightened its control over media and online con-
tent. Authorities shut down independent media, penalized companies
for disseminating news content without authorization, and eroded
the privacy of Internet users in China by forcing them to connect
their online profiles to their real names. As a result of a crackdown
on “unauthorized” virtual private networks (VPNs), many popular
VPN apps have been removed from online stores, and some VPN
distributors based in China have been prosecuted and harassed by
the state. VPNs have historically been one of the only reliable meth-
ods of circumventing China’s censorship of the Internet; this censor-
ship functions as a “tax” by forcing users to spend more time and
money to access blocked content. The Chinese government’s nascent
“social credit” program, which relies on accumulated user data to
build comprehensive profiles of Chinese citizens, is set to usher in
a period of pervasive personal surveillance and social engineering.
Multinational corporations with operations in China also have be-
come unsettled by the tightening information controls, which many
said negatively impact their business.

Amid the crackdown on independent media, and as journalists
increasingly fear the repercussions of pursuing sensitive stories, in-
vestigative reporting in China has gradually diminished. Foreign
journalists and their local assistants in China now face more re-
strictions and harassment than at any other time in recent history.
The Chinese government also delays or denies visas from foreign
journalists; in at least one case in 2016, Chinese authorities held
up a visa for a foreign journalist until they were satisfied that an-
other recent hire by the same press agency would not be covering
human rights. Foreign correspondents also are increasingly being
summoned by local authorities for informal interrogations.

Meanwhile, Beijing has rapidly expanded its overseas media in-
fluence by growing its overseas press corps and by exerting pres-
sure on foreign publications both indirectly and directly. In April,
the Chinese government also launched a major international media
campaign to discredit a Chinese whistleblower living in the United
States. In August, the Turkish foreign minister vowed to eliminate
anti-China media reports in that country. Chinese authorities also
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(ultimately unsuccessfully) pressured Cambridge University Press
to censor several of its academic publications. At the same time,
China’s influence over Hollywood and the U.S. entertainment indus-
try has grown.

The Chinese government has been promoting its views of “Inter-
net sovereignty,” including in international fora, to legitimize its
monitoring and control the Internet in China. This concept entails
that a government has the right to monitor and control the net-
works in its territory and the content that Internet users there ac-
cess and transmit. Beijing also advocates for a “multilateral” system
of Internet governance in which national governments are the main
actors. These views sharply contrast with longstanding U.S. support
for the “multistakeholder” model, in which governmental, industry,
academic, and other nonstate organizations have an equal role in
the management of the Internet.

Key Findings

e China’s current information controls, including the govern-
ment’s new social credit initiative, represent a significant es-
calation in censorship, surveillance, and invasion of privacy by
the authorities.

e The Chinese state’s repression of journalists has expanded to
target foreign reporters and their local Chinese staff. It is now
much more difficult for all journalists to investigate politically
sensitive stories.

¢ The investment activities of large, Chinese Communist Par-
ty-linked corporations in the U.S. media industry risk under-
mining the independence of film studios by forcing them to
consli{der self-censorship in order to gain access to the Chinese
market.

¢ China’s overseas influence operations to pressure foreign media
have become much more assertive. In some cases, even without
direct pressure by Chinese entities, Western media companies
now self-censor out of deference to Chinese sensitivity.

¢ Beijing is promoting its concept of “Internet sovereignty” to jus-
tify restrictions on freedom of expression in China. These poli-
cies act as trade barriers to U.S. companies through both cen-
sorship and restrictions on cross-border data transfers, and they
are fundamental points of disagreement between Washington
and Beijing.

e In its participation in international negotiations on global
Internet governance, norms in cyberspace, and cybersecurity,
Beijing seeks to ensure continued control of networks and
information in China and to reduce the risk of actions by
other countries that are not in its interest. Fearing that in-
ternational law will be used by other countries against Chi-
na, Beijing is unwilling to agree on specific applications of
international law to cyberspace.
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Chapter 4: China’s High Tech Development

Section 1: China’s Pursuit of Dominance in Computing, Ro-
botics, and Biotechnology

The Chinese government is implementing a comprehensive, long-
term industrial strategy to ensure its global dominance in comput-
ing, robotics, artificial intelligence (Al), nanotechnology, and biotech-
nology. This strategy is laid out in the 13th Five-Year Plan, and the
Made in China 2025 and Internet Plus initiatives and continues
China’s state-directed approach over the last six decades to build
internationally competitive domestic firms. Beijing’s ultimate goal
is for domestic companies to replace foreign companies as designers
and manufacturers of key technology and products first at home,
then abroad. It utilizes state funding, regulations, China-specific
standards, localization targets, government procurement, foreign
investment restrictions, recruitment of foreign talent, close integra-
tion of civilian and military technology development, and, in some
cases, industrial espionage.

China is also leveraging the openness of the United States and
other market-based economies to gain access to advanced research
and data, recruit a globally talented workforce, acquire and invest
in leading edge firms, and freely sell their products and services
abroad. The scale and volume of government resources directed to-
ward these sectors undermines the ability of foreign firms to fairly
compete in China’s market and creates distorted global and domes-
tic market conditions and rampant overproduction and overcapacity.
In addition, China’s high market access barriers for foreign firms,
localization targets, and China-specific standards further restrict
foreign competition’s access to China’s rapidly growing market, a
major loss of market and job opportunities.

The United States remains a global technological and innova-
tion leader in many cutting-edge, dual-use technologies due to its
world-renowned universities, innovation ecosystem, federal funding
of basic research and development (R&D), and recruitment of the
world’s brightest minds. But falling and inconsistent federal R&D
spending, reduced openness to global talent, and lack of interagen-
cy coordination are undermining these drivers of U.S. innovation to
China’s advantage. Loss of global leadership in these key high-val-
ue-added, dual-use sectors is detrimental to U.S. long-term economic
growth, weakening U.S. firms’ competitive edge, and reducing the ca-
pabilities, capacity, and resilience of the U.S. defense industrial base.

Key Findings

¢ China has laid out an ambitious whole-of-government plan to
achieve dominance in advanced technology. This state-led ap-
proach utilizes government financing and regulations, high
market access and investment barriers for foreign firms, over-
seas acquisitions and talent recruitment, and, in some cases,
industrial espionage to create globally competitive firms.

¢ China’s close integration of civilian and military technology de-
velopment raises concerns that technology, expertise, and intel-
lectual property shared by U.S. firms with Chinese commercial
partners could be transferred to China’s military.
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Artificial intelligence: China—led by Baidu—is now on par with
the United States in artificial intelligence due in part to robust
Chinese government support, establishment of research insti-
tutes in the United States, recruitment of U.S.-based talent,
investment in U.S. artificial intelligence-related startups and
firms, and commercial and academic partnerships.

® Quantum information science: China has closed the technolog-
ical gap with the United States in quantum information sci-
ence—a sector the United States has long dominated—due to a
concerted strategy by the Chinese government and inconsistent
and unstable levels of R&D funding and limited government
coordination by the United States.

® High performance computing: Through multilevel government
support, China now has the world’s two fastest supercomputers
and is on track to surpass the United States in the next gener-
ation of supercomputers—exascale computers—with an expect-
ed rollout by 2020 compared to the accelerated U.S. timeline of
2021.

e Biotechnology: The United States’ robust biotechnology ecosys-
tem continues to drive U.S. leadership in this sector, but China’s
state-directed policies have subsidized the establishment of the
world’s largest genomic sequencing firms and supported China’s
rapid rise in genomics and biotechnology-related publications.

® Robotics: China is developing its industrial and military ro-
botics sector through subsidization of domestic robotics firms,
acquisition of foreign knowledge and technology, and recruit-
ment of overseas expertise. This is strengthening the quality
and competitiveness of China’s manufacturing and its military
capabilities.

® Nanotechnology: While consistent federal government funding
to the National Nanotechnology Initiative has kept the United
States at the forefront of nanotechnology, China has become the
fastest-growing country for nanotechnology publications and in-
dustrialization due to massive government funding, recruitment
of overseas talent, and creation of nanotechnology science parks.

¢ Cloud computing: China has largely closed off its cloud comput-
ing market to U.S. cloud computing firms—the global leaders—
with unfair market access restrictions and onerous regulations.
In addition, Chinese cloud computing firms’ close ties to the
Chinese government raise security concerns over the protection
of U.S. customers’ sensitive data, including intellectual property
and personal information.

Section 2: China’s Pursuit of Advanced Weapons

China is pursuing a wide range of military technologies at the
global frontier—weapons just now being developed or not yet de-
veloped by any country. Advanced systems such as maneuverable
reentry vehicles, hypersonic weapons, directed energy weapons,
electromagnetic railguns, counterspace weapons, and unmanned
and Al-equipped weapons contribute to China’s longstanding goal
of military modernization and its efforts to compete militarily with
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the United States. They also go hand in hand with Beijing’s desire
for the country to become a leading high technology power across
commercial and dual-use areas. China’s government has taken a
comprehensive approach to the development of key dual-use tech-
nologies, leveraging state funding, licit and illicit technological ex-
change, foreign investment, and talent recruitment opportunities to
build national champions and advance its military capabilities.

Although information regarding China’s advanced weapons
programs is not always publicly available, numerous open source
writings, government statements, and testing and deployment ac-
tivities indicate Beijing has undertaken vigorous efforts in these
areas. China revealed two antiship ballistic missile systems with
reported maneuverable reentry vehicle capabilities in 2010
and 2015, respectively, and has taken steps toward develop-
ing the reconnaissance-strike complex necessary to successfully
strike a moving target at sea, still unproven. China’s hyperson-
ic weapons program appears to be in developmental stages but
progressing rapidly, featuring seven likely hypersonic glide vehi-
cle tests since 2014 and a reported scramjet engine flight test in
2015. Following a deep history of research into directed energy
weapons, China’s progress includes reported advancements in
developing a high-power microwave antimissile system in 2017, at
least one chemical high energy laser designed to damage or blind
imaging satellites as of 2006 (with likely further developments),
and recent marketing of low-power solid state laser weapons.
China has reportedly built experimental electromagnetic rail-
guns, and numerous research institutes in China are studying
aspects of electromagnetic launch technology. China’s technology
tests applicable to counterspace weapons include direct-ascent
antisatellite missiles, ground-based directed energy weapons,
and rendezvous and proximity operations; and its writings and
capabilities indicate the potential for directed energy weapons
based on co-orbital platforms. Finally, in addition to developing
and marketing a wide range of unmanned systems, China has
conducted research into autonomous systems such as Al-equipped
cruise missiles, autonomous vehicles, and drone swarms, along-
side its rapid rise in the global commercial Al sector.

While the United States appears to retain a lead in developing
most of these systems according to public reports, China likely pos-
sesses the key factors (scientific knowledge, critical components, and
skills and techniques) necessary to successfully develop advanced
weapons. China is able to access scientific knowledge through pub-
licly available information, academic exchanges, and strong efforts
to cultivate human talent. Its advances in computing and robotics
provide critical components for next frontier weapons: semiconduc-
tors are key to intelligent weapons systems; supercomputing is cru-
cial for weapons design and testing; industrial robotics enhances
the quality and efficiency of manufacturing; and national champi-
ons in the commercial robotics and Al sectors are well positioned
to provide next frontier military applications. Finally, while China
currently trails the United States in developing relevant skills and
techniques, the only fundamental barriers to achieving these will
be effort: time, will, and financial support. China appears to have
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the long-term plans, consistent funding, and human talent in place
to eventually overcome these barriers. China may in fact be moving
toward a phase of higher-end innovation, given cutting-edge advanc-
es in emerging technologies such as artificial intelligence, high-per-
formance computing, and quantum information science. Should the
United States falter in its own efforts, China is well prepared to
close the gap further than it already has.

China’s advanced weapons programs present both direct implica-
tions for U.S. security interests and broader implications for long-
term U.S.-China defense technological competition. Breakthroughs
in any of the aforementioned advanced weapons categories would
contribute to China’s antiaccess/area denial capabilities and directly
challenge U.S. advantages. Notable examples include the potential
for antiship ballistic missiles to hold U.S. surface ships at risk; for
hypersonic weapons to defeat kinetic missile defenses, if capable of
sufficient speed and maneuverability; for directed energy weapons
and railguns to undermine future U.S. military concepts such as
using distributed low-cost platforms to assure access to contested
environments; for counterspace weapons to deny key space-based
systems to the U.S. military in a contingency; and for unmanned
and Al-equipped weapons in large numbers to saturate U.S. air de-
fenses, particularly by using swarm technology. China is poised to
challenge U.S. technological leadership in an environment in which
dual-use commercial technology increasingly contributes to military
technological strength. As the United States seeks to ensure it is
prepared to deter aggression and defend key interests in the Asia
Pacific, such as the security of allies and partners, the peaceful reso-
lution of disputes, and freedom of navigation, recognizing these crit-
ical challenges will be crucial.

Key Findings

e China is pursuing a range of advanced weapons with disruptive
military potential. Six types that China’s leaders have priori-
tized are maneuverable reentry vehicles, hypersonic weapons,
directed energy weapons, electromagnetic railguns, counterspace
weapons, and unmanned and artificial intelligence-equipped
weapons.

¢ China’s advanced weapons programs align with the People’s
Liberation Army’s overall modernization drive over the past
several decades, but appear to reflect a more careful degree of
planning as to the U.S. weaknesses they are designed to exploit.

e Current technological trends increase the difficulty of preserv-
ing an advantage in developing advanced weapons. The United
States for the first time faces a peer technological competitor—a
country that is also one of its largest trading partners and that
trades extensively with other high-tech powers—in an era in
which private sector research and development with dual-use
implications increasingly outpaces and contributes to military
developments.

¢ The requirements for developing advanced weapons are fun-
damental scientific knowledge, unique materials, and abstract
skill-based enablers (i.e., abilities, tools, and techniques). China
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has clear policies to exploit government funding, commercial
technological exchange, foreign investment and acquisitions,
and talent recruitment to bolster its dual-use technological ad-
vances. For China, the only ultimate barrier to such advances is
likely to be effort—time, will, and money—and it will be difficult
for the United States and its allies and partners to deter this.

While China has only achieved incremental innovation in mil-
itary technologies in the past, its research efforts at the tech-
nological frontier indicate it may be moving from a phase of
“catching-up” to pursuing “leap-ahead” technologies. China’s
limited returns on science and technology investments indicate
shortcomings that may render its development of innovative ad-
vanced weapons more costly or protracted, but do not rule out
successful innovation.

China’s achievement of a surprise breakthrough in one of these
technologies is possible, due to the secrecy surrounding these
programs and the uncertain nature of advanced weapons devel-
opment in general. Such a breakthrough could have significant
strategic implications for the United States, particularly in its
potential to further existing access challenges and hold forward
deployed U.S. forces at risk.

Given Beijing’s commitment to its current trajectory, and the
lack of fundamental barriers to advanced weapons development
apart from time and funding, the United States cannot assume
it will have an enduring advantage in developing weapons at
the technological frontier.
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THE COMMISSION’S KEY RECOMMENDATIONS

The Commission considers 10 of its 26 recommendations to Con-
gress to be of particular significance. The complete list of recommen-
dations appears at the Report’s conclusion on page 597.

The Commission recommends:

¢ Congress consider legislation updating the Committee on For-
eign Investment in the United States (CFIUS) statute to ad-
dress current and evolving security risks. Among the issues
Congress should consider are:

(¢]

Prohibiting the acquisition of U.S. assets by Chinese state-owned
or state-controlled entities, including sovereign wealth funds.

Requiring a mandatory review of any transaction involving the
acquisition of a controlling interest in U.S. assets by Chinese
entities not falling under the above class of acquiring entities.

Requiring reviews of investments in U.S.-based greenfield
assets by Chinese-controlled entities to assess any potential
harm to U.S. national and economic security.

Expanding the definition of “control” to include joint ven-
tures, venture capital funds, licensing agreements, and other
arrangements or agreements that enable Chinese entities to
access and/or determine the disposition of any asset.

Prohibiting any acquisition or investment that would confer
“control” with regard to critical technologies or infrastructure.
The U.S. Departments of Homeland Security, Commerce, and
Defense shall prepare and regularly update a list of critical
technologies or infrastructure that would not be eligible for ac-
quisition or investment by any Chinese entities to ensure U.S.
economic and national security interests are protected.

Including a net economic benefit test to assess the impact of
acquisitions by Chinese entities in the United States to en-
sure they advance U.S. national economic interests.

Requiring that any proposed acquisition of a media property
by a Chinese entity be assessed in terms of the acquiring en-
tity’s history of adhering to Chinese Communist Party propa-
ganda objectives and its potential to influence public opinion
in the United States.

Authorizing an independent review panel, appointed by Con-
gress, to review the actions and activities of CFIUS on a con-
tinuing basis.

Allowing any CFIUS member agency to bring a transaction
up for review and investigation.

¢ Congress amend the Foreign Sovereign Immunities Act (FSIA)
of 1976 to:

o

o

Allow U.S. courts to hear cases against a foreign state’s corpo-
rate affiliates under the commercial activity exception.

Require Chinese firms to waive any potential claim of sover-
eign immunity if they do business in the United States.
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Congress strengthen the Foreign Agents Registration Act to re-
quire the registration of all staff of Chinese state-run media
entities, given that Chinese intelligence gathering and informa-
tion warfare efforts are known to involve staff of Chinese state-
run media organizations and in light of the present uneven en-
forcement of the Act.

Congress urge the Administration to invite Taiwan to partici-
pate, at least as an observer, in U.S.-led bilateral and multilat-
eral military and security-related exercises, including the Rim
of the Pacific (RIMPAC) maritime exercise, Red Flag air-to-air
combat training exercises, and Cyber Storm cybersecurity exer-
cise, in order to support Taiwan’s efforts to enhance its defense
capabilities, expand opportunities for Taiwan to contribute to
regional and international security, and counter China’s efforts
to limit Taiwan’s international space.

Congress consider legislation to ban and delist companies seek-
ing to list on U.S. stock exchanges that are based in countries
that have not signed a reciprocity agreement with the Public
Company Accounting Oversight Board (PCAOB).

Congress authorize U.S. defense spending at levels sufficient to
address the growing challenge to U.S. interests posed by Chi-
na’s ongoing military modernization program and to ensure the
United States will have the capacity to maintain readiness and
presence in the Asia Pacific.

Congress direct the National Science and Technology Council, in
coordination with the National Economic Council and relevant
agencies, to identify gaps in U.S. technological development vis-
a-vis China, including funding, science, technology, engineering,
and mathematics workforce development, interagency coordina-
tion, and utilization of existing innovation and manufacturing
institutes, and, following this assessment, develop and update
biennially a comprehensive strategic plan to enhance U.S. com-
petitiveness in advanced science and technology.

Congress reauthorize annual reporting requirements of the
United States-Hong Kong Policy Act of 1992, in an effort to
ensure policymakers have the most up-to-date and authorita-
tive information about developments in Hong Kong. The report
should include an assessment of whether Hong Kong has main-
tained a “sufficient degree of autonomy” under the “one country,
two systems” policy, among other developments of interest to
the United States.

Congress direct the Office of the U.S. Trade Representative to
develop criteria for the Notorious Markets List to ensure listed
companies can be held accountable for engaging in or facilitat-
ing copyright piracy and trademark counterfeiting.

Congress consider legislation conditioning the provision of mar-
ket access to Chinese investors in the United States on a recip-
rocal, sector-by-sector basis to provide a level playing field for
U.S. investors in China.



INTRODUCTION

As the Commission’s Annual Report was going to print in October
2017, the Chinese Communist Party (CCP) was preparing to hold its
19th Party Congress, where it would appoint China’s new leadership
team and set the agenda for the next five years of economic, politi-
cal, and strategic development. Chinese President and CCP General
Secretary Xi Jinping, who has been methodically consolidating his
political power since ascending to China’s highest office, is poised to
emerge as the most powerful Chinese leader since Deng Xiaoping.

What will China’s leaders prioritize over the next five years? How
will they go about implementing these goals? And what will these
priorities mean for the United States, economically, geopolitically,
and militarily? In following Chinese government actions over the
past decade, the Commission has observed several trends that we
expect will continue.

In the economic realm, despite early promises of free-market re-
forms, the Xi government has ushered in a period of increased state
control as the government takes a firmer lead in driving China’s
development agenda. Over the course of several five-year plans—
Chinese government blueprints for guiding the country’s economic
and technological evolution—Chinese leaders have articulated a vi-
sion of China as an economically dynamic technological powerhouse.
The government has exploited a full range of tools at its disposal
to implement this vision, from providing subsidies to help Chinese
companies expand at home and abroad to setting standards that
favor domestic technology. As new laws come into effect choking off
the ability of foreign companies to access and transfer vital business
intelligence across China’s borders, malicious Chinese actors engage
in cyber-enabled theft of foreign intellectual property.

U.S. companies wishing to participate in China’s market have
had to pay an increasingly steep price for admission, surrendering
technology and meeting regulatory requirements that favor Chinese
firms. Large and lucrative portions of China’s economy, including
many high-tech sectors and financial services, are closed to foreign
firms. Meanwhile, over the last couple of years, government largesse
has enabled Chinese companies to go around the world acquiring
valuable assets in cutting-edge industries like semiconductors, ro-
botics, and artificial intelligence. Foreign companies cannot do the
same in China.

President Xi has done more than any other modern Chinese lead-
er to expand China’s presence on the world stage. Part coercion, part
charm offensive, his ambitious global agenda is creating pockets of
influence, leverage, and control from the East and South China seas
to Africa to Europe.

The charm offensive is typified by “One Belt, One Road,” the hall-
mark initiative of President Xi’s administration, which seeks to

(31)
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bring more than 60 countries into China’s economic and strategic
orbit. China’s engagement with continental Southeast Asia, which
is profiled in this Report, is also characterized by this kind of en-
gagement. In Thailand, for example, Beijing has taken advantage
of the rift between Washington and the Thai military junta to grow
its influence there, primarily through economic engagement. Chi-
na’s push for global influence has recently expanded to the media
realm—including the U.S. entertainment industry—with Beijing us-
ing various tactics to encourage foreign media to portray China in a
positive light. Meanwhile, in its effort to develop a truly global mili-
tary, China reached a major milestone this year when it established
its first-ever overseas military base in Djibouti.

In addition to its charm offensive, China increasingly relies on
coercion as a means to control its neighbors and its claimed terri-
tory. The Commission has long monitored China’s use of coercion
in the South and East China seas. This pattern continued in 2017
despite the fact that in 2016 a UN arbitral tribunal ruled that major
elements of China’s claims in the South China Sea—including its
nine-dash line, land reclamation activities, and other activities in
Philippine waters—were unlawful. China’s use of economic coercion
reached new heights this year when Beijing expressed its displea-
sure with South Korea’s decision to deploy a U.S. missile defense
battery against the growing North Korean threat, which China has
been unwilling to sufficiently counter. Over the course of several
months, China systematically harassed South Korean businesses in
China, banning the sale of some South Korean products, and appar-
ently slashing Chinese tourism to South Korea, causing millions of
dollars in losses and forcing one company to cut back on operations
in China. Meanwhile, Beijing has stubbornly refused to leverage the
full weight of its influence to rein in the region’s most dangerous
threat, North Korea. Closer to home, China has been encroaching
on Taiwan and Hong Kong’s freedoms and increasing its pressure on
Taiwan and Hong Kong leaders, activists, and citizens.

Domestically, China’s information controls and censorship have
tightened significantly under President Xi. The death of the impris-
oned Chinese activist and Nobel peace prize winner Liu Xiaobo—
which was heavily censored in China—is a reminder of the tragic
consequences of China’s longstanding commitment to controlling its
citizens by sacrificing their human and civil rights.

President Xi’s willingness to employ coercion to advance China’s
global goals is all the more disconcerting against the backdrop of
China’s impressive military modernization. He is undertaking am-
bitious reforms to cement control over the military apparatus and
transform China’s armed forces into a more powerful joint force
capable of undertaking sophisticated operations, particularly in
“hotspots” like the East and South China seas and against Taiwan.
China’s military modernization is being augmented by a central-
ly-directed effort to develop advanced military technologies at the
global frontier—weapons just now being developed or not yet devel-
oped by any country. These advanced systems, such as maneuver-
able reentry vehicles, hypersonic weapons, directed energy weapons,
electromagnetic railguns, counterspace weapons, and unmanned
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and artificial intelligence-equipped weapons, will enable China to
compete militarily with the United States.

Taken together, these developments paint a clear picture of Chi-
na’s goals and ambitions. As China expands its role on the world
stage, it seeks to diminish the role and influence of the United
States in Asia and beyond. It is incumbent on U.S. policymakers
to advance a coordinated and comprehensive economic, geostrategic,
and military strategy that ensures these goals and ambitions do not
disrupt U.S. interests at home or abroad.






CHAPTER 1

U.S.-CHINA ECONOMIC
AND TRADE RELATIONS

SECTION 1: YEAR IN REVIEW:
ECONOMICS AND TRADE

Key Findings

e In 2016 and the first half of 2017, the Chinese government
has reported it met or exceeded the targets it set for gross
domestic product (GDP) growth—an important deliverable in
advance of the political leadership transitions at the Chinese
Communist Party’s 19th Party Congress scheduled for October
2017. The Chinese government has achieved this high growth
through reliance on old drivers: credit and real estate. However,
the government’s unwillingness to allow the market to play a
bigger role has resulted in deteriorating investment efficiency,
meaning higher levels of debt are necessary to generate growth.
Household consumption—an essential element of China’s eco-
nomic rebalancing—is growing but at a sluggish pace due to the
slow rate of reform.

e China’s high and rising debt levels pose a growing threat to
the country’s financial stability. China’s total debt reached $27.5
trillion, or 257 percent of GDP, at the end of 2016. The dramatic
rise in China’s debt burden can be attributed to the relentless
expansion of credit the government has relied on to generate
growth since the global financial crisis.

e The U.S. trade deficit in goods with China totaled $347 billion
in 2016, the second-highest deficit on record. In the first eight
months of 2017, the goods deficit increased 6.2 percent year-on-
year to $239.1 billion, with U.S. exports to China reaching $80.2
billion, an increase of 15 percent year-on-year, while imports
from China grew 8.3 percent year-on-year to $319.3 billion. In
2016, the U.S. services trade surplus with China reached a re-
cord high of $37 billion, driven almost entirely by an increase
in Chinese tourism to the United States.

¢ China’s foreign investment climate continues to deteriorate as

government policy contributes to rising protectionism and un-

fair regulatory restrictions on U.S. companies operating in Chi-

na. The newly implemented cybersecurity law illustrates this

trend. The law contains data localization requirements and a

security review process U.S. and foreign firms claim can be used
(35)
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to discriminatorily advantage Chinese businesses or access pro-
prietary information from foreign firms.

e US. government efforts to tackle China’s trade-distorting prac-
tices continue to yield limited results. The inaugural Com-
prehensive Economic Dialogue, created following a meeting
between President Trump and President Xi in April 2017, con-
cluded with no concrete agreements or future agenda.

e At the World Trade Organization (WTO), the United States con-
tinues to challenge China’s non-compliance with key provisions
of its accession agreement, including failure to notify subsidies.
In the past year, the United States requested WTO consulta-
tions over China’s management of tariff rate quotas for rice,
wheat, and corn, and subsidies to select producers of primary
aluminum.

Introduction

In 2017, main priorities for the Chinese government include in-
creased Party control and consolidation of political power. Indeed,
the administration of the Chinese President and General Secretary
of the Chinese Communist Party (CCP) Xi Jinping has begun im-
plementing policies in pursuit of these goals to prepare for the lead-
ership transition due to take place at the 19th Party Congress in
October 2017.* Despite President Xi’s stated commitment in 2013 to
allow market forces to play “a decisive role” in the economy, genuine
liberalization has stalled; instead, growth and stability are among
the key economic objectives for the government.

To stimulate the economy, China’s government continues to rely
on old standbys, such as investment in infrastructure and real es-
tate, and funnels funding to the state sector to the detriment of
private enterprise and market orientation. The amount of credit the
government is pumping into the economy has swelled to levels not
seen since the global financial crisis, and corporate debt has contin-
ued to climb to new heights. The hand of the state is also evident in
how Beijing treats foreign companies operating in China and in the
impact its trade-distorting policies have on its trade partners. This
year, U.S. companies reported feeling less welcome in China than
ever before—the continuation of a troubling trend.

This section examines China’s domestic and external economic re-
balancing as well as key developments in U.S.-China bilateral and
multilateral economic engagement since the Commission’s 2016
Annual Report to Congress. For analysis of Chinese foreign direct
investment (FDI) in the United States and presence of Chinese com-
panies on U.S. stock exchanges, see Chapter 1, Section 2, “Chinese
Investment in the United States.” U.S. ability to access China’s fi-
nancial services, e-commerce, and logistics industries is discussed
in Chapter 1, Section 3, “U.S. Access to China’s Consumer Market.”
Finally, industrial policies driving Chinese advancement in cut-
ting-edge technologies are analyzed in Chapter 4, Section 1, “China’s
Pursuit of Dominance in Computing, Robotics, and Biotechnology.”

*The Commission’s Report is current as of October 6, 2017, and does not capture the outcomes
of the 19th Party Congress, which is scheduled to start on October 18, 2017.
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U.S.-China Bilateral Trade

The U.S. trade relationship with China remains extremely un-
balanced, as evidenced by a substantial goods deficit, which totaled
$347 billion in 2016, the second-highest deficit on record (see Figure
1).1 The goods deficit decreased 5.5 percent year-on-year in 2016,
driven by declining U.S. imports from China, which dropped 4.3
percent year-on-year to $463 billion.2 U.S. goods exports remained
flat, declining 0.3 percent over 2015 levels to $116 billion.3 China
continues to dominate the United States’ global deficit in trade in
goods. As seen in Figure 1, in 2016 the United States’ goods deficit
with China was equal to 47 percent of its total deficit, down from
49 percent in 2015.4

Figure 1: U.S. Goods Trade Deficit with China, 2006-2016
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Source: U.S. Census Bureau, Trade in Goods with China. https://www.census.gov/foreign-
trade/balance/c5700.html.

In the first eight months of 2017, U.S. exports to China reached
$80.2 billion, an increase of 15 percent over the same period in 2016
(see Table 1). U.S. goods imports from China have also picked up, in-
creasing 8.3 percent year-on-year to $319.3 billion, with the overall
goods deficit increasing 6.2 percent year-on-year to $239.1 billion.5

Table 1: U.S.-China Goods Trade, January-August 2017

Jan Feb Mar Apr May Jun Jul Aug

Exports $10.1 $9.8 $9.6 $9.8 $10.2 $9.7 $10.1 $10.9

Imports $41.4 $32.8 $34.2 $37.5 $41.8 $42.3 $43.6 $45.8

Balance ($31.3) | ($23.0) | ($24.6) | ($27.6) | ($31.6) | ($32.6) | ($33.6) | ($34.9)

Source: U.S. Census Bureau, Trade in Goods with China. https://www.census.gov/foreign-
trade/balance/c5700.html.
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The United States’ surplus in services with China continues to
grow, reaching a record of $37 billion in 2016, driven primarily by
an increase in Chinese tourism to the United States.* U.S. services
exports increased 10.5 percent in 2016 year-on-year, from $48 bil-
lion in 2015 to a record high of $54 billion in 2016 (see Figure 2).6
Growth in Chinese tourism over the same period accounted for 94
percent of this increase.” U.S. services imports from China grew at
6.6 percent over 2015, reaching a record $16 billion.8

Figure 2: U.S.-China Services Trade, 2006-2016
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Source: U.S. Department of Commerce, Bureau of Economic Analysis, Table 1.3 U.S. Interna-
tional Transactions, Expanded Detail by Area and Country, July 18, 2017.

Challenges for U.S. Companies in China

The combination of China’s changing economic conditions, rising
costs, and tightening regulations continues to make China a less
attractive place to do business. In 2016, global FDI flows into China
fell for a second year in a row—a trend continued in the first half of
2017.9 In the 2017 Business Climate Survey 7 released by the Amer-
ican Chamber of Commerce (AmCham) in China in January 2017,
81 percent of companies surveyed reported feeling less welcome in
China in 2016 than they did in 2015.1° Thirty-one percent of compa-
nies reported a deteriorating investment environment, compared to
19 percent in 2012; only 24 percent thought the overall environment
was improving. This is the least optimistic U.S. companies have been
since AmCham China began asking this question in 2011.

*Under international and U.S. standards, tourism is broadly defined to include travel and
related expenses for business purposes and travel and expenses for personal purposes, such as
vacation, education, and medical services. International Monetary Fund, Balance of Payments
and International Investment Position Manual, 2009; U.S. Department of Commerce, Comprehen-
sive Restructuring of the International Economic Accounts: New International Guidelines Redefine
Travel; U.S. Department of Commerce, Bureau of Economic Analysis, Table 1.3 U.S. International
Transactions, Expanded Detail by Area and Country, July 18, 2017.

TAmCham China asked a total of 849 companies, of which 522 responded in whole or in part.
American Chamber of Commerce in Republic of China, “2017 China Business Climate Survey
Report,” January 2017.
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The report’s list of the top five challenges U.S. businesses face in
the coming year helps explain this pessimism. In 2017, firms antic-
ipate inconsistent regulations and increasing labor costs to be the
biggest challenges (see Table 2). This is the fifth consecutive year
these were among the top two challenges. Despite increasing profits,
only 10 percent of technology and research and development com-
panies are optimistic about the implementation and enforcement of
regulations over the next two years. Services, consumer, and indus-
trial and resources firms were a little more sanguine; about one-
fifth of these firms were optimistic about future regulation. Among
companies surveyed, concerns over labor expenses and regulations
were compounded by uncertainty over investment restrictions. Two-
thirds of companies either doubt or are unsure whether China will
further open markets to foreign investment, and domestic protec-
tionism in general became their third-biggest reported challenge in
2017.11 Systemic corruption in China, which has historically been
a major problem for foreign companies, has fallen off the list of top
five business challenges in 2014.

Table 2: Top Five Business Challenges in China for U.S. Firms, 2013-2017

2013 2014 2015 2016 2017
Inconsistent Inconsistent
regulatory regulatory
Labor costs: Labor costs: Labor costs: interpretation | interpretation
44% 46% 61% and unclear and unclear
laws: laws:
57% 58%
Inconsistent Inconsistent Inconsistent
regulatory regulatory regulatory
interpretation | interpretation | interpretation Labor costs: Labor costs:
and unclear and unclear and unclear 54% 58%
laws: laws: laws:
38% 39% 47%
Shortage of Shortage of Shortage of Obtaining Increasing
qualified em- | qualified em- | qualified em- required Chinese pro-
ployees: ployees: ployees: licenses: tectionism:
35% 37% 42% 29% 32%
Shortage of Shortage of Shortage of Shortage of
Corruption: qualified man- | qualified man- | qualified em- | qualified man-
30% agement: agement: ployees: agement:
31% 32% 29% 30%
Shortage of Obtaining Increasing Obtaining
qualified man- required Chinese pro- Industry toYer- required
agement: licenses: tectionism: Caggf; y: licenses:
30% 31% 30% ¢ 29%

Source: American Chamber of Commerce in the People’s Republic of China, “2017 China Busi-
ness Climate Survey Report,” January 2017.

In light of China’s continued reliance on trade-distorting practic-
es, James McGregor, chairman of the greater China region for the
consulting firm APCO Worldwide and former AmCham China chair-
man, called for reciprocity to become “the bedrock underlying trade
and investment agreements between China and the United States.”
He elaborated:
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No Chinese-connected entity should be allowed to invest in
or acquire U.S. assets unless American companies have equal
market and acquisition access in China. This would require
applying “regulatory reciprocity” that takes into account the
real on-the-ground situation in China. Rather than accept-
ing China’s assertions of openness, the United States must
carefully assess China’s market-distorting policies that block
foreign business.12

During an April 2017 visit to Washington as part of an AmCham
China delegation, Mr. McGregor noted that, prompted by China’s
worsening treatment of foreign companies, reciprocity is gaining
traction among U.S. businesses and policymakers as a new frame-
work for conducting economic relations with China.13

Cybersecurity Law

China’s cybersecurity law, first approved last November, entered
into effect June 1 despite calls from 54 foreign business associa-
tions* to reconsider the law and delay its implementation.1* The
law imposes sweeping restrictions on data transfer out of China.
Under the law, firms must seek permission from the government to
transfer any datasets in excess of 1 terabyte; datasets pertaining to
more than 500,000 people; data related to geographic, chemical, en-
gineering, or military matters;{ or data pertaining to “critical infor-
mation infrastructure”—an expansive category, the scope of which is
ultimately determined by China’s State Council. To date, “critical in-
frastructure” has been interpreted very broadly; banks, energy, and
transportation companies and firms that provide services to public
Chinese entities or are important to national security are included
in the law, and the State Council can expand the scope further.15
Chinese regulators have ruled that even fast food delivery compa-
nies are included due to the large number of people they service.16
The law also permits Chinese regulators to prohibit any overseas
data transfers they deem necessary through their own regulations.1?

Under the law, firms that fall under critical information infra-
structure are required to store their data inside China, although
China appears to have granted firms a grace period until 2018 to
comply with some data storage requirements.i As U.S. businesses

*In May 2017, a broad set of business associations including the U.S.-China Business Coun-
cil, AmCham China, Business Europe, the Japan Chamber of Commerce and Industry, and the
Korea-Business Council sent a letter to the Chinese government urging a delay in the law’s
implementation. These groups expressed serious concerns that the law may discriminate against
foreign businesses, and stated that the impact of the law encompasses “enormously consequential
issues for China’s economy, its relations with economic and commercial partners, and the global
economy. Eva Dou, “Global Tech Companies Call on China to Delay Cybersecurity Law,” Wall
Street Journal, May 15, 2017.

TThe law requires approval for transfer of data related to nuclear facilities, chemical biology,
national defense, large engineering activities, ocean environmental protection, and sensitive geo-
graphic information. In the past, China has interpreted sensitive geographic information very
broadly. In 2010, a U.S. geologist was jailed for purchasing information about Chinese oil re-
serves—which were deemed a state secret—and civilian aviation corridors in China are notori-
ously narrow as the majority of China’s airspace is under the control of the military, ostensibly
for national security purposes. Steven Jiang, “Flying Pains as China Struggles to Keep up with
Aviation Growth,” CNN, August 26, 2014; Keith Richburg, “China Sentences American Geologist
to 8 Years for Stealing State Secrets,” Washington Post, July 5, 2010; Scott Theil, “China’s New
Cyber Security Law Is Only 6 Weeks Away,” DLA Piper, April 21, 2017.

£0n June 1, Chinese authorities stated that requirements under the law to store personal and
“significant” data in China had been waived until 2018; however, Paul McKenzie, a partner at
Beijing-based law firm Morrison and Foerster, said implementation of data storage requirements
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typically transfer data between their foreign and domestic busi-
ness operations and many rely on cross-border data transfer to
interact with Chinese suppliers and customers, these restrictions
will likely complicate the ability of U.S. firms to conduct business
in China. For example, companies are starting to fear tightening
restrictions will materially impede their ability to run day-to-day
business operations, including cross-border communications, obtain-
ing business-critical information, and using collaborative tools such
as Google Docs.18 The U.S. Chamber of Commerce also argues that
domestic data storage requirements jeopardize the privacy of com-
panies’ and customers’ data, as firms are forced to split their data
protection resources across multiple data centers, resulting in less
protection at each site.1?

The law also requires firms that interact with critical information
infrastructure or that provide services that may affect national securi-
ty to be subject to a security review by Chinese authorities.20 If in this
review Chinese regulators decide to demand these services be “secure
and controllable,” foreign firms may be compelled to hand over import-
ant intellectual property assets such as source code to Chinese author-
ities for inspection.2! A proposed supplementary law published in April
empowers the government to compel companies to decrypt data—for
example, decrypting secure online communications or unlocking the
smartphone of an individual identified by the Chinese government.22

These regulations add to several others China adopted over the past
two years to gain greater control over Internet firms and online activ-
ity. China has already passed a national security law that may compel
foreign Internet information firms to hand over source code to Chinese
authorities through “secure and controllable” requirements, and has
enacted rules restricting the use of virtual private networks (VPNs),
which are used by individuals and businesses to circumvent China’s
extensive censorship apparatus.23 (For an in-depth assessment of these
and other measures used by the Chinese government to control infor-
mation, see Chapter 3, Section 5, “China’s Domestic Information Con-
trols, Global Media Influence, and Cyber Diplomacy.”)

U.S. business associations have raised concerns that Chinese
restrictions on the flow of information could serve as vehicles for
protectionism.2¢ For example, restrictions on international data
transfer could impede the ability of Chinese consumers to access
U.S. cloud computing services, advantaging Chinese firms such as
Alibaba that already store most of their data locally.2> The security
review also has no clear criteria for deeming whether a technolo-
gy firm’s products are trustworthy, and may give Chinese authori-
ties license to favor domestic suppliers over U.S. firms on the basis
of cybersecurity.26 According to a survey by the European Union
Chamber of Commerce, 22 percent of responding foreign firms re-
ported that China’s Internet restrictions had affected 10 percent or
more of their revenue in 2017, up from 16 percent of respondents in
2015.27 A similar survey conducted by AmCham China found that
92 percent of surveyed firms were negatively affected by Chinese
restrictions preventing the use of online tools in 2016, a significant
increase from 56 percent of respondents in 2015.28

is still “murky.” Sherisse Pham, “China’s New Cyber Law Just Kicked in and Nobody’s Sure How
It Works,” CNN, June 1, 2017.
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China’s Domestic Economic Rebalancing

Over the past year, the Chinese government has focused on en-
hancing and sustaining economic growth in advance of the political
leadership transitions at the CCP’s 19th Party Congress scheduled
for October 2017, when the National People’s Congress, China’s par-
liament, will appoint officials to the CCP’s most important leader-
ship bodies: the Central Committee, the Politburo, and the Politburo
Standing Committee.* The reshuffle of the Politburo Standing Com-
mittee will be particularly consequential as it is the primary locus
of power within the CCP, and five of its seven members are due to
retire in 2017.29 The CCP maintains power, in part, by delivering
economic growth, and President Xi has been focused on ensuring the
economy stays stable ahead of the Party Congress, since an econom-
ic shock could call into question his ability to lead, and undercut his
base of support within the CCP.30

According to official statistics, in 2016, China’s gross domestic
product (GDP){ grew 6.7 percent, comfortably within the 6.5-7 per-
cent target range set by the government.3! For 2017, the official
GDP growth target was lowered to 6.5 percent.i32 State-led invest-
ment, higher industrial output, and greater domestic consumption
allowed China’s economic growth to exceed this target, reaching an
average 6.9 percent growth in the first half of 2017.33

Although the Chinese government has stabilized the economy,
it has done so by relying on old growth drivers, like credit-fueled
investment (heavily concentrated in the real estate sector), which
only adds to China’s debt troubles just as the returns from these
investments are slowing (see “Debt and Lending Continue to Rise,”
later in this section). Progress in enacting policies that would fun-
damentally reform China’s economic model has been limited.34
Household consumption—an essential element of China’s economic
rebalancing—is growing but at a sluggish pace due to slow progress
in opening the financial sector. Expanding government spending on
the social safety net (including healthcare, pensions, education, and
poverty alleviation), which would free consumers from the need to
save such a large share of their income, would also help boost con-
sumer spending.35 Repeated pledges to permit greater market ac-
cess for private domestic and foreign firms remain unfulfilled due
to concerns over employment and loss of state control.§ Progress in
financial reform faced setbacks in 2016 and 2017 as enormous cap-

*The CCP Central Committee is a political body comprising China’s top political leadership
(currently 205 members and 168 alternates). According to the CCP constitution, the Central
Committee is vested with the power to select the Politburo (a group of 25 people who oversee the
CCP). Within the Chinese political system, the ultimate power resides with the Politburo Stand-
ing Committee (nominally elected by the Central Committee). The current Politburo Standing
Committee has seven members, with Xi Jinping serving as the General Secretary of the CCP
and China’s head of state.

FIn July 2017, China’s National Bureau of Statistics revised its 2002 GDP calculation method
to align with international standards and include contributions from new economy sectors such
as healthcare and tourism. The methodology will be rolled out gradually and was not used to
calculate the data for the first half of 2017. Yawen Chen, “China Revises GDP Calculation Method
to Add Healthcare, ‘New Economy,” Reuters, July 14, 2017; Zheping Huang, “China’s Economic
Growth Is Driven by All the Things It Says It Wants to Get Rid of,” Quartz, July 17, 2017.

+The Chinese government sets a GDP growth target for every year. In 2005-2011, the target
was set at 8 percent, and easily exceeded each year, leading some analysts to call it a minimum
acceptable level, rather than a goal in and of itself. However, the GDP target has been gradually
reduced since 2012 as the government began to acknowledge China’s economic slowdown.

§For more information on China’s state-owned enterprises and announced reforms, see
U.S.-China Economic and Security Review Commission, “State-Owned Enterprises, Overcapac-
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ital outflows forced the Chinese government to defend its currency
and reinstitute official and unofficial capital controls (see “Renminbi
Reforms and Capital Outflows,” later in this section).

Investment and Real Estate Remain Key Drivers

Fixed asset investment *—a traditional driver of China’s growth—
continues to buttress China’s economy, but compared with past per-
formance, its contribution is weakening. In the first half of 2017,
growth in fixed asset investment slowed to 8.8 percent year-on-year
driven primarily by government infrastructure spending (see Fig-
ure 3).36 Of note, since 2015, investment by state-owned enterprises
(SOEs) has grown faster than investment by private firms, revers-
ing a long-term trend. In addition, these investments are produc-
ing less growth per renminbi (RMB) spent, creating a vicious cycle
of high debt levels and investment misallocation. Brian McCarthy,
Managing Director and Chief Strategist at the Emerging Sovereign
Group, who participated in the Commission’s June 2017 roundtable
on the health of China’s economy characterized China as “a fine-
tuned capital misallocation regime... rife with market distortions.”37

Figure 3: Growth in Fixed Asset Investment, 2011-Q2 2017
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Source: China’s National Bureau of Statistics via CEIC database.

Real estate is a major driver of fixed asset investment and con-
sumer of industrial manufacturing goods such as steel, aluminum,
cement, and glass.38 In 2015, the Chinese government eased credit
access and home purchase restrictions, accelerating property sector
growth through 2016.3°9 Beginning in mid-2016, the Chinese gov-
ernment, fearing a bubble, attempted to moderate property price
growth by increasing mortgage interest rates and slow new develop-
ment through restricting access of real estate developers to financ-

ity, and China’s Market Economy Status,” in 2016 Annual Report to Congress, November 2016,
91-114.

*Fixed asset investment is a measure of capital spending, or any type of investment by gov-
ernment and the private sector in physical assets such as buildings, machinery, or equipment.
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ing, but was only successful in moderating the property prices.4? In
a positive development, average property price growth moderated to
4 percent year-on-year in the first eight months of 2017 compared
with 10.5 percent year-on-year increase in the first eight months of
2016.41 Real estate investment, however, continued to accelerate in
2016 despite government measures to tamp it down, growing 7.9
percent year-on-year in the first eight months of 2017 compared
with 5.4 percent year-on-year in the first eight months of 2016.42

Manufacturing and Exports Rebound

Beginning in the second half of 2016, China’s manufacturing
and industrial production recovered from its 2015 and early 2016
slowdown in part due to a rally in the property market and global
growth.43 Unofficial estimates by the Chinese financial media firm
Caixin found China’s manufacturing Purchasing Managers’ Index
(PMI),* a measure of economic expansion and industrial utilization,
improved over the last year to reach 51.6 in August 2017 (see Fig-
ure 4).%4 A reading below 50 indicates a contraction of the man-
ufacturing sector. The services sector—one of the new sources of
economic growth—has continued to expand, with Caixin’s service
PMI remaining above 50 since mid-2014.45 Value-added industri-
al growth—another growth indicator—expanded 6 percent year-on-
year in the first eight months of 2017.46 This recovery is in part due
to the pickup of global growth, leading Chinese exports to increase
3.8 percent year-on-year in the first eight months of 2017.47

Figure 4: Caixin Service and Manufacturing PMIs, 2013-August 2017
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Source: Caixin and IHS Markit, “Caixin China General Manufacturing PMI,” Markit Economics,
September 1, 2017; Caixin and ITHS Markit, “Caixin China General Services PMI,” September 5, 2017.

*The PMI measures the production level, new orders, inventories, supplier deliveries, and
employment level to gauge the economic activity level in the manufacturing sector. The glob-
al financial information service provider Markit Economics compiles the Caixin-Markit China
manufacturing PMI from monthly questionnaires to more than 420 manufacturing purchasing
executives (including small and medium-sized enterprises). By comparison, China’s official PMI
tracks larger state-owned companies, generally leading to a stronger reading than private PMIs.
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Domestic Consumption and Service Sector

The Chinese government seeks to leverage the consumer spending
of the world’s second largest economy as a new source of growth.
Retail sales of consumer goods—a proxy for overall consumption—
showed steady growth increasing 10.5 percent year-on-year in 2016
and 10.6 percent year-on-year in the first eight months of 2017.48
Consumption’s contribution to GDP increased from 60 percent in
2015 to 65 percent in 2016, but fell to 63 percent in the first half
of 2017.49

Despite these positive changes, growth in Chinese households’
disposable income* is slowing.?® In 2016, China’s annual national
disposable income per capita increased 8.4 percent year-on-year—its
slowest annual growth rate in the last five years—to reach $3,518
(RMB 23,821).7°1 By comparison, U.S. annual national disposable
per capita income totaled $43,194 in 2016.52 As the economy re-
bounded in the first half of 2017, growth of national disposable in-
come per capita accelerated to 8.8 percent year-on-year, but growth
in consumption expenditure per capita increased only 7.6 percent
year-on-year in the first half of 2017 compared with 8.8 percent in
the first half of 2016.53 Speaking at the Commission’s roundtable
on the health of China’s economy, Gene Ma, chief China economist
at the Institute of International Finance, noted household debt was
on the rise, likely due to the fact that Chinese households’ borrow-
ing is higher to afford the ever more expensive housing.5¢ (Because
they lack other options due to limited financial reforms, Chinese
households continue to favor real estate purchases as a form of in-
vestment.)

The contribution of the service sector to GDP continued to grow
from 45.3 percent of GDP in 2012 to 51.6 percent in 2016 (see
Figure 5).55 In the first half of 2017, services continued their
upward trend, growing 11.5 percent year-on-year.56 The service
sector could grow faster—thus accelerating the rebalance—if the
Chinese government reduced regulatory barriers for private do-
mestic and foreign firms and eliminated preferential treatment
for SOEs.57 Debt-ridden SOEs remain a drag on the economy
with lower profitability and weaker efficiency than the private
sector.58 In the first seven months of 2017, industrial SOE prof-
its increased just 9.8 percent year-on-year compared with the 14
percent year-on-year growth in the private industrial enterpris-
es’ profits over the same time period.?® In addition, SOEs only
accounted for 20 percent of industrial value-added despite con-
trolling 40 percent of industrial assets.60

*Disposable personal income is the amount of income households have for spending and saving
after income tax.

T Unless noted otherwise, this section uses the following exchange rate throughout: $1 = RMB

71.
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Figure 5: Service Sector as a Share of GDP, 2006-2016
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Debt and Lending Continue to Rise

China’s high and rising debt levels pose a growing threat to the
country’s long-term economic stability. In May 2017, Moody’s Inves-
tors Service downgraded China’s sovereign debt rating from Aa3 to
Al1* due to “expectation that China’s financial strength will erode
somewhat over the coming years, with economy-wide debt continu-
ing to rise as potential growth slows.”61 China’s total debt (govern-
ment and private) reached $27.5 trillion, or 257 percent of GDP, in
fourth quarter of 2016, according to data from the Bank for Inter-
national Settlements, up from 147 percent at the end of 2008 (see
Figure 6).f

*The highest investment-grade rating is Aaa, representing minimum credit risk, while the
lowest is Baa3, which is listed as medium-grade. China moved from a high-grade rating, Aa3, to
an upper-medium grade Al, which remains within the investment grade rating range. Moody’s
Investors Service, “Moody’s Rating System in Brief.”

7In comparison, the United States’ total debt reached $47 trillion, or 252 percent of GDP, in
the fourth quarter of 2016. Bank for International Settlements, “Credit to the Non-Financial
Sector,” June 6, 2017.
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Figure 6: China’s Total Debt-to-GDP Ratio, 2008-2016
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Source: Bank for International Settlements, “Long Series on Total Credit to the Non-Financial
Sectors,” June 6, 2017.

Analysts are particularly concerned about the speed of China’s
debt buildup.2 According to Bank for International Settlement
data, China’s credit-to-GDP gap,* a measure of debt accumulation,
hit a record 28.8 percent in the first quarter of 2016 before falling
to 24.6 percent in the fourth quarter of 2016 (see Figure 7).63 Based
on Bank for International Settlement research, a credit-to-GDP gap
above 10 percent signals excessive credit growth and elevated risk
of a banking crisis.| %4

*The Bank for International Settlements defines the credit-to-GDP gap as the difference be-
tween the credit-to-GDP ratio and its long-term trend. Bank for International Settlements, “Cred-
it-to-GDP Gaps,” December 11, 2016.

TAccording to IMF economists Luc Laeven and Fabian Valencia, in a systemic banking crisis
“a country’s corporate and financial sectors experience a large number of defaults and financial
institutions and corporations face great difficulties repaying contracts on time. As a result, non-
performing loans increase sharply and all or most of the aggregate banking system capital is
exhausted.” Based on an analysis of a large cross-section of countries over the past three decades,
Bank for International Settlements considers the credit-to-GDP gap a robust early warning indi-
cator for banking crises. For example, prior to the 1997 Asian financial crisis, Thailand’s credit-
to-GDP gap in 1995 and 1996 averaged 26.3 percent. In the United States, the credit-to-GDP gap
reached a high of 12.4 percent a few months before the global financial crisis began. Bank for
International Settlements, “Credit-to-GDP Gaps and Underlying Input,” June 6, 2017; Mathias
Drehmann and Kostas Tsatsaronis, “The Credit-to-GDP Gap and Countercyclical Capital Buf-
fers: Questions and Answers,” Bank for International Settlements, March 9, 2014, 66; Luc Laeven
and Fabian Valencia, “Systemic Banking Crises: A New Database,” International Monetary Fund
Working Paper, November 2008, 5.
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Figure 7: China’s Credit-to-GDP Gap, 2007-2016
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The largest category of debt is held by nonfinancial corporations,
which comprises two thirds of China’s total debt.65 Corporate debt
reached 166 percent of GDP in the fourth quarter of 2016, up from
96 percent in the fourth quarter of 2008.66 China’s corporate debt
largely consists of loans made to SOEs by state-owned banks; SOEs
continue to enjoy privileged access to bank loans in return for de-
livering investments and public services in line with Chinese gov-
ernment interests.67 According to estimates from the International
Monetary Fund (IMF), SOEs account for around 55 percent of cor-
porate debt.68

Meanwhile, nonperforming loans (NPLs)—loans that are unlikely
to be paid back—continue to rise. According to the China Banking
Regulatory Commission, the amount of NPLs held by Chinese com-
mercial banks climbed from $77 billion (RMB 518 billion) in the
second quarter of 2009 to $242 billion (RMB 1.64 trillion) in the
second quarter of 2017.6° While that accounted for 1.74 percent of
total loans at the end of June 2017, private estimates suggest the
actual NPL ratio may be much higher.* For example, Fitch Ratings
said in a 2016 report that NPLs account for as much as 15 percent
to 21 percent of total loans.” However, even official data show Chi-
na’s NPL rates have been gaining rapidly since the global financial
crisis of 2008 and China’s massive stimulus package that kept the
economy going (see Figure 8).

*The discrepancy between the official NPL ratio and unofficial estimates comes from how
banks categorize NPLs. The IMF considers a loan nonperforming if interest and principal pay-
ments are more than 90 days overdue. In China, a loan more than 90 days overdue is considered
nonperforming only if loans are doubtful or loss making. As SOE borrowers are presumed to have
government backing, it can be difficult for banks to characterize their loans as nonperforming.
Reuters, “China Commercial Banks’ NPL Ratio 1.74 Percent at End-June—Regulator,” August 14,
2017; Shuli Ren, “CLSA: 15-19% of China’s Bank Loans Are Bad,” Barron’s Asia, May 6, 2016;
International Monetary Fund, “The Treatment of Nonperforming Loans,” June 2005, 4.
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Figure 8: NPLs Held by Chinese Commercial Banks, 2007-Q2 2017
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The rapid growth of China’s opaque and lightly regulated shad-
ow banking sector is another cause for concern due to the risks
it poses to financial stability.*71 According to estimates from
Moody’s, China’s shadow banking sector grew 21 percent in 2016
to $9.5 trillion (RMB 64.5 trillion), equivalent to 87 percent of
GDP, up from less than 10 percent a decade ago.”2 Particularly
troubling has been the rapid growth in wealth management prod-
ucts (WMPs), the largest component of shadow banking, which
rose 30 percent year-on-year to reach $3.8 trillion (RMB 26 tril-
lion) at the end of 2016.73

What are China’s Wealth Management Products?

WMPs are investment products packaged and sold by banks,
and then transferred from banks’ balance sheets to nonbank fi-
nancial institutions to circumvent capital reserve requirements
and restrictions on bank investment in certain sectors. WMPs
promise higher returns on investment than standard bank de-
posits, but are not insured by the government—although many
investors erroneously believe they are—and typically contain
various types of assets (including stocks, bonds, and loans) that
carry different risks, meaning investors know very little about
the product they are buying.’4

Chinese banks often invest in WMPs packaged by other
banks; thus, a single default could spread widely through the
banking system, and as the stock of these products grows, so do
the risks.”®> In the event of a credit crunch, the growing inter-

*Shadow banking is lending that occurs outside of the formal banking sector. Examples include
wealth management products, credit guarantees, entrusted loans, and peer-to-peer lending.
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What are China’s Wealth Management Products?—
Continued

dependence between banks could result in large losses for both
banks and investors.”’® Some investors find parallels between
the buildup of WMPs in China and the growth of complex in-
vestment assets in the United States in advance of the finan-
cial crisis in 2008. For example, Charlene Chu, senior partner
at Autonomous Research said, “We'’re starting to see layers of
liabilities built upon the same underlying assets, much like
we did with subprime asset-backed securities, collateralized
debt obligations [CDOs], and CDOs-squared in the [United
States].” 77

The dramatic rise in China’s debt burden can be attributed to
the relentless expansion of credit following the global financial
crisis, which the government has relied on to generate growth.
In 2016, Chinese banks issued a record $1.87 trillion (RMB
12.65 trillion) in new loans.”® Credit expansion continued in the
first half of 2017, with new loans reaching $1.18 trillion (RMB
7.97 trillion), a 6 percent increase year-on-year.”® According to
a People’s Bank of China (PBOC) official, 82.5 percent of new
lending in the first half of 2017 went to service and high-tech
manufacturing industries, while 5.4 percent went to “industries
with excess capacity.”8% Total social financing, a broad measure
of credit that includes both bank loans and off-balance-sheet fi-
nancing, reached $1.65 trillion (RMB 11.17 trillion) in the first
half of 2017, up from $1.45 trillion (RMB 9.8 trillion) in the first
half of 2016, driven by a surge in off-balance-sheet lending.81 At
the same time, credit efficiency declined. The IMF estimates that
China’s credit intensity—the amount of new lending needed for
an additional unit of output—grew from an average of 1.1 before
the global financial crisis to a post-crisis average of 2.7.% 82

Chinese leaders have identified the containment of debt and finan-
cial risks as a top priority for 2017.83 In the first quarter of 2017,
the PBOC tightened monetary policy by guiding short-term interest
rates higher to curb leverage.84 In addition, financial regulators is-
sued tighter regulations and cracked down on shadow banking.85
At the July 2017 National Financial Work Conference, a high-level
meeting held twice a decade, President Xi Jinping announced the
creation of the Financial Stability and Development Committee, a
cabinet-level body tasked with coordinating financial regulation and
oversight.}

*In comparison, the United States’ credit intensity dropped from an average of 2.8 before the
global financial crisis to a post-crisis average of 1. International Monetary Fund, Regional Eco-
nomic Outlook: Asia and Pacific, April 2014, 36.

7China has separate regulatory bodies for the banking, insurance, and securities industries.
China’s financial regulators have at times acted in isolation and even at odds with one another.
Lingling Wei, “China’s Xi Jinping Forges New Body to Tighten Financial Controls,” Wall Street
Journal, July 15, 2017.
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U.S. Financial Exposure to China

A May 2017 report prepared by Commission staff examines the
scope of the U.S. financial sector’s exposure to China.86 China’s di-
rect financial linkages with the United States are growing but re-
main modest relative to bilateral trade linkages. Beijing has taken
steps to gradually open its financial sector to foreign participation,
but U.S. financial firms and investors have displayed limited interest
since the reforms are happening as Chinese policymakers impose
tighter restrictions on foreign currency conversions and outbound
capital flows.87 The report’s key findings include:

¢ The U.S. financial sector’s greatest direct exposure is through
China’s holdings of U.S. government securities. At the end of
2016, China held $1.06 trillion in U.S. Treasuries, or 7 per-
cent of publicly held U.S. debt, placing it behind Japan as
the second-largest foreign holder of U.S. Treasuries.8 None-
theless, the Commission report finds that moves by Beijing
to cut its Treasury holdings in 2016 to defend the RMB have
had limited effects on the U.S. economy.8? In the first half of
2017, China increased its holding of U.S. Treasuries, which
reached $1.17 trillion in July 2017.90

e U.S. banks have limited direct exposure to China’s banking sec-
tor. In the fourth quarter of 2016, U.S. banks’ exposure to China
reached $78.7 billion—0.6 percent of total U.S. banking assets.?!

e US. investors have very low direct exposure to China’s do-
mestic equity markets. At the end of 2016, U.S. investors held
$104 billion in Chinese stocks, just 0.4 percent of their total
equity holdings.®2 However, the June 2017 decision of leading
index provider MSCI to include RMB-denominated shares of
222% Chinese companies in its benchmark emerging mar-
kets index (effective June 2018) is expected to attract more
foreign capital into Chinese stocks.T According to MSCI, the
decision will initially draw about $17 billion of global assets
into Chinese stocks and could eventually attract more than
$340 billion of foreign capital if China achieves full inclusion
in the index.?3 (For more on U.S. investors’ exposure to Chi-
nese companies listed on U.S. stock exchanges, see Chapter 1,
Section 2, “Chinese Investment in the United States.”)

The Commission report finds economic and financial develop-
ments in China can affect U.S. financial markets more substantially
through indirect channels, as was evident in the reaction of U.S.
equities to China’s stock market crashes in 2015 and 2016.94 More
broadly, the impact of China’s slowing growth and economic reforms
on trade, commodities demand, and investor confidence affects global
financial markets, which in turn influence U.S. financial markets.$95

*Of the 222 firms included in MSCI’s decision, 50 are finance firms and 44 industrial firms.
Dion Rabouin and Michelle Price, “China Shares Get MSCI Nod in Landmark Moment for Bei-
jing,” Reuters, June 21, 2017.

T For more background on MSCT’s decision, see U.S.-China Economic and Security Review Com-
mission, Economics and Trade Bulletin, July 6, 2017, 4-5.

£Goldman Sachs estimates that a 1 percent decline in China’s GDP growth reduces U.S. GDP
growth by 0.1 percent. Estimates from economists at the Federal Reserve Bank of Dallas are
slightly higher: they assess that a 1 percent decline in China’s GDP lowers U.S. output growth
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Renminbi Reforms and Capital Outflows

Amid rising financial sector vulnerabilities, Beijing has found it
difficult to strike a balance between internationalizing the RMB by
making its exchange rate more flexible and relaxing controls on cap-
ital flows, and maintaining stability by preventing excessive capital
outflows. After the PBOC revised its method for setting the daily
reference rate for the RMB in the onshore currency market in Au-
gust 2015* and introduced a new basket for setting the RMB daily
rate in November 2015 (see Figure 9), expectations were high for a
more market-determined RMB exchange rate.

Yet over the past two years, as China’s economic growth moderat-
ed and pressure rose on the RMB to depreciate, the Chinese govern-
ment has intervened repeatedly to support the value of the curren-
cy £ rather than let the market determine its exchange rate.?¢ The
PBOC is seeking to manage the volatility of the RMB’s exchange
rate in order to prevent a destabilizing devaluation and reassure
global and domestic investors about the stability of China’s state-led
economic growth.97 But this policy comes at a significant cost: the
PBOC has to buy RMB with its foreign reserves to artificially create
demand and support the RMB’s value. As a result, China’s foreign
reserves$ have fallen $936 billion from their $3.99 trillion peak in
June 2014 to $3.06 trillion in June 2017.98

In attempting to simultaneously defend its exchange rate, control
interest rates, and keep its capital account closed China faces an
“impossible trinity” problem. Under the “impossible trinity” concept
a government can maintain only two of the following three policies:
(1) a fixed (or managed) exchange rate, (2) an independent monetary
policy, or (3) free international capital flows.?9 The United States
maintains open capital markets and control over both the money
supply and interest rates, but has relinquished control over the dol-
lar exchange rate. In contrast, Chinese policymakers are trying to
control all aspects of the trinity. At the moment, China is choosing to
manage its currency and tighten its monetary policy at the expense
of choking off capital flows, but it has not resolved the fundamental
contradictions in China’s economy. If the exchange rate stabilizes,
the government may allow more flexibility in the capital controls.
In essence, Mr. McCarthy noted during his presentation, Chinese
policymakers are “just bouncing around to whatever is the most vul-
nerable.” 100

by 0.2 percent. Sharmin Mossavar-Rahmani, “China’s Toughest Test Is within Its Walls,” Finan-
cial Times, January 26, 2016; Goldman Sachs, “Walled In: China’s Great Dilemma,” Investment
Strategy Group, January 2016, 13; Alexander Chudik and Arthur Hinojosa, “Impact of Chinese
Slowdown on U.S. No Longer Negligible,” Federal Reserve Bank of Dallas, May 2016.

*The PBOC said it would take into account the previous day’s closing exchange rate—which
could rise or fall up to 2 percent under the currency’s trading band—as well as the exchange
rate movements of other major currencies. Nicholas Lardy, “China’s Latest Currency Actions Are
Market Driven,” China Economic Waitch (Peterson Institute for International Economics blog),
August 11, 2015.

TAs of 2017, the China Foreign Exchange Trade Center (CFETC) currency basket includes
currencies of China’s 24 major trade partners. The U.S. dollar carries a 22.4 percent weight
in the basket, followed by the euro with 16.3 percent and the Japanese yen with 11.5 percent.
China Foreign Exchange Trade System, “Public Announcement of China Foreign Exchange Trade
System on Adjusting Rules for Currency Baskets of CFETC RMB Indices,” December 29, 2016.

£The PBOC prevents RMB’s depreciation in two main ways: Resetting the daily reference rate
to a stronger value and buying up the RMB while selling U.S. dollars from its foreign exchange
reserves.

§ While the exact composition of China’s foreign exchange reserves is a state secret, analysts es-
timate about 60 percent is held in U.S. dollar-denominated assets, mostly U.S. Treasury securities.
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Figure 9: RMB to U.S. Dollar Exchange Rate, January 2014—July 2017
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In addition, the State Administration of Foreign Exchange has
sought to slow the pace of RMB leaving the country by tightening
controls on outflows.101 But this approach has lowered China’s at-
tractiveness for foreign investors. As Dr. Ma noted in his presenta-
tion, investors are really discouraged by the uncertainty of China’s
capital controls, which has had a significant chilling effect on cap-
ital inflows.192 It has also stalled the RMB’s international usage:
Based on data from the Society of Worldwide Interbank Financial
Telecommunications (SWIFT), in June 2017 only 1.98 percent of
global payments were made in RMB, down from 2.09 percent in
June 2015.%103 Restrictions on capital outflows and foreign currency
transactions have also affected Chinese FDI abroad, which declined
significantly at the end of 2016 and in early 2017 as new rules took
effect (for more on Chinese outbound FDI, see Chapter 1, Section 2,
“Chinese Investment in the United States”).

U.S.-China Bilateral Economic Engagement

The Trump-Xi Summit

On April 7, 2017, President Donald Trump hosted a summit with
President Xi in Florida. While the daylong meeting led to little in
the way of tangible results, the two sides laid the groundwork for fu-
ture interaction by establishing new diplomatic channels, a timeline
for discussion on trade issues, and a cooperative stance on North
Korea.104 After the meeting, the two sides announced the restruc-

*RMDB’s international presence is boosted, albeit in a small way, by its inclusion (effective Octo-
ber 2016) in the IMF’s Special Drawing Rights (SDR) basket. The SDR is IMF’s international re-
serve asset made up of five major reserve currencies. For more information, see Eswar S. Prasad,
“China’s Efforts to Expand the International Use of the Renminbi” (prepared for the U.S.-China
Economic and Security Review Commission), February 4, 2016, 82—-89.
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turing of a key bilateral dialogue and established a 100-day plan to
tackle outstanding trade and investment issues.

The 100-Day Plan

The first announcement was a 100-day plan to address trade and
investment issues between the United States and China.1%5 In May
2017, the U.S. Department of Commerce announced the first deliv-
erable of the 100-day plan: a new agreement with China to promote
market access in a range of sectors, including agriculture, financial
services, and energy—though in most cases these were promises
China had already made in the past.106 While Secretary of Com-
merce Wilbur Ross hailed the ten-point agreement as a “hercule-
an accomplishment” that “will help us to bring down the deficit for
sure,” observers pointed out that many of the items in the deal are
long-time obligations China has failed to meet.197 Most of the items
had a deadline of July 16, 2017, the 100th day after the Trump-Xi
meeting.198 In most cases, while China has adhered to the letter
of its commitments made under this agreement, in practice, U.S.
companies will continue to face challenges. Table 3 summarizes the
progress on key issues addressed in the 100-day plan; a more in-
depth assessment follows the table.

Table 3: The 100-Day Plan Scorecard

Sector Status Notes

U.S. Beef Complete First shipments of U.S. beef delivered
in June 2017, but only a small mi-
nority of U.S. beef producers meet the
standards.

Chinese Poultry Complete U.S. Department of Agriculture deter-
mined China’s poultry slaughter in-
spection system meets U.S. food safety
standards.

U.S. Biotechnology Partial Only four of eight pending U.S. biotech
products approved.

Electronic Payments Partial China released new guidelines for
licensing foreign electronic services
processing companies, but the licensing
process would result in long delays.

U.S. Liquefied Natural Complete The United States affirmed China’s
Gas (LNG) eligibility to import U.S. LNG.

Source: Compiled by Commission staff.

e U.S. beef: On June 12, 2017, China and the United States final-
ized technical standards for U.S. beef exports to China, lifting a
14-year ban.199 This agreement mirrors a September 2016 an-
nouncement by China’s Ministry of Agriculture and the General
Administration of Quality Supervision, Inspection and Quaran-
tine that they would lift the ban on U.S. bone-in and boneless
beef for livestock under 30 months contingent upon mutually
agreed traceability, inspection, and quarantine requirements.110
China, the world’s second-largest importer of beef, will now per-
mit imports of U.S. bone-in and boneless beef for livestock under
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30 months that can be traceable to a U.S. birth farm or first
place of residence or port of entry.111 Because only 15 percent of
U.S. cattle are verified through this voluntary beef traceability
system, gains for U.S. exporters hoping to reach the Chinese
market will be limited.112

Chinese poultry: In return for gaining market access for U.S.
beef, the United States will allow imports of Chinese cooked
poultry.113 Chinese poultry has been banned in the United
States due to food safety concerns (China is prone to outbreaks
of avian flu and has a long history of food safety scandals).114 In
March 2016, an audit report published by the U.S. Department
of Agriculture’s Food and Safety Inspection Service (FSIS) found
China’s poultry slaughter inspection system meets U.S. food
safety standards.115> With this satisfactory audit, on June 16,
2017, the FSIS proposed a regulatory amendment adding China
to the list of countries eligible to export poultry products from
birds raised and slaughtered in China.l16 The amendment was
open for public comment until August 15, after which the FSIS
was expected to make a final determination.?1?” Meanwhile, Chi-
na continues to maintain a ban on U.S. poultry, which has been
in effect since 2015 after bird flu was discovered in a wild duck.
In July 2017 a group of three dozen senators sent a letter to
the U.S. Secretary of Agriculture urging him to press China to
end this ban.118

Electronic payments: China agreed to issue guidelines to al-
low U.S.-owned suppliers of electronic payment services to “be-
gin the licensing process” in a sector that has been dominated
by UnionPay, China’s state-owned payments network.11® U.S.
companies hoped for a speedy access to the Chinese bank card
payments market, which, according to the PBOC, reached $8.4
trillion in 2015 and is projected to become the world’s largest by
2020.120 Instead, the guidelines released by the PBOC on June
30 lay out a two-step licensing process, possibly with a national
security review provision, which means U.S. companies would
have to wait two or more years before they can participate in
the Chinese market.121 The release of the guideline marks an-
other in a long line of delays and obstructions used by the Chi-
nese government to deny foreign companies access. China had
committed to granting access to foreign payment companies as
part of its accession to the World Trade Organization (WTO)
in 2000, but did not honor that commitment, prompting a U.S.
challenge.122 In 2012, the WTO ruled China’s rules governing
access to its domestic electronic payments market unfairly dis-
criminated against foreign payment card companies. By the
time China started taking steps to implement the WTO ruling
in 2015, most foreign companies had formed joint ventures in
China to gain access.123 (For an in-depth assessment of U.S.
market access to China’s financial services market, see Chapter
1, Section 3, “U.S. Access to China’s Consumer Market.”)

Liquefied Natural Gas: Under the new agreement, the
United States welcomed Chinese companies to import LNG
from U.S. suppliers, including purchases under long-term
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contracts.’24¢ While U.S. companies are already able to export
LNG to China, industry analysts believe this high-level state-
ment of support could encourage investment in U.S. LNG
export terminals needed to support higher levels of U.S. ex-
ports.125 China is the fastest-growing market for LNG, as the
country transitions from coal generation to a cleaner energy
mix.126 The deal “will let China diversify, somewhat, their
sources of supply and will provide a huge export market for
American LNG producers,” said Secretary Ross.127 Howev-
er, US. LNG exporters may see only limited benefits from
the deal, at least in the near term. According to data from
Bloomberg New Energy Finance, Chinese companies have
long-term LNG contracts with non-U.S. suppliers* through
at least 2023 that exceed domestic demand.128 Moreover, the
United States currently lacks the infrastructure to export
more LNG, and any increase in exports to China would have
to wait until more LNG export terminals are built.129

¢ Biotechnology: China promised “to conduct science-based
evaluations of all eight pending U.S. biotechnology product ap-
plications to assess the safety of the products for their intended
use.”130 Products that pass the safety reviews are to receive
certificates “within 20 working days” that will enable to them
to be sold in China.131 In June 2017, China approved two ge-
netically modified strains of soybeans and corn developed by
Monsanto and Dow Chemical, respectively, for import into its
market.132 Approval for two more genetically modified corn
types, from Syngenta and Monsanto, followed in July.133 How-
ever, four more products await approval, leading U.S. companies
to complain about the lack of transparency in China’s review
process.t134¢ The Chinese government has designated biotech-
nology as a strategic emerging industry, and in a 2014 speech
President Xi said foreign companies should not be allowed to
“dominate the [domestic] agricultural biotechnology product
market.” 135 Beijing has blocked imports of genetically modified
seeds from U.S. companies like Monsanto, and DuPont, citing
safety concerns, but U.S. industry analysts believe these policies
are aimed at protecting China’s domestic biotechnology indus-
try from foreign competition.136

The U.S.-China Comprehensive Dialogue

The second outcome of the Trump-Xi April summit was an
agreement to restructure the Strategic and Economic Dialogue
(S&ED) i creating the United States-China Comprehensive Di-

*Austraha is China’s top LNG supplier, followed by Qatar, and Malaysia. Clyde Russell, “Chi-
na’s Natural Gas Output, Imports Surge, Beating Target,” Reuters, June 28, 2017.

1For more information about China’s approval process for genetlcally modified products, see
U.S.-China Economic and Security Review Commission, Economics and Trade Bulletin, July 6,
2017, 3—4.

£The U.S.-China Strategic and Economic Dialogue (S&ED) was established by then President
Barack Obama and then Chinese President Hu Jintao in April 2009. The S&ED was divided into
two tracks. The economic track was headed by the secretary of the treasury and the security
track by the secretary of state, but many other high-level officials from a variety of governmental
departments also participated. The strategic track focused on bilateral relations, international se-
curity issues, global issues, and regional security issues. The economic track focused on promoting
recovery and sustainable growth, market-oriented financial systems, trade and investment, and
a more robust international financial architecture. House Foreign Affairs Committee, U.S.-China
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alogue, which will be divided into four tracks: the Diplomatic
and Security Dialogue, Comprehensive Economic Dialogue, Cyber
and Law Enforcement Dialogue, and Social and People-to-People
Exchange Dialogue.137 The four dialogues will be scheduled at
separate times; the S&ED, by contrast, was held over a two-day
period.138

The inaugural Comprehensive Economic Dialogue, chaired by
the U.S. Departments of Treasury and Commerce, was held on
July 19. The meeting concluded with no joint statement, concrete
agreements, or future agenda. The two news conferences United
States and China were going to hold separately after the meet-
ings were canceled.139 A statement from U.S. Treasury Secretary
Steven Mnuchin and U.S. Commerce Secretary Wilbur Ross said,
“China acknowledged our shared objective to reduce the trade
deficit which both sides will work cooperatively to achieve.”140
According to people familiar with the talks, China was unwilling
to concede to U.S. demands for concrete plans, including numer-
ical targets, for reducing the U.S. trade deficit and cutting steel
capacity.141

USTR Launches an Investigation into China’s Industrial Pol-
icies

On August 18, 2017, the Office of the U.S. Trade Representative
(USTR) self-initiated an investigation under Section 301 of the U.S.
Trade Act of 1974* to determine “whether acts, policies, and prac-
tices of the Government of China related to technology transfer,
intellectual property, and innovation are unreasonable or discrim-
inatory and burden or restrict U.S. commerce.”142 China’s Ministry
of Commerce quickly criticized the announcement stating, “China
expresses strong dissatisfaction with the United States’ unilateral
protectionist action. We urge the U.S. side to respect the facts, ...
respect multilateral principles, and act prudently.”143

The investigation will concentrate on the Chinese government’s
acts, policies, and practices in four main areas: (1) market access
barriers such as opaque regulations and joint venture requirements;
(2) imposition of non-market terms in licensing and technology-re-
lated contracts; (3) state-directed or state-facilitated investment in
or acquisition of U.S. companies and assets; and (4) commercial cy-
berespionage.i 144 The USTR has one year to complete the investi-
gation, consult with the Chinese government regarding problemat-
ic practices, and, if necessary, develop an action plan for President
Trump.145

Relations: Maximizing the Effectiveness of the Strategic and Economic Dialogue, prepared state-
ment of David Loevinger, U.S. Department of State, September 10, 2009; Bonnie Glaser, “Strategic
& Economic Dialogue Sets Agenda for Cooperation,” E-Journal on East Asian Bilateral Relations
(October 2009): 2.

*Section 301 of the Trade Act of 1974 provides the United States with the authority to enforce
trade agreements, resolve trade disputes, and open foreign markets to U.S. goods and services. It
is a statutory authority under which the United States may impose trade sanctions on foreign
countries that either violate trade agreements or engage in other unfair trade practices. When
negotiations to remove the offending trade practice fail, the United States may take action to
raise import duties on the foreign country’s products as a means to rebalance lost concessions.
U.S. Department of Commerce, International Trade Administration, “Section 301.”

T For more information on China’s commercial cyberespionage against U.S. firms, see U.S.-Chi-
na Economic and Security Review Commission, Chapter 1, Section 4, “Commercial Cyber Espio-
nage and Barriers to Digital Trade in China,” in 2015 Annual Report to Congress, November 2015.
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For many years, the U.S. government has criticized China for its
unfair market barriers and trade practices with limited success. The
USTR’s 2016 Report to Congress on China’s WI'O Compliance out-
lined several major areas of ongoing concern including

serious problems with intellectual property rights enforcement
in China, including in the area of trade secrets; the Chinese
government’s prolific use of industrial policies favoring state-
owned enterprises and domestic national champions, includ-
ing “secure and controllable” information and communications
technology (ICT) policies, export restraints, subsidies, unique
national standards and investment restrictions, among other
policies; troubling agricultural policies that block U.S. market
access; numerous continuing restrictions on services market ac-
cess; and inadequate transparency.146

If the USTR finds that Chinese government’s acts, policies, and
practices are “unreasonable or discriminatory,” the USTR has the
statutory authority to suspend existing trade agreement conces-
sions, impose duties or other import restrictions on foreign goods
and services, withdraw or suspend preferential duty treatments,
and enter into binding agreements to address the elimination of
problematic acts, policies, or practices.147

United States and China at the WTO

China’s adherence to WTO principles remains mixed, giving rise
to continued tensions with the United States over China’s lack of
compliance with its commitments. The United States continues
to criticize China for its ongoing failure to notify its subsidies to
the WTO. Over the last year, the United States brought WTO cas-
es against China over its tariff rate quotas on certain agricultural
goods, and subsidies to aluminum producers. At the same time, Chi-
na has initiated a case against its trade partners for continuing to
treat China as a nonmarket economy. Key developments in U.S.-Chi-
na engagement at the WTO are discussed in the following subsec-
tions. Ongoing WTO cases between the United States and China are
summarized in Addendum I.

China Brings Market Economy Status Dispute to the WT'O

In December 2016, China launched a legal challenge at the WTO
after the United States and EU maintained China’s status as a non-
market economy (NME).148 Beijing believes its trade partners are
obligated to grant it market economy status (MES) following the ex-
piration of section 15(a)(ii) of its WT'O Accession Protocol on Decem-
ber 11.149 In China’s 2001 WTO accession agreement, Beijing agreed
to provisions allowing its trade partners to automatically treat it
as an NME for the purposes of antidumping (AD) enforcement for
15 years.159 This agreement allowed countries to use values from
a third country in a similarly situated economic position—not Chi-
nese prices or costs—for AD calculations, unless China could demon-
strate market economy conditions prevailed in the relevant industry
(the so-called “surrogate country” approach).151 Beijing had hoped it
would be recognized as a market economy following the provision’s
expiration, despite repeated instances of Chinese companies selling
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exports at prices below the cost of production—a practice known as
“dumping.”152 If China is granted MES, its trading partners will no
longer be able to determine the costs of Chinese goods using sur-
rogate values, which many believe more accurately reflect what a
market-based price of a Chinese product would be. This would likely
result in a significant reduction of dumping margins on Chinese
products to the detriment of U.S. companies and workers.*

On April 3, 2017, the WTO Dispute Settlement Body established
a panel to review China’s claim that the EU is violating its WTO
commitments by treating China as an NME.153 Despite requesting
consultations with both the United States and the EU, at this stage
China chose to pursue a case only against the EU—an indicator
China may be using a “divide and conquer” strategy because it be-
lieves it has a better case against the EU.154

The United States applies a six-step statutory test{ for deter-
mining whether a country or sector qualifies as a market economy.
The Secretary of Commerce makes this determination. In contrast,
current EU law names specific countries—including China—as
NMEs.155 At the time China lodged its complaint, the EU was con-
sidering legislation to remove the NME country list and make NME
arguments against foreign countries on a sector-by-sector basis.:
The EU has expressed frustration that China would bring its WTO
case while the law is being considered, because if the law is adopted
it would eliminate the measures China is challenging.156 In a state-
ment during a WTO meeting on March 21, 2017, the EU said Chi-
na’s case “is unnecessary and ultimately incapable of being fruitful,”
while also calling it an attack on the “ongoing internal legislative
process of the European Union.”157

The potential economic fallout of the EU granting China MES wor-
ries U.S. policymakers, with unnamed U.S. officials from the USTR and
the U.S. Department of Commerce warning their EU counterparts in
December 2015 that granting China MES would amount to “unilater-
ally disarming” Europe’s trade defenses against China.158 Six months
later, a bipartisan group of 18 U.S. senators sent a letter to EU Trade
Commissioner Cecilia Malmstrom urging the EU to rule against grant-
ing China MES. The letter stated that granting China MES would
“thwart global efforts to secure China’s compliance with its internation-
al trade obligations,” and “could have a destabilizing impact in certain
global sectors, including the steel industry.”159

*For more on China’s MES, see U.S.-China Economic and Security Review Commission, “State-
Owned Enterprises, Overcapacity, and China’s Market Economy Status,” in 2016 Annual Report
to Congress, November 2016, 114-119.

TThese six factors are: (1) The extent to which the currency of the foreign country is convertible
into the currency of other countries; (2) The extent to which wage rates in the foreign country
are determined by free bargaining between labor and management; (3) The extent to which joint
ventures or other investments by firms of other foreign countries are permitted in the foreign
country; (4) The extent of government ownership or control of the means of production; (5) The
extent of government control over the allocation of resources and over the price and output deci-
sions of enterprises; and (6) Such other factors the administering authority considers appropriate.
Tariff Act of 1930, Pub. L. No. 103—465, 1930, codified at 19 U.S.C. §1677(18)

1£The EU agreed on a new AD methodology on October 3, 2017. The new rules will eliminate
explicit differences between market and non-market economies, and instead consider a Var1ety of
factors to determine Whether there are “significant market d1stort10ns or a pervasive state’s in-
fluence on the economy.” Among the factors to be considered are “state p0hc1es and influence, the
widespread presence of state-owned enterprises, discrimination in favour of domestic companies
and the lack of independence of the financial sector.” The European Commission, “Commission
Welcomes Agreement on New Anti-Dumping Methodology,” October 3, 2017.
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United States Challenges Chinese Tariff Rate Quotas for Rice,
Wheat, and Corn

On December 15, 2016, the United States brought a complaint
against China’s “opaque and unpredictable” management of tariff
rate quotas (TRQs) for rice, wheat, and corn, which “breaches China’s
WTO commitments and undermines American farm exports.”160 In
its WTO accession agreement, China agreed to apply low tariff rates
to imports of grain until total imports have reached a specific quota
(5.32 million metric tons for rice, 9.64 million metric tons for wheat,
and 7.2 million metric tons for corn).161 After the quota is reached,
the imports are assessed a 65 percent tariff.162 The USTR alleges
“China’s application criteria and procedures are unclear, and China
does not provide meaningful information on how it actually admin-
isters the tariff-rate quotas.”163 The USTR also argues that China
maintains “impermissible restrictions on importation, and [fails] to
provide notice of the total quantities permitted to be imported and
changes to the total quantity permitted to be imported,” which pre-
vents exporters from gaining fair access to China’s market.”164

China is an important market for U.S. agricultural exports, though
these volumes would be much higher if China permitted imports in
adherence to its WTO commitments. According to the U.S. Depart-
ment of Agriculture, China’s TRQs for wheat, rice, and corn “were
worth over $7 billion in 2015. If the TRQs had been fully used, Chi-
na would have imported as much as $3.5 billion worth of additional
crops” in that year.165

In September 2016, the USTR brought a separate case against
Chinese domestic subsidies for rice, wheat, and corn,* which the
USTR estimates to be $100 billion in excess of China’s WTO com-
mitments.

United States and China Battle over Steel and Aluminum In-
dustry Subsidies

Though steel and aluminum overcapacity are global issues, China
accounts for most of the excess capacity T due to massive subsidies
and other forms of support.f The United States challenged China’s
subsidization of its steel and aluminum firms at the WTO (though
the challenge is currently suspended) and launched Section 232 in-
vestigations§ into the impact of imports on national security and
U.S.-based aluminum and steel firms.

*For more on this case, see U.S.-China Economic and Security Review Commission, Economics
and Trade Bulletin, October 7, 2016.

7For example, an estimate from Duke University’s Center on Globalization, Governance &
Competitiveness shows in 2015 China was responsible for 46 percent of steel overcapacity. Lukas
Brun, “Overcapacity in Steel: China’s Role in a Global Problem,” Duke University, September
2016.

+For an in-depth assessment of the impact of Chinese overcapacity on U.S. economy and na-
tional security, see U.S.-China Economic and Security Review Commission, “State-Owned Enter-
prises, Overcapacity, and China’s Market Economy Status,” in 2016 Annual Report to Congress,
November 2016, 103-114.

§ Section 232 of the Trade Expansion Act of 1962 (19 U.S.C. §1862) authorizes the Secretary
of Commerce to conduct comprehensive investigations to determine the effects of imports of any
article on the national security of the United States. The Secretary’s report to the President, pre-
pared within 270 days of initiation, focuses on whether the importation of the article in question
is in such quantities or under such circumstances as to threaten to impair the national security.
The President can concur or not with the Secretary’s recommendations, and, if necessary, take
action to “adjust the imports of an article and its derivatives.” In addition, the Secretary can rec-
ommend, and the President can take, other lawful non-trade related actions necessary to address
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The United States has long censured the Chinese government for
not adhering to its WTO obligations by failing to report its subsidies
to the WTO. Per the WTO Agreement on Subsidies and Countervail-
ing Measures, member countries must report all of their subsidies
each year.166 In October 2015, China submitted a notification for
national subsidies for 2009-2014, but this notification did not out-
line China’s provincial and local subsidies, where most of China’s
government financial support is provided.'6? In January 2016, the
USTR claimed this notification was incomplete and provided WTO
members a list of China’s subsidies for one of its largest steel firms
and reported on the Chinese banking regulator’s instructions to in-
crease direct funding and loosen financing restrictions to the steel
sector.168 In October 2016, the USTR again raised its concerns about
China’s incomplete notification by laying out subsidy programs that
China’s notification did not mention and requesting additional clar-
ification.169

On April 12, 2017, the United States and the EU jointly chal-
lenged China’s steel subsidies before the WI'O Committee on Sub-
sidies and Countervailing Measures, identifying more than $1 bil-
lion in subsidies to Hebei Iron and Steel Company, Shougang Steel,
Chongqing Steel, and Baoshan Iron and Steel in 2011-2014 for the
Chinese government to explain.l1’0 The Chinese government re-
sponded to U.S. allegations by claiming yet again that its support for
the steel industry is aimed at improving environmental protection,
technological innovation, and industrial restructuring, and thus is
not prohibited under the WTO.171 The USTR has not yet challenged
this latest response.

China has struck back against U.S. complaints by accusing the
United States of failing to notify the WTO about alleged federal
and state steel subsidy programs.172 China claims these programs
have de jure specificity—where a subsidy is clearly limited to a
particular company, industry, group of industries, or geographic re-
gion—and thus is a violation of the WTO rules.173 At the feder-
al level, the Chinese government alleges $76.9 million in AD and
countervailing duties (CVDs) paid out by U.S. Customs and Bor-
der Protection in 2008-2015 and $7.7 billion in pensions provided
to retired U.S. workers by the U.S. Department of Labor’s Pension
Benefit Guaranty Group since 2003 are in fact subsidies.17# China
accuses U.S. Customs and Border Protection of subsidizing the U.S.
steel industry by imposing CVDs to offset subsidized imports from
China and other countries.1?”> The WTO permits countries to enact
ADs and CVDs after an investigation into the impact of subsidies
on the importing countries’ industries.1?6 In addition, the Pension
Benefit Guaranty Group—an independent government agency that
guarantees pension benefits for private firms—is funded not by the
federal government but by insurance premiums from private sector
employers, assets held by pension funds it takes over, investment
income, and bankruptcy assets from insolvent pension plans.177 The
USTR has yet to formally respond to these allegations.

In a separate action, in January 2017, the USTR requested con-
sultations with China at the WTO regarding China’s subsidies to

the threat. U.S. Department of Commerce, “Fact Sheet: Section 232 Investigations: The Effect of
Imports on the National Security,” April 20, 2017.
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its primary aluminum producers since 2007.178 The United States
alleges the Chinese government has provided low-cost financing and
inputs to its primary aluminum producers, which displaced and im-
peded U.S. imports of primary aluminum into China and the global
market, suppressed global prices, and increased China’s global mar-
ket share.179 (As of August 2017, the USTR appears to have put this
case on hold and has not requested the WTO compose a panel.180)

Beyond the WTO, in April 2017 President Trump directed the De-
partment of Commerce to conduct investigations, under Section 232
of the Trade Expansion Act of 1962, into whether steel and alumi-
num imports are a threat to national security.18! If the Department
of Commerce determines these imports impair national security, the
U.S. president would be able to “adjust imports” by imposing trade
measures such as tariffs and quotas.182 None of the nine steel-re-
lated cases the Department of Commerce has initiated have found
a threat to national security.183 In 2001, then President George W.
Bush initiated this option to address iron ore and semifinished steel
imports following the required Department of Commerce investiga-
tion; in that case, Section 232 was not applied because “there [was]
no probative evidence that imports of iron ore or semifinished steel
threaten to impair U.S. national security.”184
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SECTION 2: CHINESE INVESTMENT IN THE
UNITED STATES

Key Findings

Chinese government policies, coupled with increased investor
uncertainty in China, have contributed to increased investment
flows to the United States in recent years. In 2017, Chinese
investment flows to the United States are expected to decline
relative to 2016 as the Chinese government seeks to limit cap-
ital outflows and fend off risks from mounting corporate debt.

Sectors of the U.S. economy deemed strategic by the Chinese
government are more likely to be targeted by Chinese firms for
investment, while Chinese investments in nonstrategic sectors
like entertainment, real estate, and hospitality are declining
amid Chinese Communist Party efforts to limit capital outflows
and reduce corporate debt.

Some Chinese firms seek to obscure their dealings in the United
States through U.S.-based shell companies or attempt to drive
down the value of U.S. assets through sophisticated cyber espi-
onage campaigns. These firms are becoming more sophisticated
in their attempts to circumvent Committee on Foreign Invest-
ment in the United States (CFIUS) reviews and other U.S. in-
vestment regulations.

Greenfield investments in the United States are not subject to
the CFIUS review process, which may raise national security
risks. Although the number of Chinese greenfield investments
in the United States remains limited compared to acquisitions
of U.S. assets, federal laws and screening mechanisms do not
sufficiently require federal authorities to evaluate whether a
greenfield investment may pose a national security threat.

The application of the sovereign immunity defense to commer-
cial cases presents a potential risk for U.S. businesses and in-
dividuals, allowing Chinese state-owned enterprises (SOEs) to
conduct unlawful activity in the United States without legal
consequences. Some Chinese SOEs are evading legal action in
the United States by invoking their status as a foreign govern-
ment entity under the Foreign Sovereign Immunities Act.

The opaque nature of China’s financial system makes it impos-
sible to verify the accuracy of Chinese companies’ financial dis-
closures and auditing reports. Chinese businesses continue to
list on U.S. stock exchanges to raise capital, despite operating
outside the laws and regulations governing U.S. firms.

U.S. regulators have struggled to deter Chinese fraud schemes
on U.S. exchanges, with Chinese issuers stealing billions of dol-

(71)



72

lars from U.S. investors. Efforts to prosecute the issuers of the
fraudulent securities have been unsuccessful, with Chinese reg-
ulators choosing not to pursue firms or individuals for crimes
committed by Chinese companies listed overseas.

¢ Some Chinese companies operate with little oversight under
China’s opaque financial system, leaving U.S. investors exposed
to exploitative and fraudulent schemes perpetrated by Chi-
na-based issuers. Negotiations between the Public Company
Accounting Oversight Board and its counterparts in China have
resulted in little progress toward securing increased cross-bor-
der transparency and accountability.

Recommendations
The Commission recommends:

¢ Congress consider legislation updating the Committee on For-
eign Investment in the United States (CFIUS) statute to ad-
dress current and evolving security risks. Among the issues
Congress should consider are:

o Prohibiting the acquisition of U.S. assets by Chinese state-owned
or state-controlled entities, including sovereign wealth funds.

o Requiring a mandatory review of any transaction involving
the acquisition of a controlling interest in U.S. assets by Chi-
nese entities not falling under the above class of acquiring
entities.

o Requiring reviews of investments in U.S.-based greenfield
assets by Chinese-controlled entities to assess any potential
harm to U.S. national and economic security.

o Expanding the definition of “control” to include joint ven-
tures, venture capital funds, licensing agreements, and other
arrangements or agreements that enable Chinese entities to
access and/or determine the disposition of any asset.

o Prohibiting any acquisition or investment that would confer
“control” with regard to critical technologies or infrastructure.
The U.S. Departments of Homeland Security, Commerce, and
Defense shall prepare and regularly update a list of critical
technologies or infrastructure that would not be eligible for
acquisition or investment by any Chinese entities to ensure
U.S. economic and national security interests are protected.

o Including a net economic benefit test to assess the impact of
acquisitions by Chinese entities in the United States to en-
sure they advance U.S. national economic interests.

o Requiring that any proposed acquisition of a media property
by a Chinese entity be assessed in terms of the acquiring en-
tity’s history of adhering to Chinese Communist Party propa-
ganda objectives and its potential to influence public opinion
in the United States.

o Authorizing an independent review panel, appointed by Con-
gress, to review the actions and activities of CFIUS on a con-
tinuing basis.
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o Allowing any CFIUS member agency to bring a transaction
up for review and investigation.

¢ Congress consider legislation conditioning the provision of mar-
ket access to Chinese investors in the United States on a recip-
rocal, sector-by-sector basis to provide a level playing field for
U.S. investors in China.

e Congress amend the Foreign Sovereign Immunities Act (FSIA)
of 1976 to:

o Allow U.S. courts to hear cases against a foreign state’s corpo-
rate affiliates under the commercial activity exception.

o Require Chinese firms to waive any potential claim of sover-
eign immunity if they do business in the United States.

e Congress consider legislation to ban and delist companies
seeking to list on U.S. stock exchanges that are based in
countries that have not signed a reciprocity agreement with
the Public Company Accounting Oversight Board (PCAOB).

Introduction

China is increasing its investments in the United States, partic-
ularly in sectors deemed strategic by the Chinese Communist Par-
ty (CCP). These investments support the global competitiveness of
Chinese firms by allowing them to access capital and technologies
not available in their home market. Chinese mergers and acquisi-
tions in the United States present a new set of challenges, not just
for U.S. businesses and economic interests, but also for regulators
protecting vital U.S. national security interests.

Chinese companies are also increasing their presence on U.S.
stock markets. Today, around 130 Chinese companies are listed on
major U.S. stock exchanges, including Chinese Internet giants Ali-
baba, Tencent, and Baidu. However, the complex legal structures of
these U.S. listings, as well as China’s state secrecy laws and opaque
auditing practices allow some Chinese companies to shield them-
selves from U.S. legal and regulatory jurisdiction. As a result, these
listings could pose significant risks for unsuspecting U.S. investors
who buy into U.S.-listed Chinese companies.

This section examines trends and implications of increased
Chinese investment in the United States, and the activities of
Chinese companies listed on U.S. stock exchanges. In doing so, it
draws from the Commission’s January 2017 hearing on Chinese
investment in the United States, contracted research, consulta-
tions with economic and foreign policy experts, and open source
research and analysis.

Chinese Investment in the United States

Chinese annual foreign direct investment (FDI) flows to the Unit-
ed States have increased significantly in recent years, fueled by the
pursuit of higher returns abroad amid China’s economic slowdown
and government policies encouraging investment abroad. Official
statistics from the U.S. Bureau of Economic Analysis indicate the
United States attracted more than $373 billion of global FDI flows
in 2016, of which around $27.6 billion, or 7.4 percent, came from
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China.l However, official estimates do not include Chinese entities
based outside China, suggesting the actual level of FDI flows from
China is much higher.* From 2010 to 2016, the private U.S. economic
consultancy Rhodium Group estimates annual Chinese investment
in the United States rose from $4.6 billion to $46.2 billion.2

Through the first half of 2017, Rhodium Group estimates Chi-
nese FDI flows to the United States totaled $24.7 billion.3 Based on
January to August 2017 data, Rhodium Group estimates Chinese
investment will total between $25 and $30 billion by the end of the
year.* The expected slowdown in China’s FDI flows to the United
States in 2017 is the result of Beijing’s efforts to tighten controls
on capital outflows, limiting Chinese firms’ ability to invest money
abroad (this emerging trend is discussed in greater detail in “Driv-
ers of Chinese Investment,” later in this section).5

Figure 1: Chinese Investment in the United States, 2010-H1 2017

50 120
45
~—_—_
40 / 100
\

w> / 80 o
g 30 o-o...... , \ 8
= ‘e, U TP L L AR [a)
] 25 Ceec® , e ... \ 60 "5
7@ 20 RN ’ . S
> l 20 Z

15 P

~\ 7’ ° .
E I I I i A
° I
0 . . 0

2010 2011 2012 2013 2014 2015 2016 2017

. Greenfield Value . Acquisitions Value

eseces Greenfield No. of Deals «= = Acquisitions No. of Deals

Source: Rhodium Group, “China Investment Monitor.” htép://rhg.com/interactive/china-
investment-monitor.

*Unless noted otherwise, this section relies on private estimates of Chinese FDI in the United
States from Rhodium Group. Both U.S. and Chinese official statistics underestimate the volume
of Chinese investment because they do not fully account for flows of FDI, including investment
routed through Hong Kong and other offshore financial centers. Official data are also provided
after a significant delay, hindering analysis. For example, as the International Trade Administra-
tion (ITA), a bureau within the U.S. Department of Commerce, stated in a 2013 report produced
at the Commission’s recommendation, estimates from Rhodium Group showed $6.5 billion of
FDI flows from China to the United States in 2012, while U.S. government estimates showed
only $219 million for the same year. ITA noted that private sector valuations employ different
definitions of FDI, data gathering mechanisms, and accounting methods that lead to differences
in reported value of investments. U.S. Department of Commerce, International Trade Adminis-
tration, Report: Foreign Direct Investment (FDI) in the United States from the China and Hong
Kong SAR, July 17, 2013.



75

Rhodium Group’s 2016 Report Highlights Increasing
Chinese Investment

In the 2016 report Chinese Investment in the United States: Re-
cent Trends and the Policy Agenda contracted by the Commission,
Rhodium Group assessed recent patterns of Chinese investment
in the United States. The report’s key findings include:

¢ Chinese global outbound investment has increased rapidly in
recent years, but there remains significant room for addition-
al growth. If China’s outbound investment follows the histor-
ical trend of other emerging economies, its global outbound
FDI stock will increase by hundreds of billions of dollars in
the next decade.

¢ Chinese government policies impact Chinese outbound FDI
indirectly (through economic policies) and directly (through
financial incentives and other policies encouraging foreign
investment in strategic sectors).

¢ Chinese investment in the United States presents unique
economic and national security challenges because China has
a non-democratic political system without rule of law and al-
lows the state to intervene heavily in the economy.

¢ The discrepancy between market access for Chinese investors
in the United States and U.S. investors in China remains a
key concern, particularly in industries dominated by large
Chinese state-owned enterprises (SOEs).*

There are potential economic benefits of investment: Chinese FDI
can help U.S. firms secure the capital necessary to grow their busi-
ness and hire more workers (or save workers’ jobs), leading to an
expansion of the U.S. tax base, improving productivity, and raising
overall competitiveness.® In 2016, Rhodium Group estimates Chi-
nese companies added approximately 50,000 U.S. jobs, bringing
the total number of U.S. jobs provided by Chinese companies to
141,000.f However, Chinese investment can also pose risks to the
United States, with Chinese FDI targeting sectors of strategic im-
portance to the United States. Given the state’s controlling position
in the Chinese economy and the opaque nature of its role in business
activities, these investments raise concerns about the ability of U.S.
regulators to manage the risks of investment from state-influenced
entities. Chinese investments, for example, raise concerns about
the transfers of valuable U.S. technologies to China.” They can also
make it more difficult for U.S. firms to compete in international mar-
kets due to the anticompetitive practices of many Chinese firms.8

*For the full report, see Thilo Hanemann and Daniel H. Rosen, “Chinese Investment in the
United States: Recent Trends and the Policy Agenda,” Rhodium Group (prepared for the U.S.-Chi-
na Economic and Security Review Commission), December 2016.

TThese employment figures only account for full-time jobs provided directly by U.S. subsidiaries
of Chinese companies. The majority of U.S. jobs provided by Chinese firms were acquired during
mergers and acquisitions. Daniel H. Rosen and Thilo Hanemann, “New Neighbors 2017 Update:
Chinese FDI in the United States by Congressional District,” Rhodium Group, April 2017, 4.
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Drivers of Chinese Investment

A combination of Chinese government policies and increased inves-
tor uncertainty in China contributed to the rise of investment outflows
to the United States from 2010 to 2016. Some factors driving China’s
increased investment in the United States during this period include:

e Pursuit of advanced technologies: China’s industrial policy seeks
to enhance indigenous innovation and develop the country’s
high-technology and environmental industries (including biotech-
nology, high-end manufacturing equipment, and new-generation
information technology).® To this end, the government laid out
policies in its 13th Five-Year Plan* and other state plans offering
a combination of tax incentives and subsidies to encourage invest-
ment in research and development (R&D) and advanced technol-
ogies while boosting market demand for Chinese products and
firms (for more on China’s policies relating to the development of
advanced technologies, see Chapter 4, Section 1, “China’s Pursuit
of Dominance in Computing, Robotics, and Biotechnology”).10

¢ Higher returns abroad: With the renminbi’s (RMB) depreciation
in recent years and rising concerns over the stability of China’s
economy, Chinese investors increasingly look for returns abroad,
particularly in low-risk environments like the United States.ll
According to data from China’s State Administration of Foreign
Exchange, capital outflows from China totaled around $647 billion
in 2015 and $640 billion in 2016, up from $118 billion in 2014.12

® Reduced bureaucratic red tape: In 2013 and 2014, China’s State
Council updated its regulations for outbound FDI, raising outbound
investment approval limits and removing regulatory requirements
for nonstrategic investments.13 As a result, the threshold for ap-
proving overseas investments by local firms and deals increased
from $300 million to $1 billion, with most deals under the thresh-
old not requiring approval from the National Development and
Reform Commission (NDRC).14 In 2015, the State Administration
of Foreign Exchange also streamlined the review process for for-
eign exchange approvals, giving local bank branches the authority
to verify exchanges for outbound investments.'> These measures
aim to decentralize investment management and deepen the role
of markets in resource allocation, leading to reduced investment
review periods and increased outbound flows, particularly for pri-
vate companies investing in nonstrategic sectors.16

e Political uncertainty: Chinese President and General Secretary
of the CCP Xi Jinping’s anticorruption campaign began in 2013,
and has spurred capital outflows as many Chinese officials and
businesspeople move their wealth abroad in hopes of avoiding
government scrutiny and having their assets seized.l? Accord-
ing to China’s Central Commission for Discipline Inspection, in
the first half of 2017 more than 210,000 Chinese officials were
punished for corruption.f

*For more information on China’s 13th Five-Year Plan and related state plans and their tar-
gets, see Katherine Koleski, “The 13th Five-Year Plan,” U.S.-China Economic and Security Review
Commission, February 14, 2017.

TAmong those convicted of graft and other corruption charges were eight provincial and min-
isterial officials in June 2017, whose sentences included terms of up to life in prison. Xinhua,
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More recently, the Chinese government is attempting to limit cap-
ital outflows and fend off risks from mounting corporate debt, mak-
ing it unlikely Chinese FDI in 2017 will reach 2016 levels.18 In the
final months of 2016, FDI flows became more restricted as Chinese
regulators began cracking down on “irrational” FDI outflows (or in-
vestments that do not support government objectives) and ramping
up measures to stem capital outflows amid fears of capital flight.1°
Government measures to limit investments include:

e Capital controls: In November 2016, Reuters reported China’s
State Administration of Foreign Exchange had begun reviewing
capital transfers abroad worth $5 million or more and would be
increasing scrutiny of all outbound deals as well as re-reviewing
deals that already received government approval.20

® Reviews of large overseas deals: In the first half of 2017, Chinese
banking regulators began increasing regulatory scrutiny of deals
by large overseas investors like Anbang Insurance Group, HNA
Group, and Dalian Wanda Group as part of a government effort to
limit capital outflows and fend off risks from mounting corporate
debt.2! New regulations include barring state-owned banks from
making loans to large private firms investing overseas, a decision
that was approved in June 2017 by President Xi.22 The China
Banking Regulatory Commission is also taking the lead on inves-
tigating whether certain companies used high-interest financial
products and overseas loans to finance foreign deals.23

® Restrictions on extralegal forms of financing: Since June 2017,
Chinese companies that rely on extralegal forms of funding—
including high-interest financial products and overseas loans—
to finance overseas deals have been temporarily banned from
selling new products and are undergoing reviews of their past
financial filings and records of past deals. The ban came after
Chinese firms like Wanda, Fosun, HNA Group, and Anbang in-
creased their investments abroad using offshore financing and
money raised by issuing financial products that are not con-
trolled by the Chinese government.2¢ In response to the new
policy, Wanda’s founder Wang Jianlin has pursued what he de-
scribes as an “asset-light” strategy, selling off properties that
require loans to operate; in June 2017, Wanda sold off 13 of its
China theme parks to the real estate firm Sunac China for $6.5
billion and 77 of its hotels to the Chinese property developer
R&F Properties for $3 billion.25

e Crackdown on “irrational” investments: In August 2017, China’s
State Council announced new policies to discourage what it re-
fers to as “irrational” foreign investments.26 According to the
NDRC, some Chinese firms were pursuing imprudent foreign
deals that resulted in significant financial losses and did not ad-
vance Chinese government objectives.2? To crack down on these
practices, the Chinese government divided outbound investment
into three categories—encouraged, restricted, and banned.28
Encouraged investments include deals that promote the One

“China Focus: Conviction of 8 ‘Big Tigers’ Heralds Prolonged Anti-Graft Fight,” June 1, 2017;
Xinhua, “210,000 Officials Punished for Discipline Violations in H1,” July 20, 2017.
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Belt, One Road initiative, export excess domestic production ca-
pacity, and build up China’s technology and innovation capacity.
These deals will receive government support, including accel-
erated regulatory review processes and financial support from
state banks. Restricted investments—such as deals in real es-
tate, hotels, entertainment, and professional sports teams—will
be subject to closer government scrutiny, and may be rejected or
delayed indefinitely under the new guidelines.2? Banned invest-
ments, meanwhile, are those that may impede China’s national
interest and national security, including deals seeking to export
core technologies.30 Deals that that do not fall into these cate-
gories will be subject to normal regulatory review processes.31

Trends in Chinese Investment

In 2016, acquisitions accounted for 96 percent of Chinese invest-
ment in the United States by value.32 Meanwhile, capital-intensive
greenfield investments—including manufacturing plants, real estate
developments, and R&D-intensive projects—accounted for only 4
percent of all U.S.-bound Chinese investments in 2016.33 This trend
continued in the first half of 2017, with acquisitions comprising
97.6 percent of the total value of Chinese investment in the United
States.34

As seen in Table 1, Chinese FDI in 2016 primarily targeted U.S.
real estate, consumer products and services, and transportation,
with combined investments in these sectors accounting for nearly
63 percent of China’s total 2016 FDI in the United States.35 Be-
tween 2010 and 2016, Chinese investment in these three sectors
combined increased by nearly $27 billion.36 In the first half of 2017,
the leading targets of Chinese investment included U.S. transporta-
tion ($10.4 billion), real estate ($10.3 billion), and biotechnology ($1
billion).37

Table 1: Chinese FDI Flows to the United States by Sector, 2010 and 2016
(US$ billions)

Sector 2010 2016
Real Estate & Hospitality 0.22 17.33
Transportation 0.04 6.04
Consumer Products & Services 0.05 5.65
Entertainment 0 4.78
Electronics 0.01 4.24
Information and Communication Technology 0.22 3.30
Other 3.87 2.94
Finance 0.18 1.93
Total 4.6 46.2

Source: Rhodium Group, “China Investment Monitor.” http://rhg.com/interactive/china-investment-
monitor.
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According to the U.S. Bureau of Economic Analysis, China ac-
counted for 7.4 percent of U.S. investment inflows in 2016, making
it the fifth largest source of FDI behind Canada (15.6 percent), the
United Kingdom (14.6 percent), Ireland (9.5 percent), and Swit-
zerland (9.3 percent).38 Many Chinese investments in the United
States have come in the form of multimillion-dollar deals (see Table
2), some of which warrant close scrutiny by U.S. regulators because
of the CCP’s central role in Chinese firms’ foreign investment de-
cisions and the potential national security risks posed. Several of
these large Chinese acquisitions have drawn congressional atten-
tion, with lawmakers urging caution over Chinese bids for Lattice
Semiconductor, Legendary Entertainment, and Syngenta AG, among

others.39

Table 2: Chinese Investments in the United States of $1 Billion or More,

Jan. 2016-Jun. 2017

. Price
C]énnese U.S. Target (US$ Status Industry
uyer billions)

. Legendary Deal closed, .
Dalian Wanda Entertainment $3.5 Mar. 2016 Entertainment
Zhuhai Seine Lexmark $3.4 Deal closed, Electronics

Technology (70% stake) ’ Apr. 2016 and IT

. General Electric Deal closed, Home appli-
Haier Group appliance division $5.4 Jun. 2016 ances
Didi Chuxing Uber (2% stake) $1.0 Dﬁ; closed. | Transportation

Orient . Deal closed, Electronics

Securities AppLovin $14 Sept. 2016 and IT
Blackstone Group Deal closed
Anbang Strategic Hotels & $5.7 Oct. 2016 ’ Real estate
Resorts Inc. '
Hilton Worldwide Deal closed,
HNA (25% stake) $6.5 Oct. 2016 Real estate
HNA Carlson Hotels $2.0 DS:}: C;%Sleéi ’ Real estate
. Deal closed, Electronics
HNA Ingram Micro $6.0 Dec. 2016 and IT
Chian Invest- Deal closed,
ment Corp. Invesco $1.0 Dec. 2016 Real estate
Deal closed, .
Tencent Tesla (5% stake) $1.8 Mar. 2017 Transportation
HNA 245 Park Avenue sre | Dealclosed, | pegl estate
HNA CIT Group $10.4 Dﬁ;i closed, | Transportation
Pending,
Zhongwang USA . agreed to .
LLC Aleris Corp. $2.3 acquire Aug. Aluminum
2016
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Table 2: Chinese Investments in the United States of $1 Billion or More,
Jan. 2016-Jun. 2017—Continued

. Price
C]?lllngie U.S. Target (US$ Status Industry
y billions)
_ Pending,
Ol—(i(e;irllivrgie Genworth Financial $2.7 %g(is%%ltizl Insurance
ct.

Source: Various.40

Chinese Investment by Ownership

The Chinese government maintains significant influence over pri-
vate firms’ investment decisions—including encouraging, modifying,
or banning deals based on the specific industries, geographies, and
technologies involved—by utilizing a mix of financial incentives, po-
litical arrangements, and agreements among company sharehold-
ers.*l Through these measures, the CCP maintains influence over
the activities of public and private firms alike, offering direct and
indirect subsidies and other incentives to influence business deci-
sions and achieve state goals.* As Rhodium Group’s director Thi-
lo Hanemann testified to the Commission, “the notion of a private
enterprise is a very different concept in China. ... I do believe that
we should assume that any company, whether it’s nominally state-
owned or private, can be influenced and to some extent controlled by
the Chinese government and ultimately by the Communist Party.” 42

SOEs previously accounted for the majority of Chinese FDI flows
to the United States, making up 58 percent of annual Chinese in-
vestment in the United States as recently as 2011.43 By 2016, that
share was down to 21 percent, with private companies (defined by
Rhodium Group as companies with less than 20 percent state own-
ership) becoming the leading source of Chinese FDI in the United
States.*4 This reflected a global trend as private Chinese companies
increased their outbound investment due to the growth of the pri-
vate sector in China, rising uncertainty over the future investment
return of Chinese assets, concern for the future political climate in
China, and the easing of policies limiting investment outflows.45
This trend continued in the first half of 2017, with Chinese compa-
nies that call themselves privately owned accounting for 98.4 per-
cent of Chinese investment in the United States.46

Although the Chinese government’s influence extends to all sectors
of the economy, Beijing is primarily focused on firms operating in stra-
tegic sectors that advance the government’s political and economic
interests (for more on China’s industrial and technology development
policies, see Chapter 4, Section 1, “China’s Pursuit of Dominance in
Computing, Robotics, and Biotechnology”).47 Along with investment in
U.S. real estate, sectors of the U.S. economy that serve a strategic pur-
pose for the CCP are more likely to be targeted by the Chinese govern-
ment for investment, with Beijing exercising its influence to coordinate
investment efforts in both the private and public sectors.48

*For more on the role of SOEs in China’s economy, see U.S.-China Economic and Security
Review Commission, Chapter 1, Section 2, “State-Owned Enterprises, Overcapacity, and China’s
Market Economy Status,” in 2016 Annual Report to Congress, November 2016, 92-103.
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U.S. Reviews of Chinese Investment

With Chinese FDI flows to the United States on the rise, reviews
of foreign investment have become an increasingly important tool
for safeguarding U.S. national security interests. The Committee on
Foreign Investment in the United States (CFIUS) is the primary
government body tasked with reviewing any merger, acquisition, or
takeover that would result in “foreign control of any person engaged
in interstate commerce in the United States.”42 CFIUS, an executive
interagency committee chaired by the U.S. Department of the Trea-
sury, determines whether a covered * foreign investment transaction
(1) poses a threat to the national security of the United States; (2)
involves a foreign entity controlled by a foreign government; or (3)
would result in control of any critical infrastructure that could harm
U.S. national security interests. If a determination has been made
that an acquisition jeopardizes national security, the transaction can
be exempted from review only by the Secretary of the Treasury, in
concert with any other specified officials relevant to the investiga-
tion.50

CFIUS comprises nine members and two ex officio members,}
as well as other secretaries or heads of relevant U.S. agencies ap-
pointed by the president for a given investigation. For any covered
transaction, CFIUS is allotted 30 days to conduct its review and,
if necessary, 45 days to conduct an investigation and make a rec-
ommendation. During the review period, the Director of National
Intelligence carries out an analysis of the deal’s national security
implications in consultation with all affected or relevant intelligence
agencies. After the CFIUS review and investigation period is com-
pleted, the president of the United States has 15 days to decide
whether to suspend, make changes to, or prohibit the investment.52
There is also an informal review period for an unspecified length of
time prior to the start of the formal review process, which allows
both the Committee and the firms involved to identify potential is-
sues before the formal review process begins. The review process
has evolved to allow companies to refile with CFIUS if no decision
is reached within this timeframe.52 On occasion, CFIUS members
also negotiate conditions with firms to mitigate or remove assets
that raised national security concerns. A single lead agency modi-
fies, monitors, and enforces mitigation agreements to account for the
nature of the threat posed by a given transaction.f

The CFIUS process is voluntary, so companies may choose not to
file a transaction with CFIUS even if the deal involves potential
national security concerns.53 However, CFIUS can also initiate an
investigation on its own, and can demand that the deal be unwound

*Covered transactions are defined as any merger, acquisition, or takeover resultmg in “foreign
control of any person engaged in interstate commerce in the United States.” Defense Production
Act of 1950 §721 (Amended by the Foreign Investment and National Security Act of 2007), Public
Law No. 110-49, 2007.

7The nine permanent members are the Secretaries of State, Treasury, Defense, Homeland Se-
curity, Commerce, and Energy; the Attorney General; the United States Trade Representative;
and the Director of the Office of Science and Technology Policy. The nonvoting, ex officio members
are the Director of National Intelligence and the Secretary of Labor. Defense Production Act of
1950 §721 (Amended by the Foreign Investment and National Security Act of 2007), Public Law
No. 110-49, 2007; James K. Jackson, “The Committee on Foreign Investment in the United States
(CFIUS),” Congressional Research Service, June 13, 2017, 14.

£For more on the CFIUS review process, see James K. Jackson, “The Committee on Foreign
Investment in the United States (CFIUS),” Congressional Research Service, June 13, 2017, 20.
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or restructured on security grounds if a deal is considered a se-
curity risk, even after the deal has been completed.5¢ CFIUS can
initiate a review and investigation of a given transaction if there is
a consensus among the Committee’s constituent agencies.?> Yet in
practice, the frequency of cross-border transactions in the United
States * makes it difficult for CFIUS and its member agencies to
identify all transactions with national security implications. In 2015
(the most recent data available), CFIUS reviewed 143 transactions
and proceeded to investigate 66 deals.f Between 2009 and 2015,
CFIUS reviewed a total of 770 transactions, of which 310 resulted
in an investigation.56

Because CFIUS does not have the resources to review every
cross-border deal, a list of “non-notified transactions”—deals that
have not been voluntarily notified to CFIUS but may present na-
tional security concerns—is maintained by CFIUS member agen-
cies.57 According to Giovanna Cinelli, a partner at the global law
firm Morgan Lewis, “These non-notified transactions remain within
the Committee’s purview and may, at times, be used by the Com-
mittee to reach out to parties to request a notification. Given that
thousands of cross-border investments occur each year, it is not un-
expected that the Committee is aware of, and maintains a list of,
these types of investments.”>® Rather than review every transac-
tion with potential national security risks, CFIUS member agencies
use the list of non-notified transactions to monitor deals and assess
whether a full review and investigation is necessary.5?

According to Robert Atkinson, founder and president of the In-
formation Technology and Innovation Foundation, CFIUS has been
an effective tool for regulating foreign investment, particularly in
high-technology industries.f© For example, in the U.S. semiconduc-
tor industry, CFIUS either outright rejected or caused investors to
withdraw from at least seven deals involving Chinese companies
between 2015 and September 2017.61 Mr. Hanemann also believes
CFIUS has “generally handled the influx of Chinese investment well
thus far,” arguing the Committee has largely succeeded in permit-
ting beneficial investments while addressing concerns about acquisi-
tions that may pose risks to U.S. national security interests.62

Yet other experts and some members of Congress believe CFIUS
can no longer adequately protect the United States’s most sensitive
industries or economic interests. For example, in a June 2017 speech,
Senator John Cornyn (R-TX) discussed CFIUS’s weaknesses—in-
cluding that it does not appropriately examine the motivations of
foreign governments investing in key U.S. technology companies—
and warned that China is “stealing and copying [U.S.] technology
to modernize its arsenal and erode our military superiority [and]
strategically investing in key sectors of the U.S. economy.”¢3 In Au-
gust 2017, Senator Charles Schumer (D-NY) unveiled a proposal
to create an American Jobs Security Council with the authority to
review and block foreign purchases of U.S. companies based on their
potential economic impact.6¢ Senator Schumer billed the proposal as

*According to the United Nations Conference on Trade and Development, in 2016 the United
States was the top recipient of FDI in the world. UNCTAD, World Investment Report 2017, July
2017, 222-229.

TIn 2015, China alone initiated 173 investments in the United States. American Enterprise In-
stitute, “China Global Investment Tracker.” http://www.aei.org/china-global-investment-tracker/.
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a way to limit the detrimental impacts of Chinese investment in the
United States, including taking U.S. jobs and intellectual property.6>
Although the number of Chinese greenfield investments in the Unit-
ed States remains limited compared to acquisitions, greenfield deals
may also pose a risk to U.S. national security because they are not
included in the CFIUS review process.56

Chinese Firms Obscure U.S. Investments

Chinese firms are becoming more sophisticated in their attempts
to circumvent CFIUS reviews and other U.S. investment regulations.
Some Chinese companies may take advantage of the voluntary na-
ture of the CFIUS process to avoid scrutiny. For example, in Novem-
ber 2015, the Chinese investment firm Fosun International acquired
Wright USA, a liability insurance provider to senior U.S. officials
at the Central Intelligence Agency and Federal Bureau of Inves-
tigation, without notifying CFIUS. It was not until a month after
the acquisition was complete that CFIUS expressed concern about
the purchase and began reviewing the deal to determine whether
it had granted Chinese agencies access to the personal information
of tens of thousands of U.S. intelligence and counterterrorism offi-
cials. One of the national security issues raised was that Fosun’s
chairman, Guo Guangchang, was a representative in the Chinese
People’s Political Consultative Conference and had deep connections
to the CCP—connections the firm neglected to mention to its policy
holders even after the CFIUS review process was initiated.6? Fosun
ultimately divested from Wright USA in September 2016, leading to
speculation the CFIUS review prompted the divestiture.*68

Other Chinese firms attempt to obscure their dealings in the
United States via U.S.-based shell companies. One notable example
is Canyon Bridge Capital Partners’ failed November 2016 bid to ac-
quire U.S. chipmaker Lattice Semiconductor for $1.3 billion.6® Can-
yon Bridge was a newly created private equity firm based in Cali-
fornia and funded solely by China Reform Holdings, an investment
holding company controlled by China’s State Council with indirect
links to the Chinese government’s space program.7°

China Reform Holdings entered into initial talks with Lattice in
April 2016, a few months before Canyon Bridge was created.’! How-
ever, China’s ties to Lattice started as early as 2004, when Lattice
paid a $560,000 civil fine for illegally exporting products to China.72
In 2012, two Chinese nationals were indicted for violating export
controls after trying to smuggle Lattice chips to China.”3 Four years
later, Chinese state-owned chipmaker Tsinghua Unigroup purchased
a 6 percent stake in Lattice—around the same time China Reform
Holdings first contacted Lattice about a potential deal—before sell-
ing off its shares a few months later, just weeks before the Canyon
Bridge deal was announced in November 2016.74 The Chinese gov-
ernment’s repeated attempts to access Lattice’s technologies raise
national security concerns, with the acquisition potentially motivat-
ed by political factors (such as furthering industrial policies laid
out by the CCP) rather than commercial considerations. Although

*For more on the national security risks presented by the Wright USA acquisition and other
Chinese acquisitions of U.S. assets, see U.S.-China Economic and Security Review Commission,
Chapter 1, Section 1, “Year in Review: Economics and Trade,” in 2016 Annual Report to Congress,
November 2016, 63—64.
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Lattice does not sell chips to the U.S. military, it manufactures a
type of military-grade microchip that its two biggest rivals, Xilinx
Inc. and Intel Corp.’s Altera, sell to the U.S. military, making Lat-
tice’s acquisition a potential national security concern (for more on
China’s pursuit of semiconductor technology, see “Investment in U.S.
ICT,” later in this section).”®

Canyon Bridge’s ties to the Chinese government attracted con-
gressional attention, with 22 lawmakers writing to then U.S. Trea-
sury Secretary Jack Lew in December 2016 to voice concerns that
the deal could disrupt U.S. military supply chains and pose national
security risks.”’¢ Canyon Bridge resubmitted the deal for review in
March 2017 and again in June 2017 after the 75-day limit for CFI-
US to conduct its assessment expired.”” After CFIUS recommended
the deal be blocked in August 2017, Canyon Bridge appealed directly
to President Donald Trump to approve the deal.”® The next month,
President Trump blocked the deal on national security grounds, in-
cluding concerns over “the potential transfer of intellectual property
to the foreign acquirer, the Chinese government’s role in support-
ing this transaction, the importance of semiconductor supply chain
integrity to the United States Government, and the use of Lattice
products by the United States Government.” 79

Duress Acquisitions of U.S. Companies

There is some evidence that the rise of Chinese investment in
the United States might also be accompanied by alleged attempts
to drive down the value of U.S. assets through sophisticated cy-
ber espionage campaigns. According to Jeffrey Johnson, chief ex-
ecutive officer (CEO) of the cybersecurity firm SquirrelWerkz,
Chinese actors are using a combination of cyber espionage and
human infiltration tactics to penetrate strategic U.S. R&D-inten-
sive and advanced technology industries in order to steal their
intellectual property (IP), sabotage operations, and reduce their
market value. After these coordinated campaigns lower the target
company’s value, the company is acquired by a Chinese entity at
a dramatically reduced price.8°

In testimony to the Commission, Mr. Johnson alleges that in the
early 2000s the Chinese government waged one such cyber economic
campaign against the U.S. mobile phone industry.8! The campaign,
led primarily by actors seeking to benefit Chinese telecommuni-
cations firms Huawei and ZTE, allegedly sought to sabotage U.S.
mobile provider Motorola, which Mr. Johnson described as “heavily
infiltrated” by Chinese actors as early as 2001.82 These activities
were not detected until more than a decade later, in 2013, when a
U.S. federal court found a former Motorola employee guilty of steal-
ing trade secrets and attempting to deliver them to China.®3 A lit-
tle more than one year before the trade secrets case, Motorola had
come under financial duress and sold off a segment of its operations,
called Motorola Mobility, to Google for $12.5 billion.84 In January
2014, Google sold the struggling Motorola business to the Chinese
technology firm Lenovo for less than $3 billion.85

Mr. Johnson believes this strategy is not unique to the case
of Motorola, but can be seen in similar campaigns waged in at
least 20 other key industries, including media and entertain-
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ment, banking and financial services, and semiconductors.86 His
research indicates the CCP seeks to sabotage and degrade the
value of high-tech U.S. industries through espionage and the in-
troduction of market barriers in China. This strategy puts U.S.
companies at risk of losing billions of dollars in critical technolo-
gies to Chinese competitors, and threatens to equip foreign actors
with access to classified and sensitive engineering documents and
dual-use technologies that pose a direct threat to U.S. national
security.87

Chinese Government Conducts Coordinated Cyber Eco-
nomic Espionage Campaigns against U.S. Companies

In testimony before the Commission, Mr. Johnson provided sev-
eral examples of the methods and tactics Chinese companies al-
legedly use to conduct cyber espionage campaigns against U.S. in-
dustries. According to Mr. Johnson, China has engaged in a cyber
economic campaign against the United States since the 1990s,
allegedly relying on aggressive investments in industry capacity
abroad, Chinese government-assisted duress on Western semicon-
ductor competitors operating in China, and threat actors working
in Western microchip manufacturers and investment entities.*
The key elements of China’s alleged cyber economic espionage
campaigns include:

® A coordinated, cross-government effort to apply duress on U.S.
firms operating in strategic industries: Mr. Johnson alleges
the NDRC plays a particularly active role in applying strate-
gic duress on U.S. competitors, including seizing and sharing
sensitive IP from foreign companies during investigations
into perceived anti-trust violations.88

e Chinese strategic infiltration into U.S. companies and indus-
tries: The forms of infiltration allegedly include traditional
investment, joint ventures, and embedded insider threat ac-
tors working in U.S. firms. Mr. Johnson said Western micro-
chip manufacturers and investment entities in particular are
targeted by actors working in support of the Chinese govern-
ment.89

e Duress acquisitions of U.S. assets: As was the case with Mo-
torola, Chinese actors suppress the value of a U.S. firm they
want to acquire by first investing in, gaining control of, or
otherwise accessing U.S. assets, products, IP, and critical U.S.
supply chains, and then executing cyber-economic schemes to
suppress the value of U.S. assets. These efforts often occur
with coordinated support from the Chinese government, and
allow Chinese entities to purchase U.S. assets below their
market value price.?0

*TE Subcom, one of the firms Mr. Johnson alleges has been penetrated by Chinese interests,
wrote a letter to the Commission denying Mr. Johnson’s claims.
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Sovereign Immunity

In several instances, Chinese SOEs have evaded legal action in
the United States by arguing their status as a foreign government
entity exempts them from U.S. lawsuits under the Foreign Sover-
eign Immunities Act (FSIA).91 FSIA, which was passed by Congress
in 1976, affords foreign-controlled companies and their subsidiar-
ies protection from U.S. lawsuits, known as “sovereign immunity.” 92
There are six exceptions to FSIA * but the most litigated is the com-
mercial activity exception, which states:

A foreign state shall not be immune from the jurisdiction
of courts of the United States or of the States in any case
. in which the action is based upon a commercial activity
carried on in the United States by the foreign state; or upon
an act performed in the United States in connection with a
commercial activity of the foreign state elsewhere; or upon
an act outside the territory of the United States in connec-
tion with a commercial activity of the foreign state elsewhere
and that act causes a direct effect in the United States.93

Determining how and when these exceptions are applied has
proved difficult for U.S. courts, however, with Chinese claims of sov-
ereign immunity testing the limits of legal precedent in the United
States.?¢ Although Chinese sovereign immunity claims are uncom-
mon, two recent cases were discussed at the Commission’s January
2017 hearing:

e AVIC v. Tang Energy Group: In December 2015, an internation-
al holding subsidiary of China’s state-owned aerospace and de-
fense company Aviation Industry Corporation of China (AVIC)
was ordered to pay $70 million to U.S. wind firm Tang Ener-
gy Group Ltd. for failing to fulfill the terms of a joint venture.
Three months later, AVIC asked the court to vacate the judg-
ment, arguing the decision should be overturned because the
subsidiary enjoys sovereign immunity as a state-owned compa-
ny.%5 A final ruling on the case is pending.

e CNBM Group drywall case: In March 2016, China’s state-
owned building materials and glass manufacturer China Na-
tional Building Material Company (CNBM) successfully argued
for sovereign immunity against U.S. homeowners who alleged
the company’s drywall had caused health problems. CNBM was
the parent corporation of the firms that produced and sold the
drywall, so it was able to argue it was not directly involved in
commercial activity in the United States. The judge dismissed
the case and ruled CNBM’s status as a foreign government en-
tity granted it sovereign immunity, with the plaintiff failing to
prove the company had conducted drywall-related commercial
activity in the United States.96

Because of the nature of the Chinese government’s control over
the state sector, Chinese FSIA claims pose a particular challenge to
U.S. laws. Although Chinese firms arguing for protection under FSIA

*FSIA exceptions include waivers, commercial acts, expropriations, rights in certain kinds of
property, non-commercial torts, and enforcement of arbitral agreements and awards. Foreign Sov-
ereign Immunities Act, 28 USCC § 1605, Public Law No. 94-583, 1976.
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are few in number to date, Tang Energy Group CEO Patrick Jenev-
ein believes the application of sovereign immunity to commercial
cases presents a dangerous trend for U.S. businesses. In testimony
before the Commission, Mr. Jenevein stated that Chinese SOEs use
FSIA “as a tool to skirt their legal responsibilities and delay legal
proceedings”—effectively allowing them to conduct unlawful activi-
ty without consequences.®? Senator Charles Grassley (R-IA) agrees,
stating foreign SOEs are using FSIA “as a litigation tactic to avoid
claims by American consumers and companies that non-state-owned
foreign companies would have to answer.”98

The crux of FSIA cases often lies in whether the Chinese firm
qualifies as state-owned, with courts struggling to identify the com-
pany’s ultimate beneficial owner.9? In these cases, the burden tends
to fall on the U.S. plaintiff to prove that one of the exceptions of
immunity applies.1%© Many of the U.S. firms involved in FSIA liti-
gation do not have access to the same financial resources available
to Chinese SOEs; thus, these cases disproportionally impact the U.S.
entity and have what Mr. Jenevein describes as a “chilling effect” on
the plaintiff’s case in court.101

James Stengel, a partner at the New York office of Orrick law
firm, disagrees, testifying before the Commission that FSIA is work-
ing as intended.192 Although the Chinese economic and political
system presents SOEs with inherent advantages, FSIA explicitly
requires courts to “recognize the sovereign immunity of appropri-
ately structured enterprises.”193 The law’s commercial activity ex-
ception, which Mr. Stengel believes has been broadly interpreted by
U.S. courts, prohibits any FSIA claims that arise in a commercial
contract.104 Thus, any cases of Chinese SOEs receiving sovereign
immunity have passed this broad test and “reflect an unexceptional
application of this decades-old statutory framework for adjudicating
claims against foreign sovereigns.”105

Chinese Investment in Strategic Sectors of the U.S. Economy

Although Chinese companies invest in a broad range of U.S. in-
dustries, Chinese deals are mainly focused on high-value acquisi-
tions in technology, agriculture, modern services, and commercial
real estate.* This reflects a shift from as recently as 2013, when
the majority of Chinese investment targeted natural resource ex-
traction (China invested $3.2 billion in the U.S. oil and gas industry
in 2013).106 Three sectors that have seen significant Chinese FDI
include information and communications technologies (ICT), agricul-
ture, and biotechnology, all of which are tied to U.S. economic and
national security interests.

Investment in U.S. ICT

From 2000 to the first half of 2017, China completed 231 invest-
ment projects in U.S. ICT worth a combined $15.1 billion.1°7 Chi-
nese ICT investment in the United States (by value) peaked in 2014
with Lenovo’s acquisition of a division of IBM for $4.7 billion and

*Certain Chinese real estate investments in the United States could pose national security con-
cerns due to the property’s proximity to U.S. military bases, weapons stations, and other military
assets. In 2012, President Obama blocked a Chinese acquisition of Oregon wind farms because
they were located too close to a naval weapons station. Michael Hiltzik, “Chinese Investments
in U.S. Hotel Companies Spur National Security Scrutiny,” Los Angeles Times, March 18, 2016.
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Motorola Mobility for $2.9 billion.198 That year, investment in ICT
accounted for about half of all Chinese FDI in the United States, re-
flecting the importance of Chinese industrial policies prioritizing the
acquisition of foreign technologies.199 In 2016, Chinese investment
in that sector reached $3.3 billion, an increase of 155 percent from
2015 (see Figure 2). Through the first half of 2017, however, Chinese
FDI in U.S. ICT was less than $1 billion, well below 2016 levels over
the same period amid increased regulatory scrutiny in the United
States and efforts to curb capital outflows in China.110

Figure 2: Chinese Investment in U.S. ICT, 2010-H1 2017
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China is seeking to develop its semiconductor industry by ag-
gressively investing abroad—particularly in the United States—
and restricting global firms’ access to the Chinese semiconductor
market.* The CCP has created government funds to finance for-
eign acquisitions that accelerate China’s high-tech development,
including $107.5 billion in national and regional semiconductor
investment funds established by the Ministry of Industry and
Information Technology in 2014.111 According to data from the
Rhodium Group’s 2016 contracted report for the Commission,
Chinese firms leveraged this state funding to attempt to acquire
or invest in at least 27 U.S. semiconductor firms from 2013 to
November 2016.112

Then U.S. Commerce Secretary Penny Pritzker warned in No-
vember 2016 that the U.S. semiconductor industry is “seeing new
attempts by China to acquire companies and technology based
on their government’s interests—not commercial objectives.”113
The next month, U.S. President Barack Obama blocked a Chinese

*For more information on China’s pursuit of U.S. semiconductor assets and its implications for
the United States, see U.S.-China Economic and Security Review Commission, Chapter 1, Section
3, “China’s 13th Five-Year Plan,” in 2016 Annual Report to Congress, November 2016, 155-161.
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deal to acquire the U.S. business of Aixtron, a German semicon-
ductor company. A Treasury Department statement indicated the
deal was blocked because the “national security risk posed by the
transaction relate[d], among other things, to the military appli-
cations” of the firm’s technology, indicating the U.S. government’s
concern over China’s attempts to acquire sensitive U.S. technol-
ogies.114

Chinese investments in the U.S. semiconductor industry not only
help China move up the value-added chain and meet market and
security demands, but also threaten U.S. economic and national se-
curity interests.115 A January 2017 report from the U.S. President’s
Council of Advisors on Science and Technology warned China’s in-
creased semiconductor investment represents “a concerted push by
China to reshape the market in its favor ... [and] threatens the
competitiveness of U.S. industry and the national and global bene-
fits it brings.”116 According to John Adams, former brigadier general
for the U.S. Army, semiconductors are “central to U.S. military and
economic strength.”117 Losing semiconductor technology to China
would endanger the U.S. military’s technological advantages in sur-
veillance, communications, and propulsion, and erode U.S. institu-
tional and technological know-how and the ability to design and
commercialize emerging defense technologies.118

China’s ICT investments are in line with the country’s emphasis
on telecommunications as a strategic interest. According to Dr. At-
kinson’s testimony “the main purpose of most Chinese technology
companies buying U.S. technology companies is not to make a profit,
but to take U.S. technology in order to upgrade their own technol-
ogy capabilities.”119 These goals are manifested in several Chinese
government policies, including the Chinese government’s so-called
“De-IOE” campaign, which pressures Chinese companies to replace
products from IBM, Oracle, and Dell EMC (abbreviated as “IOE”)
with Chinese-made alternatives.120

There are also questions about the lack of reciprocal treatment for
U.S. ICT firms in China, with U.S. firms forced to disclose valuable
technologies and source code to gain access to the Chinese market. In
January 2015, China announced new regulations to ensure foreign
ICT in China remain “secure and controllable,” including intrusive
security test requirements, compliance with Chinese national stan-
dards, and—potentially—forced disclosure of valuable source code.121
China’s broad cybersecurity law also seeks to further tighten state
control over information flows and technology equipment, including
naming telecommunications a “critical information infrastructure”
subject to mandatory security checks (for more on China’s cyberse-
curity law, see Chapter 1, Section 1, “Year in Review: Economics and
Trade”).122 According to Dr. Atkinson, these policies, coupled with
increased investment activity in the United States, represent “an ag-
gressive by-hook-or-by-crook strategy that involves serially manipu-
lating the marketplace and wantonly stealing and coercing transfer
of American knowhow.”123 The January 2017 report from the U.S.
President’s Council of Advisors on Science and Technology echoes
Dr. Atkinson’s concerns, finding that “Chinese policies are distort-
ing markets in ways that undermine innovation, subtract from U.S.
market share, and put U.S. national security at risk.”124
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Investment in U.S. Agriculture and Biotechnology

Since 2000, cumulative investment in U.S. agriculture has ac-
counted for around 6 percent of total Chinese FDI in the United
States, a significant though relatively small share compared to
sectors like real estate (30 percent) and ICT (11 percent).125 Al-
though China has made 35 agriculture deals in the United States
since 2000, the deal for Smithfield Foods Inc., the largest U.S.
pork producer, accounts for nearly 95 percent of the value of Chi-
na’s investments in U.S. agriculture.126 In July 2013, Shuanghui
International Holdings Limited, a subsidiary of Shuanghui Group
(now WH Group), proposed to acquire Smithfield in a $4.7 billion
deal (worth more than $7 billion including Smithfield’s debt).127
The acquisition gave China control of nearly 26 percent of the
U.S. pork market, helping to ensure the stability of Chinese food
imports.128

In April 2017, the state-owned China National Chemical Corpora-
tion (ChemChina) gained approval from U.S. and European regula-
tors for a $43 billion bid to buy the Swiss company Syngenta, one of
the world’s largest producers of crop protection products, including
pesticides, fungicides, and genetically modified seeds.129 Although
Syngenta is a Swiss company and is thus excluded from Rhodium
Group’s calculations of Chinese FDI in the United States, the firm
does have significant operations in the United States, with a plant
in North Carolina that employs more than 1,100 people.13° Syngen-
ta also has chemical plants in Louisiana and Texas that the U.S. De-
partment of Homeland Security categorizes as “high-risk” facilities
under the Chemical Facility Anti-Terrorism Standards program,*
leading to concerns that foreign ownership could pose national se-
curity risks.131

Patrick Woodall, research director and senior policy advocate at
Food & Water Watch, argues China’s foreign investment strategy
in agriculture and biotechnology raises concerns over technology
transfer to China.l32 Biotechnology firms like Syngenta, for ex-
ample, utilize valuable technologies and processes that could give
Chinese agribusinesses a competitive advantage over other global
firms.133 In a July 2016 letter to members of President Obama’s cab-
inet, Food & Water Watch and the National Farmers Union warned
against what they describe as China’s efforts to “secure and control
worldwide food production resources,” stating that the acquisitions
of Syngenta and Smithfield could lead to the transfer of valuable
assets, IP, and technology from the United States (for more on Chi-
na’s biotechnology development policies, see Chapter 4, Section 1,
“China’s Pursuit of Dominance in Computing, Robotics, and Biotech-
nology”).134

China’s agriculture and biotechnology acquisitions continue a
system of restricted market access that exists for foreign firms
operating across several strategic Chinese industries. Acquiring
foreign agribusinesses is one way Chinese importers circumvent
State Council restrictions on imports of genetically modified prod-

*The Chemical Facility Anti-Terrorism Standards program, authorized by Congress in 2007
and updated in 2014, is responsible for protecting hazardous chemical facilities from terrorist
infiltration. U.S. Department of Homeland Security, Chemical Facility Anti-Terrorism Standards
(CFATS).
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ucts in China. Although these restrictions are ostensibly meant to
protect the public from consuming harmful chemicals, they limit
the import of foreign agriculture products and expand Chinese
firms’ share of the domestic agriculture market.135 For example,
after ChemChina acquired Syngenta, China is in a position to be-
gin approving imports of biotechnology crops, potentially favoring
the use of products produced by Syngenta over U.S. biotechnology
and agriculture firms.136

Chinese agriculture acquisitions also limit foreign firms’ mar-
ket access in China. The Smithfield acquisition, for instance, has
fulfilled China’s growing demand for pork imports. After it was
acquired by Shuanghui in 2013, Smithfield (which is one of a few
U.S. pork producers that does not use the feed additive racto-
pamine *) saw its exports to China increase 50 percent by 2015.
Today, Smithfield accounts for 97 percent of all U.S. pork exports
to China.137

Other experts contend Chinese investments in agriculture
benefit the U.S. economy overall. U.S. Ambassador to China Ter-
ry Branstad is one supporter of increased Chinese agriculture
investment in the United States, saying the United States has
“seen just the tip of the iceberg of the potential investments here”
and calling agriculture investment “beneficial to both [China and
the United States].”13%8 Some experts also remain convinced the
benefits of the Smithfield and Syngenta deals outweigh their
risks. Both deals received CFIUS approval, which indicates to
some experts like Stephen McHale, a partner at Squire Patton
Boggs, that the U.S. government has “not yet reached the point
where [it has] found an acquisition in the food and agriculture
sectors to threaten national security.” 139

Chinese Companies on U.S. Stock Exchanges

Although the number of Chinese firms listed on U.S. stock ex-
changes has declined in recent years, the total market capital-
ization of Chinese issuers in the United States has continued
to grow (see Table 3), which may lead to increased risks to U.S.
investors. For the last decade, U.S. negotiators have sought to
protect investors by ensuring all public accounting firms, both
domestic and foreign, disclose their clients’ financial information
as required under U.S. law. However, some Chinese firms have
refused to divulge their accounting and financial practices to U.S.
investors, exposing the limits of U.S. regulators’ ability to protect
investors.

*China has banned the use of ractopamine due to alleged health and food safety concerns.
Shirley A. Kan and Wayne Morrison, “U.S.-Taiwan Relationship: Overview of Policy Issues” Con-
gressional Research Service, April 22, 2014, 34-36. U.S.-China Economic and Security Review
Commission, Hearing on Chinese Investment in the United States: Impacts and Issues for Policy-
makers, oral testimony of Patrick Woodall, January 26, 2017.
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Table 3: Chinese Firms Listed in the United States, 2012 and 2017

2012 2017
Number of Listings 188 130
Total Market Capitalization
(US$ billions) $119 $536

Note: These figures represent only Chinese firms listed as American depository receipts on
the New York Stock Exchange, NASDAQ, and American Stock Exchange. 2017 figures are from
February 1, 2017.

Source: Heng Ren Partners, e-mail with Commission staff, February 7, 2017.

Foreign Private Issuers in the United States

A foreign private issuer (FPI) is a company incorporated or orga-
nized under the laws of a jurisdiction outside of the United States
and listed on U.S. stock exchanges with less than half of its secu-
rities directly or indirectly held by U.S. residents. If more than 50
percent of its securities are held by U.S. residents, a company can
only qualify as an FPI if the majority of the firm’s executive officers
and directors are not U.S. citizens or residents, less than 50 percent
of the firm’s assets are located in the United States, and the firm’s
business is not primarily conducted in the United States.140

Foreign companies around the world rely on U.S. financial mar-
kets to raise capital and establish a trading presence for their se-
curities.14l Many of these companies list as FPIs, allowing them
to eschew U.S. financial regulations in favor of the laws of their
home country.142 FPIs are entitled to several advantages over
domestic firms, including exemptions from publishing quarterly
financial reports, exceptions from disclosure requirements for de-
tails on executive compensation, and longer deadlines for releas-
ing annual financial reports.* Additionally, some FPIs registering
for the first time with the U.S. Securities and Exchange Commis-
sion (SEC) may submit their draft registration statements confi-
dentially, unlike domestic issuers, which must file their registra-
tion statements publicly.143

Since 2000, many FPIs listing in the United States have been
incorporated in offshore locations, where underdeveloped financial
standards and disclosure requirements allow issuers to operate with
relative anonymity and circumvent U.S. regulations.144 As of May
2017, tax havens like Switzerland, the Cayman Islands, and Luxem-
bourg were home to 94 FPIs listed on the New York Stock Exchange
(NYSE)—21 percent of all FPIs listed on the NYSE—and boasted a
combined market capitalization of nearly $900 billion (see Figure
3).145 Tax havens are the third-largest source of FPIs listed on the
NYSE by total market capitalization, trailing the United Kingdom
($1.2 trillion) and Canada ($1.1 trillion).146 China, meanwhile, is the
fourth-largest source of FPIs, with a total market capitalization of
$742 billion.147

*FPIs must file annual financial reports within four months of the start of the fiscal year, com-
pared to just 60 or 90 days for domestic firms (depending on the firms’ capitalization and other
factors). Morrison & Foerster, “Frequently Asked Questions about Foreign Private Issuers,” 4-5.
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Figure 3: Combined Market Capitalization of FPIs on the NYSE by
Country of Origin, May 2017
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Note: Tax havens include Bermuda, the British Virgin Islands, the Cayman Islands, Ireland,
Luxembourg, Puerto Rico, and Switzerland.
Source: NASDAQ, “Companies on NYSE.”

Chinese Companies Listing in the United States

Although the risks posed by Chinese FPIs are generally no differ-
ent from those of other foreign issuers based in offshore jurisdictions,
Chinese laws present some particular challenges for U.S. regulators.
Chinese firms utilize three approaches to access U.S. markets:

e American depository receipts (ADRs): ADRs are certificates is-
sued by U.S. banks that trade in the United States but rep-
resent shares of a foreign stock.148 ADRs are the most com-
mon choice for Chinese firms (and other foreign companies)
looking to list in the United States: out of the 126 U.S.-listed
Chinese companies in March 2017, 90 companies were listed as
ADRs.149 Most Chinese issuers (and foreign issuers generally)
prefer ADRs because they are easier to transfer and manage
than foreign shares directly listed on U.S. exchanges.150

¢ Ordinary shares: Some foreign companies list their stock direct-
ly in the United States through an initial public offering (IPO).
The most notable Chinese IPO occurred in September 2014
when China’s e-commerce giant Alibaba raised $25 billion in
its public offering on the NYSE.151 Following the Alibaba IPO,
however, many Chinese companies abandoned IPOs on U.S. ex-
changes in favor of IPOs in China, where their securities, par-
ticularly for Internet companies, commanded higher sales.152
Chinese IPO activity rebounded in the second half of 2016, led
by the Shanghai-based logistics company ZTO Express Inc’s
$1.4 billion IPO on the NYSE.153
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® Reverse mergers: Reverse mergers occur when a U.S. public
shell company already registered in the United States—often
bankrupt or near bankruptcy—merges with a foreign firm.
The foreign company’s shareholders then gain a controlling
interest in the public shell company, thereby becoming an
SEC-registered company rather than an FPI. Firms involved
in a reverse merger are not reviewed prior to the transaction,
making it an inexpensive way to quickly list a company in
the United States. An influx of Chinese reverse mergers in
2010 led to a series of scandals involving Chinese compa-
nies defrauding U.S. investors.15¢ Between 2011 and 2012,
an SEC crackdown on reverse mergers led to more than 100
U.S.-listed Chinese companies being delisted or having their
trading frozen as a result of fraud allegations and other vi-
olations of U.S. securities laws. However, few U.S. investors
were compensated for their losses because the SEC lacks the
jurisdiction necessary to punish foreign companies beyond
their activities in the United States.155

Like other foreign private issuers (FPIs), Chinese business-
es list on U.S. stock exchanges to raise capital while operating
largely outside the laws and regulations governing U.S. firms.156
Chinese firms first started listing in the United States in the
1990s, when Chinese regulators encouraged larger firms to list
in the United States to secure greater capital and higher gover-
nance standards.157 By 1998, nine Chinese FPIs had listed in the
United States, all on the NYSE.* Fifteen years later, around 100
Chinese companies were listed in the United States, including
many firms from China’s growing technology sector like Baidu,
JD.com, and Weibo.¥

As of July 2017, a total of 126 Chinese companies were listed on
the NASDAQ, NYSE, and American Stock Exchange (AMEX), with
a total market capitalization of $960 billion. As shown in Table 4,
the sectors with the highest combined market capitalization include
services ($433.6 billion), energy and power ($239 billion), and tech-
nology ($148.6 billion).158 Estimates from the asset management
firm Heng Ren Investments also indicate that, as of February 2017,
U.S. mutual funds, pension funds, government retirement fund, and
exchange-traded funds invested at least $123 billion in U.S.-listed
Chinese firms.§ This creates risks for U.S. citizens with money in
these investment funds.

*The nine Chinese companies listed are Beijing Yanhua Petrochemical, China Eastern Airlines,
China Southern Airlines, Guangshen Railway, Huaneng Power International, Jilin Chemical In-
dustrial, Shandong Huaneng Power Development, Shanghai Petrochemical, and Yanzhou Coal
Mining. U.S. Securities and Exchange Commission, Foreign Companies Registered and Reporting
with the U.S. Securities and Exchange Commission, December 31, 1998.

7For more on Chinese Internet firms listing on U.S. stock exchanges, see Kevin Rosier, “The
Risks of China’s Internet Companies on U.S. Stock Exchanges,” U.S.-China Economic and Secu-
rity Review Commission, September 12, 2014.

+The list of Chinese companies listed on the NYSE, NASDAQ, and AMEX includes only
U.S.-listed companies based in China, not offshore Chinese companies in Hong Kong or else-
where. The actual number of Chinese companies listed on these exchanges is higher. NASDAQ,
“Companies in China.”

§ This estimate includes only the 13 largest U.S.-listed Chinese ADRs by market capitalization.
Peter Halesworth, Founder, Heng Ren investments, interview with Commission staff, February
7, 2017.



95

Table 4: Chinese Companies on U.S. Stock Exchanges, 2017

Sector | NoyatFirms | Macket Cap
Services 24 433.6
Energy and Power 5 239.0
Technology 36 148.6
Finance 14 89.5
Transportation 4 28.5
Industrial 12 14.3
Health Care 7 4.7
Capital Goods 10 0.8
Consumer Goods 13 0.5
Other 1 0.4
Total 126 960

Source: NASDAQ), “Companies in China.”

Challenges Posed by Chinese Companies Listed in the United
States

The opaque nature of China’s financial system presents unique
challenges for U.S. regulators and investors.159 Foremost among
these are China’s foreign ownership restrictions and state secrecy
laws.

Foreign Ownership Restrictions

The Chinese government enforces limits on foreign ownership of
Chinese companies, which restricts the ability of those companies to
list on foreign exchanges. These limits are particularly stringent for
Chinese companies operating in strategic sectors, such as Internet
and technology firms. To get around these limitations, Chinese com-
panies in restricted industries facilitate foreign investment through
a complex mechanism known as a variable interest entity (VIE).160

The VIE structure consists of several entities—essentially hold-
ing companies, usually based in tax havens—linking foreign inves-
tors and Chinese firms together through a mix of legal contracts
and equity ownership.161 These structures create effective foreign
ownership of Chinese companies while still complying with Chinese
foreign ownership laws.162 Paul Gillis, professor of practice at the
Guanghua School of Management at Peking University, calculates
that 56 percent of all Chinese companies listed on the NYSE and
NASDAQ use the VIE structure (up from 42 percent in 2011), in-
cluding Alibaba, Baidu, and Weibo.163

In addition to circumventing Chinese regulations, the VIE struc-
ture operates largely outside the jurisdiction of U.S. courts and reg-
ulatory agencies.16¢ Because the legal structure of a VIE is only
enforceable in the haven where it is based, U.S.-listed securities
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issued from offshore locations are not subject to U.S. laws.165 As a
result, VIE issuers that defraud their U.S. investors cannot be held
to account, with attempts to enforce contractual arrangements with
VIEs typically failing.166

Chinese regulators acknowledge the use of VIE structures by Chi-
nese firms. In March 2017, a decision by China’s Supreme Court
ruled that transactions facilitated through VIE structures are le-
gal regardless of whether the VIE in question violates Chinese for-
eign investment restrictions.167 The Chinese government has not
made any serious efforts to adjust the relevant laws and ensure
Chinese companies listed abroad through the VIE structure have a
legal responsibility to their foreign investors.168 Chinese regulators
proposed legislation in January 2015 to outlaw VIEs, but the law
would have excluded firms controlled by Chinese nationals.169 This
provision has not appeared in subsequent regulations issued by the
Chinese government, allowing VIEs to continue operating in a legal
gray zone in the United States.170

State Secrecy Laws

China’s state security laws also limit the U.S. government’s ability
to properly regulate and oversee Chinese companies operating in
the United States. Chinese laws governing the protection of state
secrets and national security limit foreign access to Chinese com-
panies’ audit reports.17! As a result, when Chinese-based firms list
on U.S. stock exchanges, the audit work papers of these companies
often cannot be accessed by U.S. regulators as required under U.S.
law.172 When audit work papers are provided, the veracity of their
financial statements and disclosures cannot be verified by U.S. reg-
ulators.173

In 2012, the SEC charged five China-based subsidiaries of U.S.
auditors—BDO China Dahua CPA Co. Ltd., Ernst & Young Hua
Ming, KPMG Huazhen, Deloitte Touche Tohmatsu Certified Public
Accountants, and PricewaterhouseCoopers ZhongTian—with break-
ing U.S. securities laws for refusing to turn over requested audit
work papers.17* These accounting firms could have been blocked
from auditing U.S.-listed companies, but because they are the larg-
est auditors of Chinese firms listed in the United States, deregis-
tering them would greatly limit the ability of Chinese companies to
list on U.S. stock exchanges.17 Instead, the SEC imposed $500,000
sanctions on four of the five firms,* along with an admission from
each firm that it had failed to turn over proper documentation.176
The weak ruling prompted China’s state-owned media outlet Xin-
hua to declare China-based auditors “too big to ban.”177

Because the Chinese government restricts some Chinese compa-
nies from providing financial information to foreign auditing firms,
inspections of U.S.-listed Chinese companies are conducted entirely
by Chinese auditors. There are around 100 accounting firms in both
China and Hong Kong that conduct audits of U.S.-listed Chinese
companies.1”® China’s Ministry of Finance, the Chinese Securities
Regulatory Commission, and the China Institute of Certified Pub-
lic Accountants are granted responsibility for oversight of these ac-

*The case against Dahua remains ongoing.
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counting firms, and are responsible for conducting quality control
procedures and inspecting audit papers.179

U.S. regulators are attempting to increase their access to China’s
auditing reports.189 However, Beijing has shown little inclination to
improve disclosures for foreign-listed firms. In July 2017, the Pub-
lic Company Accounting Oversight Board (PCAOB) blocked Crowe
Horwath HK, a Hong Kong-based auditor, from auditing U.S.-listed
firms because the auditor was unable to secure the audit papers of
its China-based clients. This is the second Hong Kong accounting
firm to have its registration revoked by the PCAOB,* highlighting
the difficulties auditing firms face when tasked with securing au-
dit work reports from Chinese companies prohibited from sharing
sensitive financial information with foreign regulators.18! Instead
of increasing its cooperation with foreign auditors, the Chinese gov-
ernment has insisted the United States offer regulatory equivalency
to China, accepting the work of Chinese regulators and auditors as
though it was done by a U.S. company.182 The EU already accepted
regulatory equivalency with respect to audits of Chinese companies,
but U.S. regulators have instead pushed for joint inspections of Chi-
nese accounting firms together with local regulators.183

Chinese Firms Disadvantage Investors on U.S. Exchanges

Since cracking down on Chinese reverse mergers, U.S. regulators
have struggled to deter sophisticated efforts by some Chinese com-
panies to defraud U.S. investors. According to Peter Halesworth,
founder of Heng Ren Investments, most Chinese companies listed
in the United States are “ethical and law abiding.” 184 However, legal
barriers hindering audits and reviews of U.S.-listed Chinese firms
have left bad actors shielded from prosecution for crimes committed
against U.S. investors.185 In a report released by Heng Ren in April
2016, Mr. Halesworth detailed instances of U.S.-listed Chinese issu-
ers forcing sales below their U.S. market value, effectively lowball-
ing U.S. investors.18¢ The report found that from the start of 2015
to April 2016, 38 U.S.-listed Chinese companies announced buyout
offers. Of those 38 buyouts, the premiums paid to U.S. shareholders
averaged just 20.6 percent, compared to the 28.4 percent average
premium typically paid to shareholders in buyouts of U.S.-listed
companies. Ten of these buyouts offered shareholders premiums of
10 percent or less.187 Because FPIs are not under U.S. jurisdiction,
U.S. investors are left without legal recourse to challenge the un-
justifiably low buyout price.188 The average total assets of these 38
companies rose from $122 million pre-IPO to $994 million at the
buyout announcement, with these firms leaving the United States
financially strengthened after low-balling investors.182 Several
prominent Chinese companies have utilized this practice to disad-
vantage U.S. investors, including China Mobile Games & Entertain-
ment Group and Focus Media Holdings Ltd.190

Another report by Geolnvesting, a financial information website
focused on small-cap stocks, found China-based companies have
perpetrated dozens of frauds on U.S. exchanges totaling at least

*In January 2016 the PCAOB deregistered the Hong Kong affiliate of the auditing firm PKF
International for not cooperating with a probe into its work for a Chinese company. Jennifer
Hughes and Alice Woodhouse, “Hong Kong Auditors Trapped by U.S.-China Dispute,” Financial
Times, July 26, 2017.
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$5 billion in losses.!®1 In many of these schemes, the executives
of U.S.-listed Chinese companies sold their firm’s assets and then
raised money from U.S. investors.!®2 One notable case was Puda
Coal, a Chinese mining company that was listed on the NYSE until
2012, when it was revealed that the company’s management had
sold its assets to a Chinese competitor before raising money from
U.S. investors. After the scheme was revealed, Puda’s market cap-
italization on the NYSE dropped by nearly $342 million.193 The
firm’s shares were delisted (the company is no longer in business)
and a $250 million fine was issued to Puda’s chairman and former
chief executive.194 The SEC never collected on the fine, however, and
Puda’s U.S. investors lost hundreds of millions of dollars.195

Role of U.S. Regulators

The job of protecting U.S. investors and mitigating the risks of
stock market fraud falls primarily to two U.S. regulatory agencies,
the SEC and the PCAOB, along with the stock exchanges them-
selves. The regulators’ authority is based on the assumption that a
firm’s financial disclosures will accurately reflect its market value.
However, China’s strict limits on the activities of foreign auditors
undermine the authority of these U.S. institutions, putting U.S. in-
vestors at risk.

SEC Regulations

The SEC is tasked with protecting U.S. investors, ensuring fair-
ness in cross-border securities transactions, and maintaining effi-
cient and transparent markets. This includes detection and prose-
cution of fraudulent activities perpetrated on U.S. stock exchanges
by overseas issuers.196 To this end, the SEC has worked to address
concerns over foreign disclosure requirements and cross-border
regulatory cooperation. The Dodd-Frank Wall Street Reform and
Consumer Protection Act of 2010, for example, requires reciprocal
inspections for audit regulators outside the United States, and man-
dates confidential exchanges of information with regulators in for-
eign countries.197

The SEC has sought multilateral and bilateral cross-border reg-
ulatory cooperation agreements with foreign governments to en-
hance oversight protocol.198 The SEC is party to more than 75 for-
mal cooperative arrangements with over 50 foreign regulators and
law enforcement agencies, including a formal information sharing
agreement with China signed in April 1994.19° The SEC and the
China Securities Regulatory Commission are also signatories to
the International Organization of Securities Commissions (I0SCO)
Multilateral Memorandum of Understanding (MOU) on enforcement
cooperation, an agreement with 109 signatories seeking to enhance
cross-border cooperation on issues such as enforcement cooperation,
supervisory oversight, and exchanges for information regarding is-
suers.200

Even with these cooperation agreements in place, the SEC’s abil-
ity to secure Chinese companies’ audit work reports and prosecute
fraudulent companies remains limited.291 That responsibility has
fallen largely to the SEC Cross-Border Working Group, which tar-
gets U.S.-listed foreign companies suspected of fraudulent activity.
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The working group was established in 2011 in part due to the rise
of Chinese reverse mergers in the United States and filed cases
against more than 65 foreign issuers or executives and deregistered
the securities of more than 50 companies by June 2013.202 How-
ever, SEC criminal prosecutions have only been successful in cas-
es involving individuals located in the United States, with Chinese
securities regulators choosing not to prosecute firms or individuals
for crimes committed by Chinese companies listed overseas.293 Lew-
is Ferguson, a member of the PCAOB, estimates fraud by Chinese
companies listed on U.S. stock exchanges has resulted in the loss of
billions of dollars for U.S. investors.204

PCAOB Negotiations

For the past decade, the PCAOB,* an independent regulator that
audits U.S.-listed firms, has been negotiating with the China Se-
curities Regulatory Commission and Ministry of Finance to permit
joint inspections of accounting firms located in China.295 Under the
Sarbanes-Oxley Act of 2002, the PCAOB is required to conduct reg-
ular inspections of all registered U.S. and non-U.S. public account-
ing firms that audit firms listed on U.S. stock exchanges.206 These
inspections seek to protect investors in U.S. capital markets by en-
suring that all public accounting firms are adhering to U.S. auditing
standards and making such firms subject to the jurisdiction of U.S.
courts.207

However, the Chinese government views inspections by foreign regu-
lators in China as a violation of national sovereignty under its state se-
curity laws.208 Despite SEC regulations mandating that every account-
ing firm registered with the PCAOB be inspected every three years,
Chinese regulators have blocked the PCAOB from inspecting certified
public accounting firms in China and Hong Kong.20°

On May 24, 2013, the PCAOB and Chinese regulators announced
an MOU providing for information sharing on matters relating to
investigations of audits of U.S.-listed Chinese companies. Under the
MOU, the PCAOB is permitted to access audit documents from Chi-
nese accounting firms for use in investigations.210 Shaswat Das, a
senior attorney at Hunton & Williams, was the lead negotiator in
the PCAOB’s discussions with China until 2015, and saw the nego-
tiations break down, in part over China’s insistence that PCAOB
inspection programs not include any SOEs or certain Internet-based
firms.211 Instead, Mr. Das noted in his testimony before the Com-
mission, U.S.-listed Chinese companies continue to operate with lit-
tle oversight under China’s opaque accounting and auditing system,
leaving U.S. investors exposed to exploitative and fraudulent activ-
ities.212

U.S. Stock Exchange Regulations

When FPIs list in the United States, they are subject to rules set
by the exchanges themselves. Rather than enforcing vigorous listing
requirements, however, many U.S. exchanges compete to attract list-

*The Sarbanes-Oxley Act of 2002 created the PCAOB to oversee all accounting firms that
audit public companies listed on U.S. stock exchanges. The PCAOB is a private-sector, nonprofit
corporation, but the SEC is charged with approving PCAOB budgets and rules, appointing board
members, and approving rules. Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, 116 STAT. 745
(July 30, 2002), codified at 15 U.S.C. § 7201 (2002).



100

ings from Chinese companies.213 Compared to other international
exchanges like the Hong Kong Exchange (HKEX) and London Stock
Exchange (LSE), U.S. exchanges have lower barriers to entry for for-
eign firms. For instance, the NYSE and NASDAQ require emerging
growth companies* to provide only two years of audited financial
statements that can be up to nine months old. Meanwhile, the LSE
and HKEX both require all firms to submit three years of audited
accounts that are no more than six months old.214

The NYSE and NASDAQ also have more lenient ownership re-
quirements than the LSE and HKEX.215 This was the primary
sticking point in Alibaba’s 2014 IPO, when Alibaba decided to list on
the NYSE after it was rejected by the HKEX for failing to meet the
exchange’s listing requirements.216 Alibaba’s pre-IPO structure al-
lowed 28 partners (mainly founders and senior executives) to main-
tain control of the board despite owning around 10 percent of the
company.217 While the HKEX refused to permit this structure on its
market, both the NYSE and NASDAQ have no rules preventing this
kind of corporate arrangement and competed for Alibaba’s listing.218

Chinese Bid for the Chicago Stock Exchange

In February 2016, the Chicago Stock Exchange (CHX), which
makes up 0.5 percent of all U.S. stock transactions, announced
it would be acquired by Chongqing Casin Enterprise Group for
$27 million—the first sale of a U.S. exchange to China.21® Casin
is a private Chinese investment holding company, but the deal
attracted the attention of U.S. lawmakers over Casin’s alleged
connections to the Chinese government. Casin’s ownership is dif-
ficult to confirm, but John Kerin, CEO of CHX, admitted the Chi-
nese government may be a minority stakeholder in the firm.220
Additionally, Casin’s chairman, Shengju Lu, maintains ties to the
Chinese government through a seat on a local industry committee
overseen by the mayor of the Chongqing municipality.221

In February 2016, 46 Members of Congress wrote to CFIUS
requesting the sale be closely investigated for any connections
between Casin and the Chinese government.222 Five lawmakers
also wrote to the SEC in December 2016 to ask for an extended
public comment period for review of Casin’s bid.223 According to
Congressman Robert Pittenger (R-PA), the deal could provide the
Chinese government with influence over U.S. financial markets,
making them vulnerable to manipulation that could benefit Chi-
nese firms or the Chinese economy.224 The deal was approved by
CFIUS in December 2016, with the panel finding “no unresolved
national security concerns” in the deal.225 Subsequently, the deal
was submitted to the SEC and is still awaiting approval.226 In
July 2017, 11 Members of Congress wrote to the SEC asking it
to stop the sale of CHX to Casin.22? In August 2017, SEC com-
missioners ruled to delay a decision, overriding a staff recommen-
dation that the deal be approved. SEC commissioners are set to
review and vote on the deal on an unknown date.228

*An emerging growth company is an issuer with the most recent year’s total revenues below
$1 billion. U.S. Securities and Exchange Commission, Jumpstart Our Business Startups Act Fre-
quently Asked Questions, December 21, 2015.
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Implications for the United States

The United States has long benefited from an open investment
environment, encouraging FDI in all but a few sectors, mostly those
with direct ties to U.S. national security. As Chinese FDI to the Unit-
ed States has increased, however, it has become clear that Beijing is
not always motivated by the same commercial considerations that
guide economic policy in Washington. Instead, the CCP has at times
sought to utilize the U.S. investment environment to advantage Chi-
nese firms and industries at the expense of their U.S. competitors.
This reality necessitates a careful review of U.S. investment policies
to preserve vital economic and national security interests.

As Chinese investment flows to the United States reach record
levels, three important trends have emerged. First, most Chinese
FDI in the United States (outside of real estate investments) is
targeting industries deemed strategic by the Chinese government.
Investments in U.S. ICT, for instance, may further the CCP’s goals
of advancing and controlling China’s technology infrastructure, dis-
seminating and controlling information, and protecting national se-
curity. Moreover, investments in U.S. agriculture and biotechnology
ensure the stability of Chinese food imports, increase the efficiency
of China’s agricultural production, and give Chinese agribusinesses
a competitive advantage over other global firms. Taken as a whole,
these investments in strategic industries lead to the transfer of
valuable U.S. assets, IP, and technology to China—particularly in
sectors where the Chinese government does not offer reciprocal ac-
cess to U.S. investments—presenting potential risks to critical U.S.
economic and national security interests.

Second, some private Chinese companies operating in strategic
sectors are private only in name. Instead, the state extends its influ-
ence through an array of measures, including financial support and
other incentives, to influence business decisions and achieve state
goals. This puts U.S. companies in these sectors at a distinct disad-
vantage, with their Chinese counterparts making business decisions
based not on commercial considerations, but on political interests
and with the financial backing of the state.

Third, some Chinese firms are utilizing increasingly sophisticated
methods to acquire strategic U.S. entities. Chinese companies em-
ploy a myriad of methods to circumvent U.S. investment laws and
regulations, including obscuring government-influenced investments
through shell companies, conducting cyber espionage campaigns to
financially weaken and then acquire U.S. firms, and claiming immu-
nity from U.S. lawsuits under FSIA. These methods not only injure
U.S. businesses, but also hinder the work of U.S. regulators; CFIUS
reviews, for instance, are becoming more numerous and complex as
investigators must navigate China’s opaque and complex corporate
structures.

Chinese activities on U.S. capital markets also present challenges
for U.S. financial regulators, though many of these challenges are
not unique to China but are true of all FPIs—particularly those
based in tax havens. Specifically, offshore issuers are obligated to
abide by the laws of their home country, allowing them to operate
with relative anonymity and circumvent U.S. regulations. As a re-
sult, U.S. investors in offshore securities are not only vulnerable to
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fraud schemes, but also lack the legal means to seek restitution for
their losses.

China-based issuers often pose additional challenges because Chi-
na’s state secrecy laws limit foreign access to Chinese firms’ audit
reports, preventing the PCAOB from inspecting certified public ac-
counting firms in China and Hong Kong. This leaves U.S. investors
exposed to potentially exploitative and fraudulent activities by Chi-
nese firms listed in the United States. Meanwhile, the complex list-
ing structures of Chinese issuers, coupled with Chinese authorities’
general unwillingness to actively regulate and protect U.S. inves-
tors, leave U.S. shareholders with no legal recourse to dispute fraud
cases. The SEC and PCAOB—the regulatory bodies tasked with
managing U.S. capital markets—have also been unable to reach an
agreement with Chinese regulators to address the inadequacies of
China’s disclosure practices. After a decade of negotiations with Chi-
nese regulators, it is apparent that, absent a dramatic policy shift,
Beijing is unlikely to cooperate with efforts to make Chinese firms
more accountable to their U.S. investors.
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SECTION 3: U.S. ACCESS TO CHINA’S
CONSUMER MARKET

Key Findings

¢ China’s rebalancing to a more consumption-driven growth
model should present opportunities for U.S. companies in the
e-commerce, logistics, and financial services sectors. However,
U.S. companies operating in China do not have a level playing
field and continue to face significant market access challenges,
including informal bans on entry, caps on foreign equity, licens-
ing delays, and data localization policies.

¢ China is the largest e-commerce market in the world, with
e-commerce sales reaching $787 billion in 2016. According to
the U.S. Department of Commerce, by 2019 an estimated one
out of every three retail dollars in China will be spent online,
the highest percentage in the world. Although China has tra-
ditionally provided the world with its manufactured goods, its
e-commerce boom should offer increased opportunities for U.S.
retailers and brands, with more and more Chinese consumers
purchasing foreign goods. Demand is strong in areas where the
United States excels, such as high-quality foods and supple-
ments, beauty products, and healthcare-related goods.

¢ Although China’s e-commerce market offers opportunities for
U.S. retailers and brands, it is not without its challenges and
risks. While the Chinese government has made some improve-
ments in enforcing intellectual property rights, intellectual
property issues remain a key challenge for U.S. companies op-
erating in China. In particular, the prevalence of counterfeit
goods on Chinese e-commerce platforms continues to hurt U.S.
retailers and brands.

¢ E-commerce has been a key driver of improvements to China’s
$2.2-trillion-dollar logistics sector. Yet, China’s domestic logistics
industry remains underdeveloped, due to the country’s histori-
cal focus on improving export logistics at the expense of domes-
tic logistics infrastructure. This has caused logistics to become a
major bottleneck for China’s e-commerce sector. China’s efforts
to develop and modernize its express delivery industry could
offer U.S. logistics firms like FedEx and UPS opportunities to
expand their China operations.

¢ Financial services have been a major driver of growth within
China’s services sector, increasing 11 percent annually from
2012 to 2016. However, Chinese consumers’ access to financial
services remains inadequate, and most Chinese consumers lack

(112)
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formal credit histories. Improving their access to financial ser-
vices will be critical for raising domestic consumption levels.
In addition, China has made limited progress in implementing
reforms to improve the market orientation and efficiency of its
financial sector.

¢ Financial services are a mainstay of the U.S. economy and a
major services export to China. While China has taken some
steps to expand foreign firms’ access to its financial markets
since joining the World Trade Organization, U.S. financial ser-
vices companies continue to face significant market access
barriers in China. These include informal and formal bans on
entry, equity caps, licensing restrictions, and data localization
requirements. China’s new cybersecurity law poses additional
challenges for U.S. financial institutions operating in China. As
a result, U.S. firms’ market share in China’s financial sector has
been stagnant or declining in recent years.

¢ China has become a global leader in financial technology. Chi-
na’s Internet giants have emerged as significant players not
only in e-commerce and logistics, but also in China’s financial
services sector, particularly in payments and lending.

Recommendations
The Commission recommends:

® Congress direct the Office of the U.S. Trade Representative to
develop criteria for the Notorious Markets List to ensure listed
companies can be held accountable for engaging in or facilitating
copyright piracy and trademark counterfeiting.

e Congress require the Office of the U.S. Trade Representative to
expand the National Trade Estimate’s coverage of China’s digital
trade barriers to include an assessment of their impact on U.S.
industries and whether they comply with China’s World Trade Or-
ganization commitments.

Introduction

Rising incomes in China are expanding a massive new class
of consumers. According to management consulting firm McK-
insey & Company, in 2016 there were 116 million middle-class
and affluent households in China, compared with just 2 million
such households in 2000.* Chinese consumption is projected to
increase by about half—to $6.5 trillion—by 2020, and a growing
amount of domestic consumption is being driven by purchases

*McKinsey defines China’s middle-class and affluent households as having annual disposable
income of at least $21,000. The income threshold for this broad category is significantly higher
than China’s per capita disposable income, which reached $3,520 (RMB 23,821) in 2016. In com-
parison, U.S. national per capita disposable income was $43,914 in 2016. The number of high
net worth individuals in China has also risen dramatically in recent years. According to the
2017 China Private Wealth Report by Bain & Company and China Merchants Bank, Chinese
individuals with at least $1.47 million (RMB 10 million) in investable assets reached 1.6 million
in 2016, up from 180,000 in 2006. U.S. Department of Commerce, Bureau of Economic Analysis,
“Personal Income and Its Disposition,” July 28, 2017; Newsweek, “China Has Nine Times More
Millionaires than a Decade Ago: Survey,” June 20, 2017; Jonathan Woetzel et al., “Capturing
China’s $5 Trillion Productivity Opportunity,” McKinsey Global Institute, June 2016; China Daily,
“China’s Personal Income Rises 6.3 Percent in 2016,” January 20, 2017.
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made online.* China’s stated plans to rebalance to a more con-
sumption-driven economy should present opportunities for U.S.
companies operating in the e-commerce, logistics, and financial
services sectors.

However, U.S. service industries operating in and exporting to
China face an uneven playing field and continue to contend with
significant market access challenges, including informal bans on en-
try, caps on foreign equity, licensing delays, and data localization
policies (see Addendum I).1 U.S. services companies have also strug-
gled to acquire market share in China’s consumer market due to
tough competition from local firms, which had an advantage by en-
tering the market first and continue to benefit from state support.
As a result, it may be increasingly difficult for U.S. companies to be
significant players.

This section analyzes recent developments in China’s e-com-
merce, logistics, and financial services sectors and identifies op-
portunities and challenges for U.S. companies. It examines how
China’s major technology companies are driving innovation in
the country’s consumer market, particularly in the e-commerce
and financial services sectors. The section draws from the Com-
mission’s June 2017 hearing on U.S. access to China’s consumer
market, consultations with industry experts, and open source re-
search.

E-Commerce

Overview of China’s E-Commerce Sector

One of the most dramatic changes in China’s consumer economy
has been the remarkable growth of e-commerce—the buying and
selling of goods and services over the Internet. China is the largest
e-commerce market in the world, with e-commerce sales reaching
$787 billion (renminbi [RMB] 5.3 trillion){ in 2016, a 39 percent
increase from 2015 (see Figure 1).1 By 2019, an estimated one out of
every three retail dollars in China will be spent online, the highest
share in the world.§2

*Online transactions made up a mere 3 percent of total private consumption in 2010; by 2015,
e-commerce accounted for 15.9 percent of all retail sales. Private online consumption in China is
projected to grow by 20 percent annually through 2020 (compared with 6 percent annual growth
in offline retail sales), reaching $1.6 trillion annually, or 24 percent of private consumption. U.S.
Department of Commerce, International Trade Administration, China eCommerce Overview,
2016; Youchi Kuo, “3 Great Forces Changing China’s Consumer Market,” World Economic Forum,
January 4, 2016.

tUnless noted otherwise, this section uses the following exchange rate throughout: $1 = RMB
6.77.

+In comparison, online retail sales in the United States reached $390 billion in 2016. China
overtook the United States to become the world’s largest e-commerce market in 2013, with $278
billion in online retail sales, compared to $260 billion in the United States. China E-Business
Research Center via CEIC database; U.S. Census Bureau, Quarterly Retail E-Commerce Sales,
May 16, 2017.

§In 2016, e-commerce sales in China accounted for 16 percent of total retail sales, compared
to 8 percent of all retail sales in the United States. China E-Business Research Center via CEIC
database; China Daily, “China Retail Sales Grow 9.6 Percent in 2016,” January 20, 2017; U.S.
Census Bureau, Quarterly Retail E-Commerce Sales, 4th Quarter 2016, February 17, 2017.
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Figure 1: Online Retail Sales, China vs. United States, 2011-2016
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Source: China E-Business Research Center via CEIC database; U.S. Census Bureau, Quarterly
Retail E-Commerce Sales, May 16, 2017.

What Is E-Commerce?

The Organization for Economic Cooperation and Development
(OECD) defines e-commerce as “the sale or purchase of goods and
services, conducted over computer networks by methods specifi-
cally designed for the purpose of receiving or placing of orders.
The goods or services are ordered by those methods, but the pay-
ment and the ultimate delivery of the goods or services do not
have to be conducted online.”3 E-commerce can involve physical
goods, services purchased online but delivered in person, and
digital goods and services. The three main types of e-commerce
transactions are:4

¢ Business-to-business (B2B): B2B e-commerce involves
electronic transactions of goods and services conducted be-
tween companies. B2B transactions account for the dominant
share of e-commerce sales globally.

¢ Business-to-consumer (B2C): B2C e-commerce involves sales
by e-commerce companies, or traditional brick-and-mortar retail
and manufacturing firms with online sales channels, to consum-
ers. Businesses reach consumers through social networks, dedi-
cated e-commerce websites, crowdfunding platforms, and mobile
applications (e.g., Amazon or Alibaba’s Tmall).

¢ Consumer-to-consumer (C2C): C2C e-commerce involves
electronic transactions of goods and services conducted between
consumers. These transactions are generally conducted through
a third-party platform (e.g., eBay or Alibaba’s Taobao).
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What Is E-Commerce?—Continued

E-commerce can be difficult to measure due to varying defini-
tions, the speed of its growth, and the fact that many companies
conduct both e-commerce and traditional commerce concurrently.®
A 2016 UN Conference on Trade and Development (UNCTAD)
report notes, “In general, there is scant information on cross-bor-
der e-commerce. Most estimates of e-commerce do not make a
clear distinction between whether it is domestic or international.
What official statistics that exist are typically derived from either
enterprise surveys or consumer surveys. The former can capture
B2C and B2B e-commerce, while consumer surveys capture B2C
and C2C transactions.”®

E-commerce’s impressive growth in China is largely due to an
underdeveloped and fragmented traditional retail market, rapid
Internet penetration, a large and expanding middle class, and
government support for the sector.” E-commerce provides con-
sumers, particularly those in lower-tier cities and rural areas,
with an abundance of choice and accessibility.® China’s rapidly
growing Internet penetration, driven primarily by increasing
smartphone adoption, is also contributing to e-commerce growth.
At the end of 2016, China had 731 million Internet users, or 53.2
percent of the population; 95 percent of China’s Internet users
had mobile access to the Internet.° Mobile e-commerce sales
made up half of all online sales in China in 2015—compared with
a global average of 35 percent—and are projected to account for
74 percent of all online sales in 2020.1° China’s middle class—
largely urban, well-educated, and tech savvy—is fueling demand
for foreign-made goods and high-quality products.* 11 Finally, the
Chinese government has prioritized e-commerce development as
an important element of China’s “Internet Plus” strategy, which
seeks to upgrade China’s economy by integrating the Internet
with traditional industries.j 12

China’s e-commerce ecosystem consists of online marketplaces
and third-party service providers that support companies with pay-
ment fulfillment, logistics, information technology support, and oth-
er areas.13 This ecosystem has a number of key features:

e China’s e-commerce landscape is dominated by the marketplace
model. Around 90 percent of Chinese e-commerce takes place
on online marketplaces—platforms where products are listed by
manufacturers, retailers, and individuals, and the transactions
are facilitated and processed by the marketplace operator.14 Ali-
baba’s Tmall and Taobao are well-known Chinese online market-
places; their counterparts in the United States include Amazon
and eBay.15 In contrast, most online shoppers in North America
and Europe buy from the online stores of brick-and-mortar re-

*Key e-commerce product categories in China include apparel, consumer electronics, cosmetics,
food and beverage, and infant care. Mark Ray, “An Introduction to E-Commerce in China,” Sov-
ereign Group, 2016, 9.

TFor more on China’s “Internet Plus” strategy, see U.S.-China Economic and Security Review
Commission, Chapter 1, Section 3, “13th Five-Year Plan,” in 2016 Annual Report to Congress,
November 2016, 150.
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tailers (e.g., Best Buy, Walmart, and Nike) or online merchants
that manage their own websites, payments, and logistics (e.g.,
Amazon).16 JD.com, China’s second-largest e-commerce compa-
ny after Alibaba, employs an Amazon-style direct sales model,
where the company sources products from brands and suppliers
and sells them directly to customers through its website.* By
selling direct to customers, JD.com is responsible for delivering
items to customers.f

e E-commerce is tightly integrated with social media. Unlike in
the United States, where consumers use separate websites
for specific purposes (e.g., Amazon for shopping, Facebook for
social functions), Chinese e-commerce companies have inte-
grated social media functions into their platforms (see Figure
2).17 In testimony to the Commission, Michael Zakkour, vice
president at global consulting firm Tompkins International,
described China as having “many of the most robust social
media platforms in the world.”18 For example, Alibaba’s Tao-
bao platform functions as a hybrid of Facebook and Amazon,
offering users the ability to interact with their peers and oth-
er shoppers. JD.com teamed up with Chinese Internet giant
Tencent to launch a shopping channel on Tencent’s WeChat,
China’s top social media app.1® According to a 2016 survey
from McKinsey & Company, half of Chinese digital consum-
ers use social media for researching products and making
purchases.i 20

e Cross-border e-commerce is a fast-growing part of China’s
e-commerce market. Cross-border e-commerce purchases
reached $40 billion in 2015—6 percent of China’s total e-com-
merce market—and are expected to triple to 15 percent of the
total market by 2020.21 The United States, followed by Japan
and South Korea, are the most popular countries of origin for
Chinese cross-border e-commerce purchases.?2 Rapid growth
in China’s cross-border e-commerce market has been spurred
by middle- and upper-middle-class consumers looking to buy
higher-quality goods, generally in niche offerings like infant
milk formula, health supplements, and cosmetics.23 Favor-
able government policies, such as lower tariff rates on prod-
ucts purchased through cross-border e-commerce, have also
contributed to its growth.24

*JD.com also offers an online marketplace for third-party sellers to sell their products to cus-
tomers, but it accounts for just 6 percent of its revenue; most of JD.com’s revenue comes from
direct sales. Business Insider, “JD.com Is Gaining Ground on Alibaba,” Business Insider, March 6,
2017; JD.com, “How to Partner with JD.com.” http://corporate.jd.com/forPartners.

TIn contrast, Alibaba and other e-commerce companies that operate under the marketplace
model are not responsible for delivering items to customers. Alibaba, for example, allows custom-
ers to select third-party delivery services that are part of its logistics network, Cainiao.

1A 2015 Deloitte report found that 47 percent of U.S. millennial consumers (defined as con-
sumers between 18 and 34 years old) use social media to inform their shopping purchases, com-
pared to 19 percent of non-millennial consumers. Kasey Lobaugh, Jeff Simpson, and Lokesh Ohri,
“Navigating the New Digital Divide: Capitalizing on Digital Influence in Retail,” Deloitte, 2015, 7.
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Figure 2: A Day in the Life of a Chinese Consumer
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U.S. Access to China’s E-Commerce Market

Market Access for U.S. E-Commerce Companies

China’s digital ecosystem is extremely integrated—social media,
search, e-commerce, and payments are all linked together through
major online platforms (see Table 1).* Success in one segment facil-
itates success in the other. Although foreign companies can operate
e-commerce platforms, they face restrictions in other segments of
China’s digital ecosystem, putting them at a decided disadvantage.

Nonetheless, China’s regulatory framework for foreign investment
in the e-commerce sector has undergone significant liberalization over
the last two years. In China, e-commerce falls under the value-add-
ed telecommunications services subcategory of “online data processing
and transaction processing business.”26 In June 2015, the Ministry of
Industry and Information Technology (MIIT) lifted foreign ownership
restrictions in e-commerce businesses, allowing foreign investors to es-
tablish wholly foreign-owned e-commerce entities in China.2? Previous-
ly, foreign investors were limited to joint ventures with equity owner-
ship capped at 50 percent.t The change means the process for setting
up an e-commerce entity in China is the same for domestic and foreign
companies: a company has to first obtain a business license from Chi-
na’s Ministry of Commerce and then obtain a value-added telecommu-

*The Boston Consulting Group explains, “As consumers move seamlessly through its various
sites, Alibaba collects information on their shopping habits, digital media consumption, logistics
needs, payment and credit history, search preferences, social networks, and Internet interests to
better understand their behaviors and needs—using a ‘unified ID’ to link consumer data across
different sites.” Chris Biggs et al., “What China Reveals about the Future of Shopping,” Boston
Consulting Group, May 4, 2017.

7In China, e-commerce business is divided into two categories: (1) retailing e-commerce, where
a company sells its own merchandise on a website, and (2) platform e-commerce, where the com-
pany operates an online platform for merchandise distributors and retailers. Since 2010, foreign
investors have been allowed to operate wholly-owned online trading websites; this entails filing
for an Internet content provider (ICP) registration with MIIT. Platform e-commerce, however,
required a value-added telecommunications services permit for online data and transaction pro-
cessing; prior to June 2015, foreign investors were restricted to joint ventures with shareholding
capped at 50 percent. Jack Cai, “China Removes VATS Cap for Foreign-Owned Businesses,” Ever-
sheds Sutherland, August 23, 2016; Ian Lewis and Frank Wang, “Wal-Mart Acquisition Shows
China E-Commerce Is Opening Up,” Law 360, September 17, 2015.
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Table 1: China’s Digital Ecosystem Is Highly Integrated

E-Commerce Payments Social Media Search
Alibaba or Taobao Alipay Sina Weibo Shenma
Alibaba- China’s largest | China’s China’s biggest | Mobile search
invested mobile com- largest online social me- engine
service merce platform, | third-par- dia platform
with integrated | ty payment (Twitter-like 6% market
entertainment system, with microblog) share
and social more than 450
features million active 310 million
users, compared | monthly users
Tmall with about
China’s largest | 12 million for
third-party Apple Pay
platform for
brands and 55% market
retailers share
Total payment
80% market volume, 2016:
share $1.7 trillion
Gross mer- (RMB 11.5
chandise value | trillion)
(GMV), 2016:
$556 billion
(RMB 3,767
billion)
Tencent or | JD.com TenPay WeChat Sogou
Tencent- Direct sales Payments Messaging app | Search engine
invested e-commerce integrated into | with integrat-
service platform (simi- | popular mes- ed shopping 3% market
lar to Amazon) | saging app features share
15% market 37% market 890 million
share share monthly users
GMYV, 2016: Total payment
$97.2 billion volume, 2016:
(RMB 658.2 $1.2 trillion Popular mes-
billion) (RMB 8.5 saging app with
trillion) a focus on in-
tegrated games
and blogging
870 million
monthly users
Baidu Baidu Wallet Baidu
Payment China’s largest
system from search engine
largest search
engine 80% market
share
<1% market
share
Services in- | Suning, Vip- 1lqianbao,
dependent shop, Gome Union Mobile
of Alibaba, Financial,
Tencent, ~5% market LianLian Pay,
and Baidu share UnionPay,
Yeepay, 99Bill
7% market
share

Source: Various.25
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nications services permit for online data processing and transaction
processing business from MIIT.28

Walmart was among the first to take advantage of this liberal-
ization, acquiring full ownership of its Chinese e-commerce venture
Yihaodian in July 2015.2° Walmart first invested in Yihaodian in
2012; the website developed a niche in grocery sales but has strug-
gled to gain market share.30 Yihaodian accounted for just 1.1 percent
of China’s retail e-commerce market sales in 2016, or $8.7 billion.3!
In June 2016, Walmart shifted gears with its China strategy, selling
Yihaodian to JD.com for a 5 percent stake in JD.com.32 Under the
deal, Walmart continues to operate the platform and stands to gain
a significant amount of traffic from JD.com’s massive customer base
as well as access to its delivery network services.33

However, foreign companies continue to face numerous legal and
regulatory challenges. Value-added telecommunications services oth-
er than e-commerce, such as social network sites, search engines,
and cloud computing, are still subject to the foreign shareholding
cap of 50 percent.3* In addition, many goods and services open to
foreign investment still require other permits. For example, the
online sale of pharmaceutical products requires a separate permit
from China’s Food and Drug Administration.35

Ultimately, the recent liberalization of China’s e-commerce sector
may have come too late for foreign e-commerce companies. China’s
e-commerce market has become saturated, leaving little room for for-
eign or smaller local players to compete.3¢ Alibaba dominates China’s
e-commerce market, accounting for 57 percent of the online B2C mar-
ket with Tmall in 2016 (see Figure 3).37 JD.com, Alibaba’s main com-
petitor, holds 25 percent market share, while other players—including
Suning, VIPShop, Gome, Walmart-invested Yihaodian, and Amazon’s
China operation—have a combined 18 percent market share.38

Figure 3: Market Share of Retail E-Commerce Players in China, 2016
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Note: Total e-commerce sales in China reached $787 billion in 2016.
Source: iResearch Consulting Group, “Retail E-Commerce Sales Share in China, by Site, 2016,”
February 21, 2017.
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Meanwhile, Chinese Internet companies—in particular, Alibaba—
are beginning to establish a presence in the United States. Since
the failed debut of 11 Main in 2014—Alibaba’s online retail site
catering to U.S. consumers—Alibaba’s e-commerce strategy has fo-
cused on encouraging U.S. companies to sell to Chinese consumers
through its e-commerce platforms while making strategic invest-
ments in U.S. e-commerce companies to gain familiarity with the
U.S. market.39 Alibaba founder and executive chairman Jack Ma is
seeking to cultivate ties with senior U.S. government officials. In a
January 2017 meeting with then President-elect Donald Trump, Mr.
Ma discussed Alibaba’s plans to bring one million U.S. small and
medium-sized businesses to its platform over the next five years.40
Alibaba followed this outreach by holding a conference in Detroit
in June 2017 to educate U.S. small businesses and agricultural pro-
ducers about the company and opportunities in China’s e-commerce
market.41 In July 2017, Mr. Ma co-chaired a gathering of 20 leading
business executives from the United States and China, attended by
U.S. Secretary of Commerce Wilbur Ross, a day prior to the U.S.-Chi-
na Comprehensive Economic Dialogue.42 In addition to e-commerce,
Alibaba is pursuing ventures in cloud computing services and finan-
cial services in the U.S. market.43

Sales Channels for U.S. Retailers and Brands

While China has traditionally provided the world with its manu-
factured goods, its e-commerce boom should offer increased oppor-
tunities for U.S. retailers and brands, with more and more Chinese
consumers purchasing foreign goods.4* According to estimates from
research firm eMarketer, 15 percent of Chinese consumers bought
foreign goods online in 2016; that share is expected to rise to 25 per-
cent by 2020.45 These consumers are typically younger and middle
class.* Rising incomes and persistent quality and safety problems
with domestic products are contributing to a growing demand for
foreign products, particularly in areas where the United States ex-
cels, such as high-quality foods and supplements, beauty products,
and healthcare-related goods.46

U.S. retailers and brands can sell to Chinese consumers through
several channels:

® Direct sales from a website hosted outside of China. In his tes-
timony to the Commission, Richard Cant, Asia counsel at ADX
Net Inc., noted this was the easiest way for foreign companies to
sell products to Chinese consumers. This approach does not re-
quire the company to set up a legal entity in China.4” The main
drawback, however, is that Chinese consumers rarely purchase
products on foreign websites, deterred by the language barrier,
different payment methods, high shipping costs, and long deliv-
ery times.4® Foreign websites also run the risk of being blocked
by Chinese authorities, who maintain an extensive Internet
censorship regime. (For more on China’s censorship regime, see

*For example, Alibaba reported 70 percent of customers on Tmall Global, its cross-border
e-commerce platform, are between the ages of 24 and 32, live in first- and second-tier cities,
and have an annual income of at least $14,770. He Wei, “Survey Says More E-Shoppers to Buy
Foreign Stuff by 2020,” China Daily, February 16, 2017; Adam Najberg, “Cross-Border Shopping
Surged on Alibaba’s Tmall Global in 2016,” Alizila, December 22, 2016.
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Chapter 3, Section 5, “China’s Domestic Information Controls,
Global Media Influence, and Cyber Diplomacy.”)

e Direct sales from a self-owned website hosted in China. Compa-
nies can sell directly to Chinese consumers by setting up a local
Chinese website with order processing capabilities.4? To set up
a website hosted in China, foreign companies are required to
establish a legal entity in China; the legal presence could be a
joint venture or a wholly foreign-owned enterprise.?® The com-
pany then needs to apply for an Internet content provider (ICP)
license.*

e Sell through a Chinese third-party platform. The most common
approach for foreign brands is to establish a presence on a do-
mestic third-party platform like Tmall and JD.com. This ap-
proach allows sellers to take advantage of a domestic platform’s
customer base and traffic flow.51 However, Mr. Cant explained,
these platforms encourage the presence of major international
foreign brands and retailers, but not smaller foreign compa-
nies.52 Although Chinese law places no explicit restrictions on
foreign companies selling through a domestic e-commerce plat-
form, each platform has developed its own requirements for for-
eign businesses that represent “very high barriers to entry.”53
Chinese platforms generally require sellers to have a local Chi-
nese business license, locally registered trademarks, and tax
registration documents before they are able to set up a store.54
Foreign sellers also need to maintain local inventory, fulfilment,
and customer support, which means they either need to estab-
lish a local Chinese entity or find a local partner to provide
those services on the seller’s behalf.55

e Sell through cross-border pilot platforms. China has established
pilot cross-border e-commerce zones in 15 Chinese cities, which
offer preferential tax policies and streamlined customs clear-
ance procedures.f Chinese e-commerce companies have set up
cross-border e-commerce platforms to meet growing demand for
foreign products, with Alibaba launching Tmall Global in 2014
and JD.com launching JD Worldwide in 2015.56 Foreign compa-
nies selling through these platforms can ship products directly
from their own warehouse or through a bonded warehouse in
China; this allows foreign companies to bypass the need to es-
tablish a legal entity in China or work through a local distrib-
utor.57

*There are two types of ICP licenses: commercial and noncommercial. A commercial ICP li-
cense allows the company to engage in online sales and payment transaction, while a noncom-
mercial ICP license allows the company to do just brand promotion and business development
(i.e., information functions). In June 2015, MIIT announced that wholly foreign-owned enterprises
can apply for a commercial ICP license; previously, wholly foreign-owned enterprises could only
apply for noncommercial ICP licenses. Richard Hoffmann, “WFOE Can Apply for a Commercial
ICP License for E-Commerce Business,” Ecovis, February 16, 2016.

TThe 15 cities are Hangzhou (population: 9.2 million), Tianjin (15.6 million), Shanghai (24.2
million), Chongqing (30.5 million), Hefei (7.9 million), Zhengzhou (9.7 million), Guangzhou (14
million), Chengdu (16 million), Dalian (7 million), Ningbo (7.9 million), Qingdao (9.2 million),
Shenzhen (12 million), Suzhou (10.6 million), Fuzhou (7.6 million), and Pingtan (431,000). Chi-
na’s National Bureau of Statistics via CEIC database; China’s Ministry of Commerce, MOFCOM
Spokesman Comments on the General Supervision Arrangement after Transitional Period of
Cross-border E-Commerce Retail Import, March 19, 2017; Tom Brennan, “How Foreign Brands
Can Find Fortune in China Right Now,” Alizila, April 5, 2016.
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Challenges for Foreign Retailers and Brands

While the size of China’s e-commerce market offers opportunities
for foreign retailers and brands, it is not without its challenges and
risks. Key challenges include uncertainty over the evolving regula-
tory framework for cross-border e-commerce, intellectual property
rights enforcement, and data localization policies.

e Changing regulatory environment for cross-border e-commerce.
Cross-border e-commerce’s rapid growth in recent years has
drawn the attention of Chinese regulators. Facing pressures
from traditional retailers at home and the loss of tax revenue,
in April 2016 the Chinese government announced several new
tax policies targeting cross-border e-commerce.* The new poli-
cies would subject goods purchased through cross-border e-com-
merce platforms to tariffs, value-added tax, and consumption
taxes, instead of the postal parcel tax previously applied.?8 In
addition, China’s Ministry of Finance announced it would create
a “positive list” of foreign products allowed for purchase through
cross-border e-commerce and some products on the list would
have to obtain import licenses.?® In response to concerns from
cross-border e-commerce stakeholders, Chinese regulators sus-
pended the policy for a one-year grace period, which has subse-
quently been extended to the end of 2018.60

e [Intellectual property rights enforcement. The sale of counterfeit
and pirated goods on Chinese e-commerce platforms remains
a challenge for U.S. retailers and brands.6! Mr. Zakkour noted
in his testimony to the Commission, “While the Chinese gov-
ernment has ample laws regarding intellectual property on the
books, enforcement efforts have at times been uneven.”62 In
2016, the Office of the U.S. Trade Representative (USTR) added
Alibaba’s Taobao back to its list of “notorious markets” known
for selling counterfeits, citing brand owners’ complaints about
the proliferation of fakes on the company’s platform and hur-
dles to removing counterfeit items from the site.63 According to
the USTR report, Taobao “is an important concern due to the
large volume of allegedly counterfeit and pirated goods avail-
able and the challenges right holders experience in removing
and preventing illicit sales and offers of such goods.”¢¢ Alibaba
argues counterfeit goods are an industrywide problem in Chi-
na and it has increased measures to remove fake goods from
its e-commerce platforms.T While legal remedies for intellectual
property infringement are improving and the Chinese govern-
ment has increased enforcement efforts to crack down on online
sellers of fraudulent goods, fake goods remain widespread.65 Ac-
cording to Fortune Magazine, U.S. sneaker maker New Balance
estimates as much as 90 percent of the company’s listings on

*Previously, goods imported through cross-border e-commerce were exempt from certain import
duties, consumption tax, and value-added tax, and were liable only for personal postal articles
tax. Generally, personal postal article taxes were lower than taxes for the same item sold through
conventional trade. Bloomberg News, “A $60 Billion E-Commerce Loophole in China May Be Nar-
rowing,” May 18, 2017; Mark Ray, “An Introduction to E-Commerce in China,” Sovereign Group,
2016, 25.

TThese measures include introducing a program to expedite the notice-takedown process for
brands and taking legal action against sellers of counterfeit goods. Alibaba Group, “Alibaba Group
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Taobao are counterfeit.66 Alibaba said it removed 380 million
infringing listings on Taobao in the first eight months of 2016.67

¢ Data localization. China’s draft e-commerce law, released in De-
cember 2016, mandates the local storage of Chinese consumer
data.68 Under the draft law, both foreign platforms that allow
Chinese companies to sell on them (e.g., Amazon China) and
companies operating outside of China but targeting Chinese
consumers would be subject to the requirement.6® China’s new
cybersecurity law may also mandate data localization for com-
panies in the e-commerce sector, depending on whether e-com-
merce is deemed “critical information infrastructure.”* (For
more on China’s cybersecurity law, see Chapter 1, Section 1,
“Year in Review: Economics and Trade.”) Data localization can
increase costs for foreign companies, which would have to set up
their own server or contract out to domestic suppliers to store
data within China.’® Foreign companies have reported de fac-
to requirements to store data locally, but the cybersecurity law
and pending e-commerce law are expected to formally codify
these requirements.”1

Logistics

Rising domestic consumption is fueling consumer demand for more
efficient and reliable logistics services. The country’s massive logis-
tics sector is worth $2.2 trillion, compared to the $9 trillion global
logistics market, according to logistics consultancy Armstrong & As-
sociates.”? China’s domestic logistics industry remains underdevel-
oped; historically, most of China’s investments focused on improving
export logistics infrastructure at the expense of domestic logistics
infrastructure.”® The World Bank’s 2016 Logistics Performance In-
dex puts China in 27th place out of 160 countries.”* China’s logistics
costs are relatively high, at 15 percent of gross domestic product
(GDP) in 2016, compared to the global average of 13 percent.”®> The
industry is also extremely fragmented, with state-owned enterprises
dominating logistics segments formerly or currently closed to pri-
vate participation (e.g., Sinotrans in offshore shipping and China
Post in domestic mail delivery), making it difficult for integrated
service providers to emerge.”6

The Chinese government has prioritized logistics improvements
as key for expanding domestic consumption.”” China’s 13th Five-
Year Plan directed that support be provided to the domestic logistics

Platform Governance Annual Report 2016,” May 2017, 5; Michael Zakkour, “Amazon and Alibaba
Fight Fakes with a New Weapon: Lawyers,” Forbes, January 12, 2017; Cao Li, “Alibaba Faces
Growing Pressure over Counterfeit Goods,” New York Times, December 22, 2016.

*The law identifies some sectors, including energy, finance, transportation, public information,
and other sectors deemed important to national security as critical information infrastructure,
but does not define the term, leaving that decision to the State Council. Draft regulations issued
by the State Council in July 2017 suggest an expansive scope for what constitutes critical infor-
mation infrastructure; it names a number of sectors—including cloud computing, big data, and
other such large-scale public information network services—in addition to the sectors identified
in the cybersecurity law. In addition, the draft regulation proposes a discretionary process for
identifying critical information infrastructure, to be jointly managed by the MIIT, Ministry of
Public Security, and Cyberspace Administration of China. Analysts believe e-commerce companies
are likely to be deemed critical information infrastructure as they could fall under a number
of sectors already identified; for example, as big data and cloud services providers. Paul Triolo,
Roger Creemers, and Graham Webster, “China’s Ambitious Rules to Secure ‘Critical Information
Infrastructure,”” New America, July 14, 2017, Hogan Lovells, “China Passes Controversial Cyber
Security Law,” November 2016, 1.



125

industry and outlined policies to lower taxes and reduce costs in the
logistics sector.”® Recent government policies have also emphasized
greater industry consolidation and the international expansion of
domestic firms.”?

The domestic express delivery* sector—the segment closest to
Chinese consumers—owes much of its recent rapid growth to Chi-
na’s e-commerce boom.8% China is the world’s largest express deliv-
ery market, with total parcel volume reaching 31 billion parcels in
2016, about 1.5 times that of the United States.8! Online shopping
accounted for 60 percent of China’s parcel volume.82 The express
delivery sector generated $59 billion (RMB 397 billion) in revenue
in 2016 and grew at a compound annual rate of about 40 percent
over the past five years (see Figure 4).83

Figure 4: China Express Delivery Market, Annual Revenue, 2011-2016
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Source: State Postal Bureau via CEIC database.

Despite its recent growth, China’s express delivery industry re-
mains inefficient and highly fragmented, with an estimated 8,000
domestic competitors, mostly small and medium-sized firms.8¢ In
2015, China’s top five express delivery companies—ZTO Express,
YTO Express, STO Express, Yunda Express, and SF Express—held
a combined 60 percent of total market share, with no single firm
holding more than 15 percent market share.f State-owned China
Post is another key player, although the company has been losing
market share to private delivery companies.85

*Express delivery logistics involves companies moving mail or package shipments on a
time-definite basis.

TIn contrast, in mature logistics markets such as the United States, Europe, and Japan, the
express delivery industry is generally consolidated among a few market leaders. In the United
States, for example, the top two players held 80 percent of market share by volume in 2015. U.S.
Securities and Exchange Commission, Form F-1 Registration Statement, ZTO Express, September
30, 2016, 104.
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The industry’s fragmentation is due in part to local protection-
ism, whereby local governments require delivery firms to main-
tain local licenses and offices where they operate; the multiple
levels of licensing and a lack of standardization in licensing re-
quirements in different jurisdictions make it harder for firms to
build up national networks.86 Fierce competition in the sector
has led to margin erosion: over the past decade, the average cost
of delivering a package fell by almost 60 percent to $1.90 (RMB
12.8) in 2016.87 In the United States, the average cost per pack-
age is $10.88 Given these competltlve dynamics, a growing num-
ber of express delivery companies are diversifying their business-
es to cover other parts of the supply chain, such as warehousing
services and logistics finance.89 Over the last year, major private
express delivery companies have gone public to raise capital for
expanding and diversifying their businesses.*

In response to the country’s lagging domestic logistics infra-
structure, Chinese e-commerce companies are developing logis-
tics capabilities.?? Some companies, such as JD.com, Suning, and
Vipshop, opted to develop self-owned and self-managed logistics
networks.91 Alibaba took a different approach, launching Cainiao
Network Technology, an alliance of express delivery firms and
e-commerce companies, in 2013.92 Cainiao acts as a facilitator:
its real-time information platform coordinates the shipping activ-
ities, warehouses, transport fleets, and distribution centers owned
by its member companies.?3 Cainiao’s network also includes major
international logistics providers, such as DHL, the United States
Postal Service, and Singapore Post.?¢ Cainiao’s partnerships with
domestic and international logistics companies enable it to inte-
grate massive logistics data flows for improved delivery tracking
and user feedback.95

U.S. Access to China’s Logistics Market

As a country that is the world’s largest exporter and is also re-
balancing toward value-added services like express delivery, China
presents an attractive market for foreign logistics companies. For-
eign logistics firms have been operating in China since the 1980s
through joint ventures or other local operations.®¢ However, while
established international express delivery operators like UPS, Fed-
Ex, and DHL dominate China’s international express delivery mar-
ket, they represent only a small fraction of the domestic express
delivery market.97

Domestic Express Delivery

Based on China’s World Trade Organization (WTO) commitments,
foreign express delivery companies have been able to establish for-
eign-owned subsidiaries in China since 2005.9% Nevertheless, for-
eign companies are blocked from the document segment of China’s
domestic express delivery market, where China Post maintains a le-

*For example, ZTO Express listed on the New York Stock Exchange in October 2016. Over
the past year, SF Express, STO Express, YT'O Express, and Yunda Express went public in China
through reverse merger takeovers (i.e., the acquisition of a public company by a private company
S0 the private company can circumvent the long and complex process of going public. Winnie Lo,

“Last Mile Delivery: A Pain Point of Online Shopping,” Fung Business Intelligence, March 2017;
(R;yarllO McMorrow, “ZTO Express of China Has Largest U.S. I.P.O This Year,” New York Times,
ctober 27, 2016.
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gal monopoly.?? In addition, the USTR’s 2016 Report to Congress on
China’s WTO Compliance notes, “Over the years, China has issued a
variety of measures that have appeared to undermine market access
for foreign companies and have raised questions in light of China’s
obligations.” 100

Notably, China’s 2009 Postal Law introduced a new permitting
system that required private express delivery firms—both foreign
and domestic—to reapply for licenses from the State Postal Bu-
reau.101 However, according to the USTR, the State Post Bureau
“severely delayed” the application approval process for foreign firms,
“significantly hampering their ability to compete.”192 Before the law
went into effect, FedEx and UPS held 58 and 33 licenses, respective-
ly, but they had to reapply for these licenses once the law went into
effect.103 It was not until 2012 that the two received new licenses,
and it was only in 2014 that the companies returned to their 2009
license levels.194 According to the USTR, during the same period
the State Postal Bureau “continued to quickly approve permit re-
quests from Chinese domestic delivery companies.”195 Foreign firms
continue to face discriminatory treatment in receiving approval for
domestic licenses.106

China’s domestic express market is of limited interest to foreign
firms, due in part to regulatory complexity.197 A more significant
challenge, however, is how intense competition between domestic
companies has driven prices down, making it difficult for foreign
firms to turn profits.198 As a result, foreign express delivery firms
have not made significant inroads: in 2015, foreign companies held
less than 1 percent of market share in the domestic express sec-
tor.109 DHL withdrew from China’s domestic delivery market in
2011, citing a lack of cost advantage.110

International Express Delivery

China’s international express delivery market was opened to for-
eign companies beginning in the early 1980s; at the time, China’s
state-owned players had limited capacity for international deliv-
ery.111 Foreign logistics firms continue to focus their China strategy
on international delivery, mainly for multinational clients, but in-
creasingly for Chinese companies in industries driving consumption
growth in China.112 The big four global carriers (FedEx, UPS, DHL,
and TNT) account for about 80 percent of China’s international ex-
press market, due to their advanced freight solutions and global
reach.113

Unlike the shipment of goods to Chinese consumers (discussed
in the previous section, “Domestic Express Delivery”), foreign
firms see growing opportunities in China’s international ex-
press delivery market, particularly with the rise of cross-border
e-commerce.l14 Over the past two years, Amazon has expanded
its cross-border logistics offerings in China. Amazon obtained
an ocean freight forwarding license in 2016, allowing it to han-
dle the shipment of goods from Chinese sellers on its site to its
warehouses in the United States, and the company is current-
ly developing an air cargo service for Chinese customers.115 In
May 2017, UPS announced a joint venture with SF Holding, the
parent company of China’s largest domestic express company SF
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Express, to provide international delivery services from China to
the United States.116 The partnership will enable SF Express to
leverage UPS’s extensive global network and UPS to tap into SF
Express’s vast network within China.117

Warehousing

China suffers from a dearth of modern warehouses. According to
industry experts, less than 20 percent of China’s warehouses are
categorized as modern, with fully computerized tracking systems
and advanced retail technology.11® To put this in perspective, Chi-
na’s stock of modern warehouses is about that of Southern Califor-
nia.119 Industry analysts estimate as much as $2.5 trillion may be
needed over the next decade for land and warehouse construction to
cope with growing warehousing needs driven by China’s e-commerce
boom.120 As a result, China’s warehouse sector has drawn invest-
ments from major international warehouse companies like Prolo-
gis and Global Logistics Properties as well as global private equity
firms like Blackstone and Carlyle Group.121

Financial Services

Financial services have been a major driver of growth for China’s
services sector, increasing about 11 percent annually from 2012 to
2016.122 However, China has made limited progress in implement-
ing reforms to improve the market orientation and efficiency of its
financial system. Moreover, Chinese consumers’ access to financial
services remains limited, and improved access will be critical for
raising domestic consumption levels. While China’s traditional finan-
cial services sector lags behind that of developed markets, China’s
mix of a large and underserved small- and medium-sized enterprise
(SME) market, rapid online and mobile penetration, e-commerce
development, and regulatory facilitation has driven innovation in
financial services.123 China’s Internet giants have emerged as signif-
icant players in China’s financial system, particularly in payments
and lending.

Financial services are a mainstay of the U.S. economy and a lead-
ing services export to China. U.S. financial services exports to China
have steadily grown over the last decade, from $726 million in 2006
to $4 billion in 2016 (see Figure 5).* 124 Despite the size of China’s
financial sector, however, U.S. financial services exports to China
were just 3.5 percent of total U.S. financial services exports, which
reached $113 billion in 2016.7125 Although China has taken some
steps to expand foreign firms’ access to its financial markets since
joining the WTO in 2001, foreign firms remain marginal players
due to formal and informal market access barriers imposed by the
Chinese government.} 126

*The U.S. Bureau of Economic Analysis maintains separate categories for financial services
and insurance services in its international transactions data. In this report, U.S. financial ser-
vices exports refers to both financial services and insurance services exports. U.S. Department
of Commerce, Bureau of Economic Analysis, U.S. International Economic Accounts: Concepts and
Methods, June 2014, 20-22.

tFor comparison, in 2016, U.S. financial services exports to India, Japan, and the European
Union were $1 billion, $5.5 billion, and $34.2 billion, respectively. U.S. Department of Commerce,
Bureau of Economic Analysis, Table 1.3. U.S. International Transactions, Expanded Detail by Area
and Country, June 20, 2017.

£A 2016 U.S. International Trade Commission working paper on the economy-wide effects of
reduced policy barriers to foreign investment in China’s financial services sector found that a 50
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Figure 5: U.S. Financial Services Exports to China, 2006-2016
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Banking

Foreign banks have helped China’s banking sector develop by
bringing in capital and expertise in corporate governance and risk
management, but have struggled to build a presence in China.127
While China has taken steps to gradually expand foreign firms’ ac-
cess to the banking sector since 2001, foreign banks continue to
face ownership restrictions, licensing barriers, and restrictive tech-
nology policies.128 As a result, foreign banks remain minor players
in China’s banking sector. According to data from the China Bank-
ing Regulatory Commission (CBRC), foreign banks’ market share
in China was just 1.36 percent at the end of 2016, compared to 2.3
percent in 2007 (see Figure 6).129 This is far below the 20 percent
market share foreign banks hold on average in OECD countries and
the nearly 50 percent market share foreign banks hold in emerging
markets and developing countries.130

Profits at Chinese units of foreign banks have been declining: in
2015, the after-tax profit of foreign banks in China was $2.3 billion
(RMB 15.3 billion), a 22 percent decline year-on-year.131 Some foreign
banks have even started to scale back their presence in China. In 2016,
Citigroup sold its stake in China Guangfa Bank and Deutsche Bank
sold its 20 percent stake in Hua Xia Bank.* Still, many foreign banks

percent reduction of investment barriers would increase foreign affiliate sales in China’s finan-
cial services sector by 58 percent. Wen Jin Yuan, “The Effect of Reducing Investment Barriers in
China’s Construction and Financial Services Sectors on the Chinese Economy,” U.S. International
Trade Commission Working Paper, December 2016.

*Analysts argue that foreign banks have been scaling back in China in part because of their
inability to gain traction with Chinese clients. Larger macroeconomic factors not specific to China
may also have factored into their decision; for example, foreign banks’ global revenue and profits
have been suffering from a strong U.S. dollar and narrowing interest margins. Leng Cheng, “Still
Minor Players, Foreign Banks Shift Focus,” Shanghai Daily, April 26, 2017; Chu Daye, “Despite
Lack of Success in China, Foreign Banks’ Investments Still Pay Off,” Global Times, January 9,
2017.
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Figure 6: Foreign Banking Assets in China, 2011-2016
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are taking a long-term view in China and see their local offices as a
platform to serve foreign clients in the country, while working to gain
business with Chinese companies and wealthy individuals with over-
seas fundraising and wealth management needs.132 A 2015 report from
Ernst & Young noted the firm “[does not] expect many new foreign
banking entities ... to seek to enter the mainland China market over
the next five years. The greater opportunity lies with Chinese banking
customers expanding cross-border, where they can be served by foreign
banks with global networks.”133

Market Access for Foreign Banks

In China, foreign banks can operate either as subsidiaries (which
can be wholly foreign-owned or joint venture banks) or branches.134
China continues to limit foreign investment in its banking sector.
Foreign equity holdings in domestic commercial banks are capped
at 20 percent for a single foreign investor and 25 percent for total
foreign ownership.*135 Foreign equity stakes in domestic securities
and asset management companies are restricted to 49 percent.j 136

*Under its WT'O General Agreement on Trade in Services commitments, China agreed to allow
foreign financial institutions to provide foreign currency services in China without chent or geo-
graphic restrictions immediately upon accession. Within five years after accession, “any existing
non-prudential measures restricting ownership, operation, and juridical form of forelgn financial
institutions, including on internal branching and licenses [would] be eliminated.” China main-
tains its restrictions on foreign equity in existing domestic banks are consistent with its WTO
commitments, arguing “what China had committed in its services schedule was to allow qualified
foreign financial institutions to establish Chinese-foreign joint-venture banks without any limita-
tion on the equity share. ...However, the issue of foreign equity participation in China’s domestic
banks [is] an issue of cross- border merger and acquisitions, which [is] beyond the scope of China’s
WTO accession commitments.” World Trade Organization, Report of the Meeting Held on 27 No-
vember 2006, November 30, 2006; World Trade Organization, Report of the Working Party on the
Accession of China, Part II - Schedule of Specific Commitments on Services, November 10, 2001.

TChina’s Ministry of Finance announced in November 2016 it will gradually increase the 49
percent ownership cap for foreign investors, but did not specify a timetable. Bloomberg News,
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Foreign banks have struggled to expand their branch networks
due to restrictions on foreign bank branch openings.137 According to
CBRC data, at the end of 2016 there were 39 locally incorporated
foreign banks and 1,031 branches of foreign banks operating in Chi-
na, or about 0.4 percent of China’s network of 228,000 branches.138
In her testimony to the Commission, Anne Stevenson-Yang, research
director at J Capital Research, explained, “Without branches, [for-
eign banks] cannot collect deposits, and without deposits, they can-
not extend loans, because loans are strictly limited to a proportion
of deposits.”139

In late 2014, China’s State Council released amendments to
the Foreign Bank Administrative Regulations relaxing restric-
tions on foreign bank branch openings and foreign banks engag-
ing in RMB-denominated business.14? Previously, the CBRC re-
quired foreign banks to operate a representative office in China
for at least two years before setting up a branch in China, and
foreign banks could apply for only one new branch at a time.141
The amendments lifted these requirements and shortened the
required waiting period for foreign banks to apply for an RMB
license from three years after establishing operations in China
to one year.142

China’s technology policies pose additional challenges for for-
eign banks and other financial institutions operating in China.
Under China’s new cybersecurity law, critical information infra-
structure providers—which includes the financial services sec-
tor—are required to store data collected during the course of
their business operations within China, although China appears
to have granted firms a grace period until 2018 to comply with
some requirements.143 The law also subjects critical information
infrastructure operators to security reviews by Chinese author-
ities to ensure they use products that meet China’s standards
of “secure and controllable” technology, the exact parameters for
which are unclear.244 In his testimony to the Commission, Michael
Hirson, Asia director at Eurasia Group, noted that depending on
how China implements the law in practice, “this could result in
anything from an irritation to a major business impediment.” 145
According to Mr. Hirson, “The danger is that [foreign financial]
firms will be unable to use significant parts of their global IT in-
frastructure in China, and be forced to use domestic substitutes,”
putting them at a significant disadvantage relative to domestic
competitors.146 (For more on China’s cybersecurity law, see Chap-
ter 1, Section 1, “Year in Review: Economics and Trade.”)

Payments

Over the last six years, Chinese consumers have quickly shift-
ed from making payments with cash to cards and digital alter-
natives.147 In 2010, 61 percent of China’s retail consumption was
transacted in cash; that share fell to an estimated 37 percent in
2016, according to data from financial research firm Kapronasia (see
Figure 7).148 In 2016, 43 percent of consumer retail spending in Chi-
na was card based, up from 35 percent in 2010.14° Most dramatical-
ly, digital (Internet and mobile) payments accounted for 20 percent

“China Pledges to Allow More Ownership of Brokerages,” November 11, 2016.



132

of retail transaction volumes in 2016, up from 3 percent in 2010.150
The rapid uptake and use of bank cards and digital payments is due
in large part to China’s e-commerce boom and government policies
promoting noncash payments.151

Figure 7: China Retail Consumption by Payment Type, 2010-2020
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Source: U.S.-China Economic and Security Review Commission, Hearing on U.S. Access to Chi-
na’s Consumer Market: E-Commerce, Logistics, and Financial Services, written testimony of Zen-
non Kapron, June 22, 2017.

China’s payments sector has long been dominated by UnionPay,
the country’s state-owned payment card clearing and settlement
network. Owned by a consortium of Chinese state-owned banks and
led by a succession of former People’s Bank of China (PBOC) offi-
cials, UnionPay has held a near-monopoly over China’s bank card
market.152 Until 2015, UnionPay was the sole entity allowed to pro-
vide clearing services for RMB transactions.153 According to PBOC
data, Chinese bank card payment transactions reached $8.4 trillion
in 2016 (see Figure 8) and the market is projected to become the
world’s largest by 2020.15¢ Debit cards dominate China’s payment
card market, accounting for 92 percent of the total number of bank
cards in circulation in 2016.155 Low credit card penetration stems
partly from a lack of consumer credit ratings.1°6 As of 2015, the
PBOC had credit histories for 380 million Chinese citizens, less than
one-third of China’s adult population.* 157

Market Access for Foreign Payment Companies

The size of China’s payments market offers opportunities for U.S.
companies, but they face regulatory challenges and stiff competition
from domestic incumbents. China committed to granting access to
foreign payment companies as part of its accession to the WTO in

*In comparison, 89 percent of U.S. adults have credit scores. Zennon Kapron and Michelle
Meertens, “Social Networks, e-Commerce Platforms, and the Growth of Digital Payment Ecosys-
tems in China,” Better Than Cash Alliance, 28.
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Figure 8: Chinese Bank Card Payment Transactions, 2006-2016
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2001, but did not honor that commitment, prompting a U.S. chal-
lenge.158 A 2012 WTO ruling determined China’s policies governing
access to its domestic electronic payments market unfairly discrim-
inated against foreign payment card companies.159 In response to
the WTO ruling, in 2015 the State Council announced it would allow
qualified domestic and foreign companies to apply for licenses to
clear domestic Chinese payments.160 According to the PBOC, foreign
companies can set up bank card clearing businesses by meeting the
same requirements as domestic companies.* Previously, UnionPay
was the only entity allowed to provide clearing services for RMB
transactions.161

However, in November 2014 the PBOC announced a new tech-
nical standard that would raise the costs of market participation
for foreign card companies.’62 The new PBOC rules require bank
cards issued in China to comply with a technical standard known as
PBOC 3.0.163 The PBOC 3.0 standard is only used by UnionPay and
is incompatible with the global industry standard, EMV, because it
uses different encryption methods.164 Visa, MasterCard, and other
foreign payment companies would have to redesign their cards, po-
tentially at great cost, to meet the new payment standards.1%5

As part of the initial outcomes of the 100-day action plan to ad-
dress trade and investment issues between China and the United
States, China agreed to issue guidelines to allow U.S.-owned suppli-
ers of electronic payment services to “begin the licensing process.” 166

*These requirements include that applicants hold at least RMB 1 billion ($152 million) in reg-
istered capital and meet China’s national and industry security standards. In addition, foreign
bank card companies are required to set up a local entity and obtain a bank clearing permit. Roy
Zou, Mark Parsons, and Andrew McGinty, “China Opens up the Domestic Bank Card Clearing
Market to Foreign Competition,” Hogan Lovells, May 12, 2015; Shu Zhang and Matthew Miller,
“China Opens Its Markets to Foreign Bank Card Companies,” Reuters, June 7, 2016.
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The PBOC released guidelines in June 2017 laying out a two-step
licensing process; industry analysts believe the process could take
two years or longer.167 According to Ker Gibbs, chairman of the
American Chamber of Commerce in Shanghai, “Opening the mar-
ket for electronic payments is mainly symbolic.... At this point the
domestic players are well entrenched so foreign companies will have
a hard time entering.”168 Nonetheless, major U.S.-based payment
companies, including MasterCard and Visa, have indicated they
plan to apply for domestic payment licenses.169

In order to operate in the Chinese market, U.S. payment net-
works like Visa and MasterCard partnered with Chinese banks to
offer cobranded cards in China. Under this arrangement, foreign
payment networks processed foreign currency payments for Chinese
cardholders traveling abroad, while UnionPay processed domestic
currency transactions.170 However, in late 2016 the PBOC issued a
notice instructing Chinese banks not to renew cobranded cards.171
With the phasing out of cobranded cards in China, U.S. payment
companies are experiencing declines in their reported volumes for
cobranded cards, and it is estimated this negative trend will contin-
ue, particularly as UnionPay gains wider acceptance in internation-
al markets.172

Insurance

China’s insurance market—the third largest in the world at $1.8
trillion (RMB 12 trillion) in 2015—has been growing at a robust pace
due to the continued expansion of China’s middle class.173 There is
substantial room for China’s insurance sector to grow: international
experience has shown that consumers in countries with relatively
low but rapidly increasing wealth have a disproportionally increas-
ing demand for insurance products.174 According to estimates from
global reinsurer Munich Re, China’s insurance penetration rate (de-
fined as premium volume as a percentage of GDP) was 4.2 percent
in 2016, below the global average of 6.2 percent.1’5 Growth in Chi-
na’s life insurance market has been particularly strong, expanding
30 percent year-on-year in 2016.176 In August 2014, the State Coun-
cil released Several Opinions on Accelerating the Development of the
Modern Insurance Service Industry, which recognized that “accel-
erating the development of the modern insurance service industry
is an important part of improving the modern financial system” in
1({Jhina and endorsed further liberalization of China’s insurance mar-

et 177

Market Access for Foreign Insurers

Foreign insurers continue to face significant market access barri-
ers, with regulations preventing most foreign insurers from owning
more than half of a Chinese insurer.178 Foreign insurers also face
delays in license issuances and new product approvals.l7® In the
life insurance sector, foreign insurers can only participate through
Chinese-foreign joint ventures, with foreign equity capped at 50 per-
cent.180 The market share of foreign-invested insurers in China’s
life insurance market reached 6.4 percent in 2016.181 China also
caps foreign equity at 50 percent in the health insurance sector.182
China allows wholly foreign-owned subsidiaries in the nonlife insur-
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ance sector (i.e., property and casualty insurance), but the market
share of foreign insurers in the nonlife insurance sector is just 2
percent.183

Financial Technology’s Growing Influence on China’s Finan-
cial Services Sector

Although parts of China’s traditional financial services industry
remain underdeveloped, China is quickly becoming a global leader
in financial technology, or “fintech” (see the following textbox). China
topped KPMG’s ranking of global fintech companies in 2016, fea-
turing four of the top five companies on the list.184 Fintech’s rapid
growth in China is the result of several factors, including “the scale
of unmet needs being addressed by dominant technology leaders,
combined with regulatory facilitation and easy access to capital.”185
Long neglected by China’s traditional financial institutions, Chinese
consumers and SMEs are rapidly adopting fintech services such as
online banking, payments, investments, and insurance.*

What Is Fintech?

The Financial Stability Board defines financial technology, or
“fintech,” as “technologically enabled innovation that could result
in new business models, applications, products, or services with
an associated material effect on financial markets and institu-
tions and the provision of financial services.”186 Examples of fin-
tech innovations include peer-to-peer lending, equity crowdfund-
ing, distributed ledger technology, and artificial intelligence and
machine learning.187 Although people most commonly associate
fintech companies with startups breaking into areas traditional fi-
nancial institutions have dominated, fintech players include what
PricewaterhouseCoopers has called the “As, Bs, Cs, and Ds”:188

® As are large, well-established financial institutions such as
Bank of America, Chase, Wells Fargo, and Allstate.

e Bs are big technology companies that are active in the fi-
nancial services space but not exclusively so, such as Apple,
Google, Facebook, and Twitter.

¢ Cs are companies that provide infrastructure or technology
that facilitates financial services transactions. This broad
group includes companies like MasterCard, Fiserv, FirstDa-
ta, various financial market utilities, and exchanges such as

NASDAQ.

¢ Ds are disruptors: fast-moving companies, often startups, fo-
cused on a particular innovative technology or process. Com-
panies include Stripe (mobile payments), Betterment (auto-
mated investing), Lending Club (peer-to-peer lending), Moven
(retail banking), and Lemonade (insurance).

*According to a 2016 report from Ernst & Young and DBS Bank, 40 percent of Chinese con-
sumers are using new payment methods, compared to 4 percent of consumers in Singapore.
Thirty-five percent of Chinese consumers are using fintech insurance products, compared to 1-2
percent in many Southeast Asian markets. Sachin Mittal and James Lloyd, “The Rise of FinTech
in China: Redefining Financial Services,” Ernst & Young and DBS Bank, November 2016, 4.
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Leading domestic Internet companies looking to serve Chinese
consumers across the full spectrum of financial and nonfinancial
activities underpin fintech’s rise in China.189 These firms are able
to leverage big data from e-commerce, messaging, social media, and
other Internet-based services to provide new financial products.
Their entry into China’s financial sector—long dominated by large,
state-owned firms—has reshaped the industry. Starting off with
payments, Chinese Internet companies have since moved into other
financial segments, targeting individual consumers and SMEs with
unmet financial needs.199 “Digital payment platforms remain a crit-
ical part of the underlying fintech infrastructure in China but are
also an important source of transaction and financial data that is
increasingly being leveraged by the payment companies for new fin-
tech platforms, products, and services,” notes Zennon Kapron, prin-
cipal at Shanghai-based fintech consultancy Kapronasia.191

Chinese fintech players are directly challenging traditional finan-
cial institutions. Analysis from Ernst & Young and DBS Bank esti-
mates that traditional banks lost $22.8 billion in card fees to digital
payments in 2015.192 Diverting payments from traditional banks
also cuts incumbents off from important relationships with mer-
chants and retail customers, which in turn cuts into other key busi-
ness lines, such as loans, deposits, and investments.193 In response
to competition from fintech firms, Chinese commercial banks have
worked on developing their own fintech capabilities and partnered
with fintech firms to launch digital initiatives.194

Digital Payments

Chinese consumers, accustomed to shopping online, have leap-
frogged from cash into digital payments, largely bypassing payment
cards.195 The transaction value of third-party mobile payments in
China leapt from $15 billion (RMB 100 billion) in 2011 to an esti-
mated $5.7 trillion (RMB 38.5