RECOMMENDATIONS

China’s “Area Control Military Strategy”

The Commission recommends that:

The relevant Congressional committees investigate the adequacy
of security for the Department of Defense’s logistics data system,
the time-phased force deployment data system, to ensure that
the data therein are secure from a cyberattack.

Congress assess the adequacy of Department of Defense capabili-
ties to conduct major operations in a degraded command, control,
communications, computer, intelligence, surveillance, and recon-
naissance environment for an extended period of time.

Congress direct the Government Accountability Office to evaluate
the Department of Defense’s early warning systems to ensure
that the department will have sufficient timely warning of a PLA
attack in the event of a conflict.

Congress require that the Department of Defense conduct peri-
odic peaceful naval and air exercises in the East Asian maritime
region to demonstrate the U.S. commitment to freedom of navi-
gation.

Congress assess the adequacy of funding for Department of De-
fense programs that ensure the military’s ability to operate effec-
tively against China’s Area Control Strategy measures. Such pro-
grams could include, at a minimum, robust theater ballistic mis-
sile defense, antisubmarine warfare, advanced air-to-air combat,
command and control, and electronic warfare capabilities.

Congress encourage the administration to continue to work dip-
lomatically and militarily with regional allies and friends to im-
prove their capacity to resist China’s Area Control Strategy capa-
bilities.

The Implications of China’s Civil and Military Space Activi-

ties

The Commission recommends that:

Congress mandate that the Department of Defense (and other
government space operators, as appropriate) assess and report
upon their preparedness for potential Chinese counterspace ac-
tivities. To the extent that commercial entities provide essential
services, assessments should also cover their systems.

(221)
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e Congress assess the adequacy and regularity of U.S. military ex-
ercises and training activities that simulate the destruction, de-
nial, degradation, or manipulation of U.S. space assets. In addi-
tion, Congress should periodically evaluate whether the Depart-
ment of Defense is taking sufficient measures to diversify its tra-
ditionally space-oriented capabilities, such as in navigation, com-
munications, intelligence, surveillance, and reconnaissance.
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